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31 _i> SSID W20 351 (WLAN) Sl dxall éSuid] punY dauilly .16 _JI 1 o G20 50
bas)s 9,>

WLAN &8s ¢ Soi) <config wlan enable <wlan-id oVl ;lool 09 -
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o=l blaw)l Jloi>| Gluxy pgsi loaic DSCP dosd plaxiw| WRED
'R2 9 R1 clg>g0ll 0lugSs D 0id
1 a>gall

Routerl#show run
...Building configuration

Current configuration 2321 bytes

1

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname Routerl

1

!

ip subnet-zero

1

1

!

call rsvp-sync

1

1

class-map match-all FTP

Classifies FTP Packets based on Access List 103.
match access-group 103 class-map match-all Video

—_
J___
Classifies Video Packets based on Access List 102. match
| — — —

access-group 102 class-map match-all Voice

Classifies Voice Packets based on Access List 101. match

access-group 101 ! ! policy-map Marking-For-FTP [---
Sets DSCP value afll for FTP packets.

dscp afll policy-map Marking-For-Voice

class FTP set ip
I--- Sets DSCP

class Voice set
l--- Sets DSCP
class Video set ip dscp

value ef for Voice packets.

policy-map Marking-For-Video
for Video packets.

interface Serial2/0 description Connected to

ip dscp ef
value af4l
af41 v 11
Router2 ip

address 10.2.3.2 255.255.255.0 random-detect dscp-based
! --- Enables WRED based on DSCP Value of the packet.
random-detect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets to 30 and 40 packets
for the DSCP value 10. random-detect dscp 34 40 50
Sets the Minimum and Maximum Threshold of Packets
to 40 and 50 packets for the DSCP value 34.
detect dscp 46 50 60

| ———
| — — —
J___
random-
I-—- Sets the Minimum and Maximum

Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. clockrate 56000 ! interface Serial2/l1 no
ip address shutdown ! interface Serial2/2 no ip address

shutdown ! interface Serial2/3 no ip address shutdown !

interface Serial2/4 no ip address shutdown ! interface
Serial2/5

no ip

no ip address shutdown ! interface Serial2/6

address shutdown ! interface Serial2/7 no ip
address shutdown ! interface FastEthernet3/0 no ip
address duplex auto speed auto ! interface
FastEthernet3/0.1 description Connected to Voice Clients

encapsulation dotlQ 10 ip address 192.168.0.1
255.255.0.0 service-policy output Marking-For-Voice [/---

Applies the policy Marking-For-Voice to the interface. !
interface FastEthernet3/0.2 description Connected to




Video Clients encapsulation dotlQ 20 ip address
172.16.0.1 255.255.0.0 service-policy output Marking-
For-Video !--- Applies the policy Marking-For-Video to
the interface. ! interface FastEthernet3/0.3 description
Connected to FTP Server encapsulation dotlQ 30 ip
address 30.0.0.1 255.0.0.0 service-policy output
Marking-For-FTP !--- Applies the policy Marking-For-FTP
to the interface. ! interface FastEthernet3/1 no ip
address shutdown duplex auto speed auto ! router ospf 1
!--- Configures OSPF as the routing protocol. log-
adjacency-changes network 10.0.0.0 0.255.255.255 area 0
network 30.0.0.0 0.0.0.255 area 0 network 172.16.0.0
0.0.255.255 area 0 network 192.168.0.0 0.0.255.255 area
0 ! ip classless ip http server ! access-list 101 permit
ip 192.168.0.0 0.0.255.255 any !--- Access list used to
classify Voice packets. access-list 102 permit ip
172.16.0.0 0.0.255.255 any !/--- Access 1list used to
classify Video packets. access-list 103 permit ip
30.0.0.0 0.0.0.255 any !/--- Access list used to classify
FTP packets. ! voice-port 1/0/0 ! voice-port 1/0/1 !
voice-port 1/1/0 ! voice-port 1/1/1 ! dial-peer cor
custom ! ! ! dial-peer voice 1 pots destination-pattern
4085551234 port 1/0/0 ! ! line con 0 line aux 0 line vty
0 4 ! end

2 a>gall

Router2#show run
...Building configuration

Current configuration : 1551 bytes

!

version 12.3

service config

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname Router2

!

boot-start-marker

boot-end-marker

|

1

no aaa new-model

ip subnet-zero
|

interface FastEthernet0/0

ip address dhcp

duplex auto

speed auto

!
interface FastEthernet0/0.1

description Connected to Voice Clients
encapsulation dotlQ 40

ip address 20.0.0.1 255.0.0.0

!

interface FastEthernet0/0.2

description Connected to Video Clients
encapsulation dotlQ 50

ip address 40.0.0.1 255.0.0.0




|

interface FastEthernet0/0.3

description Connected to FTP Clients

encapsulation dotlQ 60

ip address 50.0.0.1 255.0.0.0

!

interface Serial0/0

description Connected to Routerl

ip address 10.2.3.1 255.255.255.0

random-detect dscp-based

Enables WRED based on DSCP Value of the packet. ---1!
random-detect dscp 10 30 40 !--- Sets the Minimum and
Maximum Threshold of Packets !--- to 30 and 40 packets
for the DSCP value 10. random-detect dscp 34 40 50 !/---
Sets the Minimum and Maximum Threshold of Packets !---
to 40 and 50 packets for the DSCP value 34. random-
detect dscp 46 50 60 !--- Sets the Minimum and Maximum
Threshold of Packets !--- to 50 and 60 packets for the
DSCP value 46. ! interface FastEthernet0/1 no ip address
shutdown duplex auto speed auto ! interface Service-
Engine2/0 no ip address shutdown hold-gueue 60 out !
router ospf 1 !--- Configures OSPF as the routing
protocol. log-adjacency-changes network 10.0.0.0
0.255.255.255 area 0 network 20.0.0.0 0.255.255.255 area
0 network 40.0.0.0 0.255.255.255 area 0 network 50.0.0.0
0.255.255.255 area 0 ! ip http server ip classless ! !
control-plane ! ! voice-port 1/0/0 ! voice-port 1/0/1 !
gatekeeper shutdown ! ! line con 0 line 65 no
activation-character no exec transport preferred none
transport input all transport output all line aux 0 line
vty 0 4 ! ! end
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DSCP Yalue for Voice Packetz afd1 tranzslated to Cizco &8I0 802 10 UP value 4 and
original D=CF Yalue afdl copied

4

do > @02l DSCP dagd (LAP) Jgwogll dlais a>,i (LAP) Jewsll dais I do=l Juas Loxic .4
a8V ol ol Y gl olaia) dagdll e olipuss J339 802.11e UP dad | 63,ls)l LWAPP
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enabled cliert
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DSCP éagd (WLC) éSlwMI dyxall daidl (9 aSxill juaic a>,i 2 azgall _lc FastEthernet
ao;> J 63,160l dosxl (o DSCP dagd gumizy AVVID 802.1p UP dngd I 63,lo)l dosxlly dol:l
802.1p doyall _JI DSCP JsS5i9,4) AF11 dad do> i ais Jliall 13id 5 .Ud auogs 6® laS LWAPP
1 aaylaoll

Lightweight gioe)l 5 Jswosll blas gias Lightweight gogll (8 Jewosll bl I dosx)l Juas loxic .4
09 - Jsasl A3 aiges o6 s3I WLAN doxs 639> agd TX 802.11 duolidVl UVl dasld b do;=l
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FTP Jwoe oY o83 5lexdl I bay )l Juws 9 dasd DSCP JI I dagill Litll o> «ells sy . sasll
DSCP AF11 dad _JI 1 douill do> 5 pi, [EEE 802.11e UP 559,41 Q0S tay,e wilo J| _aiiy

Il o9 290 o8 LaS 802.1p UP dad JI 65,lg)l LWAPP o) DSCP dnd aSxill jle> o= i .2
asdall Joxo SN o0 2 azgall | ells amy dojxl ags 65le] pi Lussi 095 Loyl alo¥l DSCP dagd
2

Lo dubuidl Slg>lgll M5 (o 2 azgall Lle LuSlall iSui (5 DSCP AF11 dad o> o=l es .3
iglulusi)] &Lzl do 2l bz Loxie . Shudl coldl e gpnéll eMae I sy 1 azgally 2 azgall
WRED J aiss55 o6 sl 2l Jilio dozll blawdl dlaisl oo gaxdl pi

a0 uSlly aSlwMI aSuidl | asbull dSuidl oo dsguall dol 19,0 sie Jilas cl,>] Gaxy

Le>Mol9 clasVI Bliiwl ol9l

w22 (OIT) L3Vl a2 o 8151 paskiawl .ShOW Lolol asy (Jaad ulxualleNasl)) 2131 a2 is 6131 ac
. Show oVl 2,50 Jul>s

.debug ol9l plaziw| 8 zaxaill olol Jo> dago wlogles JI &>l tdla>Vo

le>Noolg ha) doasdl 639> (1955 dulac cllasl BlisiwY wlg>gall le aJul Cisco 10S Jolgl jlas] ciSa,
e o0 5amills

aosld 9 i (il o)l Jo> wlogleo >,mu—{show queue {interface-name interface-number -

ag=lgll e ) lnil
oSl > uuw—{show queueing random-detect interface {interface-name interface-number -
g2l Lle jlanVl ailgd sl Jo> asla>Yl ologleally
olweSie wllax>Yl Lo ,2,—{show policy-map interface {interface-name interface-number -
wwlia)l EXEC gi09 9 1oVl 13® plaziw] oo 28T .ag>lgs 89 ,0ll g3 Vlg JsYI o lwluw
Routerl#show policy-map interface F3/0.1
FastEthernet3/0.1

Service-policy output: Marking-For-Voice

(Class-map: Voice (match-all
packets, 1224 bytes 18
minute offered rate 0 bps, drop rate 0 bps 5
Match: access-group 101
QoS Set
dscp ef
Packets marked 18

(Class-map: class-default (match-any
packets, 128 bytes 2
minute offered rate 0 bps, drop rate 0 bps 5
Match: any

023l 639> do > jues o> wlogleo Lo ,2,—debug qoS set -

639> s, o whblacl Jo,2) 4oVl 13D lasl 29 (WLC) aSLwMI dd=all aSuidl 8 pSxill juaic e
1023l

9SS o5 Sl doal 639> way e walo Jg> wlegleo pas,—{show qoS {bronze/silver/gold/platinum -
:show QoS oVl 0 21,51 due L laud9. WLAN &Sl

Cisco Controller) >show gos Platinum)

[BISY=T ok ok 1§ o ) il 1o o NS For Voice Applications
Average Data Rate. ... ... ..ttt 0
Burst Data Rate. ... ..ttt ittt tiieeeeenn 0


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

Average Realtime Data Rate..........iiiiunnenn. 0

Realtime Burst Data Rate.............c..ooiiueen... 0
Maximum RF usage per AP (%) c ittt iiieeeeennn 100
Queue Length. ... ... e e 100
PTrOLOCO L . ittt e e e e e e e e e e e e e e e e none

Cisco Controller) >show gos Gold)

IDTSTST ol 1y o w1 o o NPSN N For Video Applications
Average Data Rate. ... ... ..ttt iteeennennn 0

Burst Data Rate........ ... 0

Average Realtime Data Rate..........iiiinnnnnn. 0

Realtime Burst Data Rate.............c..ooieieen.n. 0

Maximum RF usage per AP (%) .t itimiieeeennn 100

Queue Length. ... ... ittt e 75

i 3wl e Yo @ 2 K none

Cisco Controller) >show gos Bronze)

IDISTST ol 1y 0wl 1o o NPSN N For Background
Average Data Rate. ... ... ..ttt iteeennennn 0

Burst Data Rate........ ... 0

Average Realtime Data Rate..........iiiiinnnnnn. 0

Realtime Burst Data Rate.............c..ooiiueen.n. 0

Maximum RF usage per AP (%) .ottt i ieieeeennn 100

Queue Length. ... ... it e 25

PYOLOCO L . ittt e e e e e e e e e e e e e e e none

ol 2l 23905 L (WLAN) aSbwWI ddxall aSuidl Jo> wlogles o2, —<show wlan <wlan-id

Cisco Controller) >show wlan 1)

WLAN Identifier....... ...t 1

Network Name (SSID) & v vt v ittt ettt ettt et e e e et e VoiceClients
LS w6 = Enabled

MAC Filtering. oottt ettt e e e e et ieeeeean Disabled
Broadcast SSID. . ittt ittt ettt e e e e e e e e e Enabled

AAA Policy Override. ... v it ittt et eeeeeean Disabled
Number of Active Clients............... ... 0
Exclusionlist Timeout.......... ...t 60 seconds
Session TimMeoUL. . ...ttt it et et e 1800 seconds
Interface. ..o e e e management
WL AN ACL e 4 e e e e e ettt e e e e et e e e e e e et e e e e et unconfigured
DHCP ST Ve &t vttt e e e e e e e e et e et e e e e e e e e et et eeeee Default

DHCP Address Assignment Required................. Disabled

(Quality Of ServicCe.....ccccececccccccccccsccesss.. Platinum (voice
WMM. .ooeeeecececoossassssscsccasssssssssccccssssssss Disabled

CCX - AdronetIe SUPPOTE ...ttt it ettt eeeeennnnn. Enabled
CCX - Gratuitous ProbeResponse (GPR)............. Disabled
Dotll-Phone Mode (7920) . v i i ittt ittt Disabled
Wired ProtoCol. ... ...ttt e e et None
TPV SUDDOT L e i it ittt e e e e e e ettt et e e et e Disabled
RAAiO POLldCY e i ittt et e et et e e e e e e e e e e e All
Security
Authentication:..........iiiiiee.. Open System 802.11
StAtiC WEP KeY S . ittt ittt ettt e ettt et eeeeeeeenn Disabled
BO2 . L ittt e e e e e e e e e Enabled
'8 ¥ g V5 0 w1 1o 1S 104-bit WEP
Wi-Fi Protected Access (WPA/WPA2) ............. Disabled
CRI P ottt et e e e e e e e e e e e e e e e Disabled
IP Security Passthru............. .. ..., Disabled
Web Based Authentication...................... Disabled
Web-Passthrough. .. ... ..., Disabled

AULO ANCROT . i i ittt ittt e e e e e e e e e Disabled



H-REAP Local Switching..........uuiuiiinennnn. Disabled
(Management Frame Protection................... Enabled (Global MFP Disabled
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