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AccessPoi nt <confi g>#interface fastethernet 0.2

AccessPoi nt <confi g- subi f >#encapsulation dotlqg 2 native

Configure the encapsulation as dotlg and assign VLAN 2 as the native VLAN !--- on the Fast ---!
Ethernet interface. AccessPoi nt <confi g-subi f >#exit

AccessPoi nt <confi g>#interface dotllradio 0.2

AccessPoi nt <confi g- subi f >#encapsulation dotlqg 2 native

Configure the encapsulation as dotlg and assign VLAN 2 as the native VLAN !--- on the radio ---!
interface. AccessPoi nt <confi g- subi f >#end
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AccessPoi nt #configure terminal
Enter global configuration mode. AccessPoint (config)#interface dotllradio 0 ---!
Enter radio interface configuration mode. AccessPoint(config-if)#ssid Admin ---!
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Configure the SSID "Admin". AccessPoint (config-if-ssid)#vlian 20 ---!
Assign VLAN 20 to the SSID. AccessPoint (config-if-ssid)#authentication open ---!
Configure open authentication for the SSID. AccessPoi nt (config-if-ssid)#end ---!

AccessPoi nt (config) interface fastethernet 0.20

Enter subinterface mode on the Fast Ethernet interface. AccessPoint(config-subif) ---!
encapsulation dotlQ 20

Set the encapsulation as dotlg for VLAN 20. AccessPoint (config-subif) bridge-group 20 ---!
Assign the subinterface to bridge group 20. AccessPoint(config-subif) exit ---!

AccessPoi nt (config) interface dotllradio 0.20

Enter subinterface mode on the radio interface. AccessPoi nt (config-subif) encapsulation ---!
dot1lQ 20

Set the encapsulation as dotlg for VLAN 20. AccessPoint (config-subif) bridge-group 20 ---!
Assign the subinterface to bridge group 20. AccessPoint(config-subif) exit ---!
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AccessPoi nt #configure terminal
AccessPoi nt (confi g) #interface dotllradio 0
AccessPoi nt (config-if)#ssid Guest
AccessPoi nt (config-if-ssid)#vlan 30

AccessPoi nt (confi g-if-ssid)#authentication open
AccessPoi nt (config-if-ssid)#end

AccessPoi nt (config) interface fastethernet 0.30
AccessPoi nt (confi g-subi f) encapsulation dotlQ 30
AccessPoi nt (confi g-subif) bridge-group 30
AccessPoi nt (config-subif) exit

AccessPoi nt (config) interface dotllradio 0.30
AccessPoi nt (confi g-subif) encapsulation dotlQ 30
AccessPoi nt (confi g-subif) bridge-group 30
AccessPoi nt (config-subif) exit
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Swi t ch#configure terminal

Swi t ch<confi g>#interface fastethernet 0/5

Enter the interface mode for Fast Ethernet 0/5. Switch<config-if>#switchport mode trunk ---!
Configure the switch port mode to trunk mode. Sw tch<config-if>#switchport trunk ---!
encapsulation dotlgq

Configure the encapsulation on the switch port to dotlg. Swi tch<config-if>#switchport trunk ---!
native vlan 2

Configure the native VLAN as VLAN 2. Sw tch<confi g-if>#switchport trunk allowed vlan add ---!
2,20,30

Configure the list of VLANs that are allowed on the trunk port. Swi tch<config- ---!

i f >#switchport nonegotiate

Swi t ch#configure terminal

Swi t ch<confi g>#interface fastethernet 0/10

Enter the interface mode for Fast Ethernet 0/10 Switch<confi g-if>#switchport mode trunk ---!
Configure the switch port mode to trunk mode. Sw tch<config-if>#switchport trunk ---!
encapsulation dotlgq

Configure the encapsulation on the switch port to dotlg. Swi tch<config-if>#switchport trunk ---!
native vlan 2

Configure the native VLAN as VLAN 2. Sw tch<confi g-if>#switchport trunk allowed vlan add ---!
2,20,30

Configure the list of VLANs that are allowed on the trunk port. Switch<config- ---!

i f >#switchport nonegotiate
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Rout er #configure terminal

Rout er <conf i g>#interface fastethernet 0/0.2

Configures a Sub-interface .2 on fastethernet 0/0 Router<config-subif>#encapsulation dotlg ---!
2 native

configures the encapsulation as dotlqg and assigns VLAN 2 to the sub-interface This command ---!
.also makes VLAN 2 as the Native VLAN. Here number 2 iS the VLAN-id

Rout er <confi g- subi f >#ip address 172.16.1.1 255.255.255.0

Assign ip address from Native VLAN 2 subnet - 172.16.1.0 /24 to the sub-interface ---!

Rout er <conf i g- subi f >#exit

Rout er <confi g>#interface fastethernet 0/0.20

Configures a Sub-interface .20 on fastethernet 0/0 Router<confi g-subif>#encapsulation dotlq ---!
20

configures the encapsulation as dotlqg and assigns VLAN 20 to the sub-interface Here number ---!
.20 is the VLAN-id

Rout er <confi g- subi f >#ip address 172.16.2.1 255.255.255.0

Assign ip address from VLAN 20 subnet - 172.16.2.0 /24 to the sub-interface Router<config- ---!

subi f >#exit

Rout er <confi g>#interface fastethernet 0/0.30

Configures a Sub-interface .30 on fastethernet 0/0 Router<confi g-subif>#encapsulation dotlq ---!
30

configures the encapsulation as dotlqg and assigns VLAN 30 to the sub-interface Here number ---!

.30 is the VLAN-id

Rout er <confi g- subi f >#ip address 172.16.3.1 255.255.255.0



Assign ip address from VLAN 30 subnet - 172.16.3.0 /24 Router<config-subif>#exit ---!
DHCP Configuration starts here

Rout er <confi g>#ip dhcp excluded-address 172.16.2.1

Rout er <confi g>#ip dhcp excluded-address 172.16.3.1

excluded-address command is used to exclude the specified ip addresses from the DHCP pool. ---!
In this case router's sub-interface addresses are excluded. Router<confi g>#ip dhcp pool pooll
Creates a DHCP pool with a name pooll and enters the DHCP config mode router<dhcp- ---!

confi g>#network 172.16.2.0 /24

From this pool Clients are assigned ip addresses from 172.16.2.0 /24 Subnet i.e. from ---!
172.16.2.2 - 172.16.2.254 rout er<dhcp-confi g>#default-router 172.16.2.1

Default-gateway assigned to the client from this pool is 172.16.2.1 . Default-router is ---!
nothing but default-gateway Router<confi g>#ip dhcp pool pool2

Creates a DHCP pool with a name pool2 and enters the DHCP config mode router<dhcp- ---!

confi g>#network 172.16.3.0 /24

From this pool Clients are assigned ip addresses from 172.16.3.0 /24 Subnet i.e. from ---!
172.16.3.2 - 172.16.3.254 router <dhcp-confi g>#default-router 172.16.3.1

Default-gateway assigned to the client from this pool is 172.16.3.1 ---!
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(OIT) 2LVl p=io 8131 pasiawl 0l o€ 3580 (OIT) (ladd Gguj Jzuw) 81l sluw a2 o 2] 1aka>Vo
. Show LoVl 2,50 s o=

AccessPoi nt #show dotll associations

:Cient Stations on Dot 11Radi o0 802. 11

[SSID [ Adm n
MAC Addr ess | P address Devi ce Narme Par ent State
0040. 96ac. e657 172.16.2.50 CB21Ad Pl 21AG Adni n User sel f Assoc

lowd .ap JI e clSiss 068 ul VLANS cuo e ap in order to JI e ol vian o,ell o )aol gaaiuy el

AccessPoi nt #show vlans
(Virtual LAN ID: 2 (IEEE 802.1Q Encapsulation

VLAN Trunk Interfaces: Dot11Radi 00.2
Fast Et her net 0. 2

(This is configured as native Vian for the following interface(s
Dot 11Radi 00
Fast Et her net 0

: Protocol s Configured: Addr ess: Recei ved: Transnmitted
Bri dgi ng Bridge Group 1 1380 712
O her 0 63

packets, O bytes input O

packets, 50641 bytes output 733
Bri dgi ng Bridge Group 1 1380 712
O her 0 63

packets, 98016 bytes input 1381
packets, 12517 bytes output 42

(Virtual LAN ID: 20 (IEEE 802.1Q Encapsulation

VLAN Trunk Interfaces: Dot11Radi 00.20
Fast Et her net 0. 20

: Protocol s Configured: Addr ess: Recei ved: Transnmitted
Bri dgi ng Bridge G oup 20 798 622
O her 0 19

packets, 25608 bytes input 247
packets, 43585 bytes output 495
Bri dgi ng Bridge G oup 20 798 622
O her 0 19

packets, 37536 bytes input 552
packets, 21660 bytes output 148

(Virtual LAN ID: 30 (IEEE 802.1Q Encapsulation
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VLAN Trunk Interfaces: Dot11Radi 00.30
Fast Et her net 0. 30

: Protocol s Configured: Addr ess: Recei ved: Transnmitted
Bri dgi ng Bridge G oup 30 693 609
O her 0 19

packets, 13373 bytes input 106
packets, 48029 bytes output 517
Bri dgi ng Bridge G oup 30 693 609
O her 0 19

packets, 47531 bytes input 605
packets, 15749 bytes output 112

w2l e Joguall pasiua; Jas¥l e [0 _SLuI J9guall paiume oI5 13] lao géxill oI liSay
Jlio L lad .Sl Jsasll le ping oYl laol a8 lgwas VLAN aSuid aiyeSs a5 sillg o KLl

D:\ >ping 172.16.2.60
:Pinging 172.16.2.60 with 32 bytes of data

Reply from 172. 16. 2. 60: bytes=32 ti ne<l10nms TTL=255
Reply from 172. 16. 2. 60: bytes=32 ti ne<l10nms TTL=255
Reply from 172. 16. 2. 60: bytes=32 ti ne<l10nms TTL=255
Reply from 172. 16. 2. 60: bytes=32 ti ne<l10nms TTL=255

:Ping statistics for 172.16.2.60

, (Packets: Sent = 4, Received = 4, Lost = 0 (0% oss
:Approxinmate round trip times in mlli-seconds

M ni rum = Ons, Maxi mum = Ons, Average = Ons

Jrasll e ping LoVl ,lol dliSay VLAN 30 _JI bay,; casio Jasimall Juaxy ol cuaxd giaiuy el (Jiall
o L Logd . Skl ol e cugll p3ly JLasVl ,lisY dagall (Sl

D:\ >ping 172.16.3.60
:Pinging 172.16.3.60 with 32 bytes of data

Reply from 172. 16. 3. 60: bytes=32 ti ne<l10nms TTL=255
Reply from 172.16. 3. 60: bytes=32 ti ne<10nms TTL=255
Reply from 172.16. 3. 60: bytes=32 ti ne<10nms TTL=255
Reply from 172.16. 3. 60: bytes=32 ti ne<10nms TTL=255

:Ping statistics for 172.16. 3.60

, (Packets: Sent = 4, Received = 4, Lost = 0 (0% oss
:Approximate round trip times in mlli-seconds

M ni mum = Ons, Maxi mum = Ons, Average = Ons
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Sl 0eSs Ol elus plisall (e coaw (SlwY wilxl e el oo, ol all the VLANS ol ciois .2
JUasVl bz ddio JMS o VLAN i guazx glowdl o ol idl JSuiy. daii S

VY il eulo LIB1 VLAN Jl lacb all the VLANS le (65, ol bridge-group JI edSiis ol cuaxs .3
i .2 D1 VLAN JI ol Ly setup csl ol subinterface )Wl e dcgamo e JSuin ol glss
sillg BVI 1 Jl blsVl e blax)l J>1 oo aloVl ae )l dgzloll ) Wilsl 038 ]l dcgome Jis
el olgVl 03D uSos oy bridge-group ,oVl (eSs dic Ludzs.cosiVle gl )l wlezly o NS oy

bridge-group 10 subscriber-loop-control
bridge-group 10 block-unknown-source

no bridge-group 10 source-learning

no bridge-group 10 unicast-flooding
bridge-group 10 spanning-disabled

Jl ol 138 ol Ui ol degi piy o) bo 1B usi pgis VI w9 i)l dawol 8Vl oblacyl (D 0id
29910 6® LS Jo=, 0l wlisd galaiwy WLAN

Le>Moolg el BliSiwl ool

AP JI e dllSuis ey in order to el 13 clasiwl Loyl guboiay il

(OIT) 2LVl a0 8131 pasianl ol Jose 3580 (OIT) (ladd G Jzuw) 8ol xiluw oo Y] :dka>No
. Show oVl 2,50 s o =)

show vlanS .
show vian dot1q -
show dot11 associations -

: Sl e, in order to ol 138 clasiwl gl el @liss 2950 85la> 63kl e

show vlanS .
show interface fastEthernet x/x switchport -
show interface fastEthernet x/x trunk -

il a3 in order to ol 138 yass zluell e ool

debug ip dhecp esl5 aoj> -
=90 show ip interface ip -
.SSID J9guue 9 Sl 2=U IP ylgic usi g5 (b lawd

Rout er #debug ip dhcp server packet

.Nov 23 18:02:06.637: DHCPD. DHCPREQUEST received fromclient 0040. 96ac. e657*

Router receives the DHCP Request from the client *Nov 23 18:02:06.637: DHCPD: No default ---!
domain to append - abort update *Nov 23 18:02: 06. 637: DHCPD: Sendi ng DHCPACK to client

. (0040. 96ac. e657 (172.16.2.50

Router acknowledges the client's request *Nov 23 18:02: 06. 637: DHCPD: creating ARP entry ---!
(172.16. 2.2, 0040.96ac.e657). *Nov 23 18:02:06.637: DHCPD: unicasting BOOTREPLY to client

. (0040. 96ac. e657 (172.16.2.50

Router assigns ip address to the client from the VLAN 10 subnet ---!

o by Olegleo

Cisco Aironet aSlwMI olasall g0 VLAN ol plasiwl -



//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801d0815.shtml?referring_site=bodynav

RADIUS 0505 g0 EAP adskao -
Cisco Systems - olaiuwally sl acall -



//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801bd035.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



