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W r el essRout er <conf i g>#bridge irb
Enables IRB. Wrel essRout er<confi g>#bridge 1 protocol iecee !--- Defines the type of ---!

Spanning Tree Protocol as ieee. Wrel essRout er<confi g>#bridge 1 route ip
.Enables the routing of the specified protocol in a bridge group ---!
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W r el essRout er <confi g>#interface bvil
Enter interface configuration mode for the BVI. Wrel essRouter<config-if>#ip address ---!

172.16.1.100 255.255.0.0

Cisco wlaze go VLAN o lSui plasiwl (9 jewlo Jawoll blsi I ] iconxo e pusd g>1,

Joogll bl 9wl olegoze wilby Jo> wlogleall 0 30 e Joaxl aSlwWI Aironet
ule a3l DHCP 0515 6 a0 placviuw] S0, 871W ISR JI _le doww J5U DHCP 3|l oS .3

wwobwl JiSuis Jolis L9 ol 13D cuasl .azgally wgiisy cuill L SLwdUl eMas) IP ¢9lic o ueil a>gall

W r el essRout er <conf i g>#ip dhcp excluded-address 172.16.1.100 172.16.1.100

Excludes IP addresses from the DHCP pool. !--- This address 1is used on the BVI ---!

interface, so it is excluded. Wr el essRout er<confi g>#ip dhcp pool 870-ISR

W r el essRout er <dhcp- confi g>#network 172.16.1.0 255.255.0.0

DHCP 0315 0 IP (u9lie Joui) Lyl sl Jgo oS5 oz tdla>Mo
a>50 (9Sd ,olo¥l 0i® LS| . plell ueSill @09 (9. lxo RADIUS p3l55 ISR 871W (1055 o8 .4
=0 RADIUS 43155 g 871 66, (ISR) dxoan oloas

W r el essRout er <conf i g>#aaa new-model

Enable the authentication, authorization, and accounting !--- (AAA) access control ---1!
model. Wrel essRout er<confi g>#radius-server local

Enables the 871 wireless-aware router as a local !--- authentication server and enters ---!
into configuration !--- mode for the authenticator. Wrel essRout er<confi g-radsrv)#nas
172.16.1.100 key Cisco

Adds the 871 router to the list of devices that use !--- the local authentication ---!

server. Wrel essRout er<confi g-radsrv>#user ABCD password ABCD

W r el essRout er <confi g-radsrv) #user XYZ password XYZ

Configure two users ABCD and XYZ on the local RADIUS server. Wrel essRouter<config- ---!
radsrv) #exit

W r el essRout er <conf i g>#radius-server host 172.16.1.100 auth-port 1812 acct-port 1813 key
Cisco

.Specifies the RADIUS server host ---!

{2l RADIUS o5 G luxllg é8slaall 1813 _JI 1812 (0 39liall plaziuw] :dla>Meo
W r el essRout er <conf i g>#aaa group server radius rad _eap
Maps the RADIUS server to the group rad_eap ---!

W r el essRout er <confi g- sg-radi us>#server 172.16.1.100 auth-port 1812 acct-port 1813
Define the server that falls in the group rad_eap. Wrel essRout er<confi g>#aaa ---!
authentication login eap methods group rad eap

.Enable AAA login authentication ---!
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W r el essRout er <conf i g>#interface dotllradioO
Enter radio interface configuration mode. Wrel essRouter<config-if>#ssid Test ---!

Configure an SSID test. irel essRouter<config-ssid>#authentication open eap eap_methods ---!
W r el essRout er <confi g- ssi d>#authentication network-eap eap _methods

Expect that users who attach to SSID 'Test' !--- are requesting authentication with ---!
the type 128 !--- Network Extensible Authentication Protocol (EAP) !--- authentication bit
set in the headers of those requests. !--- Group these users into a group called

"eap_methods'. Wrel essRout er<confi g-ssi d>#exit

Exit interface configuration mode. Wrel essRout er<config-if>#encryption mode wep ---!
mandatory

Enable WEP encryption. Wrel essRouter<config-if>#encryption key 1 size 128 ---!
1234567890ABCDEF1234567890

Define the 128-bit WEP encryption key. Wrel essRout er<config-if>#bridge-group 1 ---!
W r el essRout er<confi g-i f >#no shut

.Enables the radio interface ---!
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W r el essRout er <confi g- ssi d>#authentication network-eap eap _methods
W r el essRout er <conf i g- ssi d>#authentication open eap eap_methods
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Profile M ame: IE?EHSH
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ssip2 |

SSID3: |
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v Always Resume the S ecure Session

—Uzemame and Paszword Settings

—{% |Jze Temporary User Mame and Pazsword —

™ Usze'Windows User Mame and Pazsward

@II}I Prompt for Uszer Mame a@'

" Manually Prampt for Ozer Mame and Pazsword

—{" Uze Saved User Mame and Pazzword —]

zer M ame;

Faszward:

Eanfirm Password:

Danmair:

I Include Windows Legon Demait with Wsen Hame
W Mo Metwork Connection Unless User |s Logged In

Authentication Timeout Yalue [in seconds) |30 _|
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I?'_Eiscu Aironet Desktop Utility - Current Profile: Teskt
Action  Options  Help

Current Status  Profile Management | Diagnostics
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Mew...

Modify.

Remaove

C hdivae D

— Dietailz

M ebwark, Type:
Security Mode:
M etwaork, Mame 1 [S5107]; Test

M etwark, Mame 2 [S510Z]: <Emphy
M ebwark, Mame 3 [S5103): Lemphys

Infraztructure
LE&F

Import..

Expart...

Scan...

[T AutoSelect Profiles
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Enter Wireless Network Password

Fleaze enter your LEAP uzername and passwaord to log on to the wireless

X

hetwark,

zer Name : ABLD

FPazsword o

Log on ko

Card Mame : Cizco Arronet 302.11a/b g Wirelezs Adapter
Frofile Mame : =270-15R

Ok,

Cancel
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LEAP Authentication Status e [ ]

Card Mame: Cizco Aironet 802,11 a/b/g Wirelezs ddapter
Profile Mame:  870-15R

Steps Status
. Starting LEAP Authentication Succes
2. Checking Link Status Success
3. Benewing IP address Success
4. Detecting |1F Frame T ype Success
f. Finding Domain Contraller Success
[T Show minimized nest time Cancel
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[Z|Cisco Aironet Desktop Utility - Current Profile: 870-1SR 2=l

fiction  Options  Help

Current Status | Prafile Management | Diagnostics
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Frofile Mame: 870-15H

Link Status: Authenticated

Wirelezz Mode: 2.4 GHz B4 Mbpsz IP &ddress: 172.16.1.95
Metwark. Type: [nfraztructure Current Channel; 8
Signal Strength: | Good
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. Show oVl 2,50 Jul>s
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W r el essRout er #show dotll association
:Cient Stations on Dot11Radi o0 802.11

:[SSI D [ Test
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MAC Addr ess | P Addr ess Devi ce Narme Par ent State
0040. 96ac. dd05 172.16.1.99 CB21AG Pl 21AG LAPTOP-1 self EAP- Associ at ed

(O hers: (not related to any ssid

DHCP 0515 JW> 0 IP uloic aa) el ol oo Baxiu —show ip dhep binding -
W r el essRout er #show ip dhcp binding
:Bindings fromall pools not associated with VRF

| P address Cient-1D Lease expiration Type
/ Har dwar e addr ess
User nane
0040. 96ac. dd05 Feb 6 2006 10:11 PM Automatic 172.16.1.99
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