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AP#configure terminal
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AP<config>#access-list 25 deny host 10.0.0.2
Create a standard ACL 25 to deny access to the !--- client with IP address 10.0.0.2. ---!
AP<config>#access-list 25 permit any
.Allow all other hosts to access the network ---!

;o8 aclsyl JI ACL 1a® b in order to ol 13® o a0l .4
AP<config>#interface DotllRadio 0
AP<config-if>#ip access-group 25 in
.Apply the standard ACL to the radio interface 0 ---!
xazi) a8y o Yoy Loawl ACL paiuy .(NACL) lows duwld (ACL) Jawogll (8 aSx dnsld clinl Liagl liSay
(ACL) Jguog)l _9 aSxill daild

AP#configure terminal
AP<config>#ip access-list standard name
AP<config>#permit | deny {host ip-address | source-ip [source-wildcard] | any} log
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AP#configure terminal
AP<config>#ip access-list standard TEST
.Create a standard NACL TEST ---!

AP<config-std-nacl>#deny host 10.0.0.2

Disallow the client with IP address 10.0.0.2 !--- access to the network. AP<config-std- ---!
nacl>#permit any

Allow all other hosts to access the network. AP<config-std-nacl>#exit ---!

Exit to global configuration mode. AP<config>#interface DotllRadio 0 ---!

Enter dotll radio0O interface mode. AP<config-if>#ip access-group TEST in ---!

.Apply the standard NACL to the radio interface ---!
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ip access-list extended name {deny | permit} protocol source source-wildcard destination
destination-wildcard [precedence precedence] [tos tos] [log | log-input] [time-range time-range-
[name
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AP#configure terminal

‘ACL gugo JI cal> in order to ol 13® ¢ a0l .3
AP<config>#ip access-list extended Allow DHCP_Telnet
.Create an extended ACL Allow_DHCP Telnet ---!

AP<config-extd-nacl>#permit tcp any any eq telnet

Allow Telnet traffic. AP<config-extd-nacl>#permit udp any any eq bootpc ---!
Allow DHCP traffic. AP<config-extd-nacl>#permit udp any any eq bootps ---!
Allow DHCP traffic. AP<config-extd-nacl>#deny ip any any ---!

Deny all other traffic types. AP<config-extd-nacl>#exit ---!

.Return to global configuration mode ---!

4 1o dclsYl _JI ACL Jl caaubo in order to el 13® &0l
AP<config>#interface DotllRadio 0

AP<config-if>#ip access-group Allow DHCP_Telnet in

.Apply the extended ACL Allow DHCP_Telnet !--- to the radio0 interface ---!
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AP#configure terminal
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access-list 700 deny 0040.96a5.b5d4 0000.0000.0000
This ACL denies all traffic to and from !--- the client with MAC address ---!
.0040.96a5.b5d4
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dotll association mac-list 700

.Apply the MAC-based ACL ---!
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tdllwJl 04® AP oS5 63>9 Juw s ook

AccessPoint# *Mar 1 01:42:36.743: $DOT11-6-DISASSOC: Interface
DotllRadio0O, Deauthenticating Station 0040.96a5.b5d4
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AP#configure terminal
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AP<config>#time-range Test
Create a time-range with name Test. AP (config-time-range)# periodic weekdays 7:00 to ---!
19:00
.Allows access to users during weekdays from 7:00 to 19:00 hrs ---!

1101 08, (ACL) Jswog)l _d aSi daild clis| .4
AP<config># ip access-list extended 101
AP<config-ext-nacl>#permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eqg telnet time-range
Test
This ACL permits Telnet traffic to and from !--- the network for the specified time- ---!
.range Test
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interface Ethernet0/0

ip address 10.1.1.1 255.255.255.0
ip access-group 101 in



.Apply the time-based ACL ---!
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interface interface
{no ip access-group {access-list-name | access-list-number} {in | out
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' WARING:
. Filter 700 was configured on interface Dotl1Radio0.1 using CLL
It must be deared via CLI to ensure proper operation of the web interface.

ig>l plaziwly Jsogll L5 aSxidl pilsd iz (CLIY oloVl Jaw dg>ly paziwld dlw )l 0id cul, 13]
LeissSs 6512y ugll Lo sismo

do by Olegleo

asuaill Jolge oSS -

Swll pcil ixéo -
Cisco Systems - olaiiwally il acall -



//www.cisco.com/en/US/docs/wireless/access_point/12.3_7_JA/configuration/guide/s37filt.html?referring_site=bodynav
//www.cisco.com/cisco/web/psa/default.html?mode=prod&level0=278875243&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



