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Interfaces > New < Back | Apply | |
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MOMITOR  WlANs CONTROLLER  WIRELESS  SECURITY MAMAGEMENT COMMANDS  HELP FEEDBACK
WLANS WLANS
- Current Filter: Mane [Change Filter] [Clear Filter] Create New -

b Advanced

2o luwel Jogrd SSID sldesoss: &e lud, eds obysd.



wCANS > N =

Tupe W LA “

Profile Mame profile-name |

551D S510-name |

CLI:

> config W an create <wl an-id> <profil e-nane> <ssid- nane>

IJglogs 2. 1pe,o 1JBho seso [Js 1J WLAN.

WLANS > Edit "WLAN-yellow' < Back | [ Apply |

General = Security QoS | Policy-Mapping | Advanced |

Profile Name WLAN-yellow
Type WLAN

551D WLAN-vellow
Status Enabled

Securty Policies [WPAZ][Auth({PSK)]
{Modifications done under security tab will appear after applying the changes.)

Radio Paolicy All v
Interface/Interface .
Group(G) vian2601 v

CLI:

config wan interface <wl an-i d> <i nterface-nane>

IJz1o96 3. luedd [Js edles IJowssy lely 9lEe, bys s lole.

Suwegsp 03l 1Jpsl WPA2-PSK.



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANS > Edit "WLAN-yellow'

-General Security QoS | Policy-Mapping | Advanced

Layer 2 Layer 3 | AAA Servers |

Fast Trarsition

Protected Management Frame

PMF Disabled %

WPA+WPA2 Parameters

WPA Palicy
WPAZ Policy-AES L

Authentication Key Management

802.1X Enable
CCKM Enable
I PSK #| Enable I
FT 802.1X Enable
FT PSK Enable
PSK Format ASCII &

WPA gtk-randomize State

H -
14 Disable ¥

CLI:

config W an security wpa akm 802. 1x di sable <w an-i d>
config W an security wpa akm psk enabl e <w an-id>
config W an security wpa akm psk set-key ascii <password> <w an-i d>
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LAMNs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs > Edit "WLAN-yellow' < Back ] Apply ||

General | Security | Qos | Policy-Mapping | Advanced

ST =
DHCP Server Ovarride
Caverage
Hole + Enabled
Detection DHCP Addr.

+ B uired

ASAigriment
Enable Session Timeout g

P A

CLlI:

config w an dhcp_server <w an-id> 0.0.0.0 required
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WLANS > Edit "WLAN-yellow' < Back | Apply I

|

General | Security | QoS | Policy-Mapping | Advanced
) Local Client Profiling
Off Channel Scanning Defer
DHCP Profilin
Scan Defer 0123456 7 g
Priority 7 7 HTTP Profiling
Universal AP Admin

Scan Defer 100 Support

Time({msecs) Universal AP Admin
FlexConnect liv B5S Transition Support

i "
;Ie:_:i{:?negt Local ¢ Enabled BSS Max Idle Service
Wiening = Directed Multicast Service
El;ax{:nnnect Local Auth Enabled mDNS
. ; "
DNS 5
Ié_aam Cliant IP Addrass ¥ Enabled m nooping Enabled
mDNS
Vlan based Central Profile default-mdns-profile §
T Enabled

Switching ==

Central _DHCP @ Enabled

Processing

Override DNS Enabled

MAT-PAT +# Enabled

Central Assoc Enabled

Fnnt Mnatac

CLI:

config W an flexconnect |ocal-sw tching <wl an-id> enabl e
config w an fl exconnect |ocal-sw tching <wl an-id> central -dhcp enabl e
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WLANSs > Edit "WLAN-yellow' < Back | Apply ||

General Security QoS Policy-Mapping Advanced

Profile Name WLAN-vellow
Type WLAN

S5ID WLAN-vellow
Status # Enabled

Security Paolicies [WPA2][Auth{PSK)]
(Modifications done under security tab will appear after applying the changes.)

Radio Policy All =
Interface/Interface "
Group(G) vian2601 o

CLI:

config wl an enable <w an-i d>

pg ol ldodssus spwvede s gpsd JuwdIs pyovl o SSID WLAN-IoW,) eds udlbs 9,09
FlexConnect gu9lu IP o VLAN 2601: 905938 2590 p)y9) Idwslule 1Jgluos wo ppds! Ws
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All APs > Details for Flex-1

General | Credentials | Interfaces | High Availabilil

General
AP Name Flex-1
Location default location
AP MAC Address f0:7f:06:e1:9e:a0
Base Radio MAC f0:77:06:ee:f5:90
Admin Status Enable =
AP Mode FlexConnect %
AP Sub Mode Naone v

IUgboss 1. 3p Clouble Lwas WLAN.

(WLAN) _9J-JU O I,Ja]ogo 5. utulc ddb lJs updsu IJuagsJ IJroa.Js FIexConnect _9o)l
Suvee JJgpdle IUsso souodv uls udbs 9,09d 18,8 Llu sep wessd zie 1Yo uld DHCP
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WLANSs > Edit "WLAN-yellow' < Back | Apply

 General | Security | QoS | Policy-Mapping | Advanced

i Local Client Profiling
Off Channel Scanning Defer

DHCP Profiling

Scan Defer 012 32 4586 7
Priority 7 o HTTP Profiling
Universal AP Admin
Scan Defer 160 Support
Time({mseacs) Universal AP Admin
FlexConnect 1iv BSS Transition Support
i L
;Iezfi{:?negt Local 7 Enabled BSS Max Idle Service
witehing = Directed Multicast Service
gax{:cmnect Local Auth Enabled mDNS
i mDONS Snoopin
Learn Client IP Address 4 Enabled ping Enabled

5

Wian based Central

Switching 12 Enabled
‘ Efﬂg;g:cp | Enabled
Qverride DNS Enabled
|__NAT-PAT Enabled |
Central Assoc Enabled

U096 2. $p wopdss DHCP 1p,djs Bs udbs IUs o] FlexConnect.

lowdd 1Js Juwdds > odlb 1Jsuosd > JJ usélb IUsosJ > AP-name.

MONITOR WLANs CONTROLLER WIRELESS

Wireless All APs
v Access Points Current Filter None [Cha
All APs
» Radios
802.11a/n/ac Numbar of APs 2

802.11b/g/n
Dual-Band Radios
Global Configuration

» Advanced AP Name IP Address(Ipv4/Ipv6)
Flex- R

op luedd lJs gdlps IJowsse FlexConnect 9lo 8, 999 pglded DHCP 1Je)yd556.



All APs > Detalls for Flax-1 <0

General | Credentials | Interfaces | High Availability | Insentory FlesCanmect Advanced

WLAN
Saupport

Mative VLAN [D 2687 VLAN Mappings

Fieaaresgor

Iroup M ee=prps

Freduthaniication ficoers Controd Lists

Extermad Webhutheobcatian MOLy
bhaatal So%i ACLS

I Eeckral DHEP Protessing I
Layerd ACLs

o 3JI pJduuo pydjs DHCP 9 nat-pat J IJ WLAN.

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

All APs > Flex-1 > Central DHCP Processing < Back Apply
AP Name Flex-1
Base Radio MAC "' ... ic.ceiciow

WLAN DHCP Mapping

WLAN Id "]
Central DHCP

Override DNS

MNAT-PAT
]|

WLAN Central Override NAT-

Id WLAN Profile Name DHCP DNS PAT Inheritance level

1 e wian [~
3 S Wian [~}
4 tol i sl St Wian [~}
6 T ea Wian [~
|7 WLAN-yellow v 4 | Wlan +]

CLI:

config ap flexconnect central -dhcp <wl an-id> <AP-nane> enabl e overri de dns di sabl e nat - pat
enabl e

w29w999J DHCP 1y d5s JIJ pepoed wigp o dusé FlexConnect

S9uoe 03l ldpeld Jsvsse wdysy DHCP IJp,d5s Jpgpeses FlexConnect glgrs Wb, Jl szuod
1JI |.JE_ro,J|c |.J|ooqu_90 yi@& uldbsé 9,09J ro_)o-__,béi wPEPIED FlexConnect |.Jfouuro|5 Flex-GRP
eJds eudlu IP 1Ugluo wop pu e DHCP gJs b do VLAN 2601, 9lJss $9z> B9 WS 0998
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FlexConnect.

FlexConnect Groups > Edit ‘flex-grp'

General  Local Authentication = Image Upgrade = ACL Mapping = Cent

Group Name flex-grp

Enable AP Local AuthenticationZ -

FlexConnect APs AAA
| Sen
Add
AP MAC Address AP Name Status ]
') Flex-1 Associated [ | Typ
Sha
Sec
Corn

IUzbo96 1. $p Llousle ubods WLAN.

spdud lole IUgbsle wduwol IJas wlboy s DHCP IJpydis JIJ Uuwds ppdiss Jlpuddss
(WLAN): 9JJu 8Os 1Jgloss 5. weolz Wb |Us wedsu Idezsd IJpzds FlexConnect. 903l
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WLANSs > Edit "WLAN-yellow'

< Back Apply

General | Security | QoS | Policy-Mapping | Advanced
) Local Client Profiling
Off Channel Scanning Defer
Scan Defer 012 32 4586 7 DHCP Profiling
Priority 7 o HTTP Profiling
Universal AP Admin
Scan Defer 160 Support
Time({mseacs) Universal AP Admin
FlexConnect 1iv BSS Transition Support
i L
;Iei{:?negt Local 7 Enabled BSS Max Idle Service
Witching = Directed Multicast Service
gax{:cmnect Local Auth Er=hled S
i mDONS Snoopin
Ié_earn Client IF Address ¢ Enabled ping Enabled
Vlan based Central Enabled
Switching 12
Central DHCP Enabled
Processing
Qverride DNS Enabled
| NAT-PAT Enabled |
Central Assoc Enabled

1J¢b9o 2. §p wwpdsy DHCP IJe,djs O pze9eo FlexConnect.

loedd IJs Jluwdds > pzeggle FlexConnect > 1w e 1Jpzesgs > Central DHCP. >¢Je |IJ WLAN-
id. pdow pydjs DHCP g NAT-pat. e lo b b §6 suos.

FlexConnect Groups > Edit ‘flex-grp’

Apply

General | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP

WLAN VLAN mapping |

Central DHCP - WLAN Mapping

WLAN Id 7
Central DHCP |«
Override DNS

NAT-PAT rd

ada |




FlexConnect Groups > Edit ‘flex-grp’

Lam | Local Authentication | Image Upgrade | ACL Mapping | Central DHCP |

Central DHCP - WLAN Mapping

WLAN Id 0
Central DHCP
Override DNS
NAT-PAT

add |

WLAN Central Override NAT-

1d WLAN Profile Name DHCP DNS PAT

7 WLAN-yellow 4 4 [~ |
CLI:

config flexconnect group <flexconnect-grp-nanme> central -dhcp <wl an-i d> enabl e override dns
di sabl e nat-pat enabl e

pedsple dlo LoJs
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