odosy WLC Llgwogsle ool 96 LDAP
Juvedlo WLAN 802.1x 9 b J6 Web-Auth

lJpzosslo
| Jp, 9506

IJpobJole Il wsé
lJoobJule
lJodoule | P00
o8 9ol |l sé
2J9.50 WSO

lowle wodd WLAN IJos ogees £Js 2o LDAP Jp 01596 lJp wogsesy oo 2JIJ wolué
95w dlgJsé 2l odé L9lzod o wegsre WLC

| wegsle 316 LDP Jodgse LDAP gl wed, ol i3bliso 9l oJl>ol

lJoz 8.8 o0l 6

| wod, wldd 1Jizble ol o1zl

peJ9ple do o

NFX YY)

Suod 03l 98888 IJlple T suvdJ AireOS WLC in order to Lol> 9o jwaw pe LDAP ulsJ wpel I
lJeuwogpd Blgss pebsle.

IJecbdule IUIguluss

IJeobJule

w9u2s Cisco wpg )96 IUpgoyele IJoldse:

- ¢9l> Microsoft Windows
- ¢>06 Active Directory

IJedoule IJpguegspd

ouwows Idpedsele 1Uglyo WO o3l ldpuwews IJs luesble Ido)lez Ioldse:



- wyulpg Cisco WLC. IJ] o>l 8.2.110.0

- ublp IJoubgsd Microsoft Windows Server 2012 R2
<P louble |Jro&J_9lo|u |,J_9|_).>6 g'9g5 o>l |quuuu) y-19) |Jiao_)6 |Jro_939>6 &_.9;5 wSS0 rog_roJ..sé aluoo
o zpse 1Jizoss |Jro,_).uua)|o0 Os 03l ldpuwows wodssu ppuwde (I8eluss). Bl Jlve
u.uU-Ju-J L9g5> LJUL)-UEgS\J k.9u|L.J) U dorod J.Ju|u..5_) |Jroaup.J .JLS ||o_)

peJ9plo lul yuss

2JU96 LS

- LDAP 09 w9999 suwegde JJsuosd IJs g9l [d>dsd.
- 89be Isdsd os ¥sle> wslule 0)psé o) eds Iddlsule.
csop wubse lJdlsole Bs zlasle pod Isesle IJoubsess (OU) I Ipzesgle Io zlosle
Microsoft IJlwe,loss J CN=Users.
- 1ese ivogs po o3l Ilgsl 09 wdosw pedple e LDAP L b dd Lozse eds eouss
IJoede B IUuveds [Jepdss [Jlovddss (WLC).
lede J Jos) pedses oBuosds 29d 03l pdogpe: IJo@rsp Suwe pu Jsd I
lan zolj wedp (WLC) J29sed 9iu dJsd pueds 90,939 (LDAP) oz6.

IJigwisds IJpcd )6

- pllgwe ldpuw e IUss Sew luvoslee il Célbe LDAPS
ould bysdolo Jdyob pdlod ¢he LDAP: pzosd I9 o058 Glze JSop 1J8,8 vy
UJD_)g,SLéCu,SL'J)-

6Cu|a qur" PU”UC-)P U_)ub 03l U.s |u xS'J_Su J.)tso |r0u..5|_)|u UPuUBBJ cosS 6up-JU PU
Ilpwogdle o luvple Ideuwepsulddele e, 1Jlis.

- B 2lds pusbdue: od luvp puvese Idyob sled 0B 1Jelsss 19 pu zest
lJeuwegspsut
JI: |uuoé>ro Lqu.ub vlerJO. E-Jgs wesd |J|DCJ|J:

cn=administrator.cn=domain admin.cn=users.dc=labm.dc=cisco.dc=com
wget luwogsp luwe Idpuwetsp B8b. eds pwosd IJpeld:
FRMIN,

- P31 J9 Jlu 00l puwcgspsu B 2lasle ppaddsS o szw 1o sJsu zasE pucErps
LDAP IJJluvdIs6 Idpgossu Bs o w IJzlass®
Jlespdu a8 DN Igwlgus souopu zese Idzlsle 1delbdyos.

- plos ldwple IJos seo i oo gwol 9236 IJopdpe Vs IJuvwdo 1Jpedss [JJluwdIdsoes
Sblud 00 eedp B i ds 1pedse 1JJluuddss (WLC) Luas Ieuctsp suse
lJIlsy [dpess.


https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687

oJlebs: SAMAccountName ¢l w JzlJs 1Jiz, 0 9Jdo Iduugoo Jsuw J3J9. soldelds:
], sAMAccountName=Ricardo ysAMAccountName=Ricardo ol v w IJbse 958 pJdlo
wsupel samaccountName=Ricardo gsamaccountName=Ricardo J! s¢geJlw.

el os by wi9w9dsd Idpuob$6 IJposuwe (EAP) IJos spdu luwasleol
EAP-FAST 9 PEAP-GTC 9 EAP-TLS W ¥b. wgpd Idpdule IUIVe,)loss Juble IJobgsd
Android 9 i0OS 9 MacOS uluwegsle w)y909d9d I o586 lJpusuwe |Upzps (PEAP).

cldouwed Juble IJogvgsd Windows: szo luvodsle pss) 1d9uesd 1ds Iduveds (NAM) J
AnyConnect lg blJo Windows IJlwe,)los pg Cisco:PEAP gJs [Jpzydle IJJlvdIse

Ie>8906 Jpl 09 09 02 Sis 1Juo9,é.

Local-EAP Wireless Metwork Properties ﬂ

Cornecton Security

Security type: | WPAZ-Enterprise - |

Encryption type: [AEE ..]

Choose a network authentication method:

]mm:P'Eﬂ.F v” Settings |
=oft: , does not

H-:rusn:-ﬁ Protected EAP (PEAF) I
T BT " work!

works!
Ciscn: EAP-FAST
Intel; EAP-SIM
Intel: EAR-TTLS
Intel: EAP-AKA

Advanced sethngs ]

pdlebé: o opy | oludle Cisco EAP J Windows I,_,mIJ pu bu 9o ,oia) IJossosd IJT,ouo
lJpe99z6 (OpenSSL 0.9.8k) 5UIUJ wpErd wuoese IJigble oo Cisco CSCva09670. oI
welob Cisco Jluool) Is luosble 18)s po luoldle EAP J Windows. 909,068 wlo suveésp
lJgpdle wsdl pu 3JJ AnyConnect Secure Mobility Client.

- Jplsl segss s g0usy e B Iubeds 1 pedss 1UIueddss (WLC) g s, eds
PN PSUY
Il sedo puob 8 Idpuwetspsu sl pzeses. sew 1o wdsu sl 2lass IBeluoss (CN) I9 9226
wubsess (OU) Jel 09 paoe S IUu096.


https://software.cisco.com/download/home/286275122/type/286275013/release/1.0.0.0
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCva09670/?reffering_site=dumpcr

MName ype Description

&£ SofialabGroup will not work

B8 SofialabOU Organizational Unit

Ml Users Default container for upgr...
- S .

00l Lusolissole piedids 2se sedo luueisle tlop LDAP. [ol wpools s 802.1x s wp ol

lJdouwewo Jodl Idlples szw puolb 96 IJpgwedspso 1Jeszorsy »lgd OU=SofiaLabOU W §b.

Jper 96 Js 6 |uweale 1516 w 90999 w9jse lJouwpss (LDP). $p wodssy LDAP
Sluwed il izblso sloodlzol Lzg 1Js 2] odase, WLC LDAP.

I vlovuvle yvodd WLAN lJos weops gds gbp LDAP Jpuolb §6 IJpunegsrpsy
pu eJdlJ pesl) 802.1x

lLuwe IJotbsbs JJuveds

O o3l Idgwsubsy ogwegsp yvwds WLAN LDAP-dot1x ¢l e LDAP Jeol> 96 IJpuvegspsy
wluwegsle 802.1x.

LDAP Server

AP

Client

IJgb9o 1. 9p wlogile puvegse 1 Os guo9 Ebpe LDAP s SofiaLabOU g SofiaLabGroup.


/content/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html

WELCOME TO SERVER MANAGER

B Local Server

At Directary Damaing sad Trusts
Active Directany Lighteeight Directorny Serdces Setup Wizard
Ative Directory Module for Wiedows PowerShell

B Al Servers =T hi | . Active Directory Sites and Senvices
vy Configure this local server e e
i§ aDDs ADSI Edit

B Add roles and featun Centification Authorty
& ADLDS 2 Add roles and features ——
18 DHCP 3 Computer Masagamst
& DNs Defragment and Optimize Drives
= WHATS NEW
W§ File and Storage Services b - 4 4 oHCP

WS
3

- Event Viewer
ikt Group Pobcy Mansgement

Create User: SofiaLab User1 Test User

Account

TASKE  w | | SECTIONS ¥

Account sl
Organization
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+ AAA
General Profile Name LEAP EAP-FAST EAP-TLS PEAP
» RADIUS
Authentication N Local-erp-pEsP | [l [] ]
Accounting N _
e Local-EAP-LEAR O O O [ ~]
DHNS
» TACACS+
LDAP
Local Met Users
Sl il LEAP | Server Nothing | €Client Username & Password
Disabled Clients
User Login Policies EAP-FAST | Server PAK | €lient Username & Password
AP Policies EAP-TLS | Server Certificate | Client Certificate

PEAP Server Certificate | Client Username & Password

* Local EAP
Genaral

EAP-FAST Parameters
Authentication Priority
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» RADIUS Server IP Address 10.88.173.121
Authentication
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B""‘cb'::::'_“gm Canfirm Bind Password |““““ |
iza lients
User Logn Polces user gase 01 B ] Where are we going to look for users?
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¥ Lists Message from webpage =
Wireless Protection
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Radio Policy Al v
Interface/Interface Group(G)
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NAS-ID none
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Radius Servers
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Server 2 | None W
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Local EAP Authentication  |+| Enabled
EAP Profile Name IW
Authentication priority order for web-auth user
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r LOCAL
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5
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Radio Policy All v
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Connection Browse View Options
=8 DC=labm,DC=cisco,DC=com
-~ CM=Builtin,DC=labm,DC=cisco,DC=com

- CN=Computers,DC=labm,DC=cisco,DC=com

- OU=Daomain Controllers,DC=labm,DC=cisco,DC=com

- OU=Employees,DC=labm,DC=cisco,C=com

- CN=ForeignSecurityPrincipals, DC=labm, D C=cisco,DC=com

- OU=Guests, DC=labm,DC=cisco,DC=com

. CM=Infrastructure, DC=labm,DC=cisco,DC=com

- CMN=LostAndFound,DC=labm,DC=cisco,DC=com

- CN=Managed Service Accounts,DC=labm,DC=cisco,DC=com
- CN=NTDS Cuotas,DC=labm,DC=cisco,DC=com

- CM=Program Data, DC=labm DC=cisco,DC=com

- CMN=5ofiaLlabGroup,DC=labm,DC=cisco,DC=com

- QU=50ofiaLabOU DC=labm DC=cisco,DC=com

i CN="5ystem, DC=labm,DC=cisco,DC=com

CH=TPM Devices, DC_Iabm DC=cisco,DC=com

Utilities  Help
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Connection Browse View Options Utilities Help
(= DC- labm,DC=cisco,DC=com Expanding base ‘0OUs=SofialabOU, DCs=labm DCecisco DCscom’... ~
L finic i _ - Getting 1 entries:
| CN=Builtin,DC=labm,DC=cisco,DC=com Dn: OU=SofiaLabOu,0C-labm, 0C=cisco,0C=com
- CN=Computers, DC=labm,DC=cisco,DC=com distinguishedName;: OU=SofiaLab0l, DC=kabm, DC=cisco,DC=com;
OU=Demain Centrollers,DC=labm,DC=cisce,DC=com d5CorePropagationData (2): 8102016 4:22:35 FW Central Daylight Time (Mexice); 0x0 = { J;
- OU=Employees,DC=labm,DC=cisco,DC=com h"“?:fi:;g; ={WRITE );
| ! s = : name: 4
' CN=Ful!lgnSecurltyﬂnm:lpallq,DC=labm,UC=clscu_DC=cnm objeciCategary: CHsOrganizationakUnz,CisSch S p jon DCslabm, DCecisco DCacom:
0OU=Guests,DC=labm,DC=cisco,DC=com objeciClass (2): top; organizationalnit;
- CH=Infrastructure,DC = labm,DC=cisco, DC=com olbjeciGUID: 4209399b-180¢c-4114-8683-066ba036261M;
' CN=LostAndFound,DC=labm,DC=cisco,DC=com &iﬂﬁ:ﬁ:&n%
Ch=Managed Service Accounts,DC=labm,DC=cisco,DC=com USHCreated: 45116;
. CN=NTDS Quotas,DC =1abm,DC=cisco,DC=com whenChanged: &/10/2016 4:22-3% PM Ceniral Daylight Time (Mexico);
. CN=Program Data,DC=labm,DC=cisco,DC=com whenCreated: &10/2016 4:22:39 P\ Central Dayiight Time (Mexice);
_ CN=SofialabGroup DC=labm DC=cisco,DC=com
= OU=5efialabQU, DC=labm,DC=cisco,DC=com Expanding base 'CN=SofiaLab User! Test User,OU=5cfialabOU DC=labm DC=cisco,DC=com',..
i B b b Getting 1 eniries:
R — = = Dn: Ch=SofiaLab User1 Test User[BU=Sofial abOU,DC=labm,DC=cisco,0C=com]
| - - i T cn: SofiaLab User! Test User,
i~ CN=TPM Devices, DC=labm,DC=cisco,DC=com codePage: 0;
- CH=Users, DC=labm, DC=cisco,DC=com countryCode: 0;
displayName: Sofialab User! Test User,
distinguishedhame: C=5ofialab User! Test User,0U=SofialabOU, DC=labm, DC=cisco,DC=com;
WNun'u SofiaLab Usert;
IS8T,
H=Schema,CH=Configuration, DC=labm DC=cisco,DC=com;
b a 3 .. . person, organizationalPerson; user,;
ob,edGUD adB0885a-a720-41af-a321-a04527984cc1;
ﬂgtdsﬂ S—I 5-21-2804322217-547703403-2146558440- 1122,
ROUP_RID_USERS );
A 2488 = { NORMAL_USER_ACCOUNT );
sn: Te!t User;
< " ¥
||Ready NUM

IUzbb96 6. JJ Linse pbde Jodsse LDAP.



olllnllli Saye Configuration  Ping  Logout

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security LDAP Servers > New < Back Apply
* AAA
Server Index {Priority) =

General

- RADIUS Server [P Address 10.88.173.121

Authentication

Accounting Port Numbar 189

e simple ind Coreesi ]
¥ TACACS+ Bind Username ICN-Mrn':nistraror,crd-users,Dc-labm.Dc-I Admin P r‘ivilege s required
AR
t:cal Net Users Bind Password [sessseee |
gﬁcnj::.r’_mg . Canfirm Bind Password [ |
e e TR Where are we going to look for users?

. Usar Agtributs |mmmu~rﬂam ] what Attribute are we looking for?

» Local EAP Ussr Objact Type [Parsan

» Priority Order Secure Mada{via TLE) Disablod |
b Certificate Barver Timsout (277 seconds

, Access Control Enabls Ssrver Status Enabled | .
L Message from webpage g

Wireless Protection
Policies

b

I’ % Wamning: LDAP can only be used with EAP-FAST, PEAP-GTC and
» Web Auth &' EAP-TLS methods

TrustSec SXP

Local Policies
b Advanced [ aK Cancel I

IJglogs 7. Jl spdu luweole presele pod SofialabGroup Jvwdé DN Jdoze. $p wosuwse
IUpzesed sl v ldpuwairpsu wltdol zse sew lu sdsu Usert Iss wp lugilyo
puvwlldel 09 w9 0.

ctory Adminis

b Active Di . ¢ labm (local) (16) Tasks
= - |0
El= P @ @ oo
B overview 1T 1
) o o , Mame - Type SofialLabGroup [rases  + ] [secnons = |
(iocal
-
0L W Builtn builtinDomain Group Groun T3 1
Users M Computers Container Managed By [
) B8 Doemsin Contrallers Crganiratioasd Urik Group name: SafiaLabroup -k
: » rganizsticnsl Uni
I Dymamic dccess Cantral ' ) ) Member Of Group [SaeAccountiam... | SohalabGroup Destription:
T y B8 Empioyess Organizstional Unit st = =
Autherticst embers roup type: Gecup sope:
» B FoeignsecurnPringipals  Container = ;mq:; s =
Glokal Search 4 2 v !
M cues Organizaticasd Unit Password Settings Distribution ® Global Notes: "
B mfrastrecture infrastructunsUpdane Extensions : B .
[C] Protect from accicental deletion :
M LostindFound lostArdFound
B Mamsged Service Accounts  Coatainer Managed By 200 (>
B NTOS Custas misD5-ChoataCentaines
. 5
M Program Data Container Member Of SIS
herm T 60 (@
B SofalsbOl Crganizational Unit
W Sptem Costaings
B TPM Devices mETPM-InformationObjectsC|
M Users Container
Sofislab User] Test User  Labm-Sofialab) Lab Userl Test Liser
SofialabGroup w
E-rmail: ) More Information [ cancel |
Managed by

User1l Jly ould 9JIJu LDP Jp swpdu pu ldeey, edso. 903l §&Q§j¢ souo) Idogdpe Vs
lJuveds Idpedss IJdluvddss (WLC) es) 8 eds Id8sle w3dd Lsuol 9dosl ldwow Jl sop
sep ldpgpssle Jless wee DN.

IJozdd pu lJuogs

lwegse 03l 1dGuwe Joldss god Idodsse wuvdd Lozse.

(cisco-controller) >show ldap summary

Idx Server Address Port Enabled Secure



1 10.88.173.121 389 Yes No

(cisco-controller) >show ldap 1

Server INAeX. .. ...ttt ittt et 1

N L ot = 10.88.173.121

= s 389

Server State. .. ... .. e e e Enabled

L0 =Tl )1 OU=SofialabOU, DC=labm, DC=cisco, DC=com
User Attribute......... ..ttt sAMAccountName

L8 =T a1 Vo 1 Person

Retransmit Timeout.........uiiiiinnnenennnn. 2 seconds

Secure (Via TLS) v it vttt ettt et e et e e e Disabled

Bind Method . ... ...ttt ittt Authenticated

Bind USeIName. « o vttt vttt ettt et e et et e eeeeeeenn CN=Administrator, CN=Domain

Admins, CN=Users,DC=labm, DC=cisco, DC=com

lwedunldd IJigble gl oJlzol

$98, 03l IJBuwpe pedsple spdud luuaegslel Jluvaduuld igble IJedssy sluadlzol.

(cisco-controller) >debug client <MAC Address>
(cisco-controller) >debug aaa ldap enable
(cisco-controller) >show ldap statistics

SEYVEY TNAEXK . ¢ v o v vt et e ettt e e e e et eaeee et 1
Server statistics:

Initialized OK. ...ttt ittt e ieeeeeenn 0
Initialization failed........... ... 0
Initialization retries..........ouiiiiinnnn. 0
Closed OK. o vttt ittt et ettt et et et e e e 0
Request statistics:

RECEIVEA. v ittt e e e e e 0
ST o 1 0
)G 0
U S St vttt ettt ettt e e e e 0
Authentication failed............ ... ... 0
Server not found........... ... . it 0
No received attributes............. ... ... ... ... 0
NO passed USETName. . . v v v vttt ittt teetneeneeenens 0
Not connected tO Se€rver..........c.oiiiiiiinnnnn. 0
Internal ErrOT ... ...ttt tnninnnneeeeens 0
T ol I Y = P 0

pE_.J_9Io|Ca dlo LoJé

- LDAP - > lJodosy, WLC 8.2



/content/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0110010.html
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://community.cisco.com:443/t5/wireless-mobility-knowledge-base/how-to-configure-wireless-lan-controller-wlc-for-lightweight/ta-p/3128687
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
https://www.cisco.com/c/ar_ae/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



