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seduo ol ip_):

conf t

snmp-server

community V2Community RW

<95 SNMP v3 gdss p29J ol

CLI

seduw ol ir°.):

conf t

sSnmp-server

sSnmp-server

sSnmp-server

sSnmp-server

sSnmp-server

sSnmp-server

group V3Group v3 auth read V3Read write V3Write

user V3User V3Group v3 auth sha Passwordl priv aes 128 Passwordl

view V3Read iso included

view V3Write iso included

host 10.201.234.170 version 3 auth V3User

enable traps

IJoussd IJlgulusé J Prime

odlebd: I uegse bbys86 £500 29,6 1Jzsls.

e, ouvésd > odj god IJzol; > |ols zolj.

sifietlis Cigco Primme
nfrastri

cisco I

e

Device Work Center

DA Growg Dot o > ALL
. AL
J=]

w .:'. ™ &'- ._H': &b

B A 8, Groups & Stes + 0o Add Device i Bulc Import:
P B Deace Type ] Denvice bame - Resrhablty IP Address /DS
By SkeGrowps P 05 165 )

B user Defined

SNMP v2

OoOoB

forHome Design ¥ Deploy ¥ Opeate ¥ Feprt ¥ Adminsbration ¥ Workfiows ¥

| Expcet; Darnvice

Dervice Type
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il

Add Device
» LGeneral Parameters *

® 1P Address
) DMS Mame

w SNMP Parameters
Wersion
* Retries
* Timeout
* Comrunity

* Confirmn Cornrmunity

w Telnet/SSH Parameters
Pratocol
* Timeout
Lsernanme
Passwiord
Confirm Password
Enable Password

Confirm Enable Passwiord

SNMP v3

10.201.236.136

VT

2

10

.

:

Telhet

a0

Cisco

& | [® | [® | [* |

(secs)

Toeal

(secs)

-

| Cancel |

4



Add Device x
» General Parameters # N

® 1P sddress | 10.201.236.136

) DMS Mame

« SNYIP Parameters

YWearsion | ¥3 v

* Retties | 2

* Tirmeowut | 10 (s2cs]

Llsername | Wallser

Auth, Type | HMAC-5HA v

Ath, Passwiord |.........

Privacy Type | CFB-AES-128 v

Privacy Password |mmm|

w Telhet/SSH Parameters

Protocaol | Telhet v

* Tirmeout |60 (secs)

Llsernarme | cisco

Password |--------

| Cancel |

pdlebd: 131 Jp sop el pedple Telnet/Secure Shell. WJy w89, Prime Infrastructure
wozese 1Uptisu pu ldpzed.

IJodese (Prime Infrastructure 3.x slJ]uosble 1Jizae)
od9su SNMP gJss pe9d (Denali 16.x)

9lzod IJpuwesp IUyuwspsd
iz Ilesble 1Jgled > 1]51,6 > SNMP.

wpedsy SNMP.



shialn . .
e c1sco Ee:gfgllgatBk Switch

Monitoring
2 NMP
Y Configure
General Communities SNMP V3 Users SNMP Host

Services

Y General Settings sNMP status  Enable (I pisable
Commands System Location Richardson
DHCP Scopes System Contact Boss
Lezse SNMP Global Trap ~ Enable ((JJJ) Disable

Logs SNMP Logging  Disabled
Management

HTTP/HTTPS

SNMP
NTP

System

UserAdministration

od9su GUI SNMP v2 gJss pzsd pl (Denali 16.x)

dalialn : ;
e Cisco Cat3k Switch
CISCO  penaliter2

Monitoring

Configure NP

Welcome cisco

@ 08 Jd®

Apply

welcome cisco

06 n d e

Apply

General Communities SNMP V3 Users SNMP Host
Services
Community Name v | Access Mode
. $ O
ead/Write
Commands
D Read Only
DHCP Scopes 1 10
v
License
Logs

Management

NTP

o956 CLI SNMP v2 gJ.s p29J pl (Denali 16.x)

sedw 03l

conf t

snmp-server community V2Community RW

od9su GUI SNMP v3 eJis pesd pl (Denali 16.x)




Welcome cisco

e .Icllls.lcloh Cisco Cat3k Switch 22K:) [m]EN
Denali 16.1.2
(<) Monitoring Apply
- SNMP
t4| Configure
General Communities SNMP V3 Users SNMP Host
1 Services -
User Name ~ | Group ~ | Auth. Protocol ~  Auth.Password ~  Priv. Protocol ~ | Priv. Password v
General Settings ] v3User V3Group SHA e AES12B. e
Commands
1 0 v v

DH(

Logs

HTTP/HTTPS

SNMP

oJ9sw CLI SNMP v3 gJss pz9d el (Denali 16.x)

s¢do o3l e

conf t

snmp-server user V3user V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.236.107 version 3 auth V3user

snmp-server enable traps

IJoussd [Jigulussé J Prime

SNMP v2

* SNMP Parameters

* General v Version | v2c

* SNMP Retries | 2
v

* SNMP Timeout \ 10

* SNMP Port \ 161
TelnetySSH

* Read Community

HTTP/HTTPS * Confirm Read Community | ,,....ce00e
Write Community

Civic Location Confirm Write Community | ,.........

m ‘ Verify Credentials ‘ ‘ Cancel ‘




SNMP v3

* SNMP Parameters

* General v Version | v3

* SNMP Retries [ 2

v
* SNMP Timeout [ 10

*SNMP Port | 161
TelnetSSH v/
*Username vaUser

HTTPIHTTPS Mode | AuthPriv

Auth. Type HMAC-SHA

Civic Location Auth. Password

Privacy Type

Privacy Password

Update & Sync ‘ Verify Credentials ‘ Cancel

IJoz2dd pu lduors
lguegse 03l IUBuwe Joldss gpd IUedssy wuvdd Lozse.

s>&p Cisco CLI Analyzer lz06 b, 1i9le) pu Cisco) (JJgpdle lpwzdise B3b) Isle,
show egsu6. luwegse Cisco CLI Analyzer (pzdd Slzod uwlo, 1JIle, po Cisco) Je,ue wedsd
hJPE)Elh”FU show.

od9sw SNMP v2 gJds p29J el (Cisco I0S-XE)

s¢do o3l e

5760- 79b#show snmp community

Comunity nane: V2Conmunity

Community I ndex: V2Conmunity

Comunity SecurityNane: V2Conmunity
storage-type: nonvol atile active

oJ9 s SNMP v3 gJs pz9d el (Cisco IOS-XE)

)aJCJOMiPJ:

5760- 79b#show snmp user

User nane: V3User

Engi ne I D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cation Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do

5760- 79b#show snmp group

groupnane: V3G oup security nodel :v3 auth
cont ext nane: <no context specified> storage-type: nonvol atile
readvi ew : V3Read witeview V3Wite

notifyview <no notifyview specified>
row status: active

pdlelbd: sce oS oS 91208 uwb, 1Jisle) (CLI) eJs slzoé IJpuwetsp Irumspss (GU)
Jodysu SNMP V3 eds Iguosd Idpzee Joguo IJpuildd 1peg 9096 IJos swp peldewel
BOS p&Hd wuoese IJIigble oo Cisco CSCu052406.

IJouss Iigelyuss J Prime (IJluosb 2.2 sldluosble Idgule3é)

alieilli: Cizos Prims
oy Srct

St Home  Dosgn Y Oepoy T Operae T Ropod T Adminslaion T Worklows T

Deice Wark Cenber H Diwcorvary §F Configunation Srdhrem -": soltrars Image Managars
Desare Gronup ALL
3 Al
Fe] |

=R

B fyemane B Ster = @ Gcd Device SO0 Inport  @Capact Devies
v B Do Tre Diewvic Mo - Fachuablty F Adchess TG Cervice Twom Eudmin Shathue Drrmsnviory Collection Shus
v B Sbe Groaga E I : ’

B Ucer Dedired B snsged rrpiatan

2

cd9su SNMP v2 gJs p29J ol (Denali 16.x)

seduw ol ip_,:

pol ari s- 3850#show snmp community

Community name: v2community
Comunity Index: v2community
Community SecurityNane: v2community
storage-type: nonvolatile active

od9su SNMP v3 gJs p29J ol (Denali 16.x)

seduo ol ip_):

pol ari s- 3850#show snmp user

User nane: v3user

Engi ne 1 D: 80000009030068BCOC5A8F80
storage-type: nonvol atile active
Aut henti cati on Protocol: SHA

Privacy Protocol: AES128

G oup- nane: V3G oup

pol ari s- 3850#show snmp group
groupnane: V3G oup security nodel:v3 auth
cont ext nane: <no context specified> storage-type: nonvol atile


https://tools.cisco.com/bugsearch/bug/CSCuo52406

readvi ew : V3Read witeview V3Wite
notifyview <no notifyview specified>
row status: active

IJoussd [Jigulusé J Prime

cisco

© !l Prime Infrastructure O, A Q2  rot-ROOT-DOMAN &}

A | Configuration / Network / Network Devices e OO

Device Groups
Device Groups P

All Devices Selected 0 / Total 2
=+ +v Admin State ¥ Groups & Sites ¥ Show | Quick Filter v
Reachab... Admin Status Device Name & IP Address DNS Name Device Type Last Inventory Collect... Last Success
AAll Devices
v Device Type
» Unified AP Managed AirMario 10.201.236.100 10.201.236.100 Cisco 2504 Wireless ... ~ Completed June 10, 2016
» Wireless Controller Un-Managed 10.201.234.36 10.201.234.36 Synchronizing

> Location

User Defined

luvod il IJigble 9] olzol
$98, 03l IJBuwpe pedsple spdud luuwegsleol Jluwaduld igble IJodssy sluodlzol.
pu Converged Access

SEHILP Ui,oJ show logging |Jz e IJQubJoc'.S lJos swpe huwldol IJs guslo IP Jdowss |JiL)u|uu._§6
lJlgwlgwss J Prime oo o) IJoedp Os Iduvods IJpedsé IUJlgwddss (WLC).

sedw 03l

polaris-3850#debug snmp packets
Pol ari s- 3850#show logging
ent Physi cal Entry. 7. 2042 = G 2/0/1
*Jun 10 15:58:51.817: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.819: SNWP: Packet received via UDP from 10. 201. 236. 107 on VI anl1105
*Jun 10 15:58:51.825: SNMP: Get-bul k request, reqid 945449769, nonrptr 0, maxreps 10
Jun 10 15:58:51.904: SNWP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.927: SNWP: Packet received via UDP from 10. 201. 236. 107 on VI anl1105
*Jun 10 15:58:51.928: SNMP: Get-bul k request, reqid 945449775, nonrptr 0, maxreps 10
ent Physi cal Entry. 7. 2062 = NULL TYPE VALUE
*Jun 10 15:58:51.931: SNMP: Response, reqid 945449775, errstat 0, erridx O
ent Physi cal Entry. 7. 2063 = G 2/ 0/ 22

ent Physi cal Entry. 7. 2064 = G 2/0/ 23

ent Physi cal Entry. 7. 2065 = G 2/0/ 24

ent Physi cal Entry. 7.2066 = Switch 2 FRU Uplink Mdule 1

--Mre-- ent Physi cal Entry. 7. 2067 = G 2/1/1 Cont ai ner
ent Physi cal Entry. 7. 2068 = G 2/1/2 Cont ai ner

ent Physi cal Entry. 7. 2069 = Te2/1/3 Cont ai ner

ent Physi cal Entry. 7. 2070 = Te2/ 1/ 4 Cont ai ner

ent Physical Entry. 8.1 = V01

*Jun 10 15:58:51.951: SNWP: Packet sent via UDP to 10.201.236. 107
*Jun 10 15:58:51.974: SNWP. Packet received via UDP from 10.201. 236.107 on VI anl1105
*Jun 10 15:58:51.975: SNMP: Get-bul k request, reqid 945449777, nonrptr 0, maxreps 10



ci scoEnvMbnTenper at ureSt at usEntry. 3 = NULL TYPE/ VALUE
*Jun 10 15:58:51.978: SNMP: Response, reqid 945449777, errstat 0, erridx O
ci scoEnvMbnTenper at ureSt at usEntry. 3. 2008 = 28
ci scoEnvMbnTenper at ur eSt at usEntry. 3. 2009 40
ci scoEnvMbonTenper at ureSt at usEntry. 3. 2010 44

ci scoEnvMonTenper at ureSt at usEntry. 6. 2008 = 1
--Mre-- *Jun 10 15:58:52.001: SNMP: Packet sent via UDP to 10.201.236.107

ou Prime Infrastructure

IJoudd v Jizoss.

s¢do 03l

Prinel nfrastructurej oker/adm n# shell

Enter shell access password :
Starting bash shell

ade # snmpwalk -v2c¢ -c¢ v2community 10.201.234.36 sysUpTime

DI SMAN- EVENT- M B: : sysUpTi nel nstance = Ti meticks: (238833753) 27 days, 15:25:37.53
v2community = peope SNMP

10.201.234.36 = WLC IP

gob IJuwsgoe B3l Jly Vs louold:

Disman-event-MIB::sysUpTimelnstance = |JgJlple 1Jjp0s6: XX.XXX
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