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*apf MsConnTask_0: Jun 21 19:30:05.172: 00:40: 96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84:78: ac: f0: 68: dl

*apf MsConnTask_0: Jun 21 19:30:05.173: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78:ac: f0: 68:dl
(status 0) ApVapld 2 Slot 0O

!--- The Association handshake is finished.

*dot IxMsgTask: Jun 21 19:30:05.178: 00:40: 96: b7: ab: 5c
Sendi ng EAPCOL- Key Message to nobile 00:40:96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

!--- Message-1 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05.289: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-Key from nobil e 00:40: 96: b7: ab: 5c
*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05.289: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK _START state (nessage 2)
from nobil e 00: 40: 96: b7: ab: 5¢
!--- Message-2 of the WPA/WPA2 4-Way handshake is successfully
received from the client.

*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05.290: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCOL- Key Message to nobile 00:40:96: b7: ab: 5¢
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent

from the WLC/AP to the client.

*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05. 309: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-Key from nobil e 00:40: 96: b7: ab: 5c
*Dot 1x_NW MsgTask_4: Jun 21 19: 30: 05. 310: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG state (nmessage 4)
from nobil e 00: 40: 96: b7: ab: 5¢
1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms
the installation of the derived keys. They can now be used in



order to encrypt data frames with current AP.
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Mo.  Time Saurce Diestination BS51d Pratocal  Channel frequency  Info

1 0.000000 Alronet_b7:abz5c Cisco_f0:GE: 17Bzac:TO!E6! 2. 2462 authertication, SN-2465, Fh=0, F
2 0 D007 B Cisco_FO:68;de Aironet_b7;ab:hc B4 7Bzac:fO:GE:dE  BOZ. 2462 Authertication, SH=275, F

] 3 Cisco_fo:6f ! b 2. 11 2262 SN=275, FH=0i, Flag
| 30.002579 adronet_b7iabiSc cisco fO:€B:d8  B4:7Brac:fOiEE:dE BOZ.LL 2462 assocfation Request. SN=24E6. EN=D
—

5 0. 012140 Cisco_f0:68:d3 Afronet_b7:ab:5c Bd:7B:ac:f

0: 2462 Request, Identity
6 0052606 aironet_b7:ab:5¢ Cisco_f0:88:d8 Bd:TRzac:fo:

0

0

2462 Start

2462 Request, Identity

2452 Response, Tdenpity

2462 Request, Protected EAP [EAP-FPEAR)

7 0.055257 Cisco_f0:68:d3  Airomet_b7:ab:sc Bd:78:ac:T
8 O.061107 aironet_b7:ab:5¢ cisco_f0:&E-d8 Bd:TE=ac:f
9 0. 081402 Cisco_f0:68:d3 Airomet_b7:ab:5c Bd4:7Brac:fo:

gEele
EEEgE

FEEH
55553

11 9.145293 Cisco fo:a8:d8 Aironet_byiabisc B4ivEiac:Ton
12 0.167145 ajronet_b7:ab:5¢ cisco_fo:EE:=d8 Bd:7Bac:fO:68:

] 2402 Request, Protectad EAP (EAP-FEAR)
B

13 9.183267 Cisco_fO:68;d8 Aironet_byiabiSc B4 78:ac:T;68:
B
a:

2462 Response, Protected EaF [EAP-PEAP)
24062 Request, Protected EAF (EAP-PEAF]
2452 pesponse, Protected esF [EAP-FPEAP)
2462 Request, Protected EAP [EAP-PEAR]

14 0.196221 alronet_b7:ab:5¢c cisco_fO:66:d8 B4:7Bzac:T0:68:
15 ©. 201527 Cisco_f0:68:d8  Airomet_b7:ab:5c B4:7B:ac:f:6

17 0. 220032 Cisco_fO:68:d8 Aironet_b7 ;ab:%c  B4:7Ezac:f0:
18 Q. 222784 alronet_b7:ab:5¢ Cisco_fo:EE:d8 Bd:7B:ac:f0:
18 0. 227233 Cisco_F0:68:d8 Airomet_h7iab:%c B4 TEzac:F0:

2462 Requast, Protected EAP (EAP-PEAF)
2462 pesponse, Protected EaR [EAP-PEAR]
2467 Request , Protected FAP (FAF-PFAFR)

858
5E3%

—
[ 2 0.201RE2 Afronel_b7iab:Gc cisco f0:88:d8  Rd:TR-accliBR:ER TLswWl R467 application para, application oata
22 0. 295616 Cisco_fO:68:ds Airomet_b7:ab:5c Bd:7Biac:T0:68:dE EAP 2462 Request, Protectad EAP [EAP-PEAR)
- 230.297766 Alronet_b7:abiSc cisco_f0:6B:d8  B4:7E:ac:fOi88:dE TLSWI 2482 application paca, application pata
24 0. 3666 Cisco FO68:d8 Adronet_b?iabisc B4 VEiac:TOIGEICE EAP 2462 Request, Protected EAP [EAP-PEAR)
25 0.313E17 Cisco_fO:68:d8 afronet_b7:ab:5c B4:7E:ac:fO:68:¢E EaP 2462 Request, Frotected EAP [EAF-PEAR)

[ 26 0.313942 Adronet_bYiabiSc Cisco fOiGB:dd  B4:/B;acifliG8:idE TLavI 000 2462 Application Data, Application Data
27 0.321376 Clsco_f0:68:d8  alrometr_b7:ab:5c B4:78:ac:T0:68:¢E Eap 2462 Request, Frotected EaP (EAF-PEAF)

29 . 323‘.-'55 1:151::._1’0 68! dS A‘Trnnetj:-‘ ab: 5|: EH. 7B:ac:fo:6a: dB EaP 2452 s.un:cm

2d ‘.I.?lﬁﬁEEIE Cis |:|1_r';’!l ISH d& Airurl:_h?:.lh:'n: Bd :TE:ac 1f|- GE: -:F.‘ EOZ.11 2462 qos n..l.I!..l 'Er.l—d-:lﬁ ru-ﬂ Flagse=. .
3 i 15C C15Co _TOi6E:08 84 7B1aCiTO B8 106 2. 2462 05 Data, SH=24B2, FH‘ﬂ'. Flags= Fl
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IJpeld Jio 1dgpsd Syuwd wdlsd EAPOL g I enund udbs 1y o9 lad bdo 09.s6). 19 I3l
JIo 1Jgpsd &> wubd Idgiols eg 1Jgbe wldbded. el e odsy SSID Jbbys s
802.1X/EAP. ool IJpss> eu IIbble (Jdeuolsds): suldelds: Slue sebde IJesss oo ldsde
Bod o swl IJg psd B Luwld Ibhle IJoslole.

oul pdgue Jyuwlisd cuoese Iighble:

*apf MsConnTask_0: Jun 21 23:41:19.092: 00:40:96: b7: ab: 5¢
Associ ation received fromnobile on BSSI D 84:78: ac: f0: 68: d8
*apf MsConnTask_0: Jun 21 23:41:19.094: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d8
(status 0) ApVapld 9 Slot O
!--- The Association handshake is finished.

*dot 1xMsgTask: Jun 21 23:41:19.098: 00:40: 96: b7: ab: 5¢c
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 1)

!--- The EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.

*Dot 1x_NW MsgTask_4: Jun 21 23:41:19.226: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢
!--- The wireless client decides to start the EAP authentication
process, and informs the AP with an EAPOL START data frame.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.227: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

!--- WLC/AP sends another EAP Identity Request to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.235: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.235: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile 00:40:96: b7: ab: 5¢
!--- The client responds with an EAP Identity Response on an EAPOL
frame.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.301: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for npbile 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.301: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP Id 3)

!--- Once the WLC/AP sends the client response to the Authentication
Server on a RADIUS Access-Request packet, the server responds
with a RADIUS Access-Challenge in order to officially start the
EAP negotiation, handshake, and authentication with the client
(sometimes with mutual authentication, dependent upon the EAP
method). This response received by the WLC/AP is sent to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 344: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 344: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00: 40: 96: b7: ab: 5¢
(EAP Id 3, EAP Type 25)

!--- The client responds with an EAP Response on an EAPOL frame, which
is sent to the Authentication Server on a RADIUS Access-Request
packet. The server responds with another RADIUS Access-Challenge.
This process continues, dependent upon the EAP method (the exchange
of certificates when used, the building of TLS tunnels, validation



of client credentials, client validation of server identity when
applicable). Hence, the next few messages are basically the same on
the WLC/AP side, as this acts as a "proxy" between the client and
the Authentication Server exchanges.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 347: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 347: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 4)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 375: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 375: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 4, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.377: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.377: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 5)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.403: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.403: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 5, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.404: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 404: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 6)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.414: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.414: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 6, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.421: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.421: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.425: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.425: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 7, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.427: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal | enge for nobile 00:40: 96: b7: ab: 5¢



*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.427: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 8)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.434: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.434: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 8, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.436: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.436: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 9)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 440: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 440: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 9, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 442: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19. 442: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 10)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.449: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.449: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 10, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.452: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.452: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 11)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.457: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.457: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 11, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.459: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.459: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 13)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.469: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.469: 00: 40: 96: b7: ab: 5¢



Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 13, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.472: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

!--- The authentication finishes and is successful for this client,
so the RADIUS Server sends a RADIUS Access-Accept to the WLC/AP.
This RADIUS Access-Accept comes with the special attributes
that are assigned to this client (if any are configured on the
Authentication Server for this client). This Access-Accept also
comes with the MSK derived with the client in the EAP
authentication process, so the WLC/AP installs it in order to
initiate the WPA/WPA2 4-Way handshake with the wireless client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.473: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 13)
!--- The accept/pass of the authentication is sent to the client as
an EAP-Success message.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.473: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00
!1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢
!1--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully
received from the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.481: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5c
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.487: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 21 23:41:19.487: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nmobi | e 00: 40: 96: b7: ab: 5¢
!1--- Message-4 (final message) of the WPA/WPA2 4-Way handshake
is successfully received from the client, which confirms the
installation of the derived keys. They can now be used in
order to encrypt data frames with the current AP.
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*apf MsConnTask_2: Jun 21 23:47:54.872: 00:40: 96: b7: ab: 5¢
Reassoci ation received fromnobile on BSSID 84: 78: ac: f 0: 2a: 98

*apf MsConnTask_2: Jun 21 23:47:54.874: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 98
(status 0) ApVapld 9 Slot O

*dot 1xMsgTask: Jun 21 23:47:54.879: 00:40: 96: b7: ab: 5¢c
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 1)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00:40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00:40: 96: b7: ab: 5¢
dot 1x - novi ng nobil e 00:40: 96: b7: ab: 5¢ i nt o Connecting state

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.895: 00:40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.922: 00: 40: 96: b7: ab: 5¢
Recei ved EAPCL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.922: 00:40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile 00:40:96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.929: 00: 40: 96: b7: ab: 5¢
Processi ng Access- Chal | enge for nobile 00:40:96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.929: 00: 40: 96: b7: ab: 5¢



Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.941: 00: 40: 96: b7: ab: 5¢

Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.941: 00: 40: 96: b7: ab: 5¢

Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.943: 00: 40: 96: b7: ab: 5¢

Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:54.943: 00: 40: 96: b7: ab: 5¢

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP 1d 4)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.954: 00:40: 96: b7: ab:

Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.954: 00:40: 96: b7: ab:

Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 4, EAP Type 25)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.956: 00:40: 96: b7: ab:

5c

5c

5c

Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.957: 00:40: 96: b7: ab:

5c

Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢

(EAP 1d 7)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.976: 00:40: 96: b7: ab:

Recei ved EAPOL EAPPKT from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.976: 00:40: 96: b7: ab:

Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 7, EAP Type 25)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.978: 00:40: 96: b7: ab:

Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.978: 00:40: 96: b7: ab:

Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 7)

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.978: 00:40: 96: b7: ab:

Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.995: 00:40: 96: b7: ab:

Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.995: 00:40: 96: b7: ab:

Recei ved EAPOL-key in PTK_START state (nessage 2)
from nmobi | e 00: 40: 96: b7: ab: 5¢

*Dot 1x_NW MsgTask_4: Jun 21 23:47:54.995: 00:40: 96: b7: ab:

Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_4: Jun 21 23:47:55.005: 00:40:96: b7: ab:

Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

5c

5c

5c

5c

5c

5c

5c

5c

5c



*Dot 1Xx_NW MsgTask_4: Jun 21 23:47:55.005: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nmobi |l e 00: 40: 96: b7: ab: 5¢
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Mo, Time SOlrce [hesrination ES5 el Protocel  Channel frequency  Info
100 cah: E 2462 authentication, =w=351E  Frn=0, Flag

L 013614 {50 TOIEEZd3 alromet b7 iabi5c B4IFiiaciTOiB3ic3d EAP 2462 RequestT, Identity
& 0.032754 aironet_b7:ab:5c cisco fO:68:d3 84:78:ac:fO:68:43 EAPOL 2462 sTart
0042974 adronet_bYcabiSc Cisco_fO:448:d3 B4:T8;ac:fO:68:d3 EAP 2462 Response, Identity
B 0.046B655 aironet_b7rab:5c cisca_fo:68:d3 Ba:r7arac:fores:d3 Eap 2462 pesponse, ldentity
G 0.054287 Cinco_Ffl:68:d3 airomet_b7:ab:5¢c B4:7R:ac:FO:68:d43 EaAP 2462 Request, Protected AP [(EAR-PEAR)

|10 0.090265 Adronst_bY:ab:5c Cisco f0:68:d3  84:78:ac:fl:G68:d3 TLSW1 = M62Cldent Hello

11 0107247 cisco_fo:6E:d3 afromer_b7iab:5¢c B4:78:ac:fo:68:d3 Eap 2462 Request, Protected EAR [EAR-PEAF)
12 0. 124080 aironet_b?:ab;5c Cisco_fl:68:d3 B4:78 ac:fo:68:d3 EaP 2462 Response, Protected EAP (EAP-PEAP)
13 0.140385 Cisco_fo:66:d3 airomet_b7:ab:5c B4:78:ac:f0:68:d3 Ear 2462 pequest, Protected BAR [EAR-PEAR)
14 0.154005 aironel_h7:ab:5 cCisco f0:68:d3 B4:-7FH:ac-T0:68:d3 EAP A2 Responsie, Protected EAF (EAR-PEAF)
15 ©.158391 Cisco f0i6E:d3  Airomet_b7iab:sc B4:78iac:foieg:d3 EaP 262 Request, Protected EAP [EAP-PEAR)

[ 16 0.17€ME adronet_b7:ab:5c clisco f0:68:d3  B4:Fa@rac:fO:8:dY TLsvd 0 2462 certificate, client wey Exchange, cl
17 0.186458 Cisco_fi:68:d3 airomet_b7:ab:Sc S4:78:ac:fl:68:d43 Eap F462 Request, Protected FAF [(EAR-PEAF)
16 0.195391 Adronet_h7:ab:5c Cisco fo:68:d3 B4:78:ac:fo:65:d3 EaP 2462 pesponse, Protected EAP [EAP-PEAR]
18 0. 201648 cisco_fo:6E:-d3 afromer_bT:ab:5¢ B4:78:ac:f0:68:d3 EapP 2462 Request, Protected EAF (EAR-PEAF)

| 20 0. 204860 Adronet_biiabiSc Cisco fibdid3  84:78:ac:f0:68:d3 TLSW1 2462 Applicatiom Data, Application Data |

[ 21 0.31084)1 afrenet_B7iabisc cisco fO:68:d3  84:varac:foissidl TLsvi 0 2452 applicatdon pata, applicatfon pata |
22 0.315571 Cisco_fO:68:d3 airomet_b7 :ab:z5c B4:FR:ac:fd:68:d3 F£ap 262 Request , Protected FAF [FAF-PEAR)

| 23 0.318255 Adronet_b7iabi5c Cisco f0i68:d3  84:78:ac:f0:68:d3 TLSvA 2462 Application Data, Application Data |
24 0. 324589 cisco_fo:66:d3 afromer_b7:ab:5¢ B4:78:ac:fTo0:68:d3 EaP 2462 Request, Protected EAF (EAR-PEAF)
25 0, 332059 Cisco Fi 6B d3 Atronet_b7ab:5c B4:78:ac:fO: 6843 EAP 2462 Request, Protected EAR [EAP-PEAR)

aironet_b7iab:sc :78rac:fo:6s: EAP 2462 swuccess
airomet_b7 :ab:§ d cac: T E FAR? Ky (W

alromner_ 84 H EAPOL
g s EAROL

Ssel sds pdeue Juwlisd wuoese Idigble (pg LilUs weup gpdsle wubd EAP Joddsd
lJedrzlo):

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40:96: b7: ab: 5¢
Associ ation received fromnobile on BSSID 84: 78: ac: f0: 68: d3
1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Processing WPA | E type 221, length 22 for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
CCKM Mbdbile is using CCKM
!--- The WLC/AP finds an Information Element that claims CCKM
support on the Association request that is sent from the client.

*apf MsConnTask_0: Jun 25 15:41:41.507: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8
!--- This is the key cache index for this client, which is set temporally.

*apf MsConnTask_0: Jun 25 15:41:41.508: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac:f0: 68:d3
(status 0) ApVapld 4 Slot O

1--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 25 15:41:41.513: 00:40: 96: b7: ab: 5c
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP Id 1)

1--- An EAP Identity Request is sent to the client once it is
associated in order to begin the higher-level authentication
process. This informs the client that an identity to start
this type of 802.1X/EAP authentication must be provided.
Further EAP messages are not described, as they are basically
the same as the ones previously-explained.

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.536: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.536: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢



(EAP 1d 2)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.546: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.546: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response packet with mismatching id
(currentid=2, eapid=1) from nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.550: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.550: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.555: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.555: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.594: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.594: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00:40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 840: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.841: 00: 40: 96: b7: ab: 5¢
Creating a PKC PWKID Cache entry for station 00:40: 96: b7: ab: 5¢
(RSN 0) <br/ >

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.841: 00: 40: 96: b7: ab: 5¢

Setting active key cache index 8 ---> 8
*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.841: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
CCKM Create a global PMK cache entry
l--- WLC creates a global PMK cache entry for this client,
which is for CCKRM in this case.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 13)
!--- The client is informed of the successful EAP authentication.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 841: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK( message 1), replay counter 00.00.00.00.00. 00. 00. 00
!1--- Message-1 of the initial 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
00: 40: 96: b7: ab: 5¢
!--- Message-2 of the initial 4-Way handshake is received
successfully from the client.



*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
CCKM Sendi ng cache add

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: CCKM Sendi ng CCKM PMWK
(Version_1) information to nobility group

*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.858: CCKM Sendi ng CCKM PMWK
(Version_2) information to nobility group

!--- The CCKM PMK cache entry for this client is shared with

the WLCs on the mobility group.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41.858: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPCL- Key Message to nobil e 00:40: 96: b7: ab: 5¢c
state PTKI Nl TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!1--- Message-3 of the initial 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_4: Jun 25 15:41:41. 866: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢
*Dot 1x_NW MsgTask_4: Jun 25 15:41:41.866: 00: 40: 96: b7: ab: 5¢ Recei ved
EAPQOL- key in PTKI NI TNEGOTI ATI NG state (nessage 4) from nobile
00: 40: 96: b7: ab: 5c
!1--- Message-4 (final message) of this initial 4-Way handshake
is received successfully from the client, which confirms the
installation of the derived keys. They can now be used in order
to encrypt data frames with the current AP.

p& CCKM: sy IU,wbb IJisJs 1Js WLAN ppled [Js WPA/WPA2 |Jglss: zse MSK (IJpg 598
lsuol ool wluwpe Network Session Key (NSK)) puv o wuvdd pocbd pg 1Jgpsd 9210 RADIUS.
Swe buwld odlldpSelz IUluwluns pu 1dgbe lds euuos IJorde Os Iduvods IUeedss
IJJluvdIsé (WLC) we> puolb 96 wlzed: sswp wiisuo pddel Jlgwluw Jlubodly zese
lJpdlose IJoldss byld Weye od@le 13l Idgpsd wuvwds WLAN oo, oo oule suved)z
couo) Idogdpe Vs Idgveodo IJpedss IJJlgwdIdse (WLC) gldgpsd pedyple IUwslss Idos
._Sup |u.uuz_.>||oo| .J.JUaIJ IJIPU I._Ju.uJ.58_ Iu.uuubl IJ._s CCKM ._sIoJ 0)| rou aJIJ Ipuolgsao _)ulg_..so
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sdleb 1J8,6 IJdos) g0 1opsld. Bis 30 IUeldé: sy0wd gpsd CCKM |bl, by lglss
loweogle 528 1Js I AP/WLC (lo souspo MIC 9,80 eubsliss soslss vubdd cuvduwds):
9899 pedyple JIVse (Ilu souspw IJ ap {upperimac address -BSSID-) in order to | vz IJ
PTK 255>. pg bdyo lgho lJogssy 03l 8l WLC 9 AP 1Jz>s20 isuol J>sop pedyple JIBSs o0
IE_J I,JuuauoU PTK IJg>s> J3JI op woulbd SUVOURSWIU pE lelss |ywwsgle |woelud. Spdy
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2437 RRassOC1aTion Request, SH=271%, FH=0, Elags)

SIspl sds pdeue JJouseselo 1Uglues weouos Idopdp O Iduveds 1dpedss 1JJluvdIdsé
(WLC) Jo3l IJzse 1Jpoz9d:

*apf MsConnTask_2: Jun 25 15:43:33.749: 00: 40: 96: b7: ab: 5¢
CCKM Recei ved REASSOC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33.749: 00: 40: 96: b7: ab: 5¢
Reassoci ation received from nobile on BSSI D
84: 78: ac: f0: 2a: 93

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢



Processing WPA | E type 221, length 22 for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Mbbile is using CCKM
!--- The Reassociation Request is received from the client,
which provides the CCKM information needed in order to
derive the new keys with a fast-secure roam.

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Processi ng REASSCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM using HVAC MD5 to conmpute M C
!--- WLC computes the MIC used for this CCKM fast-roaming
exchange.

*apf MsConnTask_2: Jun 25 15:43:33. 750: 00:40: 96: b7: ab: 5¢
CCKM Received a valid REASSCC REQ | E

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
CCKM Initializing P cache entry with a new PTK
!--- The new PTK is derived.

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 8

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Creating a PKC PWKI D Cache entry for station
00: 40: 96: b7: ab: 5¢ (RSN 0) on BSSI D 84: 78: ac: f 0: 2a: 93
!--- The new PMKID cache entry is created for this new
AP-to-client association.

*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
CCKM using HVAC MD5 to conmpute M C
*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
I ncl udi ng CCKM Response | E (length 62) in Assoc Resp to nobile
*apf MsConnTask_2: Jun 25 15:43:33.751: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 93
(status 0) ApVapld 4 Slot O
!--- The Reassociation Response is sent from the WLC/AP to
the client, which includes the CCKM information required
in order to confirm the new fast-roam and key derivation.

*dot 1xMsgTask: Jun 25 15:43:33.757: 00:40: 96: b7: ab: 5c
Ski ppi ng EAP- Success to nobil e 00: 40: 96: b7: ab: 5¢

!--- EAP is skipped due to the fast roaming, and CCKM does not

require further key handshakes. The client is now ready to

pass encrypted data frames on the new AP.
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13 0.1202F] Cisco_fO:-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF)
|34 0120510 Apple 15:30:32  Cisco FO:68:d2  B&:78:ac:fO:68:42 TLEWL 2462 Certificate, Client Key Exchange, change
15 0.13915%6 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaP 2462 Request, Protected EAR [(EAP-FEAF]
148 0.162262 Apple_15:39:32 Cizco_fO:68:d2 84:78:ac:f0:68:d2 EAP 2482 Rezponze, Protected EAP [EAP-PEAP)
17 0.166459 Cisco_fO-6E-d2 Apple_15:39:32 B4 :78:ac:Fd:68:d2 EaF 2462 Request, Protected EAR (EAP-FEAFR]
|28 0171454 Apple 15:30:32  Cisco FO:68:d2  84:78:ac:F0:68:42 TLEWL 2462 Application bata
19 0.173710 Cisco_fO-68:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)
| 20 0.17B18L Apple 15:39:32  Cisco FO:68:d2  84:78:ac:T0:88:d2 TLswl 2482 application Data
21 0. 182858 Cisco_fO-6E:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)
| 22 0.187006 Apple_15:39:32  Cisco F0:68:d2  84:78:ac:F0:88:d2 TSl 2482 application Data
23 0.192835% Cisco_fO0:6E:-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 Ear 2462 Request, Protected EAP (EAP-FEAPR)
|24 0.197049 Apple 15:39:22  Cisco F0:68:d2  84:78:ac:f0:88:d2 TSV 2482 Application Data
25 0, 202860 Cisco_fO-68-d2 Apple_15:39:32 84 :78:ac:Fd:68:d2 EaPF 2462 Request, Protected EAP (EAP-FEAPR)
| 26 0.20537F Apple 15:30:32  Cisco FO:68:d2  84:78:ac:F0:68:42 TSV 2462 application Bata
27 0.21076% Cisco_fO:68:d2 Apple_15:39:32 84 :78:ac:Td:68:d2 EaF 2462 Success
28 I:I."":I.E:rl:lh- Cisco_| ﬂ:I:EE:dZ ppl 5:39:32 84 :78:ac:FO:68:d2 EAPOL 2462 Eey [
29 0,
30 0. F
21 0. _.: (78 ac FO:68: y [ : ]
32 0. F23339 App'll,_i:-:!-'?:!-l Cimco_F5:4a:-40 8478 :ac:TO:08:d2 BOZ.11 2462 Qo5 Data, SHel, FH=l, Flags=.p..... TC

oI IJigble g0 ool lbl) puols§8 EAP o wo Julds 1Ub,d eus IJpuols @6 1Jlsss
JJuieds 1Jpediss IJJluwdJss (WLAN). g olds weuo Idetzle Ssel soedd vodusle
|JUE)§U l'Jr°.9L9U |J|L)U|L}u60 LJ'puuua)po oul Sup Cduo PE)C'U Uuoa\sa. |J|ab|c 030 JE)UD
IJpedsple 1Jz2s28 wubdd Il gws sdsuw wubd lblle EAP UlJJled. Jive sop ool

OO w Up&bpb wuvdd |uu|uu6 Vs JJ o0 Jpuol>§6 I.J&o..sJ pllod gbp 1Jpuolb96. 903l
p9u2z 2ws IJlu 9puslob pg lblle puol> §6 EAP IJpsozs B Log) IJzeé: zus wop 1516
pebp ywlisd EAP o0 pdzle wuozse IJIaJoIc Jdoonshb:

*apf MsConnTask_0: Jun 22 00:23:15.097: ec:85: 2f: 15:39: 32
Associ ation received fromnobile on BSSID 84: 78: ac: f0: 68: d2
1--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec: 85: 2f: 15:39: 32
Processing RSN | E type 48, length 20 for nobile ec:85: 2f:15:39: 32
1--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec: 85: 2f: 15:39: 32



Received RSN |E with O PWIDs from nobil e ec: 85: 2f: 15: 39: 32
!--- Since this is an initial association, the Association
Request comes without any PMKID.

*apf MsConnTask_0: Jun 22 00:23:15.098: ec:85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*apf MsConnTask_0: Jun 22 00:23:15.099: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d2
(status 0) ApVapld 3 Slot O

!--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 22 00: 23:15.103: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Request/ldentity to nobile ec:85:2f:15:39: 32
(EAP 1d 1)

*Dot 1x_NW MsgTask_2: Jun 22 00:23:15.118: ec: 85: 2f:15:39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00:23:15.118: ec: 85: 2f: 15:39: 32
Recei ved ldentity Response (count=1) from nobile ec:85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 126: ec: 85: 2f: 15: 39: 32
Processi ng Access-Chal |l enge for nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 126: ec: 85: 2f: 15: 39: 32
Sendi ng EAP Request from AAA to nobil e ec: 85: 2f:15:39: 32
(EAP Id 2)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 146: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 146: ec: 85: 2f: 15: 39: 32
Recei ved EAP Response from nobil e ec: 85: 2f: 15: 39: 32
(EAP 1d 2, EAP Type 25)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Processi ng Access-Accept for nobile ec:85:2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Creating a PKC PMKID Cache entry for station ec:85:2f: 15: 39: 32
(RSN 2)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0O
for station ec:85:2f:15:39:32

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274:

New PMKI D: (16)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274:

[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5

!--- WLC creates a PMK cache entry for this client, which is

used for SKC in this case, so the PMKID is computed with
the AP MAC address (BSSID 84:78:ac:£0:68:d2).

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 274: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Success to nmobil e ec: 85: 2f: 15: 39: 32
(EAP Id 12)

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 275:
Including PWKID in ML (16)
!--- The hashed PMKID is included on the Message-1 of the



WPA/WPA2 4-Way handshake.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 275:
[ 0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5
1--- This is the hashed PMKID.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 275: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobil e ec: 85:2f: 15:39: 32
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00

1--- Message-1 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
Recei ved EAPCL-key in PTK_START state (message 2) from nobile
ec: 85: 2f:15:39: 32
1--- Message-2 of the WPA/WPA-2 4-Way handshake is successfully
received from the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 284: ec: 85: 2f: 15: 39: 32
PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 22 00: 23: 15. 285: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobil e ec: 85: 2f: 15:39: 32
state PTKI NI TNEGOTI ATI NG (nessage 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

1--- Message-3 of the WPA/WPA2 4-Way handshake is sent from

the WLC/AP to the client.

*Dot 1x_NW MsgTask_2: Jun 22 00: 23:15.291: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 22 00: 23:15.291: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nmobi |l e ec: 85: 2f: 15: 39: 32
!--- Message-4 (final message) of this initial WPA/WPA2 4-Way
handshake is successfully received from the client, which
confirms the installation of the derived keys. They can
now be used in order to encrypt data frames with the current AP.
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*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Reassoci ation received from nobile on BSSI D
84:78:ac: f0:68:d2

1--- This is the Reassociation Request from the client.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32
!--- The WLC/AP finds an Information Element that claims PMKID
Caching support on the Association request that is sent
from the client.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787: ec: 85: 2f: 15: 39: 32
Received RSN IE with 1 PWKIDs from nobil e
ec: 85: 2f: 15: 39: 32
1--- The Reassociation Request from the client comes with
one PMKID.

*apf MsConnTask_0: Jun 22 00: 26: 40. 787

Received PMKID: (16)
*apf MsConnTask_0: Jun 22 00: 26: 40. 788

[0000] c9 4d 0d 97 03 aa a9 Of 1b c8 33 73 01 f1 18 f5
!--- This is the PMKID that is received.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Searching for PMKID in MSCB PWKI D cache for nobile
ec: 85: 2f: 15: 39: 32

!--- WLC searches for a matching PMKID on the database.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32



Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKI D cache at index O of station ec:85:2f: 15:39: 32

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Found a valid PMKID in the MSCB PWKID cache for nobile
ec: 85: 2f: 15: 39: 32

!--- The WLC validates the PMKID provided by the client,

and confirms that it has a valid PMK cache for this
client-and-AP pair.

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Setting active key cache index 1 --->0

*apf MsConnTask_0: Jun 22 00: 26: 40. 788: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID
84:78:ac: f0: 68: d2(status 0) ApVapld 3 Slot 0

!--- The Reassociation Response is sent to the client, which

validates the fast-roam with SKC.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Initiating RSN with existing PMK to nobile
ec: 85: 2f: 15: 39: 32
!--- WLC initiates a Robust Secure Network association with
this client-and-AP pair based on the cached PMK found.
Hence, EAP is avoided as per the next message.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Ski ppi ng EAP- Success to nobil e ec: 85: 2f:15:39: 32

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in
PMKI D cache at index O of station ec:85:2f:15:39: 32

*dot 1xMsgTask: Jun 22 00: 26:40. 795: Including PMKID in ML(16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795
[0000] c9 4d 0d 97 03 aa a9 Of 1b ¢8 33 73 01 f1 18 f5
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far
that are used in order to finish the encryption keys
generation/installation.

*dot 1xMsgTask: Jun 22 00: 26: 40. 795: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 811: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
PMK: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 812: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 820: ec: 85: 2f: 15: 39: 32



Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 22 00: 26: 40. 820: ec: 85: 2f: 15: 39: 32

Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)

from nmobi |l e ec: 85: 2f: 15: 39: 32
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ha.  Time Source Destination BSS [d Protocol Chanrel frequency  Info

4 0.107400 Cisco_FO:BE:dr Aironet_biabk:Sc
§ 0.1217%% Ciscn fFO:BE:d2? Aironet_h? tab:Sc
¥ O.16F36F Adronet_b7:ab:%c Cisco_fO:6E:d?

8 0.17E720 Cisco_fO:BE:d2 Aironet_hitab:Sc
4 0.19205%3 Adronet_b?:ab:%c Cisco_fO:6E:d2?
1 0. ¥0FB60 Cisco_fO:BE:d2 Aironct_b? :ab:Sc

11 0. 2F73F Adronce_b?:ab:S%c Cisco_fO:68:d2
12 0. ¥31517 Cisco_fO:BE:d2 Adronct_b? :ab:Sc
13 0. 242089 Adronet_b?:ab:5c Cisco_fO:6E:d2
14 0. ¥5185%) Cisco_fO:BE:d2 Adronect_b? :ab:Sc

tFBiac:FO:GE:d} EAP JAB2 Request, Tdentity

tfBrac:F:GE:d? EAP S4B Request, Protected FEAP [(FAP-FEAR)
tFBzac:FO:6E:d? TLSwl 2462 client Hello

tfBrac:FO:6E:d? EAP J462 Request, Protected CAP [(FAP-FEAR)
tFE:ac:FO:6E:d} EAP 2462 Response, Protected EAP ([CAP-PEAR)
tfBrac:FO:6E:d? ECAP 2462 Request, Protected CAP [CARP-FEAR)
tFE:ac:FO:6E:d} EAP 2462 Response, Protected EAP ([EAPR-PEAR)
cfBrac:FO:6E:d? ECAP 2462 Request, Protected CAP [CAR-FEAR)
cFE:ac:FO:6E:d2 TLSwl 2462 certificate, Client Key Exchange. change
cFEB:ac:-FO:6E:d2 EAP 2482 Request, Protected EAP (EAF-FEAR)

PR PR PR R E R EEREEE

15 0.234304 Adronet_b?:ab:5c Cisco_fO:68:d2 7E:ac:FO:6E:d2 EAP 2462 Respon=e, Protected EAP (EAR-FPEAR)

16 0. ¥3E72X Cisco_FO:BE:d2 Adronet_b? :ab:Sc cac:FO:EBE:d2 EAF 2462 Request, Protected EAP (EAF-FEAR)

17 0.263390 Adronet_b?:ab:Sc Cisco_fO:E6E:d2 FB:ac:FO:6E:d2 TLSwl 24E2 application Data, Application Data

18 0. X69769 Cisco_FO:BE:d2 Adronet_bd :ab:Sc cFEB:ac:-FO:6E:d2 EAP 2482 Requesl, Protected EAP [EAF-FEAR)

19 0, 272225 Afronet_b7ab:5c Cisco FO:EE:d2 7Brac:FD:BE:d2 TLSwL 2482 applicalion Data, Application Data

20 0. 276927 Cisco_r0:6E:d2 Adronet_b7 -ab:Sc sFEB-ac:f0:6E:d2 EAFP 2462 Requesl, Prolecled EAP [EAF-FEAR)

21 0, 280325 afronet_b7ab:5c Cisco FO:EE:d2 7Brac:lD:gE:d2 TLSwL 2482 applicalion DaLa, Application pata

22 0. 287232 Cisco_r0:6E:d2 Afironer_b7 :ab:S5C sFB-ac:T0:BE:d2 EAP 2462 Requesl, Prolecled EAP [EAF-FEAR)

23 0,.290431 Afronet_b7:ab:5c Clisco_r0:6E:d2 tFB:ac:T0:6E:d2 TLSwl 2462 applicalion Data, application Data

24 0.302861 clisco_f0:6E:d2 Alironer_b7 :ab:5c sFE:ac:T0:6E:d2 EaAP 2482 RequesL, Prolecled EAP [EAF-FEAF)

25 0, 313281 Afroner_b7:rab:5C Cisco f0:6E:d2 tFEBac:T0:gE:d2 TLSwl 2482 applicalion Data, application pata

26 0.337874 Cisco_f0:66:d2 Afironer_b7:ab:5c cFB:ac:T0:66:d2 EAP 2462 SucCess

31 0.4625388 Afroner_DB7:ab:5C Broadcast Gd:7@:aciro:eE:d2 &0zZ.11 24E2 005 Data, SH=Z437, FH=0, Flags=.p.....TC
32 0.473985% Cisco_fO0:66:dDd  Adroner_b7:ab:5c Sd:7@:ac:F0:68:d2 S0Z.11 2462 gos pata, SH=ELl, FN=0, Flags=.p....F.cC

wboy ptrzle wusese Iigble Iuuluwl Buw culsd bl puol> 86 EAP ped wdsé 1,38
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*apf MsConnTask_0: Jun 21 21:46:06.515: 00: 40: 96: b7: ab: 5c



Associ ation received from nobile on BSSID
84:78:ac: f0:68:d2
!--- This is the Association Request from the client.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Processing RSN | E type 48, length 20 for nobile
00: 40: 96: b7: ab: 5¢
!--- The WLC/AP finds an Information Element that claims
PMKID Caching support on the Association request that
is sent from the client.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Received RSN IE with O PMKIDs from nobil e
00: 40: 96: b7: ab: 5c
!--- Since this is an initial association, the Association
Request comes without any PMKID.

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 8

*apf MsConnTask_0: Jun 21 21:46:06.516: 00: 40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID
84:78:ac:f0:68:d2 (status 0) ApVapld 3 Sl ot

!--- The Association Response is sent to the client.

*dot 1xMsgTask: Jun 21 21:46:06.522: 00:40:96: b7: ab: 5
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 1)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 614: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL START from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 614: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Request/Ildentity to nobile 00:40: 96: b7: ab: 5¢
(EAP 1d 2)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 623: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 623: 00: 40: 96: b7: ab: 5¢
Recei ved ldentity Response (count=2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 630: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Chal |l enge for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 630: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP Request from AAA to nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46:06.673: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL EAPPKT from nobil e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46:06.673: 00: 40: 96: b7: ab: 5¢
Recei ved EAP Response from nobil e 00: 40: 96: b7: ab: 5¢
(EAP 1d 3, EAP Type 25)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 843: 00: 40: 96: b7: ab: 5¢
Processi ng Access-Accept for nobile 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Creating a PKC PWKI D Cache entry for station
00: 40: 96: b7: ab: 5¢ (RSN 2)

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢



Setting active key cache index 8 ---> 8
*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Setting active key cache index 8 ---> 0
*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Addi ng BSSID 84:78:ac:f0:68:d2 to PMKID cache at index 0O
for station 00:40:96:b7:ab:5
*Dot 1x_NW MsgTask_4: Jun 21 21:46: 06. 844: New PMKID: (16)
*Dot 1x_NW MsgTask_4: Jun 21 21: 46: 06. 844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO
!--- WLC creates a PMK cache entry for this client, which is
used for OKRC in this case, so the PMKID is computed
with the AP MAC address (BSSID 84:78:ac:£0:68:d2).

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
PMK sent to nmobility group
!--- The PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Sendi ng EAP- Success to nobile 00:40:96: b7: ab: 5¢c (EAP Id 13)

*Dot 1x_NW MsgTask_4: Jun 21 21:46: 06. 844: 00: 40: 96: b7: ab: 5¢
Found an cache entry for BSSID 84:78:ac:f0:68:d2 in PWID
cache at index O of station 00:40:96:b7:ab:5

*Dot 1x_NW MsgTask_4: Jun 21 21:46:06. 844: |ncluding PMKID
in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*Dot 1x_NW MsgTask_4: Jun 21 21: 46: 06. 844:
[0000] 4e al 7f 5a 75 48 9c f9 96 e3 a8 71 25 6f 11 dO
!--- This is the hashed PMKID. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far that
are used in order to finish the encryption keys
generation/installation.

*Dot 1Xx_NW MsgTask_4: Jun 21 21: 46: 06. 844: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2)
from nobi |l e 00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
PMK: Sendi ng cache add

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 865: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 889: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:46: 06. 890: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nobil e 00: 40: 96: b7: ab: 5¢

Cluwegsle 030 IUb)s 960 s 890 IJepsd IUJlundIds 99226 IUoedp Vs Iduveds 1Jpedss



IJJluvddss (WLC) (Jzese ullb 1d9ue9d 1des1h6) u.)ILJ_)O lJogisu |Jp_9L9u Jobl g PMK
IJIUono lJ9zss6 JJlowsly UIpu lJ3s wp logvlgo WS IJwslss. quluul WOs JJ py0 souod
Isol Idgpsd IUJluwdds wudbé 9,09 pesud: wup wejsé PMKID wule gds: guslo MAC
lJepsd 9euslo MAC Ju§bs 1J9ue9d (BSSID pu WLAN) IlJzipd PMKIJp o6 oo 0§bod
lJ9uo9d o30. J3JI: wpl i, OKC SWY9p wotisu uduw PMK IJlgods Jeese udlb 1dyuesd
sldepsd Ipzas: el syowb 03l 1gpsd (fe)w v s 9,08 12)s: Vlu 1J3ses 1Uses6 IJes
OoES) pu led weisé PMKID IJgs>ss os guslo AP MAC Idgsso.

gl s89p IJgpsd wode ldogsld IUs udlbs 9u09d 22526 ssHuwd bl bdo lelsé IUlugble.
Iluo s PMKID gJs euuo) pedyple WPAZ RSN |31 Jly sy60 ledle v dbo 1909
wluwegsle PMKEI.J,oé)'Qé 99wl Jdwgsld IJlpy wumgs. lue sgyYd wldwed euglu MAC IJgl o
« BSSID (AP) Jlsu sz9d: wp $89e IJepsd wouwlbs wodsss PMKID Igsss [dpuweise Ss
!o.J.__; lebo lJogssy 03l guspl wodds udbos Uy uoad o3l IUbde pu IUgpsd: BOluol o @uwp
lsuol PMKID Clddse Idos cpoddol wldded (PMK IJeg 50 pddel sewslo MAC JJgpsd
9ewslu MAC IU¢lue wo) souweesy pe luvoeled lehs IUbelz 1dulzes Idos wids wlblwd
PMKIDs. spdu luvwgsle PMK IJegio p9 9ol I3y wwsl puoldzs WPA2 4-Way Jlwegdluo
pIlose Idogvlds) 1Ugrss0 (9ugbs EAP):

e lirne Source Leshratan dh=1d Mroteeced  Channel trecency Info

1 0.003446 aironet_bF:ab:5c cisco_t0:2a:92 Ba:FB:ac:f0:2a:92 &02.41 2437 Reassociation RequestT, SH-2685, FN-0, Flags
A0, 009560 cisco T9:i2a:92 afronet k7 iah: B4 i78rac:T0i2ai92 802 11 2437 ReassoC1ation Besponse, sH=3931, FN=0, Flag

94, 467993 Ciscn_fhiidazan airaner_k7iah:sc B4:7Riac:fD:I?aor ARZ.11 37 Qns Data, SW=4l, FH=0, Flags=.p....F.¢
10 4. 467688 gdronet_br:ab:%c Cisco_fS:4a:40 B2 F8zac:FO: a9l EO2_11 2427 QDE Data, ENeZ70Z, Fumd, Flagse.p.....TC

Frame 3: 200 bytes on wire {16808 bits), 201 bytes captured (1608 bits)
RadicrLap Header w0, Lenglh 1E
LEkE 802,11 meassociation regpuest, k1 A5 taaeeno D
Typa/subtype: Reassociarion Raquest l.'I'scl'l?_’J
dl Frame Contral Ficld: OxFO0DD
200 0001 2041 1010 = puracion: 314 microseconds
recelver agdress: C1sco 0123192 (B4:78:ac:T0i2az92)
pestination address: Cisco_fd:Zaz9? (B4:78:ac:f0:7a:87)
Transmitter address: Aironct_b/zab:bhc (00:3d:dh:bsrak: 4]
source address: Airomel_b7iak:S5c (00:40:96:L67 :ab-3C)
pss 1d: CisCo T0:22:92 (B4iF8iac:t0:2ai9z)
Fragment mumbear: 0
Coquence number: 2Bkl
A Frame check sequence: 0xd?05de86 [Correcl]
= IEEE 802,11 wireless LaN managemsent frame
A Fiwed parameters {10 bytes)
O Tagged parameters {1445 bytes)
Fl Tag: SSID paraneter =el: WPAZ-Caching
Fl Taq: supported Raves 1, 2, 5.3, 6, 9, 11, 12, 18, |Whit/sec)
= Taq: exvended sepportTed Rates 24, 36, 45, 5, [Mbitisec]
= Tag: RSN Tnfarmation
Tag Mumber: REN InTormation (48)
Tag length: 1E
KaN version: 1
B Group Cipher Swite: DR-Of-ac (TeeeB0X1) AFS (O0M)
Pairwise Cipher Suite Count: 1
® Pairwise Cipher suite List 00-0f-ac (reeeBQ21l) aAcs (CCM)
auth wey Management (oek) sudte Count: 1
v auth key Management (akk} List Od-0F-ac (TeeafD?1) wWPa
T RSN Capabilities: Ox0O028
PHKID Count: 1
= PHELD List

+
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lJ89s6 (RSN: 9098l J 802.11i - WPA2), 25& Swp £)u2 peJ9plw 29d leshle WPA2 IJpwesed
Jodo IJI9u)lu (swp lJuyds; eds PMKID 1Jss we Idzuesd edso pu lduosesd |Jpezun9gwd).
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*apf MsConnTask_2: Jun 21 21:48:50.562: 00:40: 96: b7: ab: 5¢
Reassoci ation received from nobile on BSSID
84:78: ac: f0:2a:92

!--- This is the Reassociation Request from the client.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Processing RSN | E type 48, length 38 for nobile
00: 40: 96: b7: ab: 5¢
!--- The WLC/AP finds and Information Element that claims
PMKID Caching support on the Association request that
is sent from the client.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Received RSN IE with 1 PWKIDs from nobil e
00: 40: 96: b7: ab: 5¢
!--- The Reassociation Request from the client comes with
one PMKID.

*apf MsConnTask_2: Jun 21 21:48:50.563:
Received PMKID:  (16)

*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Searching for PMKID in MSCB PWKI D cache for nobile
00: 40: 96: b7: ab: 5c
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
No valid PMKID found in the MSCB PMKI D cache for nobile
00: 40: 96: b7: ab: 5
!--- As the client has never authenticated with this new AP,
the WLC cannot find a valid PMKID to match the one provided
by the client. However, since the client performs OKC
and not SKC (as per the following messages), the WLC computes
a new PMKID based on the information gathered (the cached PMK,
the client MAC address, and the new AP MAC address).

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Trying to conpute a PMKID from MSCB PMK cache for nobile
00: 40: 96: b7: ab: 5¢

*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: BSSID = (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac f0O 2a 90
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: real AA = (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 92
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM Find PMK in cache: PMKID = (16)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM AA (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 84 78 ac fO 2a 92
*apf MsConnTask_2: Jun 21 21:48:50.563:
CCKM SPA (6)
*apf MsConnTask_2: Jun 21 21:48:50.563:
[0000] 00 40 96 b7 ab 5c
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Addi ng BSSID 84:78:ac: f0:2a:92 to PMKID cache at
index O for station 00:40:96: b7: ab: 5¢



*apf MsConnTask_2: Jun 21 21:48:50.563
New PMWKI D: (16)
*apf MsConnTask_2: Jun 21 21:48:50.563
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Conputed a valid PWID from MSCB PMK cache for nobile
00: 40: 96: b7: ab: 5c
!--- The new PMKID is computed and validated to match the
one provided by the client, which is also computed with
the same information. Hence, the fast-secure roam is
possible.

*apf MsConnTask_2: Jun 21 21:48:50.563: 00:40: 96: b7: ab: 5¢
Setting active key cache index 0 ---> 0

*apf MsConnTask_2: Jun 21 21:48:50.564: 00:40: 96: b7: ab: 5¢
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 92
(status 0) ApvVapld 3 Slot

!--- The Reassociation response is sent to the client, which

validates the fast-roam with OKC.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5c
Initiating RSN with existing PMK to nobile
00: 40: 96: b7: ab: 5c
!--- WLC initiates a Robust Secure Network association with
this client-and AP pair with the cached PMK found.
Hence, EAP is avoided, as per the the next message.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Ski ppi ng EAP- Success to nobil e 00: 40: 96: b7: ab: 5¢

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Found an cache entry for BSSID 84:78:ac:f0:2a:92 in
PMKI D cache at index O of station 00:40:96:b7: ab: 5¢

*dot 1xMsgTask: Jun 21 21:48:50.570
Including PWKID in ML (16)
!--- The hashed PMKID is included on the Message-1 of the
WPA/WPA2 4-Way handshake.

*dot 1xMsgTask: Jun 21 21:48:50.570
[0000] 91 65 c3 fb fc 44 75 48 67 90 d5 da df aa 71 e9
!--- The PMKID is hashed. The next messages are the same
WPA/WPA2 4-Way handshake messages described thus far,
which are used in order to finish the encryption keys
generation/installation.

*dot 1xMsgTask: Jun 21 21:48:50.570: 00:40: 96: b7: ab: 5¢c
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.00

*Dot 1x_NW MsgTask_4: Jun 21 21:48:50.589: 00:40:96: b7:ab:5
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.589: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTK_START state (nessage 2) from nobile
00: 40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.589: 00: 40: 96: b7: ab: 5¢
PMK: Sendi ng cache add

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.590: 00: 40: 96: b7: ab: 5¢
Sendi ng EAPOL- Key Message to nobil e 00: 40: 96: b7: ab: 5¢c state
PTKI NI TNEGOTI ATI NG (message 3), replay counter



00. 00. 00. 00. 00. 00. 00. 01

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.610: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL- Key from nobil e 00:40: 96: b7: ab: 5¢

*Dot 1Xx_NW MsgTask_4: Jun 21 21:48:50.610: 00: 40: 96: b7: ab: 5¢
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (message 4)
from nmobi |l e 00: 40: 96: b7: ab: 5¢
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90,1320 Cisco_fO:68;db Apple_15%:39:32 B 7Brac:fl:68:0h EAP 2462 Request, Protected EAP [EAP-PEAR)
10 0.136062 apple_15:38:32 cisco_fO:6E:d6 Bd:7B2ac:fO:68:d6 EaP 2462 Response, Protected EaF [EAFP-FPEAFP)
11 0,151652 Cisco_fO:68;dé  Apple_15:38:32 B4 7Biac:fo: 6866 EAP 2462 Requast, Protected EAP (EAP-PEAF)
12 0.154937 apple_15:39:32 cisco_fo:E6E:déE Bd:7Brac:f0:68:d6 EaP 2452 pesponse, Frotected ear [EAF-PEAF)
13 0,159064 Cisco_fO:68.:d6 Apple_15%:39:32 B 7Bzac:fl:68:06 EAP 2462 Request, Protected EAP [EAP-PEAR)
[ 14 0.160836 Apple 15:39:32 Cfsce fD:€6:dé  B4:7B:ac:fOiGs:de TLsvL 0 2462 certificate. client key Exchange, i
1% 0, 180451 Cisco_fO:68:d6 Apple_1%;39:32 B4 7Rzac:FO: 6846 EAP 2462 Request, Protected EAP [EAP-PEAR]
16 %, 90B749 Apple_15:39:32 cisco_fo:6E:d6 Bd:7Brac:fO:68:d6 Eap 2462 pesponse, Protected ear [EAP-PEAP)
17 %, 916050 Cisco_fO:68:d6 Apple_15:39:32 B4 7Bzac:fO:68:d6 EAP 2462 Requast, Protected EAP [EAP-PEAR)

20 3.958529 Cisco_fo:e8:ds  apple_15:39:32 Bd:7Brac:TO:68:d6 EaP 2462 Request, ProTected EaP [EaF-PEAF)

22 3.966771 Cisco_f0:68:d6 Apple_15:39:32 Bd:7B:ac:f0:68:d6 EAP 2462 pequest, Protected EAP [EARP-PEAR)

24 3,978519 {isco_fo:68:d6  apple 15:39:32 Bdi7Bsac:TO:65:d6 Eap 2462 Request, Protected EAP (EAP-PEAR)
[ 25 3981308 apple 15:3%:3%  cisco FO:6R:dE  BLTRaccfl:BR:dE TLsvl 2482 agplication pata

26 3, 967998 {isco_fO:68:d6 Apple_15:39:32 Bd:7B:ac:fo:68:d6 EAP 2&52 S-I.ICCES-

27 2.980754 Cisco_O-68: o pple_15:38:32 (FEzac:T0:6E: [eessage 1 af -i]

2B 3. 539 B i iTOIEE: C ¢l

FEIED

30 4. [ B B i 1BBi0E E

a1 :1.I:I‘.|.:I":h1-1 Apple_15:39:32 IFvEMCAST_O0:00:0( 84 :TE-ac:TO:68:d6 BOZ.11 2462 QOS5 DALa, Sh=1L, FM-EI Flags=.p...

5 Tag: ®sN Imtormation
Tag Humber: RS Tnformation (48]
rag length: 20
RSN wersion: 1
+ Group cipher suite: 00-0F-ac {LeeeB021l) ass (CoM)
Fairwise Cipher Swite Count: 1
+ palrwise Clpher sulte List 00-0f-ac (leseB0ZL) aAes (LK)
Auth KEey Management (AKM) Suite Count: 1
O AUTH K&y Management (AWM} L15T 00-0T-ac (leseB02ZL1) FI ower LEEE S02.1X
T RSN Capabilitdes: OxO00c

sldigedlvle 1U)issunss os:

C Sseodd wBly o blhs pldule 1puol§6 leodldl bsdl g wldly o WPAWPA2 |Jglss.
J3JY sop lgwedsle veuo Idpedyple IJluolvss Jlg)le o3l ldovdlyso gus 2398 18wy
wousd luwluss Juveds WLAN wogp ft. Jpl 09 p9 0z Bs Iduegs: sop wpass bl bdo
IJIGeslo pu IJgpsd 9sop wpssi e8d AKM IJEILe weuues pedsple RNS Jlbol, T ol
IJg psd Susd wudss FT e, po 802.1X/EAP.

+ Jol sbo) guuo) peddple peld IJoudd (i po FT) 25 subs) 2d8d 8208 FT slduwslwé
IJs ol 131 1o 1Jloedld Iduwsse J BSS pdopdl gu) 1dosle Iy o) DS gus Idozold IJuwsse



(Subsy 3JI IJs el 09 g 1Jogle Vs 030 1J09,8).

- ol wop luolds guue pedsele &) (0§d BSS IJuuse 19 FT IE. sldes s Jlzdl B o3l
IJpuwews) pg Idpedsele ldpbdyws Joudss ouvdund puoh$s FT gus wesld FT.

s stodd esd edlose wleodld Iousdund IJoses JpSlose. Jsdd eds Isge o lo
IJpuolbps FT 4-way ooy puiluos Jdpuoldzs WPAWPA2 4-Way. |J! igol B 1Uslée
wgod §dsdl bs Idpzuss.

obo, IJigble wuvdd Ipuluns oduw wubd lbly puol> 86 EAP Julés 1Jb,d gws 1dpuol> 96
IJlsdess JJuivods 1deedss IJJluwddiss (Jpl 09 pdlel oo Iduos)): JIo cop luplds veue
lUptele Ios coedsd vodusle IJogiso Idpdde Jdpdolz Idpuuceses pu Yud guuey
IJoede S lduveds IJppdss IJJluwdIdss (WLC). goldolds: sop Blog 1l ouszse IJidble
o3l Jg,yuo Idpedsele sl 1duods B §lb:

*apf MsConnTask_0: Jun 27 19: 25: 23.426: ec: 85: 2f: 15: 39: 32
Associ ation received from nobile on BSSID
84:78: ac: f0:68:d6

!--- This is the Association request from the client.

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.
!--- WLC recognizes that the client is 802.llr-capable.

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Processing RSN | E type 48, length 20 for nobile
ec: 85: 2f: 15: 39: 32
!--- The WLC/AP finds an Information Element that claims FT
support on the Association request that is sent from the client.

*apf MsConnTask_0: Jun 27 19: 25: 23. 427
Sendi ng assoc-resp station: ec: 85: 2f: 15: 39: 32
AP: 84: 78: ac: f0: 68: d0- 00 t hread: 144be808

*apf MsConnTask_0: Jun 27 19: 25: 23. 427
Adding MDIE, IDis:O0OxaafO

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in Initial
assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Sendi ng ROKH I D as:-84.30.6.-3

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Sendi ng R1KH I D as 3c:ce: 73:d8: 02: 00

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Including FT IE (length 98) in Initial Assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19: 25:23.427: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d6
(status 0) ApVapld 7 Slot O

!--- The Association Response is sent to the client once the

FT information is computed (as per the previous messages),
so this is included in the response.

*dot 1xMsgTask: Jun 27 19: 25:23.432: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Request/ldentity to nobile ec:85:2f:15:39: 32
(EAP Id 1)
!--- EAP begins, and follows the same exchange explained so far.

*apf MsConnTask_0: Jun 27 19: 25:23.436: ec: 85: 2f: 15: 39: 32
Got action frame fromthis client.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 449: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32



*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 449: ec: 85: 2f: 15: 39: 32
Recei ved ldentity Response (count=1) from nobile
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 456: ec: 85: 2f: 15: 39: 32
Processi ng Access-Chal |l enge for nobil e ec: 85: 2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 456: ec: 85: 2f: 15: 39: 32
Sendi ng EAP Request from AAA to nobil e ec: 85: 2f:15:39: 32
(EAP Id 2)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23.479: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL EAPPKT from nobil e ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23.479: ec: 85: 2f: 15:39: 32
Recei ved EAP Response from nobil e ec: 85: 2f: 15: 39: 32
(EAP 1d 2, EAP Type 25)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Processi ng Access-Accept for mobile ec:85:2f:15:39: 32
!--- The client is validated/authenticated by the RADIUS Server.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Creating a PKC PWKI D Cache entry for station
ec: 85:2f:15:39:32 (RSN 2)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32
Resetting MSCB PMK Cache Entry O for station
ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 627: ec: 85: 2f: 15: 39: 32

Setting active key cache index 8 ---> 8
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 628: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*Dot 1Xx_NW MsgTask_2: Jun 27 19: 25:23. 628: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac:f0:68:d6 to PMKID cache at index 0O
for station ec:85:2f:15:39:32
*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.628: New PMKID: (16)
*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 628:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 629: ec: 85: 2f: 15: 39: 32
Created PMK Cache Entry for TG AKM 802. 1x ec: 85: 2f: 15: 39: 32
!--- WLC creates a PMK cache entry for this client, which is
used for FT with 802.1X in this case, so the PMKID is
computed with the AP MAC address (BSSID 84:78:ac:£0:68:d6).

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 629:
ec: 85: 2f: 15: 39: 32 ROKH- I D: 172. 30. 6. 253
R1KH- | D: 3c: ce: 73: d8: 02: 00 MSK Len: 48 pnkVal i dTi me: 1807
!--- The ROKH-ID and R1KH-ID are defined, as well as the PMK
cache validity period.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15:39: 32
PMK sent to mobility group
!--- The FT PMK cache entry for this client is shared with the
WLCs on the mobility group.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Sendi ng EAP- Success to nobile ec:85:2f:15:39:32 (EAP Id 12)

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d6 in PWID
cache at index O of station ec:85:2f:15:39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.630: Including PMKID in
ML (16)



!--- The hashed PMKID is included on the Message-1 of the
initial FT 4-Way handshake.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 630:
[0000] 52 b8 8f cf 50 a7 90 98 2b ba d6 20 79 e4 cd f9

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 630: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to npobile ec:85:2f:15:39:32 state
I Nl TPMK (rmessage 1), replay counter 00.00.00.00.00.00.00.0
!1--- Message-1 of the FT 4-Way handshake is sent from the
WLC/AP to the client.

*Dot 1Xx_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from
nobi | e ec: 85: 2f : 15: 39: 32
!1--- Message-2 of the FT 4-Way handshake is received
successfully from the client.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Cal cul ati ng PMKRONane
!--- The PMKROName is calculated.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
DOT11R: Sendi ng cache add

*Dot 1x_NW MsgTask_2: Jun 27 19:25:23.639: Addi ng M E,
IDis:Oxaaf0
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Addi ng TIE for reassociation deadtime: 20000 nilliseconds
*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 639: ec: 85: 2f: 15: 39: 32
Adding TIE for ROKey-Data valid time :1807
*Dot 1x_NW MsgTask_2: Jun 27 19: 25: 23. 640: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01
!--- After the MDIE, TIE for reassociation deadtime, and TIE
for ROKey-Data valid time are calculated, the Message-3
of this FT 4-Way handshake is sent from the WLC/AP to the
client with this information.

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 651: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19: 25:23. 651: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobil e ec: 85: 2f: 15: 39: 32

!1--- Message-4 (final message) of this initial FT 4-Way handshake

is received successfully from the client, which confirms the

installation of the derived keys. They can now be used in order

to encrypt data frames with the current AP.

pdlebbs: Joopse lgble 030 IJb,586 9ldyuesd IJs peiele
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Ssel sds IJuosy sousese lgble 130,10 19ds wuvwds WLAN g0 oudss FT olguagsle
WPA2-PSK (wodl pu bby596 802.1X/EAP). 2s& swp weass lbl) luwezlosd IUIGoslo po 0 8lbs
IJsuo9d Jerue euues pedspele lowdld BSS Iduusse (penid). Jel sop ehue weuo Idpedsple
Il gwss 1Jdes Jlz)le puoldzs FT 4-Way:

Me.  Time Source Drastination BS5Id Pretecol Charnel frequency  Info
HiH B:7aiac:t0:68: . 262 Authentication, SH-Z2, FN-0, Flags—...
Bi:7S:ac:iT0i6a: 2
4 0, 010591 1:1..1:-:_f|2| 654 Apple_15:239:32 Ba:7R:ac:FO:68:d44 8HO2.11 G2 Anmociation Responsa, Su=269, Fu=0, F
3 ; B4 o
60 : Bl :?
70 [EH J
&0 B o7 H1-H 2 Key (Message £ of 4)
9 0,047709 Apple_15%:349: 32 |F'\.-'r:-11r.'-|"1' F'F TF:30 88 R acflasdd H02.11 262 Qo5 Data, Sk=2, FH=, Flags=p.ee...TC

Ll {1}

H Frame 4: 249 bytes on wire (1992 bits), 249 bytes captured {1992 hits)
= radiotap weader wiO, Length 18
@ IEEE ED2.11 associarion Resporse, Flags: _.......C
O TEEE B0, 11 wireless LaN management frame

= Fized parameters (6 bytes)

+ capabilities rnformacion: Ox043L
Sratus code: successful (0x0000)
D0 0000 D000 K = Association TD: Dx0003
= Tagged parameters (1%7 bytes)
+ Tag: supported Raves L(B}, 2{B), 5. 5{8), LL{8), 6, 9, 12, 13, [Mbit/sec]

Tag: Extended supported rates 24, 6, 48, 54, [Mbitssec]
Tag: HT Capabilities (E02.11n pl.10)
Ta: HT Irformation (802,110 DL, 103
Tag: wendor Specific: Microsof: weeWE: Parameter element
Tag: Mobility pomain

Tag Mumier: Mobility Domain (343

Tang Tenmgth: 3

Hobility Domain Identifier: oxfoaa

FT La.pahﬂ'lt_'.r angd Poldcy: 0x=00
Fast BS5S Transition ower DS: Ox00
Rescurce Regquest Protocol Capab:d Tity: (el
s Transition
I FAST 855 Iransition
-1
MIC Comtrol: Oxd3O0
Do QO ven = Element Court; 0
MIC: muunnumnunuumumuumu
alonce: Q000000023000000C333000000323200000032D00000032000. . .
SHonce : O000000003000000003000000330000000C3000000033000, . .
Subhelement Th: PRE-RO key holder ddentifier {ROEH-TD) (3}
Length: 4
K-k key holder fdentifier (ROem-1o): “254%036%0064373
Subelement ID: PRE-RL key holder identitier {(RLEH-ID} (1)
Length: &
FK-R1 key holder identifier [RIKR-ID): 3ccerd3d30200

[

*apf MsConnTask_0: Jun 27 19:29:09. 136: ec: 85: 2f: 15: 39: 32
Associ ation received from nobile on BSSID
84:78: ac: f0:68:d4

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15:39: 32
Processing RSN | E type 48, length 20 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_0: Jun 27 19:29:09.137: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84: 78: ac: f 0: 68: d0- 00
t hread: 144be808

*apf MsConnTask_0: Jun 27 19:29:09.137: Addi ng M E,
IDis:0Oxaaf0

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15:39: 32
Including FT Mobility Domain IE (length 5) in Initial

assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec: 85: 2f: 15:39: 32



Sendi ng ROKH I D as:-84.30.6.-3

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec:85: 2f: 15: 39: 32
Sendi ng R1KH I D as 3c: ce: 73:d8: 02: 00

*apf MsConnTask_0: Jun 27 19:29:09. 137: ec:85: 2f: 15: 39: 32
Including FT IE (length 98) in Initial Assoc Resp to nobile

*apf MsConnTask_0: Jun 27 19:29:09. 138: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 68: d4
(status 0) ApVapld 5 Slot O

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Creating a PKC PWKI D Cache entry for station
ec: 85:2f:15:39:32 (RSN 2)

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Resetting MSCB PMK Cache Entry O for station
ec: 85: 2f: 15: 39: 32

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 8

*dot 1xMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Setting active key cache index 8 ---> 0

*dot IxMsgTask: Jun 27 19:29:09. 141: ec: 85: 2f: 15: 39: 32
Addi ng BSSID 84:78:ac:f0:68:d4 to PMKID cache at
index O for station ec:85:2f:15:39: 32

*dot IxMsgTask: Jun 27 19:29:09. 142: New PWID: (16)

*dot IxMsgTask: Jun 27 19:29:09. 142
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 €9 5d 3a 63 69 e7

*dot IxMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Creating global PW cache for this TG client

*dot IxMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Created PMK Cache Entry for TG AKM PSK
ec: 85: 2f: 15: 39: 32

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
ROKH- 1 D: 172. 30. 6. 253 R1KH- | D: 3c: ce: 73: d8: 02: 00
MBK Len: 48 prkVal i dTi ne: 1813

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Initiating RSN PSK to nobil e ec: 85: 2f: 15: 39: 32

*dot 1xMsgTask: Jun 27 19:29:09. 142: ec: 85: 2f: 15: 39: 32
Found an cache entry for BSSID 84:78:ac:f0:68:d4 in
PMKI D cache at index O of station ec:85:2f:15:39: 32

*dot IxMsgTask: Jun 27 19:29:09. 142: Incl udi ng PWKI D
in M (16)

*dot IxMsgTask: Jun 27 19:29:09. 142
[0000] 17 4b 17 5c ed 5f c7 1d 66 39 €9 5d 3a 63 69 e7

*dot 1xMsgTask: Jun 27 19:29:09. 143: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to nobil e ec: 85:2f: 15:39: 32
state I NITPMK (nessage 1), replay counter
00. 00. 00. 00. 00. 00. 00. 00



*apf MsConnTask_0: Jun 27 19:29:09. 144: ec: 85: 2f: 15: 39: 32
Got action frame fromthis client.

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 152: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTK_START state (nessage 2) from
nobi | e ec: 85: 2f : 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Cal cul ati ng PMKRONane

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: Addi ng Ml E,
IDis:Oxaaf0

*Dot 1Xx_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Addi ng TIE for reassociation deadtime: 20000 nilliseconds

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 153: ec: 85: 2f: 15: 39: 32
Adding TIE for ROKey-Data valid time :1813

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 154: ec: 85: 2f: 15: 39: 32
Sendi ng EAPOL- Key Message to mobile ec:85:2f:15:39:32 state
PTKI NI TNEGOTI ATI NG (message 3), replay counter
00. 00. 00. 00. 00. 00. 00. 01

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 163: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL- Key from nobile ec: 85: 2f: 15: 39: 32

*Dot 1x_NW MsgTask_2: Jun 27 19:29:09. 163: ec: 85: 2f: 15: 39: 32
Recei ved EAPOL-key in PTKI Nl TNEGOTI ATI NG st ate (nmessage 4)
from nobil e ec: 85: 2f: 15: 39: 32

wlowesle 802.11r sdsu IULoolb IJist AJubveds 1dppdss IJJIdesé (WLAN) o9

Il wl |qu.uUa>ro Jigwegdise lJpSlose IJIU»sto lJpuwwgspd B ol UI,_,ngu‘ uplpl
Jpel 09 1Jeld Bs byd 1Jozsld Ula,s UISES I.Jlrolu 9|op 1J8;599 o g_u)rol 5u)l lJepsd B
IJozsld: 9dl swzuy ft 802.1X/EAP WO 9b g luveésle 3di sddue Sud Vs lJglde bys o
oeold 1,y veldss wepe weu lblle 802.11 1Jlsdss J "euol> 86 slels wessu IJuble :
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Mo, Time Spurce Destination B35 Id Frotowol Channel Frequency  [nfo
10, l'.'IGICII:II:II:I Apple_13:39: 32 |:|'.r.|:|_rl'.'|- 2.1 a6 Bd4:78:ac-fO:2a:968 ED2.11 .E-Hr Aul.herl.r.lf..ilmrl. SN=1058, Fu=0, F'I..J.g

Bd:7E! i-.TI:I!...'-‘i.:EE EQZ2.11
0008478 ac:-T0:2a:86 802,11

L m

# Frame 1: 138 bytes om wire {1584 bits), 198 bytes captured (1584 bits)
@ Radiotap Header w0, Length 18
& IEEE BDZ,11 sethentication, F1ags: ....-a..L
= IEEE BDZ.11 wireless Lad management frame
= Fixed parameters (& bytaes)
suthentication algorithm: Fast BESS Transition (2}
suthentication SEQ: DxO00]
status code:r successTul (QmDDOO0d
= Tagged parameters (146 byTes)
= Tag: RSM Informalion
Taq Mumber: RSN Tnformation (487
Tag lengrh: 38
REH wversion: 1
® Group Cipher swite: 00-07-ac (TeesBEOZ1) AES ([CCM)
Pairwise Cipher Swite Cownt: 1
k Pairwise Cipher Swite List 00-0f-ac (IeeeB0ZL1) AES (COM)
auth ey Mmanagement [aks) suite count: 1
F aulh Eey Management [AKM) List 00-00-ac (IeeeS021) FT ower IEEE 802.1x
E RSN CapabiTities: Dx0(dc
PMEIC CovnT: 1
F FMELD LisT
PMEID: 35339<828T032580cbat 08 280554647
= Tag: Mobility Romain
Tag Humber: Mobility Domain [543
raq length: 3
mobi ity Domain Identifier: Oxfoaa
FT Capability and Policy: Oxid
sean weeD = Fast BSS Transition over 05) Ox0O
cavn oD = REsOUrce rReguest Protocol capabildTy: O=00
= Tag: Fast BSS Transition
Tag Mumber: Fast BSS Transition {55%)

Tag length: &4
MIL Control: 0xoD00
OO0 Q000 ... .... = Element counc: 0

MTC: ﬂ&ﬁﬂnﬂﬂﬂﬂﬂﬂﬁﬂﬂﬂﬂﬂﬂﬂﬁnﬂﬂﬂﬂﬂﬂﬂﬁﬂnﬂ

ANonCe ) DODOC DO OO DD O OO D0 TR0 D00, . .
SHonce: EFLETOCOBG0LE013fecddd30E66f 5907 9FBECICIecheZtldZ, ..
subelement Ipd =ME-r0 key holder fdentifier (RORM-1D) (33
Length: 2

FMK-R( key holder ddentifier (ROMH-TDI: 2545036000375

Bsel sds pioele wuoese IJigble po guue) Jopde B 1dubeds 1Upedss 1JJlgudIss
(WLC) g5 229& 238 wedld FT o3l pg 802.1X/EAP:

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Doi ng preauth for this client over the Ar
1--- WLC begins FT fast-secure roaming over-the-Air with
this client and performs a type of preauthentication,
because the client asks for this with FT on the Authentication
frame that is sent to the new AP over-the-Air
(before the Reassociation Request).

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Doi ng | ocal roam ng for destination address
84:78: ac: f0: 2a: 96

1--- WLC performs the local roaming event with the new AP to

which the client roams.

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Got 1 AKMs in RSN E
*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
RSNl E AKM mat ches wi th PMK cache entry :0x3
!l--- WLC receives one PMK from this client (known as AKM here),
which matches the PMK cache entry hold for this client.

*apf MsConnTask_2: Jun 27 19:25:48. 751: ec: 85: 2f: 15: 39: 32
Created a new preauth entry for AP:84:78:ac:f0:2a: 96

*apf MsConnTask_2: Jun 27 19:25:48.751: Addi ng M E,
IDis:0Oxaaf0



!--- WLC creates a new preauth entry for this AP-and-Client pair,
and adds the MDIE information.

*apf MsConnTask_2: Jun 27 19: 25:48.763: Processi ng assoc-req
station: ec: 85:2f: 15:39: 32 AP: 84: 78: ac: f 0: 2a: 90- 00
t hread: 144bef 38
*apf MsConnTask_2: Jun 27 19: 25:48.763: ec:85: 2f: 15: 39: 32
Reassoci ation received from nobile on BSSID
84:78: ac: f0: 2a: 96
!--- Once the client receives the Authentication frame reply from the
WLC/AP, the Reassociation request is sent, which is received at
the new AP to which the client roams.

*apf MsConnTask_2: Jun 27 19: 25:48. 764: ec: 85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_2: Jun 27 19: 25:48. 764: ec: 85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_2: Jun 27 19: 25:48. 765: ec: 85: 2f: 15: 39: 32
Roam ng succeed for this client.
l--- WLC confirms that the FT fast-secure roaming is successful
for this client.

*apf MsConnTask_2: Jun 27 19: 25:48. 765: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84:78: ac: f0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19: 25:48. 766: Addi ng MDI E,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19: 25:48. 766: ec: 85: 2f: 15: 39: 32
Including FT Mbility Domain IE (length 5) in
reassoci ati on assoc Resp to nobile

*apf MsConnTask_2: Jun 27 19: 25:48. 766: ec: 85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID 84:78: ac: f0: 2a: 96
(status 0) ApVapld 7 Slot O

!--- The Reassociation response is sent to the client, which

includes the FT Mobility Domain IE.

*dot IxMsgTask: Jun 27 19: 25:48.769: ec: 85: 2f: 15: 39: 32
Fi ni shing FT roaning for nobile ec:85:2f:15: 39: 32
!--- FT roaming finishes and EAP is skipped (as well as any
other key management handshake), so the client is ready
to pass encrypted data frames with the current AP.

*dot 1xMsgTask: Jun 27 19: 25:48.769: ec: 85: 2f: 15: 39: 32

Ski ppi ng EAP- Success to nobil e ec: 85: 2f:15:39: 32
Bspl sds w96 werue luwdldl yuysel J BSS o) 1Jogle pg 1ol WPA2-PSK. 258 Swpe
oS bl luvezled lgbs Idodssy IJuoliss pu v dbé 1Uuosd IJs 1Jgpsd Jlbol) o565 pu
lJovluosd 29d wwlsd FT osl:



Mo.  Time Source Destination B35 Id Protocol Channel frequency  Info
Cisco_f0:2a:94 ;

Cisco_r0:2a:94 T0:2a: 5
apple_15:39:32 . 2437 Reass(

'] m

= IEEE 802.11 wireless LAN manaéement frame
® Fixed parameters (6 bytes)
= Tagged parameters (274 bytes)
Tag: Supported Rates 1(8), 2(B), 5.5(B), 11(B), &, 9, 12, 18, [Mbit/sec]
Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]
Tag: HT capabilities (802.11n D1.10)
Tag: HT Information (802.11n D1.10)
Tag: vendor Specific: microsof: wMM/WME: Parameter Element
Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 38
RSN Version: 1
# Group Cipher suite: 00-0f-ac (IeeeB021) AES (CCM)
Pairwise Cipher Suite Count: 1
@ Pairwise Cipher Suite List 00-0f-ac (IeeeB021) AES (CCM)
auth Key Management (AKM) Suite Count: 1
# auth Key Management (AKM) List 00-0f-ac (Ieee8021) FT using PSK
@ RSN Capabilities: Ox0028
PMKID Count: 1
= PMKID List
PMKID: 7e370d965e054df50819b135Febc3424
= Tag: mMobility Domain
Tag Number: Mobility pomain (54)
Tag length: 3
Mobility Domain Identifier: Oxfoaa
FT Capability and Policy: 0x00
...0 = Fast BSS Transition over DS: 0x00
«... ..0. = Resource Request Protocol Capability: 0x00
E Tag: Fast BSS Transition
Tag Number: Fast B55 Transition (55)
Tag length: 133
MIC Control: Ox0300
o000 0011 .... .... = Element Count: 3
MIC: ldebabd4b84d8283e16950Tea00bl1256b
ANonce: b6eddf22092867178d96aeeEfadbey3f21bc2258e5c95Fd7r. ..
SNonce: 776c4c9a365e%al65e940b5fb5Feadl7017a0bd342cbd343. ..
subelement ID: PME-RL key holder identifier (RikH-ID) (1)
Length: &
PMK-R1 key holder identifier (RLKH-ID): 3ccer3ds0z200
subelement ID: PMK-RO key holder [ddentifier (ROKH-ID) (32)
Length: 4
PMK-RO key holder didentifier (ROKH-ID): %254%036%006%375
subelement ID: GTK subelement (2)
Length: 35
Key Info: 0x0002
vass sess sass 2210 = Key ID: 2
Key Length: 0x10
RSC: 0000000000000000
GTK: 64B7bB55Fc7dcl6749e3b73c487cbl130d0fcif234albessl

DEEE®BEH

Bspl sds pirele wuoese IJigble gus 2298 230 wzdld FT o3l pg PSK. sl wdgy pelods
Jodd lJos swp Vsol |uvwgsle 802.1X/EAP:

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Doing preauth for this client over the Air

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Doi ng | ocal roam ng for destination address



84:78:ac: f0: 2a: 94

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Got 1 AKMs in RSNIE

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
RSNI E AKM mat ches with PMK cache entry :0x4

*apf MsConnTask_2: Jun 27 19:29:29.854: ec:85: 2f: 15: 39: 32
Created a new preauth entry for AP:84:78:ac:f0:2a:94

*apf MsConnTask_2: Jun 27 19:29:29.854: Addi ng MDIE,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19:29:29.867: Processing assoc-req
station: ec: 85:2f:15:39: 32 AP: 84: 78: ac: f 0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19:29:29.867: ec:85: 2f: 15:39: 32
Reassoci ation received from nobile on BSSID
84:78:ac: f0: 2a: 94

*apf MsConnTask_2: Jun 27 19:29:29.868: ec:85: 2f: 15: 39: 32
Marking this nobile as TG capabl e.

*apf MsConnTask_2: Jun 27 19:29:29.868: ec:85: 2f: 15: 39: 32
Processing RSN | E type 48, length 38 for nobile
ec: 85: 2f: 15: 39: 32

*apf MsConnTask_2: Jun 27 19:29:29.869: ec:85: 2f: 15: 39: 32
Roam ng succeed for this client.

*apf MsConnTask_2: Jun 27 19:29:29.869: Sendi ng assoc-resp
station:ec:85:2f:15:39:32 AP: 84: 78: ac: f0: 2a: 90- 00
t hr ead: 144bef 38

*apf MsConnTask_2: Jun 27 19:29:29.869: Addi ng Ml E,
IDis:Oxaaf0

*apf MsConnTask_2: Jun 27 19:29:29.869: ec:85: 2f: 15: 39: 32
Including FT Mobility Domain IE (length 5) in
reassoci ati on assoc Resp to nobile

*apf MsConnTask_2: Jun 27 19:29:29.870: ec:85: 2f: 15: 39: 32
Sendi ng Assoc Response to station on BSSID
84:78:ac:f0:2a:94 (status 0) ApVapld 5 Slot O

*dot 1xMsgTask: Jun 27 19:29:29.874: ec:85: 2f: 15: 39: 32

Fi ni shing FT roaning for nobile ec:85:2f: 15: 39: 32
Jpl 09 p902 IS 1Juo9)6: wersd ol o eds 08 BSS Iduwise wule eds IUboulb
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urrent ‘ Target
STA AP AP

Successful (secure) session & Data transmission

STA determines it must ransition to the Target AP

FT Reguest (STA, TangetAP, HSNIE[PMI{HﬂNamE]ﬁIE. FTIE[SNonce, an.lw.
[

FT Response (STA, TargetAP, RSNIE[PMKROName]. MDIE,
FTIE[ANonce, SNance, R 1KH-I[ ﬂDHHdD])

Time between FT Request and Reassoclation Request must not exceed
Raassoclation Daadline Time

Reassodation Requast {HSNIE[F"I‘-.-'IK'H TMama], MDIE
FTIEMIC, ANonoe, SNonce, R1KH-ID, ROKH-ID], RIC-Reguas!)

Reassociation Response(RSNIE[PMKR1Mama]. MDIE,
FTIE[MIC, ANonce, SNonce, R1KH-ID, ROKH-ID, GTK[N]]. RIC-Response)

-

A2 1X Controlled Port Unblocked, Sucoessful {Sacura) Session & Data Transmissi
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