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:(oloVI

Wl cone to the G sco Wzard Configuration Tool

Use the '-' character to backup

System Nanme [Cisco_33:84:a0]: ws-3750

Enter Administrative User Name (24 characters max): admin
**%%x - (Enter Administrative Password (24 characters max
Managerment Interface | P Address: 10.10.80.3

Managerment | nterface Netmask: 255.255.255.0

Managenment | nterface Default Router: 10.10.80.2

: (Managenent Interface VLAN Identifier (0 = untagged
Managerent | nterface DHCP Server |P Address: 10.10.80.2
AP Manager Interface |P Address: 10.10.80.4

AP- Manager is on Managenent subnet, using sane val ues

: (AP Manager Interface DHCP Server (172.16.1.1

Virtual Gateway |P Address: 1.1.1.1

Mobi lity/ RF Group Nanme: Security

Net wor Kk Name (SSID): Enterprise

Allow Static | P Addresses [YES][no]: yes

Configure a RADI US Server now? [YES][no]: no

.Warni ng! The default W.AN security policy requires a RADIUS server
. Pl ease see docunentation for nore details

:[Enter Country Code (enter 'help'" for a list of countries) [US
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802. 11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

I Configuration saved
.Resetting systemw th new configuration
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oSl 62>9 LS| L4991 43 08, DHCP L3 plaziuw] ai9 ((10.10.80.0/24
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ccl) aisSoi a5 53l SSID W20 Soww gl Y 1dla> Vo

Cisco Secure Services Client

Client  Administration Help

Create Networks | Manage Nebworks |

RERER Data Secunty
Wl bigmonkey [2 accesses detected) & sz
:‘I:lill EmI:'lD_IrIEE'll:lcal @ WF"&'E

Al o)
0014165a20d0  High Signal wWhRe
0014165a2bdf High Signal WP
0014165a33d0 Yery High Signal WP
0014165a33dE High Sighal wWhe

Open

guest

guest-central Open

Open
WEF
WEF
WEF
WEF
WEF

WEP

guestnet [b accesses detected]
H-REAP_TEST_1
H-RE&P_TEST_3
H-REAP_TEST_4
H-REAP_TEST_A
H-RE&P_TEST_E
H-REAP_TEST_Y

—P P P 2 P e 0 B¢

Create b etw::nrk|

9 el WA SSID ey (ol 9l iy (WLAN) aSLwMI ddxall aSuid] (9 pSxill 62>9 pgéi tdla>No
aoslall 9 SSID e ,aill dbluy liSoy (S wawogi cliny .Wigo a>gunnll SSIDS (o ol clin] dasld
Sl g0l elids] 559 (Enterprise)

SSID @l| o, Broadcast SSID Jiaszs go (WLAN) Sl dylxall aSpial) bVl dgdl (055 ai 131
(Enterprise JliaJl Juw _lc) cuwbiall SSID Lo, J55ls Jswosll 65631 e gul, alo] 5 §od sl Lo,
ay Lol sSall SSID W0 e blisy el Jroedl pgisy losie sl «Jsasl) laiill luall Jolw (e5i; 08
Joosll 5le> slo] 5380 L5 SSID Jss| ae; 13d Jewsll jlg= e laiull &yl 32>

6,0 J9Y @65 EAP @dslan wlslacl S5 ol 131 (802.1X) & luuwdall £Losly daiall ¢ lslac] pows Y sdla>Vo
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13 a8>Lanll iy ,25 alo (oo SSIDs 9i/g WLAN aSuid 83azio olol glosl wlL8] Say 1ala> Vo

Jasl eliw] st o SLoll 53,0l ddasgs Slas (9 03929 e Lilal &aidl, JasVl oo Jsasll oSooiy LS
2o 138 Layymill calo plasiaw] Lo all oo oS o) 5] opersimall gsaz) plio 3155 cle)] lglal paciuall
6380 2ud pasimall 5,9l ad (sl elisYl L] pi o) 13] Sl Lle 5,31 Groaiuall ollus
oLl Juosi 15 plaziwly L9y, WLAN Jlasl 3,9 CSSC

oy oy 1309 . pasimall Qlus Jid S| pazimall Jo35 U8 WLAN Jlasl 23 wsllaall (o oS 1]

sic &Sl a8ladl/oslgidl 9f 49,0l dalS) dbgaxall pasimall Clégme plaziwl $3BYI Jos I Jixus
(EAP-FAST (00 TLS plasuwl

Network Profile @

M etwork,

Mame: |Enterprize Metwork

Avallable to all uzers [public profile)

[[] Automatically establizh Machine connection
Automatically establizh User connechion

Before uzer account [zupports smartcard/pazsweard only)

Metwark, Configuration Surmmary:

Authentication: |FAST:

Credentialzs: | Fequest when needed and remember faorever.

kodify. .
Aocess Devices
Aocesz A 5510 Mode Motes
E nterprize WRAZ Enterprize
Add... | b odify Configuration... Remowve
| Help | ak. | | Cancel

Jibbei 9,40l 0 Cisco Aironet 350 Series Client Adapter Jioc ; ulgo g0 WPA/TKIP Juisd) :dla>No

B8l Blei lowd J,=0 350 9 CSSC ac o WI> (39195 pac s929) [ WPA dxSlas éxo 0 gaxill
Jlasl a8 dxo o Gaxill < doasio oblac] < el o 138 Jilosi pi WPA ax9los &5 duo 0



JSJ WPA (TKIP 3 dboliall oVl oliwas gowy Jagall JlasVl ash dxwo oo gaxall Jlj, Y \WPA/WPA2
OV WPA zlias a85ka0 oz, aisly o Sl JolSs Laxdg JsS doj>

Add Access Device

Available Sccess Devices:

brooesz A Drata Secunty
ﬁll bigmonkey [£ accezses: detected) % P2
| emploves-local BB wPaz

Al o)
001 41b5a2bd0  High Signal WEAZ2
N0T41bRa2bdE High Sighal WEA2
N0714165a33d0  High Signal WAL
001 41b5a33df - High Signal WEAZ2

ﬁ| guest E Open

1l quest-central & | Open
- |

Access Device:

Aoocezz [S510] |Enterprize

[[] Actively zearch for thiz access device

Enterprize Port Settings:
Mode: | WPAZ Enterprize

| Add Access | | Cancel

2319 @9sbandl Juiis >a> slaieVl olly / EAP whblagl ¢e8Si Joass e jasl dSuidl (955 sasle e
oSowll o (JIVI EAP Ll 9 pasiuws pwl VY plaziwY) d965 "Jogro' i 19 (JoSgi9 il oo FAST
oloyee Jo,e (9 eMasl o vasdl ey Y SJ9 (>3l EAP O ,20) 81205 paciiuwall puwl plackiw]

obly plaziwy 36V Jes3l s slaiel olly plastiw] 33> aiwll ue JoVI EAP Llb 8 pastiwall

.EAP-FAST Cloles slacy 5955 e il .aSuill d9slanl Jo3al Jowi slaicl



Network Authentication... @

Metwark: | Enterprize Mebwarl:

Authentication b ethods: Ilzer Credentials:
{3 Tum Off {3 Usze Machine Credentials
{*) Tum On

{3 Usze Single Sign on Credentials
{*) Usze Uzemame az [dentity

() Usze '‘Anonymousz’ az |dentity (&3 Requestivhienn=sded

{#) Remember farever
Protocal 25

{3 Remernber far thiz session
[] EAP-MDA () Remember for 5§ minutes

[] EAP-MSCHAPZ

[] EAP-TLS —

......................

[] GTC o Configure. .

| Help | | k. | | Cancel

2315 85lgits oo 8833l Jsool) aui il (ool 83lgits o Bl 3 Soadl o FAST whlac] e
EAP- o315y JlaiVl oo Jsosll 6562 dlaxll L8, 1399 .EAP-FAST awl> clisl ). (EAP-FAST (ACS
i, 1389 . 86590 e Hauas Il Lo a3l dadslaoll sbeicl ol 30080 e La®9 S>> 9l Jogo FAST
Juwball Loll il Gaanll 22,0l 65l Lyl Jsasdl s 0oSy wl9 o 63lgis ACS pals sl 0oSy ol
3l 83lgits o gzl Soi piy o) (Jliadl 13D 9 .disio

EAP- dul> Sliiwly zouy SU19 dey ] dulsdl Bliiwl glowdl 3355 (Soall o FAST llac] co
EAP- 5505 saJ o5 13] .alols EAP-FAST adskas éslel olllaio (o Yo (TLS) 2l ologlzs le cly FAST
EAP-FAST a3lao Jski (oo lgle Sogladll i (il TLS dwl> ologleoy S i a8, 20 Jroslly FAST
)] Blisiw] Sazy ol oSy «(J9VI

.EAP-FAST dauwl> OliwY Jrosllg EAP-FAST 035 0 JS 00855 oy tda> Mo

J EAP-MSCHAPV2 J _ilalill 3,90l 2lowul) dggbo (sl 53> EAP-TLS whblacl < oBlaidl welwl e
o 3ly Active Directory Jio Microsoft  guuwin olly 63l pasus S I3] .a85Laall EAP-GTC 9 PAC
ol aay,las 1nad MSCHAPV2 plaziuw] xaxs Loyl AdiSayd «aSuidl e EAP-FAST v1 eMoc sl pcxi S5

wlgid

Ol Loy byl 13D L5 EAP-TLS whblagl (oo aolidl JSuin poll 63lgis opo a5l S oy dla>No
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Configure EAP Method... X

FAST zethings:

Uze Smartcard-bazed Client Certificates Only
[] ¥alidate Server Certificate

Allaw Fazt Seszion Resumption

Tunneled Method
By Method w
EAP-TLS Sethngs:

[ ] Uze Smartcard-bazed Client Certificates Only
Validate Server Certificate

Help ak. .| | Cancel

a8 anogill e " slaldl elisVI" J aigSs pi Juewll Ol Loy [EAP-FAST wlslac| laax) 88lgo e il
Ololy &ly aSpidl Joa> i o lSaiall 6,151 cusnill doMe oo .aSuidl go a850anll/oLidYl cay Ll pos,
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LCizco Secure Services Chant
Client  Admiristration Help

| Create Networks ~ Manage Networks

= .
4 | Enterpiise Network.

D ata Secunty

Conrected: Authenticated

Connected Authenbicated [SutoConnect] £55 WPA2

Lretails.

Configure

oM Al §68 Lisly oSl 6,05] eyl doMe 8 cap,eill wilo cain SSID i3l Jrasll @95Las sz,
ds by wlelasly JlasVl Aoy Jwsll jle> e logles Jlas¥l Juolis bl Lo, .Jlas¥l Jwolss oe
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Connection Status

:Connection Detailst | \WiFi Details |

Status: Connected: Authenticated
Cruration: 00:00:47
Metwiark, Profile: Enterprize Metworl,
Cizco Ajronet 302,11 a/b4a Wireless

Metwark, Adapter: Adapter [Microsoft's Packet
Scheduler)

Client MALC Address: 00-40-36-40-36-2F
Aroocezs Device: Enterprize
Aooess Device MALC Addreszs: 00-14-1B-Ré-33-00
Tranzmitted packets: 121
Recerved packets: G
Speed: 54.0 Mbpz
Authentication kMethod: FasT A GTC
Authentication Server:; THME [nat werified)
IP Address: 10.710.82.11

Help . Clogze




Connection Detais | HwiFi Detais |
bAooess Device MALC Addrezs [BSS1D): 00-14-18-ha4-33-00
Channel: 1
Sigral Strength: WYen High
Azzociation Method: WPAZ Enterprize
Encrpption: AES
Help .| Clogze
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Cisco Secure Services Client

Client  Administration Help

Create Metworks | Manage Metworks

Metwork, Statusz Drata Secunty

Enterprize [hidden)

>

Details...

Connect || Configure || Hemowve

EAP-FAST g>,0 (,0) EAP-FAST @8sLanl 59,0)l dalS pi pasiuall gl judgi paimall oo llay o5 .2
Jbo L Las99.(ACS ol PAC

—

Enter Your Credentials

E‘!‘ Fleaze enter your credentialzs for
I‘H-,__ network, Enterprize, access akita_pkc

lzername:; |tmeuzersy

Send... | | Cancel




Enter Your Credentials

L a Fleaze enter your credentials for network,
e Enterprize, access akita_pkc

Uzermame: |tmeuser3

Wwielcome to the Richfield TME PAC Auth

Dialog expires in 10 second(z)...

Send... Canicel |
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 Cods 2 Reapcoae [HE]
 Tdankd fiax 1 [371
P Langth 14 [38-34]
P Typu 1 Fhackity (a0
i Type-Dakta mnanymous |§1-89]

(WLAN) asSLwMI dudxoll éSuidl 8 pSxill 62>9 9 clasVl auuas

pi5 51,00 (WLAN) aSLu Ml adall aSuil 8 oSl 6359 (9 040 ellasVl s yolsl plasion] (Son
:a95Laall Jols

debug aaa events enable -
enable debug aaa detail -
Sy &> debug dot1x -
enable o¥l=JI debug dot1x -

dglxoll aSiill (9 aSxill 6259 (9 Blyo 9@ LaS ACS 9 CSSC hac ou ddslao dS,> ey le Jlo 1id
elasYl qums go (WLAN) &L\l

, Thu Aug 24 18:20: 54 2006: 00: 40: 96: a0: 36: 2f Processing RSN | E type 48
I ength 20 for nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Received RSN IE with
PMWKI Ds from nobi | e 00: 40: 96: a0: 36: 2f O

- Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f dot 1x
novi ng nobil e 00: 40: 96: a0: 36: 2f into Connecting state

-Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP
(Request/Ildentity to nmobile 00:40:96: a0: 36: 2f (EAP Id 1

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Received ldentity Response
count=1) from nobile 00: 40: 96: a0: 36: 2f)

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f EAP State update from
Connecting to Authenticating for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f dot 1x - novi ng nobil e
a0: 36: 2f into Authenticating state:00: 40: 96

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Entering Backend Auth
Response state for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: Authenticati onRequest: 0x138dd764

Thu Aug 24 18:20: 54 2006: Cal | back....... 0x10372764

Thu Aug 24 18:20:54 2006: pr ot ocol Type. .. 0x00040001

Thu Aug 24 18:20:54 2006: proxyState..... 00: 40: 96: AO: 36: 2F-11: 00
(Thu Aug 24 18:20:54 2006: Packet contains 15 AVPs (not shown

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Successful transnission of



Aut henti cation Packet (id 84) to 10.1.1.12:1812, proxy stateO
Thu Aug 24 18:20:54 2006: ****Enter processlncon ngMessages: response code=11
Thu Aug 24 18:20:54 2006: ****Enter processRadi usResponse: response code=11
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Access-Chal | enge recei ved from
RADI US server 10.1.1.12 for nobile 00:40:96: a0: 36: 2f rec?
Thu Aug 24 18:20:54 2006: AuthorizationResponse: 0x11c8a394
Thu Aug 24 18:20:54 2006: structureSi ze. . 147
Thu Aug 24 18:20:54 2006: resul t Code. .. .. 255
Thu Aug 24 18:20:54 2006: pr ot ocol Used. . . 0x00000001
Thu Aug 24 18:20:54 2006: proxyState..... 00: 40: 96: AO: 36: 2F-11: 00
(Thu Aug 24 18:20:54 2006: Packet contains 4 AVPs (not shown
Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Processi ng Access- Chal | enge
for mobile 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Entering Backend Auth Req state
i d=249) for nobile 00:40:96: a0: 36: 2f)
: Thu Aug 24 18:20: 54 2006: 00: 40: 96: a0: 36: 2f WARNI NG
updat ed EAP-ldentifer 1 ===> 249 for STA 00: 40: 96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP Request from
(AAA to nobil e 00:40:96:a0: 36: 2f (EAP 1d 249
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAP Response from
(rmobi | e 00: 40: 96: a0: 36: 2f (EAP 1d 249, EAP Type 3

{(WPA2 d830as go) aSxill 6359 cllasi aumuas (o EAP Jsli) a>Wl JsY oo 13

-Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access
Accept for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Appl yi ng new AAA
override for station 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Override values for station
a0: 36: 2f source: 4, valid bits: 0x0:00:40: 96

:qosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTi meout
‘dataAvgC. -1, rTAvgC: -1, dataBurstC -1, r1 -1

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Unable to apply override
policy for station 00:40:96: a0: 36: 2f - VapAl | owRadi usOverride E

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Creating a new PMK Cache Entry
(for station 00:40:96: a0: 36: 2f (RSN 2

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Addi ng BSSI D
00: 14: 1b: 5a: 33: d0 to PMKI D cache for station 00:40:96: a0: 36: 2f

(Thu Aug 24 18:20:54 2006: New PMKID: (16

Thu Aug 24 18:20:54 2006: [0000] a6 cO 02 95 66 e8 ed 9b 1c 65 9b
1f 3f 5f 5b 72

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Sendi ng EAP- Success
(to nobile 00:40: 96: a0: 36: 2f (EAP Id O

(Thu Aug 24 18:20:54 2006: Including PMKID in ML (16

:Thu Aug 24 18:20: 54 2006
a6 c0 02 95 66 e8 ed 9b 1c 65 9b 72 1f 3f 5f 5b [0000]

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message to
nobi | e 00: 40: 96: a0: 36: 2f state INI TPMK (nmessage 1), replO

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Enteri ng Backend
Auth Success state (id=0) for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Recei ved Auth Success
while in Authenticating state for nobile 00: 40: 96: a0: 36: 2f

- Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f dot 1x
nmovi ng nobi |l e 00: 40: 96: a0: 36: 2f into Authenticated state

-Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL
Key from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Invalid EAPOL version
i n EAPOL- key nessage from nobile 00: 40: 96: a0: 36: 2f (1)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL- key
in PKT_START state (nessage 2) from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f St oppi ng retransmi ssion



timer for nobile 00:40:96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message
to mobil e 00:40: 96: a0: 36: 2f state PTKI NI TNEGOTI ATI NG ( nessal
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved
EAPQOL- Key from nobil e 00: 40: 96: a0: 36: 2f
(Thu Aug 24 18:20:54 2006: 00:40:96:a0: 36: 2f Invalid EAPOL version (1
i n EAPOL- key nessage from nobil e 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f Recei ved EAPOL-key in
PTKI NI TNEGOTI ATI NG state (nmessage 4) from nobil e 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:54 2006: AccountingMessage
Accounting Interim 0x138dd764
: Thu Aug 24 18:20: 54 2006: Packet contains 20 AVPs
:Thu Aug 24 18:20: 54 2006
(AVP[01] User-Nanme.................. enterprise (10 bytes
[ Thu Aug 24 18:20:54 2006: AVP[02
(Nas-Port....... ... ... .. 0x0000001d (29) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 03
(Nas-Ip-Address. . ................... 0x0a0a5003 (168448003) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 04
(A asSS. .o CACS: 0/ 28b5/ a0a5003/ 29 (22 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 05
(NAS-Identifier..................... ws- 3750 (7 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 06
(Airespace /| WAN-ldentifier........ 0x00000001 (1) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[07
cAcct-Session-Id........... ... .. ... 44ede3b0/ 00: 40
(a0: 36: 2f/ 14 (29 bytes: 96
[ Thu Aug 24 18:20:54 2006: AVP[ 08

(Acct-Authentic..................... 0x00000001 (1) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[09
(Tunnel -Type. . ... ... . 0x0000000d (13) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 10
(Tunnel - Medium Type. .. .............. 0x00000006 (6) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[11
(Tunnel -Goup-1d.................... 0x3832 (14386) (2 bytes
[ Thu Aug 24 18:20:54 2006: AVP[12
(Acct-Status-Type. . ................. 0x00000003 (3) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[13
(Acct-Input-Cctets.................. 0x000b99a6 (760230) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 14
(Acct-Qutput-Cectets................. 0x00043a27 (277031) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[15
(Acct-Input-Packets................. 0x0000444b (17483) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 16
(Acct-Qutput-Packets. ............... 0x0000099b (2459) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[17
(Acct-Session-Tinme.................. 0x00000a57 (2647) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[ 18
(Acct-Delay-Time.................... 0x00000000 (0) (4 bytes
[ Thu Aug 24 18:20:54 2006: AVP[19
(Calling-Station-1d................. 10. 10.82.11 (11 bytes
[ Thu Aug 24 18:20:54 2006: AVP[20
(Called-Station-Id.................. 10. 10. 80.3 (10 bytes

Thu Aug 24 18:20:54 2006: 00: 40: 96: a0: 36: 2f
St opping retransmi ssion timer for nobile 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:57 2006: User admin authenticated

do olbd ol
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