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Mote: Flease do not skip any steps in this flowchart

commaon problems encountered in PPP negotiation.

hefore proceeding with this document

Authentication can he done by both, either or neither side afthe connection. Cisco highly recammends using
authentication as a way of securing the network against intrusion. Authentication failures are one ofthe most

Hote: This document assumes that the LCP state is open. Ifthe LCP state is not open, trouhleshoot that issue

Enahle the following debugsdebug ppp negotiation and debug ppp authentication.

[z the router performing

CHAP or PAP authenticatian’?

lick here to deterrmine thi

CHAR

PAP

Y

Checlkwhetheryou see one of the following messages:
BRO:1 PPP: Phase is AUTHENTICATING, by hoth
This indicates that the routers are performing ey
authentication

BREO:1 PPF: Phase is ALTHEMNTICATING, by the peer

or

BRO:1 FPP: Phase iz AUTHEMNTICATIMG, lnthis end

Either one ofthe above messades indicate that the routers are
performing one-way authentication

I it one-way or two-way
authentication?y

Froceed to the router
receiving the call

!

For PAP-related troubleshooting, refer to the
document Configuring and Troubleshooting
PPF Fassword Authentication Profocol
(PAFY

Proceed to hoth routers —r@

SPAP 9i CHAP &8sLas iy a>g0ll pois JD

auas9 PPP @skao 2,31 U jslawll 038 o, &l [PAP 9l CHAP @slas 534 azgall oIS 13] Lo 213

ellasVi

CHAP



:a85Lanll dl>,0 _5 CHAP ¢ el

Mar 7 21:16:29.468: BR0O:1 PPP: Phase is AUTHENTICATING, by this end*
"Mar 7 21:16:29.468: BR0O:1 CHAP: O CHALLENGE id 5 len 33 from "maui-soho-03*

PAP

:a9>Lanll d> 0 9 PAP e el

Mar 7 21:24:11.980: BRO:1 PPP: Phase is AUTHENTICATING, by both*
"Mar 7 21:24:12.084: BR0O:1 PAP: I AUTH-REQ id 1 len 23 from "maui-soho-01*

Colw)l aglis 9l ol al>l CHAP d8slas jubiny a>gall pods B

:ellasV asan Lol PPP Loglas 231 (9 Jilw,l 03® sas] oo el

BRO:1 PPP: Phase is AUTHENTICATING, by both
olu¥l agls @9s5kan 3ai olgzgall ol LI oMel 63 lg)l @lu | pis

oyl 4l a9skas ezl podi wlgzgoll Ol Il obisl Jilw JI sa>| uis
BRO:1 PPP: Phase is AUTHENTICATING, by the peer

9l

BRO:1 PPP: Phase is AUTHENTICATING, by this end

Tl Lis id o



The remote machine is failing authentication of the local ouers
username and password. This could be due to a misconfiguration an
the local router (hy not supplying the usermame/password expected by
the peet) ar on the remate rauter.

5 this an incaoming failure’
Click here to determine this

l‘r‘es
Loak for the following debug outpuot:
BRO:1 CHAP: O CHALLEHNGE id 9 len 33 from "maui-soho-03"
or
BRO:1 CHAP: O RESPONSE id 16 len 33 from*maui-soho-03"
MHote the username in the Qutgoing Challenge or Besponse. In this example that is
rmaui-soho-03

—(

Loak for the cammand ppp chap
hostname =username= wherete
username corresponds to the usemarme
inthe outgoing challengeafresponse. Make
Mo a note ofthe username and passwond
(frarm the ppp chap password
command,

I5 the username included inthe
outgoing Challenge or Eeponse the same as
the router hostname?

Wie will use this informationwten
troubleshooting on the remote router.,

Contact the administrator of the remote
router to verify the username and

M password it expects,

Azl the following gquestions:

I5 the remate
machine a8 Cisco Router
ouU have access ta?

11 wWhat username does the remote
router expect?
Steps to Perform: Lise the command
Yes ppp chap hostname =username= under
the physicalidialer interface.
Mote: this iscase sensife

Maove the debugging session over to

the remote machine. For purposes 20hat password does the remote

of discussion, the "local machine”is rodter expect?

the system the debugging sessionis Steps to Perform: Use the command
currently being run on. ppp chap password =password= under

the physicalidialer interface.
Mote: This is case sensitvwe
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BRO:1 LCP: I TERMREQ

9l

BRO:1 CHAP: I FAILURE

sty 130 (555 28 Ixall azgall 190 dalSy patius awl @slas (S Jisiy il ol I lell Jia)l e
(Al 8 50 il 1,0 6lS 130l 55 022 N> ) frall 5all o n sﬁfjf&l
adl aa 9

S winnall puw lgwss &liwl ol j3lall saxill 9 pasiwall pwl D

ellasVl apasy Lol PPP Loglis 21,31 9 JWI e el
"BRO:1 CHAP: O CHALLENGE id 9 len 33 from "maui-soho-03

9l
"BRO:1 CHAP: O RESPONSE id 16 len 33 from "maui-soho-03
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O,

[fthe peer detects an incaming failure messade, this means the lacal router has failed to authenticate
the peer and has sent out the message. Hence we must now move troubleshooting to the routeron
wehich the Outgaing Failure is seen.

The following messages on the local router indicates an outgoing failure:
BRO:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure’

ar

BRO:1 LCP: O TERMREQ [Open]id 22 lend

Does the local router use Sener-hased A%,
(Radius/TACACS+H?

Mo, it uses either Mo A8 or
local Al

Choose from one the following errormessages

Caonfigure the username and shared secretfor
the chap challenge

BRO:1 CHARP: I RESFOMSE id 18 len 33 from "=username:=" Use the cammand

BRO:T CHAP: Unable to validate Responge. Usernarme <usemarmnes= username =usernames=password =password=
hot found = Note: The username should be identical tothe
BRO: CHAP: O FAILURE id 18 len 26 msq is "Authentication failure® username in the incoming CHAP rmessage, while
BRO:1 PPFP: Fhase is TERMINATING [0 zazs, O load) the passwoard should be the comman secret

Caonfigure the username and shared secretfor
the chap challenge

BRO:1 CHAP: Username =username= notfound \se the cn:n;nmand N d = =
BRO:1 CHAF: Unahle to authenticate for peer username =usernarme passwu_r pasaw:u
- BRO:1 FPP: Phase is TERMINATING = Note: The username should be identical tathe
EIREI:1 LCF': 0 TERMREQ [Open] id 22 len 4 username in the incoming CHAP message, while
) ) the password should be the cammon secret

Femove the existing usernameipassword enty

o]

using the command:
N0 USEername =Usermame=
where =username= matches the oneinthe

BRO:1 CHAP: | RESFOMSE id 16 |en 33 from "=Username="
BRO:1 CHAP: O FAILURE id 16 len 28 msg is "MD/DES compare  ——es
failed"

CHAP messane

Caonfigure the username and password using the
cammand:

Username =username= password =passward=
The username should be the same asinthe
CHAP message shown above. The password
should match the password on the remote
routetr.

ALl Jul udaidl @85kas (6 Juisd _lxell azgall o iz 13gd 63,19 Jind dluw, BLisSly ubaill ol8 13]

Lede olall Jiws)l ) wis Lillg Le>Molg azgall el ] Wlasiwl oY1 dlle oy (L JWl



abo Jisd I el azgall e Jilw )l 04D i

"BR0O:1 CHAP: O FAILURE id 10 len 26 msg is "Authentication failure

c

9l

BRO:1 LCP: O TERMREQ [Open] id 22 len 4

lniad _Jaoll AAA 9l AAA ooz Y a>goll

o313l e pslall (+TACACS 9l AAA) (RADIUS) duwlallg wausilly d9sLanll el azgall paiuw ol 13|
eb3] U8 AWl Sl dl o] s S 3] b 8835 . lxall AAA 9l AAA Lo plaziw azgoll Ji> (Sad
sV xuuas

<username> paziwmall ol _lc jeiell pi o)

"BRO:1 CHAP: I RESPONSE id 18 len 33 from "maui-soho-03

Incoming CHAP response to our challenge. ! -- The username used in the response is maui- -- !
soho-03. BRO:1 CHAP: Unable to validate Response. Username maui-soho-03 not found
The username supplied by the peer is not configured on the router. ! -- We assume the peer -- !
does not have permission to connect. BRO:1 CHAP: O FAILURE id 18 len 26 msg is "Authentication
"failure

Outgoing CHAP failure message. ! -- The peer will see this as an incoming failure. BRO:1 -- !
[PPP: Phase is TERMINATING [0 sess, 0 load

Zc&HuJ;J!ij&uuﬂ|fuu|k§Jkﬁ pAC &>J4J§

sl (edSCis) s . Jliall s e bl agall S o ggiall pasitssall gl il 5: o) 1
1900l 4alS9 pasimall puwl (oS3 Lol liSay .RoUterB puwYl pasiwl uadl oSJ9 [RoUterA pasiuol|
2wnall pasimall punl placiwl bl asuas 9l uadl U o il ol
el aoai, sl packiaall punl OIS 15 .aieSs a5 Sl pastismall puwl e gz Y Llxall azgall 2
290l dalSy pazimall punl ¢S5 el Izl azgall azbgi bo sla,
pawl BV paziue puwl 495 ppp chap hostname oVl il pasiuw baic dSlinall 038 &9, pi b WLe
.a2gall o

ouwly <username> Jlxiw| piy cu> « <username <username>password <password ;oY paziwl
oMel Uazdl Al (9 pasiwall

<username> paiiunll pul e gill pi; o)

kil 95kae e ;50 e

"BRO:1 CHAP: I CHALLENGE id 17 len 33 from "maui-soho-01

Incoming challenge from mauli-soho-01. ! -- This router must look up the username specified -- !
! —— in order to create the CHAP response. BR0O:1 CHAP: Username maui-soho-01 not found

The username (maul-soho-01) supplied by the peer is not configured locally. BR0O:1 CHAP: -- !
Unable to authenticate for peer

Since this router does not recognize the username ! -- it cannot create the outgoing CHAP -- !
.RESPONSE. BRO:1 PPP: Phase is TERMINATING ! -- Authentication fails

:Cﬂgpu.uJ!ijduuﬂ|fuu|L§ka'pA£ EFiH.Aé
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MD/DES & lio Juiud

"BR0O:1 CHAP: I RESPONSE id 16 len 33 from "maui-soho-03
"BRO:1 CHAP: O FAILURE id 16 len 25 msg is "MD/DES compare failed
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This section has some simple A% troubleshooting points.
It can be used to troubleshoot both CHAP and PAP authentication

Enahble the following debugs:
debug aaa authentication
and

debug radius

ar

debug tacacs

Hote: For Radius (priorto 12.2%8) | the debug output will need to he decoded. Use the Qutpot Interpreter tool.
In the radiusftacacs debug ootput, check to see ifyou are receiving an Access-Accept from the server. For example;
*Mar 1 05:07:40.310: RADIUS: Received from id 4 172.22.53.201:1644, Access-Accept, len ol

Tes

Dovyou see an Access-Accept?

o

Please perform the following general troukhleshooting steps:

11Checkifyou have connectivity with the A%A server (try to
ping the A% server from the local router)

NCheck ifthe &84 server is correctly specified using the
radius-sener host or tacacs-server hostoommand

ACheckifthe secret key used between the local routerand
the AA% serveris carrect (use the command radius-sener
key and tacacs-server key)

$iCheck ifthe local router is correctly identified in the S84
semer configuration

S1Checkifthe username and password that is usedfar
authentication is correctly configured on the AAA semver

Faor more information refer to the RadiusiSecurity Technical
Tips Page

Checkto see ifyou get a Sendauth failure, which
happens anly for Radios with taoaay
authentication. The following debug showes an
example:

ALAMRTHEMSTART (F7E183141 ) port="BRID:1" list=""

™ action=SENDALTH service=PPP

AAA M UITHEMSTART (776188141 ) using "default" list
AAA A LITHEMSTART (77E188141 ) Method=radiuz
[radius)

A48 A LITHEM/ZEMDALTH (778155141 miszing
passvword for maui-sohoTs

Ann s ITHEMSEMDALTH (776188141 Failed
zendauthen for maui-sohod1G

Ann M ITHEM (7761551417 status = FAL

AL8 A UITHEMNSTART (7761881411 no methods 1eft to iy
AAAMALITHEM (77615531417 status = ERROR
AAAMITHEMSTART (776185141 failed to authenticate
BRO: CHAP: Username maui-soho-03; lookup failure

Configure one-way authentication by configuringthe
commandppp authentication chap callin on the
dialout side

¥

[fyou see an Access-Accept and CHAP
authentication still fails, then contact the CiscoTAC
for further troubleshooting

Jo> closleall (o 250l Lg>Noly AAA cllas SlisSiwl 5580 oSy ol sl ligy 2ad, ¥ 1aka>Vo
:adWl >)loadl Jl g2l de>Nolg AAA clias CbLiSiwl

AAA o llac -
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