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? maui-voip-sj(config) #class-map
WORD class-map name
match-all Logical-AND all matching statements under this classmap
match-any Logical-OR all matching statements under this classmap
maui-voip-sj (config) #class-map match-all voice-traffic
? Choose a descriptive class_name. maui-voip-sj (config-cmap) #match ---!

access-group Access group
any Any packets
class-map Class map
cos IEEE 802.1Q/ISL class of service/user priority wvalues
destination-address Destination address
input-interface Select an input interface to match
ip IP specific values
mpls Multi Protocol Label Switching specific values
not Negate this match result
protocol Protocol
gos-group Qos-group
source-address Source address
In this example the access-group matching !--- option is used for its flexibility (it ---!

? uses an access-1ist). maui-voip-sj (config-cmap) #match access-group
Access list index <1-2699>
name Named Access List

maui-voip-sj (config-cmap) #match access-group 102

Create the access-1ist to match the class-map access-group: maui-voip- ---!
sj (config) #access-list 102 permit udp any any range 16384 32767
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The safest and easiest way 1s to match with UDP port range 16384-32767. !--- This is ---!
.the port range Cisco IOS H.323 products utilize to transmit !--- VoIP packets

:match access-group LoVl plasiwl, dggall 59,0l &> adylas) Lyl 038 Jewgll pilgd pladiwl aig

access-list 102 permit udp any any precedence critical

This list filters traffic based on the IP packet TOS: Precedence field. !--- Note: ---!
Ensure that the other non-voice traffic does not use the !--- same precedence value.
access-list 102 permit udp any any dscp ef

In order for this list to work, ensure that VoIP packets are tagged !--- with the dscp ---!
ef code before they exit on the LLQO WAN interface. !--- For more information on DSCP, refer
to !-—-- Implementing Quality of Service Policies with DSCP. !--- Note: If endpoints are not
trusted on their packet marking, !--- mark incoming traffic by applying an inbound service
policy on an !--- inbound interface. This procedure 1is out of the scope !--- of this
document. access-list 102 permit udp host 192.10.1.1 host 192.20.1.1

This access-1ist can be used in cases where the VoIP !--- devices cannot do precedence ---!
.or DSCP marking and you !--- cannot determine the VoIP UDP port range
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class-map voice
match ip rtp 16384 16383
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class-map voice
match ip precedence 5

9l
class-map voice
match ip dscp ef
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? Router (config-dial-peer) #ip qgos dscp
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‘dogall

class-map voice-signaling
match access-group 103
1

access-list 103 permit tcp any eq 1720 any
access-list 103 permit tcp any any eq 1720

JsS39. 91 (SIP) Jasl dawl> e, JgS6i9, 91 H.323 plaziwl, VOIP o laliSo clis] (Soy tda>No
o3 JgSg39,, - (Skinny (SCCP wlalSall 8 aSxill JoS659.0 91 (MGCP) lasluwgll 6,ke 5 oSl
aoslal 03 Jos=si .H.323 g ull JlasVl gLl Jliall Lo jis, .Cisco Call Manager Jid o pasiuy
H.323/H.225 = TCP: pSxill wlgidy VOIP oLl Jluw,l Jsd (o doxstiuuall 38Lall g2 408

Jlasl) H.323/H.245 = TCP 1720(_wld Jwogs) 1720H.323/H.245 = TCP 11xxx
GateKeeper)SCCP = TCP 2000-2002 (CM _JI) H.323/H.225 RAS = UDP 1718(g;w
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Encore)ICCP = TCP 8001-8002 (CM Encore)MGCP = UDP 2427. TCP 2428 (CM
(creSill L18) TCP 5060 9 Encore)SIP= UDP 5060

4L a8,S oz 98 dwlull oy ;3 (o Lo, VOIP @b lasl,sy lglayy9 dwluw dlay,s clisl, 08 .3
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maui-voip-sj (config) #policy-map VOICE-POLICY

Choose a descriptive policy_map_name. maui-voip-sj(config-pmap) #class voice-traffic ---!
? maui-voip-sj (config-pmap-c) #priority

Kilo Bits per second <8-2000000>

Configure the voice-traffic class to the strict PQ !--- (priority command) and assign ---!
the bandwidth. maui-voip-sj (config-pmap)#class voice-signaling
maui-voip-sj (config-pmap-c) #bandwidth 8

Assign 8 Kbps to the voice-signaling class. maui-voip-sj (config-pmap) #class class- ---!
default
maui-voip-sj (config-pmap-c) #fair-queue

.The remaining data traffic is treated as WFQ ---!

ol VPQ JI Lleall cdgll (9 59,0l &> o daliso gloil 2ol oSanll o ail o p)Jl e dla>No
Jaixall o 928l Jio (leall c8g)l (9 9,0l &,> L] 1nad wauall 49,0 45> azgis luogs Cisco
0sSs Ol dgsuall 5950ll &,> llais ((FIFO) Yol U5 Lo jlaisl daild 2 PQ) s ll (9 culadl pass ol
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maui-voip-sj (config) #map-class frame-relay VoIPovFR

maui-voip-sj(config-if) #service-policy output VOICE-POLICY
The service-policy is applied to the PVC !--- indirectly by configuring !--- it under ---!
.the map-class associated to the PVC

IP RTP éoloi

Wl oLVl pxiwld (LLQ pasius S5 o 3]

Router (config-map-class) #frame-relay ip rtp priority starting-rtp-port port-range bandwidth
omiy 28 VOoIP J il .al o2l Jlu)l piy dsio a8, J81._JoVI UDP isio p8, —startup-rtp-port -
16384 _lc douall 0i®
UDP isis o9, _lcl start-rtp-port _J| Bliaall 08 )l zii, .UDP dg>9 38l §lkn; —port-range -
16383 _lc dasill 01 umiy @8 VOIP J dsill,
ous . ag)oVl Hlail dasla) dasl JSU cughS (9 @ zooumall $35l §lall adVl axll—go,dl laill -
plaidll lgacy, da)lSo JSU 535,01 $lail @dliols cdisljiall olallSall 326 I I>biwl p8,)1 13D
teneSil o dine

map-class frame-relay VoIPovFR frame-relay cir 64000
frame-relay BC 600

no frame-relay adaptive-shaping

frame-relay fair-queue

frame-relay fragment 80

frame-relay ip rtp priority 16384 16383 45

weall ol &5 ,> adais
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map-class frame-relay VoIPovFR
Some output is omitted. frame-relay fragment 80 ---!
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maui-voip-austin
Cisco 3640

ozl puw )l 13D 5 auogall dSuidl slac] riuall 13D pasiu,

.~ 128 Kbps

maui-voip-sj w5000
Cisco 3640

olueSil
1D dingall & liyoSill Al 13D o,

(maui-voip-sj (Cisco 3640 -
(MAUI-voip-austin (Cisco 3640 -

(maui-voip-sj (Cisco 3640

version 12.2
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname maui-voip-sj
!
logging buffered 10000 debugging
enable secret 5 $1SMYS3$TZ6bwrhWB25b2cVpEVgBol
!
ip subnet-zero
!
Definition of the voice signaling and traffic class ---!
maps. !--- "voice-traffic" class uses access-1list 102
for its matching criteria. !--- "voice-signaling" class
uses access-1list 103 for its matching criteria. class-
map match-all voice-signaling
match access-group 103
class-map match-all voice-traffic
match access-group 102
|

The policy map defines how the link resources are ---!

assigned !--- to the different map classes. In this
configuration, strict PQ !--- 1s assigned to the voice-
traffic class !--- with a maximum bandwidth of 45 Kbps.

policy-map VOICE-POLICY
class voice-traffic
priority 45
class voice-signaling
bandwidth 8

Assigns a queue for voice-signaling traffic that ---!
ensures 8 Kbps. !--- Note that this is optional and has
nothing to do with good voice !--- quality. Instead, it

is a way to secure signaling. class class-default
fair-queue




The class-default class is used to classify traffic ---!
that does !--- not fall into one of the defined classes.
!--- The fair-queue command associates the default class

.WFQ queueing

|
interface Ethernet0/0
ip address 172.22.113.3 255.255.255.0
half-duplex
!
interface Serial0/0
bandwidth 128
no ip address
encapsulation frame-relay
no fair-queue
frame-relay traffic-shaping
frame-relay ip rtp header-compression
Turns on traffic shaping and cRTP. If traffic- ---!
shaping is not !--- enabled, then map-class does not
start and FRF.12 and LLQ does !--- not work. ! interface
Serial0/0.1 point-to-point
bandwidth 128
ip address 192.168.10.2 255.255.255.252
frame-relay interface-dlci 300
class VOIPovFR
This command links the subinterface to a VoIPovFR ---!
map-class. !--- See the map-class frame-relay VoIPovFR
command here: !--- Note: The word VoIPovFR is selected
! .by the user

ip classless

ip route 172.22.112.0 255.255.255.0 192.168.10.1

!
map-class frame-relay VOIPovFR

no frame-relay adaptive-shaping

Disable Frame Relay BECNS. Note also that Be equals ---!
0 by default. frame-relay cir 64000

frame-relay bc 640

Tc = BC/CIR. In this case Tc is forced to its ---!
minimal !--- configurable value of 10 ms. frame-relay be
0

frame-relay mincir 64000

Although adaptive shaping is disabled, make CIR ---!
equal minCIR !--- as a double safety. By default minCIR
is half of CIR. service-policy output VOICE-POLICY
Enables LLQ on the PVC. frame-relay fragment 80 ---!
Turns on FRF.12 fragmentation and sets the fragment ---!

size equal to 80 bytes. !--- This value is based on the
port speed of the slowest path link. !--- This command
also enables dual-FIFO. ! access-list 102 permit udp any

any range 16384 32767

access-list 103 permit tcp any eq 1720 any

access-list 103 permit tcp any any eq 1720

|

access-list 102 matches VoIP traffic !--- based on ---!
the UDP port range. !--- Both odd and even ports are put
into the PQ. !--- access-list 103 matches VoIP signaling
protocol. In this !--- case, H.323 V2 is uesd with the
.fast start feature

|
voice-port 1/0/0
|

dial-peer voice 1 pots




destination-pattern 5000

port 1/0/0

!

dial-peer voice 2 voip
destination-pattern 6000

session target ipv4:192.168.10.1
dtmf-relay cisco-rtp

ip precedence 5

(MAUI-voip-austin (Cisco 3640

version 12.2
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname maui-voip-austin
!
boot system flash slotl:c3640-is-mz.122-6a.bin
logging buffered 1000000 debugging
!
ip subnet-zero
!
class-map match-all voice-signaling
match access-group 103
class-map match-all voice-traffic
match access-group 102
!
policy-map voice-policy
class voice-signaling
bandwidth 8
class voice-traffic
priority 45
class class-default
fair-queue
!
interface Ethernet0/0
ip address 172.22.112.3 255.255.255.0
no keepalive
half-duplex
!
interface Serial0/0
bandwidth 64
no ip address
encapsulation frame-relay
no ip mroute-cache
no fair-queue
frame-relay traffic-shaping
frame-relay ip rtp header-compression
|
interface Serial0/0.1 point-to-point
bandwidth 64
ip address 192.168.10.1 255.255.255.252
frame-relay interface-dlci 400
class VOIPovFR
!
ip classless
ip route 172.22.113.0 255.255.255.0 192.168.10.2
!
map-class frame-relay VOIPovFR
no frame-relay adaptive-shaping
frame-relay cir 64000
frame-relay bc 640




frame-relay be 0
frame-relay mincir 64000
service-policy output voice-policy
frame-relay fragment 80
access-list 102 permit udp any any range 16384 32767
access-list 103 permit tcp any eq 1720 any
access-list 103 permit tcp any any eq 1720
!
voice-port 1/0/0
!
dial-peer voice 1 pots
destination-pattern 6000
port 1/0/0
!
dial-peer voice 2 voip
destination-pattern 5000
session target ipv4:192.168.10.2
dtmf-relay cisco-rtp
ip precedence 5
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To capture sections of this output, the LLQO PQ bandwidth !--- is lowered and large data ---!
traffic is placed !--- on the link to force packets drops. !--- Priority queue bandwidth 1is
lowered to 10 Kbps to force drops from the PQ. !--- Note: To reset counters, use the clear

.counters command

maui-voip-sj#show policy-map inter ser 0/0.1
- Serial0/0.1: DLCI 300

Service-policy output: VOICE-POLICY

(Class-map: voice-traffic (match-all
packets, 1737712 bytes 26831
minute offered rate 3000 bps, drop rate 2000 bps 5
Match: access-group 102
Weighted Fair Queueing
Strict Priority
Output Queue: Conversation 24
(Bandwidth 10 (kbps) Burst 250 (Bytes
pkts matched/bytes matched) 26311/1704020)
total drops/bytes drops) 439/28964)

(Class-map: voice-signaling (match-all
packets, 6239 bytes 80
minute offered rate 0 bps, drop rate 0 bps 5
Match: access-group 103
Weighted Fair Queueing
Output Queue: Conversation 25
(Bandwidth 8 (kbps) Max Threshold 64 (packets
pkts matched/bytes matched) 62/4897)
depth/total drops/no-buffer drops) 0/0/0)

(Class-map: class-default (match-any
packets, 6174492 bytes 14633
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minute offered rate 10000 bps, drop rate 0 bps 5
Match: any

Weighted Fair Queueing

Flow Based Fair Queueing

Maximum Number of Hashed Queues 16

total queued/total drops/no-buffer drops) 0/0/0)

These commands are useful to verify the LLQ configuration. maui-voip-austin#show policy-map ---!

voice-policy
Policy Map voice-policy
Class voice-signaling
Weighted Fair Queueing
(Bandwidth 8 (kbps) Max Threshold 64 (packets
Class voice-traffic
Weighted Fair Queueing
Strict Priority
(Bandwidth 45 (kbps) Burst 1125 (Bytes
Class class-default
Weighted Fair Queueing
(Flow based Fair Queueing Max Threshold 64 (packets

maui-voip-austin#show class-map
(Class Map match-all voice-signaling (id 2
Match access-group 103
(Class Map match-any class-default (id 0
Match any
(Class Map match-all voice-traffic (id 3
Match access-group 102

Frame Relay verification command output. maui-voip-sj#show frame-relay fragment ---!

interface dlci frag-type frag-size in-frag out-frag dropped-frag
Serial0/0.1 300 end-to-end 80 4 4 0
maui-voip-sj#show frame-relay pvc 300

(PVC Statistics for interface Serial(0/0 (Frame Relay DTE

DLCI = 300, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0/0.1

input pkts 7 output pkts 7 in bytes 926
out bytes 918 dropped pkts 0 in FECN pkts 0
in BECN pkts 0 out FECN pkts 0 out BECN pkts 0
in DE pkts 0 out DE pkts 0
out bcast pkts 2 out bcast bytes 598
pvc create time 1w2d, last time pvc status changed 1w2d
service policy VOICE-POLICY

Service-policy output: VOICE-POLICY

(Class-map: voice-traffic (match-all
packets, 0 bytes 0
minute offered rate 0 bps, drop rate 0 bps 5
Match: access-group 102
Weighted Fair Queueing
Strict Priority
Output Queue: Conversation 24
(Bandwidth 45 (kbps) Burst 250 (Bytes
pkts matched/bytes matched) 0/0)
total drops/bytes drops) 0/0)

(Class-map: voice-signaling (match-all
packets, 0 bytes 0
minute offered rate 0 bps, drop rate 0 bps 5



In this Frame Relay verification command !--- output,

Match: access-group 103

Weighted Fair Queueing

Output Queue: Conversation 25

(Bandwidth 8 (kbps) Max Threshold 64 (packets
pkts matched/bytes matched) 0/0)

depth/total drops/no-buffer drops) 0/0/0)

(Class-map: class-default (match-any
packets, 918 bytes 7
minute offered rate 0 bps, drop rate 0 bps 5
Match: any
Weighted Fair Queueing
Flow Based Fair Queueing
Maximum Number of Hashed Queues 16
total queued/total drops/no-buffer drops) 0/0/0)

Output queue size 0/max total 600/drops 0

fragment type end-to-end fragment size 80

cir 64000 bc 640 be 0 limit 80 interval 10

mincir 64000 byte increment 80 BECN response no
frags 13 bytes 962 frags delayed 8 bytes delayed 642

shaping inactive
traffic shaping drops 0

the PQ bandwidth is lowered and heavy ---!

traffic !--- is placed on the interface to force drops. maui-voip-sj#show frame-relay pvc 300

DLCI

300,

(PVC Statistics for interface Serial(0/0 (Frame Relay DTE

DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0/0.1

input pkts 483 output pkts 445 in bytes 122731
out bytes 136833 dropped pkts 0 in FECN pkts 0
in BECN pkts 0 out FECN pkts 0 out BECN pkts 0
in DE pkts 0 out DE pkts 0
out bcast pkts 4 out bcast bytes 1196

pvc create time 1w2d, last time pvc status changed 1w2d

service policy VOICE-POLICY

Service-policy output: VOICE-POLICY

(Class-map: voice-traffic (match-all
packets, 22900 bytes 352

minute offered rate 2000 bps, drop rate 2000 bps 5

Match: access-group 102

Weighted Fair Queueing

Strict Priority

Output Queue: Conversation 24
(Bandwidth 10 (kbps) Burst 250 (Bytes
pkts matched/bytes matched) 352/22900)
total drops/bytes drops) 169/11188)

(Class-map: voice-signaling (match-all
packets, 789 bytes 7
minute offered rate 0 bps, drop rate 0 bps 5
Match: access-group 103
Weighted Fair Queueing
Output Queue: Conversation 25
(Bandwidth 8 (kbps) Max Threshold 64 (packets
pkts matched/bytes matched) 7/789)
depth/total drops/no-buffer drops) 0/0/0)



(Class-map: class-default (match-any
packets, 102996 bytes 79
minute offered rate 4000 bps, drop rate 0 bps 5
Match: any
Weighted Fair Queueing
Flow Based Fair Queueing
Maximum Number of Hashed Queues 16
total queued/total drops/no-buffer drops) 5/0/0)
Output queue size 5/max total 600/drops 169
fragment type end-to-end fragment size 80
cir 64000 bc 640 be 0 limit 80 interval 10
mincir 64000 byte increment 80 BECN response no
frags 2158 bytes 178145 frags delayed 1968 bytes delayed 166021

shaping active
traffic shaping drops 169

Notice that the Tc interval equals 10 ms, !--- CIR equals 64000 BPS, and BC equals 640. ---!
maui-voip-sj#show traffic-shape
Interface Se0/0.1

Access Target Byte Sustain Excess Interval Increment Adapt
vC List Rate Limit Dbits/int bits/int (ms) (bytes) Active
- 80 10 0 640 80 64000 300
This output is captured on an isolated lab enviroment where !--- the routers are configured ---!

with IP RTP Priority instead of LLQ. maui-voip-austin#show frame-relay PVC 100

(PVC Statistics for interface Serial(O/1 (Frame Relay DTE

DLCI = 100, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Serial0O/1.1

input pkts 336 output pkts 474 in bytes 61713
out bytes 78960 dropped pkts 0 in FECN pkts 0
in BECN pkts 0 out FECN pkts 0 out BECN pkts 0
in DE pkts 0 out DE pkts 0

out bcast pkts 0 out bcast bytes 0

PVC create time 1w0d, last time PVC status changed 1w0d
:Current fair queue configuration

Discard Dynamic Reserved
threshold gueue count gueue count
2 16 64
Output queue size 0/max total 600/drops 0
fragment type end-to-end fragment size 80
cir 64000 BC 640 be 0 limit 125 interval 10
mincir 32000 byte increment 125 BECN response no
frags 1091 bytes 82880 frags delayed 671 bytes delayed 56000

shaping inactive
traffic shaping drops 0
ip rtp priority parameters 16384 32767 45000

This command displays information of the VoIP dial-peers. maui-voip-austin#show dial-peer ---!

voice 2

VoiceOverIpPeer?2
,information type = voice
,'tag = 2, destination-pattern = “5000
,answer-address = "', preference=0

,group = 2, Admin state is up, Operation state is up
,incoming called-number = "', connections/maximum = 0/unlimited
:application associated
, 'type = voip, session-target = “ipv4:192.168.10.2
:technology prefix
,ip precedence = 5, UDP checksum = disabled
,session-protocol = cisco, reg-gos = best-effort



,acc-gos = best-effort
,dtmf-relay = cisco-rtp
fax-rate = voice, payload size = 20 bytes
,codec = g729r8, payload size = 20 bytes
,Expect factor = 10, Icpif = 30,signaling-type = cas
,VAD = enabled, Poor QOV Trap = disabled
,Connect Time = 165830, Charged Units = 0
,Successful Calls = 30, Failed Calls = 0
,Accepted Calls = 30, Refused Calls = 0
,"Last Disconnect Cause is "10
,".Last Disconnect Text is "normal call clearing
.Last Setup Time = 69134010
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