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lolwe IJzol; W Control Hub

IJ¢bgo 1. luwdd |Js admin.webex.com gl wegs e wslole lew el 1deuwgsd. O 1dpdwwo.
loodd 1Js 1Jizoss > |olds zolj:

webex contral Hub

Action required to complete locations migration b4
MANAGEMENT Marge duplicated locations according 1o your business needs to complete the migration by September 29, 2023. Check the resalution guide for
instructions.
Duplicated locations resolution guide

Devices
& Devices ls) Templates 7 Settings = Software = Resources
Q) Find devices by status, ype, and more v 8 devices Add device
Jeeccot Filter by Qnline (1) Expired (0) Offline (1) Issues (0) Activating (3) Status unavaila..,

Select one or more devices for bulk actions

SERICES Type Product Status Piastorm @ Belangs ta
Updates & Migratio Rooms & Desks - Cisco Webex DX70 » Offline rd @ Userl PSTH
Phones i Cisco 191 ® Status unavailable r—~ @ ATA
Phones ﬁ Cisco 8865 « Online e m lazoclaudiafisbargel@grmail.com
-
=
Fhones ‘ Cisco 8875 ® Status unavailable sk @ Test Cisco calling plan test =

eJlps wussw IJizoss

lJglo9é 2. 235 IUlwosle Iduvguos Idp)ls ogssuoe Jpuwwésp Ig 2 IJlgwosle ldpuue,d
Jsoe cessuo Jeuwlzs gpd. (Bs o3l lduwsulisy: sop luvedsle puwegse.)

Add Device

What are you setting up for?

= AR
< L

Personal usage Shared usage Multiple Cisco IP phones

Assign a singl 5 "] Add shared device and services Bulk activate devices using a
10 2 use:

luolds zol;

IJglo9s 3. luze 923> [dpuwese 135S wyss wesswe eds 03l Idzol; 9lud) W9 IJelds:



Add Device

Which user will this device belong to?
(Z} Multi-platform capabilities are only supported with shared devices.
User
Q  Userl PSTN

Enter 3 characters or more to search

IJoze g0 puweisp

lJglogs 4. 235 olwd Cisco IP gluze gu byl IJzols:

Add Device

What kind of device do you want to set up for this user?

3

Cisco Collaboration device Cisco IP Phone

e.g. Cisco Navigatos, Reom, Board, and Desk Series &9, Cisco BB45, BBES, BB00 and Analeg Telephone
davice Adapter ports

Select device
Select a Device

&

weass byl 1dgoel)

U296 5. wpzr wpass Izoli 235 1Jgsh zuwe guslo MAC sisgd guslo MAC JJdzol slod,
eb:



Add Device

Cisco Collaboration device Cisco IP Phone

e.g. Cisco Navigator, Room, Board, and Desk Series e.g. Cisco B845, 8865, BE00 and Analog Telephone
device Adapter poris

Select device

@ Cisco 8865
7 ) How would you like to setup this
device?

By Activation Code

Webex Go Device O By MAC Address

£.g. IPhone 11 models, iPhone XS, Samsung Galaxy $21 Enter MAC address
series, elc. See Compatible devices Enter the MAC address of the IP phone you want to add.

AABBCCDDEEFF

luolwss gugley, MAC

IJg1096 6. Lz lu sI9u IUzols Bs Control Hub: spdod IJoedd pu o wpo luoldoo wuvdJ
TSt vl ©d9p vz B euslo MAC B Linsb oz

webex control Hub

Action required to complete locations migration b
MUANAGEMENT Merge duplicated locations according to your business needs to complete the migration by September 28, 2023. Check the resolution guide for
instructions.
Duplicated locations resolution guide

Devices
5 Devices ) Templates ¢ Settings = Software - Resources
[ Devices
O, AABBCCDDEEFF D - %~ 1device Add device
Filter by Online (0) Expired (0} Offline (0) lssues (0) Status unavaila...

Select one or more devices for bulk actions
Type

Status Platfcrm @ Belorgs b

Product o
Phones ﬂ Cisco 8865 ® Status unavailable r— m Userl PSTH
-
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pdeuP p92 JEpdss w95, IUzols Ws ) IUleoels IJeldps
WXc

Service Provider

d

/ 4 AT ‘--\\'-.
I \
’ E

Configuration

Customer Premise

SINIES; S0/ Configuration Profile downloaded

Server
N e
TP
: HTTR
Redirected to SP server l HTTPS
lam {$MAC} GET cisco.sipflash. | T |
Find my home ! \_ SP Provisioning Server /
activate.cisco o -
=]
EDOS Server
stfran ], Customer Order Control Hub
cisco / Y )

lLuwe doglbsbs JJwsds,

lowoduuldd lgble £ pJss w9Bds, zolj Wbs WXe 9l odlzol
Jl spdu Jeobs gelss puvess IUbL6 (MPP) ¢ 98> WXC I3l wp wdssue wluwegsle:

* ebp TFTP wp wdssuo Vs ¢lpe DHCP
c Iloe odso lJgsl, (OPT66 Is OPT160 I9 OPT159 Ig OPT150) 90,98 s,0 w9l ulos ¢le
DHCP

Jper6 ol 3l Jlg 1doled 65 185 odose TFTP pu ¢lse DHCP. sdjp luveisle guzdle B)sd
lelss 1Ulg ol

louvle ywedle PRT pyu goly MPP

IUbuuld po wvedle B)sd lelss IUlgply oo Idoled. oyuse IJebsle Ieldss Jsdss louble
ovadle lelss 1Jlg ol

logvle B8 lehs IJoule po IJzol;



IUzbo96 1. eJis IJzolse luog b g 15,

lesblo

ApplicationApps .

lJelb9s 2.1uo9d 1ds 1Jelds > pundds IJo @,

IJg g6 3. Ibgd obsg IJpudJs 99 8wol.

lJe1b90o 4.255 9,09! pu 1J8lis 6.

|J¢lb9é 5.PressSubmit.

pllu sop osse Uuvedlodlze 1dgbsle IJeldss Jouisd uvedle K68 el IJleel:

IUgb9s 1. wuwzsd 10589 |Js hitps:/IP ADDRESS PHONE/



https://ip_address_phone/

pdlzbo: 31 Jly g9y IP £ 08599 Spdu IUzuo9d sdso pu ldlgshble > 1dzlds > 2lJs
lJoveds > zlds IPv4

lJgb9s 2. luwgd 1.st lJpedople > pedyple wuozse I.Ji'ablc > oujsd uved lebé lJuggso
(lody win Jelauw 1dlspo W98 IULellb 9235 28 Lluwe...)
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gwd Vog Idyvedlo: spdoud puiless bys9se &0 Joso:

pdlebo: spdoud Voz lduwedle wlgwedsle wyolpz pod WINRAR bl Jog b

lJowedlo.

Name

Acert

ﬂ.\archive.tangz
ﬂ.\back‘traces.tangz
2R \messages.tar.gz
Y \cfgxml

| \description-20230510-100139.log
|| \logcat-20230510-170152.l0g

| \net.cfg

| \show-output-20230510-100139.lag
I3 \status.xml

| \usrlog_kernel_cur_boot.log

| \usrlog_kernel_prev_boot.log
c'J A\webex_service_status.json

Size

774,619
1,627
133

75
74,437
126,544
344
427,496
1,001
65,669
13,594
32,343
31,000
356

Packed

Type

File folder

File folder

File folder
WinRAR archive
WinRAR archive
WinRAR archive
XML Document
Text Document
Text Document
CFG File

Text Document
XML Document
Text Document
Text Document
JSON File

Modified

5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
3/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...
5/10/2023 11:0...

CRC32



Jogdsd ldepdss 1Jeluos wogss) Idzoli sdie Wog Iduwed IUss suwes logCat. 9spJu
Bogo wlgwegsle pe) wuosLe eod Notepad Ig Notepad++.

SpIJu luwoesle UslJé "Ifind" PU AT UQUDBUD:JJ&CJQ) eds pl B Ily 1Jolowd szess eds
tbp TFTP wp wdysuo. luwwgse DHCP-tftpsvr1 [9 DHCP-tftpsvr2 JJg vy, eds [duvlo, 1Jpzsd
Josl Iduwed. Bl 130 w8 slJlguls, IJig)s po lduvedlor spdo 1Jees) 8Js £383 pu
lJeed9ple 29d wd9sy DHCP:

2154 NOT Aug 10 16:58:12.226653 (689-695) DHCP-I1P Address: 192.168.238.1
2155 NOT Aug 10 16:58:12.226688 (689-695) DHCP-Subnet Mask: 255.255.255.0
2156 NOT Aug 10 16:58:12.226702 (689-695) DHCP-Default Gwy: 192.168.238.240
2157 NOT Aug 10 16:58:12.226734 (689-695) DHCP- ******** dhcpConvConfToExtOptionFile(): Usin
2158 NOT Aug 10 16:58:12.226790 (689-695) DHCP-hostname: SEP14A 2A0E0837A
2159 NOT Aug 10 16:58:12.226835 (689-695) DHCP-ipaddr:192.168.238.1

2160 NOT Aug 10 16:58:12.226858 (689-695) DHCP-netmask:255.255.255.0

2161 NOT Aug 10 16:58:12.226878 (689-695) DHCP-router1:192.168.238.240

2162 NOT Aug 10 16:58:12.226894 (689-695) DHCP-domain:

2163 NOT Aug 10 16:58:12.226911 (689-695) DHCP-ntpsvr1:0.0.0.0

2164 NOT Aug 10 16:58:12.226929 (689-695) DHCP-ntpsvr2:0.0.0.0

2165 NOT Aug 10 16:58:12.226947 (689-695) DHCP-tftpsvr1:192.168.150.20

2166 NOT Aug 10 16:58:12.226966 (689-695) DHCP-tftpsvr2:0.0.0.0

2167 NOT Aug 10 16:58:12.226983 (689-695) DHCP-dns1:172.25.6.14

2168 NOT Aug 10 16:58:12.227001 (689-695) DHCP-dns2:172.25.10.31

2169 NOT Aug 10 16:58:12.227017 (689-695) DHCP-option160:

2170 NOT Aug 10 16:58:12.227032 (689-695) DHCP-option159:

2171 NOT Aug 10 16:58:12.227047 (689-695) DHCP-option125:

2172 NOT Aug 10 16:58:12.227061 (689-695) DHCP-opti on66:

Jpl oy Vs Iduwed: wp odssu gugly IP TFTP Ws glse DHCP. 9031 uww pelads IJolewd
1Je9Bs, 1Jes e TETP o3l wodl po 290 IJlouold &0, Webex.

3677
3678
3679
3680
3681
3682

NOT Aug
NOT Aug
NOT Aug
NOT Aug
NOT Aug
NOT Aug

10
10
10
10
10
10

16:
16:
16:
16:
16:
16:

58:
58:
58:
58:
58:
58:

50.
50.
50.
50.
50.
50.

718451
718479
718507
718521
718772
721954

(823-940)
(823-940)
(823-940)
(823-940)
(823-940)
(823-940)

voice-fapp-Provisioning using DHCP..

voice-FUNCTION: fprv_update, proxy_Config:0
voice-fprv_eval_profile_rule assemble url=tftp://192.168.150.
voice-DHCP pending acquired=1

voice-fapp-[resync] fprv_eval_profile_rule - must resync
voice-fapp-CP-8851-3PCC 14:a2:a0:e0:83:7a -- Requesting resyn

&> blJé Is odase TFTP sls wdasw OPT pu glse DHCP. szow edsd lebé Loub IJzol; B
Upuoug Juse 1gadss Jossds, Izl wluwetsle WXC o6 I)s.

lJezlodé |Ji3J§ lJos s@9p wol IJolowd pg gods6 wj9ss IJzoly os w@sse bde [Js guslu
URL activate.cisco.com. s 89, lJolowd Clgle luvegdle [Js Elbe DNS Jzd IJezld. 131 Buvd 2J
DNS. spJu o sw9 Jol sds:

<tfroot>

1753 NOT Aug 10 16:56:46.129550 (975-1286) voice-regByCurlInternal sending http request out..., url: ht
1754 INF Aug 10 16:56:46.142687 dnsmasq[564]: query[A] activate.cisco.com from 127.0.0.1

1755 INF Aug 10 16:56:46.142742 dnsmasq[564]: forwarded activate.cisco.com to 192.168.100.3

1774 NOT Aug 10 16:56:54.146585


https://activate.cisco.com:443/software/edos/callhome/rc?id=

Coul dn't resolve host 'activate.cisco.x'

1777 NOT Aug 10 16:56:54.146325 (975-1286) voice-reqByCurlInternal return from http request, [res] = 6
1780 NOT Aug 10 16:56:54.147416 (975-1286) voice-fapp-CP-8865-3PCC <MAC_ADDRESS> -- Resync failed: Down
1781 ERR Aug 10 16:56:54.148845 (975-1286) voice-fapp-fprv_eval_profile_rule return status=FPRV_ERR_SER

I3l Iy 1dolewd $ls)l eds 2d IJpeld W@ swd9 Jpl sds:

1664 NOT Aug 10 16:56:35.440901 (968-1290) voice-regByCurlInternal sending http request out..., url: ht
1666 INF Aug 10 16:56:35.454585 dnsmasq[560]: forwarded activate.cisco.x to 192.168.100.1

1669 INF Aug 10 16:56:35.488147 dnsmasq[560]: reply activate.cisco.x is <CNAME>

1670 INF Aug 10 16:56:35.488194 dnsmasq[560]: [cache_insert] activate.cisco.x[4008]: Wed May 10 17:21:4
1671 INF Aug 10 16:56:35.488219 dnsmasq[560]: reply activate.xglb.cisco.com is 173.36.XXX.XXX

1683 NOT Aug 10 16:56:36.018143 GET /software/edos/callhome/rc?id=<MAC_ADDRESS>:FCH2305DMHO:CP-8865-3PC
User-Agent: Cisco-CP-8865-3PCC/12.0.2 (MAC_ADDRESS)AM

Host: activate.cisco.xAM

Accept-Encoding: deflate, gzipAM

Accept: */*AM

Accept-Language: enAM

Accept-Charset: is0-8859-1AM

AM

1684 NOT May 10 16:56:36.137337 <

1685 NOT May 10 16:56:36.137446 HTTP/1.1 200 AM

1760 NOT Sep 04 22:49:25.017943 (968-1290) voice-fapp-pal data updated for property name: Profile Rule

w8 luwedlp 1J 200 OK oy bde GET |Js activate.cisco.com 9> [Jolewd bJdol IUs
cisco.siplash.com. |uol u WO IJgpdso: IJolewd szlad 2d Idpezld b3l Wuvd B wswr9 odsl:

2460 NOT May 10 17:03:14.644821 (975-975) voice-QPE:RESYNC profile=[https://cisco.sipflash.x/ ]

2487 NOT May 10 17:03:14.924347 (975-1286) voice-reqByCurlInternal sending http request out..., url: ht
2488 INF May 10 17:03:14.925286 dnsmasq[564]: query[A] cisco.sipflash.x from 127.0.0.1

2489 INF May 10 17:03:14.925318 dnsmasq[564]: forwarded cisco.sipflash.x to 192.168.100.3

2503 NOT May 10 17:03:22.926249 "Couldn't resolve host 'cisco.sipflash.x"

31 o IJoledd Gloyl eds 2d ezl B@s o9 Jol sds:

1980 NOT Sep 04 22:49:28.832733 (968-1290) voice-reqByCurlInternal sending http request out..., url: ht
1981 INF Sep 04 22:49:28.833577 dnsmasq[560]: query[A] cisco.sipflash.x from 127.0.0.1

1982 INF Sep 04 22:49:28.833628 dnsmasq[560]: forwarded cisco.sipflash.x to 192.168.100.1

1985 INF Sep 04 22:49:28.844068 dnsmasq[560]: reply cisco.sipflash.x is 199.59.XXX.XXX

1993 NOT Sep 04 22:49:29.189918 (968-1290) voice-sec_set_min_TLS_version: min_TLS_verson is TLS 1.1,ret
1994 NOT Sep 04 22:49:29.428716 >

1995 NOT Sep 04 22:49:29.428776 GET / HTTP/1.1AM

User-Agent: Cisco-CP-8865-3PCC/12.0.2 (MAC_ADDRESS)AM

Host: cisco.sipflash.xAM

Accept-Encoding: deflate, gzipAM

Accept: */*AM

Accept-Language: enAM

Accept-Charset: is0-8859-1AM

AM

1996 NOT Sep 04 22:49:29.506969 <

1997 NOT Sep 04 22:49:29.507037 HTTP/1.1 200 OKAM


https://activate.cisco.com:443/software/edos/callhome/
https://cisco.sipflash.x

DNS IJ¢l_e « Trobuleshoot (¢99.s) gulssy URL)
Il Joo Bs wbuw Iduvwds s wlzo IUlzojs puuldd B wedsd DNS. spdy luvogsle

NSLOOKUP JJoz e el 131 JIo #ls0 DNS Gls,l edis 2d lpzld. [z 9lzed Lulo, 1Jisle, 9.8,
vldgbsle lJoldss:

* nslookup -> [>¢lJ
* wovb yeg=a-> ¢l
» activate.cisco.com

Bl Jlo IJdposyes Iduvguos Bl eds 2d Ideelds 98> s029 Jel sdis:

C:\Users\josemar5>nslookup
Default Server:

Address:

> set type=A

> activate.cisco .x
Server:

Address:

Name : activate.xglb.cisco.com
Address: 72.163 . . XXX.XXX
Aliases: activate.cisco.x

Sedu lp)le 1Ug pdsé wdywol J Cisco.sipflash.x Jgd 1JpezlJ:



C:\Users\josemar5>nslookup

Default Server:
Address:

> set type=A
> cisco.sipflash. X
Server:

Address:

Non—authoritative answer:
cisco.sipflash

Name :
Addresses:

199

. D9 XXX XXX

199 . 59 XXX XXX

Blegs) eds IdYdposso) ed Idpeldle W)lze ¢l>p DNS.

Trobleshoot w_wzsd zols 2086 puwess 1116 (MPP) B WXC

eds o3l lJpeld: sY9u IJ9dsd IJuols) o9 da02.hosted-us10.beld.webex.com. szled IJolwwd 2J
ezld SRV:

1721
1722
1723
1724
1725
1726
1727
1728
1729
1730
1731
1732
1733
1734

NOT
NOT
NOT
NOT
NOT
NOT
INF
INF
INF
INF
INF
INF
INF
INF

Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep
Sep

04
04
04
04
04
04
04
04
04
04
04
04
04
04

22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:
22:

50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:
50:

32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.
32.

068857
068912
068933
068950
068975
069001
069517
069549
082459
082512
082661
082689
082714
082738

(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)
(2059-2271)

dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :

voice-[SIP_resolveHostName] host=da02.hosted-usl1l0.bcld.webe
voice-RSE_DEBUG: rse_unref context: 0x5213bab8
voice-RSE_DEBUG: rse_unref ref_cnt:0

voice-RSE_DEBUG: rse_get_server_addr, name: _sips._tcp.da02
voice-RSE_DEBUG: rse_refresh_addr_Tlist target:_sips._tcp.da
voice-RSE_DEBUG: RR[0], name:_sips._tcp.da02.hosted-usl1l0.bc
query[SRV] _sips._tcp.da02.hosted-us10.bcld.webex.com fro
forwarded _sips._tcp.da02.hosted-usl0.bcld.webex.com to 1
caching SRV record=_sips._tcp.da02.hosted-usl0.bcld.webex
reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
[cache_insert] _sips._tcp.da02.hosted-usl0.bcld.webex.com
caching SRV record=_sips._tcp.da02.hosted-usl0.bcld.webex
reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
[cache_insert] _sips._tcp.da02.hosted-usl0.bcld.webex.com



1735 INF Sep 04 22:50:32.082762 dnsmasq[560]: caching SRV record=_sips._tcp.da02.hosted-usl1l0.bcTd.webex
1736 INF Sep 04 22:50:32.082786 dnsmasq[560]: reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
1737 INF Sep 04 22:50:32.082810 dnsmasq[560]: [cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com
1738 INF Sep 04 22:50:32.082838 dnsmasq[560]: caching SRV record=_sips._tcp.da02.hosted-usl1l0.bcTd.webex
1739 INF Sep 04 22:50:32.082864 dnsmasq[560]: reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
1740 INF Sep 04 22:50:32.082888 dnsmasq[560]: [cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com
1741 INF Sep 04 22:50:32.082911 dnsmasq[560]: caching SRV record=_sips._tcp.da02.hosted-usl1l0.bcTd.webex
1742 INF Sep 04 22:50:32.082936 dnsmasq[560]: reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste
1743 INF Sep 04 22:50:32.082958 dnsmasq[560]: [cache_insert] _sips._tcp.da02.hosted-usl1l0.bcld.webex.com
1744 INF Sep 04 22:50:32.082981 dnsmasq[560]: caching SRV record=_sips._tcp.da02.hosted-usl1l0.bcTd.webex
1745 INF Sep 04 22:50:32.083006 dnsmasq[560]: reply _sips._tcp.da02.hosted-us10.bcld.webex.com is hoste

131 Jly 1Jolewwd $ls)l gds 2d pzld SRV Wluo sguod £Js iuurolc lJpos09:

1746 NOT Sep 04 22:50:32.082468 (2059-2271) voice-RSE_DEBUG: getting SRV:_sips._tcp.da02.hosted-usl0.bc
1747 NOT Sep 04 22:50:32.082525 (2059-2271) voice-RSE_DEBUG: new priority:a by host: hosted02aj-usl0.bc
1748 NOT Sep 04 22:50:32.082548 (2059-2271) voice-RSE_DEBUG: old priority:a by host: hosted02as-usl0.bc
1749 NOT Sep 04 22:50:32.082565 (2059-2271) voice-RSE_DEBUG: new priority:5 by host: hosted0las-usl0.bc
1750 NOT Sep 04 22:50:32.082581 (2059-2271) voice-RSE_DEBUG: old priority:5 by host: hosted0laj-usl0.bc
1751 NOT Sep 04 22:50:32.082598 (2059-2271) voice-RSE_DEBUG: old priority:5 by host: hosted0lai-usl0.bc
1752 NOT Sep 04 22:50:32.082613 (2059-2271) voice-RSE_DEBUG: old priority:a by host: hosted02ai-usl0.bc

p0 I Tuwple 1Jpolid odd sigs IJolewd glesl puop Jsuwed IJeols Ws WXe SBC:

1774
1775

NOT
INF

04
04

22:
22:

50:
50:

32.
32.

083015
083539

Sep
Sep

(2059-2271) voice-RSE_DEBUG: Refreshing host[3]:hosted0laj-us10.bcld.we
dnsmasq[560]: query[A] hosted0laj-usl0.bcld.webex.com from 127.0.0.1

1776
1777
1778
1779
1780

INF
INF
INF
INF
INF

Sep
Sep
Sep
Sep
Sep

04
04
04
04
04

22:
22:
22:
22:
22:

50:
50:
50:
50:
50:

32.
32.
32.
32.
32.

083567
083590
083668
083698
083723

dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :
dnsmasq[560] :

found A record=hosted0laj-usl0.bcld.webex.com with TTL=81
cached hosted0laj-usl10.bcld.webex.com is 139.177.XXX.XXX
query[AAAA] hosted0laj-usl0.bcld.webex.com from 127.0.0.1
found A record=hosted0laj-usl10.bcld.webex.com with TTL=26
cached hosted0laj-usl10.bcld.webex.com is 2607:fcf0:9000:X

1781
1782
1783
1784

NOT
NOT
NOT

04
04
04

22:
22:
22:

50:
50:
50:

32.
32.
32.

084094
084133
084152

(2059-2271)
(2059-2271)
(2059-2271)
NOT Sep 04 22:50:32.084185 (2059-2271)
3673 NOT Sep 04 22:51:08.127871 (2656-2764)
Via: SIP/2.0/TLS 192.168.100.6:5072;branch=z9hG4bK-c77bd320AM

From: <sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM

To: <sip:w3ncala025@xXXXXX.example.com>AM

Cal1-ID: 98126dba-9df06bd9@192.168.100.6AM

CSeq: 6367 REGISTERAM

Max-Forwards: 70AM

Contact: <sip:w3ncala025@192.168.100.6:5072;transport=t1s>;expires=3600AM

User-Agent: Cisco-CP-8865-3PCC/12.0.2_<MAC_ADDRESS>_47cff26a-4713-41al1-8d75-28d7b638ffe8_2c01lb5e7-53d5
Peripheral-Data: noneAM

Session-ID: 300e21a200105000a0002c01b5e753d5; remote=00000000000000000000000000000000AM

Content-Length: 0AM

Allow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER, UPDATEAM

Allow-Events: hold,talk,conferenceAM

Supported: replaces, sec-agree, record-awareAM

Accept-Language: enAM

Sep
Sep
Sep

voice-RSE_DEBUG: Refresh host:hosted0laj-us10.bcld.webex.co
voice-RSE_DEBUG: rse_save_addr_Tlist res = 0x43227cc8 af = 2
voice-RSE_DEBUG: skip AF_INET6 addr

voice-RSE_DEBUG: Found one old entry<4320b538> [139.177.XXX



See o szued IUzols eds huwlds £, puruz wol Lde 401 pu zluw WXC:

3857 NOT Sep 04 22:51:08.176087 (2656-2764) voice- <===== Recv (TCP) [139.177.XXX.XXX]:8934 SIP MSG:: S
Via:SIP/2.0/TLS 192.168.100.6:5072;received=187.190.XXX.XXX;branch=z9hG4bK-c77bd320AM
From:<sip:w3ncala025@XXXXX.example.com>;tag=fcd8304d2abdd95co0AM
To:<sip:w3ncala025@xXXXX.example.com>;tag=799618563-1693867868150AM
Cal1-1ID:98126dba-9df06bd9@192.168.100.6AM

CSeq:6367 REGISTERAM

Session-ID:d1b7e5b700804ca4a817949623258793; remote=300e21a200105000a0002c01b5e753d5AM
WwWW-Authenticate:DIGEST realm="BroadWorks",qop="auth",nonce="BroadWorksX1m5h6zucT8ymkkBW",algorithm=MD5
Contact:<sip:w3ncala025@192.168.100.6:5072;transport=t1s>;expires=120AM

Content-Length:0AM

AM

Souwd Wzob Iduwed woluw IJegssd:

Via: SIP/2.0/TLS 192.168.100.6:5072;branch=z9hG4bK-be588fbAM

From: <sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM

To: <sip:w3ncala025@xXXXX.example.com>AM

Call-ID: 98126dba-9df06bd9@192.168.100.6AM

CSeq: 6368 REGISTERAM

Max-Forwards: 70AM

Authorization: Digest username="+1XXXXXXXXXX", realm="BroadWorks",nonce="BroadWorksX1m5h6zucT8ymkkBW" ,ur
Contact: <sip:w3ncala025@192.168.100.6:5072;transport=t1s>;expires=3600AM

User-Agent: Cisco-CP-8865-3PCC/12.0.2_<MAC_ADDRESS>_47cff26a-4713-41a1-8d75-28d7b638ffe8_2c01b5e7-53d5-
Peripheral-Data: noneAM

Session-ID: 300e21a200105000a0002c01b5e753d5; remote=d1b7e5b700804ca4a817949623258793AM

Content-Length: 0AM

Allow: ACK, BYE, CANCEL, INFO, INVITE, NOTIFY, OPTIONS, REFER, UPDATEAM

Allow-Events: hold,talk,conferenceAM

9083 3Jd szuod 1Jzols eJs SIP 200 p9lcdé:

4056 NOT Sep 04 22:51:08.236092 (2656-2764) voice- <===== Recv (TCP) [139.177.XXX.XXX]:8934 SIP MSG:: S
Via:SIP/2.0/TLS 192.168.100.6:5072;received=187.190.XXX.XXX;branch=z9hG4bK-be588fbAM
From:<sip:w3ncala025@xXXXXX.example.com>;tag=fcd8304d2abdd95co0AM
To:<sip:w3ncala025@xXXXXX.example.com>;tag=258864438-1693867868205AM
Cal1-ID:98126dba-9df06bd9@192.168.100.6AM

CSeq:6368 REGISTERAM

Session-ID:d1b7e5b700804ca4a817949623258793; remote=300e21a200105000a0002c01b5e753d5AM
Allow-Events:call-info,line-seize,dialog,message-summary,as-feature-event,x-broadworks-hoteling,x-broad
Contact:<sip:w3ncala025@192.168.100.6:5072;transport=t1s>;q=0.5;expires=120AM

Content-Length:0AM

AM

&> 030 IJgpdsé: Sew o sJ9u Izols B> Idouuésd 9puved! Jgsele WXC.
| uveduld T2 ble DNS sl odlzol (cuvesd gulssy URL)

Il Joo Bs wbuw Iduvwds s wlzo IUlzoss puuldd B wedsd DNS. spdy !wf,a)Ip
NSLOOKUP JJcezdd epl 131 Jlu Ele DNS Sl eds 2d 1Jpeld. 18z 9lzos ubo, 1UI9le) 990



vldgble lJoldsé:

* nslookup -> |>¢lJ
* Uowlb u9e=SRV -> |x¢lJ
* _sips._tcp.da02.hosted-us10.bcld.webex.com

31 o I possc, Glol eds 2d ezl B@s w9 Jol sds:



C:\Users\josemar5>nslookup

Default

Server:

Address:

> set t

> _sips._tcp.da®2.hosted-usle.bcld.webex.com

Server:

ype=SRVY

Address:

Non-authoritative answer:
_sips._tcp.dad2.hosted-usle.bcld.webex.com

._tcp.dad2.hosted-

._tcp.dad2.hosted-

._tcp.dad2.hosted-

._tcp.dad2.hosted-

._tcp.dad2.hosted-

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

priority
welght

port

svr hostname

=5
= 58
8934

hostedBlai-usle.

usle.bcld.webex.com
= 16
= 56
8934

hostedB2as-usle.

usle.bcld.webex.com
= 5
= 56
8934

hostedBlas-usle.

usle.bcld.webex.com
= 16
= 56
8934

hostedB2ai-usle.

usle.bcld.webex.com
= 16
= 56
8934

hosted@2aj-usle.

usle.bcld.webex.com
= 5
= 56
= 8934

SRV service

.webex.com

SRV service

.webex.com

SRV service

.webex.com

SRV service

.webex.com

SRV service

.webex.com

SRV service

location:

location:

location:

location:

location:

location:

hosted®@laj-usl@.bcld.webex.com

bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.
bcld.webex.

FOOK XK
OO XXX
FOOK XXX

OO XXX

139.
139.
139.
139.

177.
177.
177.
177.

address =
address =
address =
address =
internet address = 139.177. XXX XXX
internet address = 139.177. XOOXXX
AAAA IPv6 address = 2607:fcf0:9800:

internet
internet
internet
internet

hosted®lai-usle.
hosted®laj-usle.
hosted®las-usle.
hosted82ai-usle.
hosted®2aj-usle.
hosted82as-usle.
hosted®lai-usl6.

com
com
com
com
com
com
com




IJoulb 1Jz5e6 (8pdsé lJouwzsd)

SpJdud ias eu9ly IP 1J3s spddo 1Jolowd JJowzsd: 98pdu luvwgsle gled o oS WOs
IJoylb 1dz)pes JJoub, Ws puoldes TLS:

Ml FCRR_SSE Regisiration peapng = o 3
Fide Edin View Go Caplure Analyze Statistics Telephony Wireles: Tools Help

Am 19 5TRE Qe=EFLEqqay

[Wpaddr==1agarre = . : : : . 80 -|
™ i  Sourcs Dastintion Potocol g bt ||

= 1 2023-89-84 14:46:25.058289 139.177. # 192.168.100.4 TP 66 8934 + 5065 [ACK] Seqel Ack=1 Win=13287 Lens=d TSval=1462427392 TSecr=4294945993

4 2023-89-24 192.168.188.4 139.177. » an P 66 5874 + BEO34 [ACK] Seqs=1 Ack=1 Win=14508 Len=0 TSval=420404F064 TSecr=1462483821

5 2023-09-04 192.168.180.4 139.177.°¢ I TLSv1. 2 267 Client Hello

6 2923-09-94 139.177. d & 192.168.180.4 TP 66 8934 + 5074 [ACK] Seqel Ack=227 Wine20032 Len=@ TSval=1462483853 TSecr=4294049064

T 2923-89-04 139,177, 4 & 192.168.109.4 TLSv1.2 1454 Server Hello

8 2023-09-04 152,168,108, 4 e 1454 8934 + 5074 [ACK] Seq=1369 Ack=227 Win=38032 Len=1388 TSval=1462483855 TSecr=4254945%64 [TCP segment of a

9 2023-89-04 192, 168.108. 4 TP 1454 8934 + 5874 [ACK] S5eqe2777 Acke227 Wine38032 Lens1383 TSvalsl462483855 TSecrs4254945%64 [TCP segment of a
18 2923-89-24 192.168.188.4 TP 1454 8934 + 5874 [ACK] Seq=4165 Ack=227 Win=30832 Len=1388 TSval=1462483855 TSecr=4294945%64 [TCP segment of a
11 2023-09-84 152.168.108. 4 e 1454 8934 - 5074 [ACK] 5Seq=5553 Ack=227 Win=30032 Len=1388 TSval=1462483855 TSecr=4264948064 [TCP segment of a
12 2923-89-84 130.177. 4 & 192.168.168.4 TLSv1. 2 742 Certificate, Server Key Exchange, Server Hello Done

13 2823-89-24 192.168.188.4 139.177. TP 66 5874 + BO34 [ACK] Seq=227 Ack=13E0 Win=17376 Len=0 TSval=420404B067 TSecr=1462483855

14 2023-09-94 192.162.100.4 139.177. e 66 5074 -« 8934 [ACK] Seq=227 Ack=277F Win=20152 Len=0 TSval=4294948967 TSecr-1462483855 I
15 2923-89-24 192.168.180.4 139.177. TP 66 5074 + B934 [ACK] Seqe227 Ack=4165 Win=22928 Len=0 TSval=4204948967 TSecr=1462483855

16 2023-99-24 192.168.188.4 139.177. TP 66 5874 » B934 [ACK] Seq=227 Ack=5553 Win=2570d Len=8 TSval=4Z04948967 TSecr=1462483855

17 20923-09-84 192.168.180.4 139.177. TR 66 5874 - 8934 [ACK] 5eq=227 Ack=6541 Win=28489 Len=8 TSval=4Z84948967 TSecr=1462483855

18 2023-89-24 192.168.188.4 139.177. 3 TP 66 5874 + BEO34 [ACK] Seqs=227 Ack=7617 Win=31256 Lens=8 TSwal=4F0404R067 TSecr=1462483855

19 2923-09-04 192.168.106.4 139.177. & TLSV1. 2 158 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

20 2023-09-84 14:47:21.568331 139.177. 1k 192.168.108.4 TLSv1.2 117 Change Cipher Spec, Encrypted Handshake Message

2] 2023-89-84 14:47:21.599612 192.168.188.4 139.177. d W TL5v1.2 903 Application Data

22 2023-09-04 14 1.627413 139.177.." & 192,168,188, 4 TLSvl. 2 693 Application Data =
23 20923-99-84 14:47:21.656792 192.165.188.4 139.177.% & TP 66 5874 + 8934 [ACK] Seqell5T Acks=8295 Wine34832 Lensd TSvalsd294548981 TSecr=1462483959 -

PCAP SSE
spdolo sumles Wbl 1zsps Jpesss ol bl Ssde euoldzs TLS.
>¢p0 TAC LlJloold o Cisco Webex

Bl Joo weled Ids IUsgp Jopdsd Iduvedle slde ey eds Iduwew 1dzoos JdpuvdJs Bsszs
IJlouold oys8 TAC Jlgwesgle Cisco Webex.

pedople 1>ep dle 1o Jé



https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
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