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S50 Mode
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Cartifi
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o 1Jluosly: 12.5.1.14900-11
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Windows Server 2016 (099, 1J09.56):

+ ¢plo logls Active Directory 3.0
 FQDN: WinServer2016.sckiewer.lab

oolzgs IUuwzd J CUCM

tomcat/logs/ssosp/log4dj/

%%%%% A user has attempted to access Cisco Unified CM Administration

2021-04-30
2021-04-30

09:00:53,156 DEBUG [http-bio-443-exec-83] filter.SSOAuthAgentFilter - servlet path :/showHom
09:00:53,157 DEBUG [http-bio-443-exec-83] filter.SSOAuthAgentFilter - recovery URL :/showRec

%%%%% You can see the SP and IdP EntityIDs here

2021-04-30
2021-04-30

09:00:53,194 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: spEntityID is
09:00:53,194 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: idpEntityID :

%%%%% The client is redirected to the SSO URL Tisted here

2021-04-30

%26760606 CUCM
2021-04-30
2021-04-30
2021-04-30

%%%%% Here
2021-04-30

09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: SingleSignOnSe

prints the AssertionConsumerService URL and you can see that CUCM uses an HTTP-POST

09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AssertionConsu
09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AssertionConsu
09:00:53,196 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AssertionConsu

CUCM prints the AuthnRequest to the client. The client 1is redirected to the IdP with a 302 a
09:00:53,199 DEBUG [http-bio-443-exec-83] fappend.SamlLogger - SPSSOFederate: AuthnRequest:<

ID="s29fd87c888ef6adbc8c48d7e7087a8aeb997dd76f" Version="2.0" Issuelnstant="2021-04-30T13:00:53Z" Desti
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">1cucml251.sckiewer.lab</saml:Issuer>
<samlp:NameIDPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" Format="urn:oasis:names:tc:SAML:
</samlp:AuthnRequest>

%%%%% You can see that CUCM has received an encoded SAML response that is base64 encoded

2021-04-30

%%%%% Here
2021-04-30

09:01:03,986 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - SAML Response

is the encrypted SAML response from the client. You can see that the InResponseTo value matc
09:01:04,005 DEBUG [http-bio-8443-exec-85] fappend.SamlLogger - SPACSUtils.getResponse: got

<samlp:StatusCode xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"”

Value="urn:

oasis:names:tc:SAML:2.0:status:Success'>



</samlp:StatusCode>
</samlp:Status><EncryptedAssertion xmlns="urn:oasis:names:tc:SAML:2.0:assertion"><xenc:EncryptedData xm

%%%%% Here you can see that the IdP uses a supported binding type
2021-04-30 09:01:04,010 DEBUG [http-bio-8443-exec-85] fappend.SamlLogger - SAML2UtiTs.verifyResponse:bi

%%%%% The decrypted assertion is printed here. You see that a lot of important information covered Tate
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - <Assertion xml

%%%%% CUCM Tooks at its current time and makes sure that it is within the validity timeframe of the ass
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Time Valid?:tr
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - SAML Authentic
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Attributes: {u

%%%%% CUCM prints the username here

2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - userid 1is ::ad
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Realy state s
2021-04-30 09:01:04,091 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - http request c
%%%%% The client is redirected to the resource it initially tried to access

2021-04-30 09:01:04,283 INFO [http-bio-8443-exec-85] servlet.RelayToOriginalAppServilet - relayUrl ::/cc
2021-04-30 09:01:04,284 INFO [http-bio-8443-exec-85] servlet.RelayToOriginalAppServlet - redirecting to

ob,8 1o, @yul ds bdo SAML suldsso
bJ. SAML

wedsd 9pedsple 29d bdo SAML:

AuthnRequest:<samlp:AuthnRequest xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"

%%%%% The ID from the request is returned in the assertion generated by the IdP. This allows CUCM to c
%%%%% This 1og snippet was taken from CUCM 12.5, so you use the AssertionConsumerServicelndex rather th
ID="s529fd87c888ef6adbc8c48d7e7087a8aeb997dd76f" Version="2.0" Issuelnstant="2021-04-30T13:00:53Z" Desti
<saml:Issuer xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">1cucml251.sckiewer.lab</saml:Issuer>
%%%%% The NameID Format must be transient.

%%%%% The SP Name Qualifier allows us to see which node generated the request.

<samlp:NameIDPolicy xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol”™ Format="urn:oasis:names:tc:SAML:
</samlp:AuthnRequest>

oldss
wedsd 9pedsple zod luwezled SAML:

<#froot>

<Assertion xmlns="urn:oasis:names:tc:SAML:2.0:assertion" ID="_23d2b89f-7e75-4dc8-b154-def8767a391c" Iss

%%%%% You can see that the issuer of the assertion was my Windows server



<Issuer>http://WinServer2016.sckiewer.lab/adfs/services/trust</Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#" />
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#_23d2b89f-7e75-4dc8-b154-def8767a391c">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xm1-exc-cl4n#"/>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>aYn1NK8NiHWHshYMggpeDsta2GyUKQI5MmRmx+gI374=</ds:DigestValue>
</ds:Reference>

</ds:SignedInfo>
<ds:SignatureValue>rvkc6QWoTCLDTy8/MoRCzGcuOFIr6PSu5BTQt3gp5ua7]/AQbbzWn7gWK6TzI+xcH2478M2Smm5mIVVINXnG
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">

<ds:X509Data>
<ds:X509Certificate>MIIC8DCCAdigAwIBAgIQQ2RhydxzTY1GQQ88eF3LWjANBgkahkiGOwOBAQsFADAOMTIWMAYDVQQDEY1BREZ
</ds:X509Data>

</KeyInfo>

</ds:Signature>

<Subject>

%%%%% The NameID Format is transient which is what CUCM expects
<NameID Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient" NameQualifier="http://WinServer201
<SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:bearer">

%%%%% You have an InResponseTo value that matches our SAML request, so you can correlate a given assert
<SubjectConfirmationData InResponseTo="s29fd87c888ef6a4bc8c48d7e7087a8aeb997dd76f" NotOnOrAfter="2021-0
</SubjectConfirmation>

</Subject>

%%%%% You can see here that this assertion is only to be considered valid from 13:01:03:891-14:01:03:89

<Conditions NotBefore="2021-04-30T13:01:03.891Z" NotOnOrAfter="2021-04-30T14:01:03.8917">
<AudienceRestriction>

<Audience>1cucml251.sckiewer.lab</Audience>

</AudienceRestriction>

</Conditions>

%%%%% AttributeStatement is a required section that provides the ID of the user (admin in this case) an
<AttributeStatement>

<Attribute Name="uid">

<AttributeValue>admin</AttributeValue>

</Attribute>

</AttributeStatement>

<AuthnStatement AuthnInstant="2021-04-30T13:01:03.844Z" SessionIndex="_23d2b89f-7e75-4dc8-b154-def8767a
<AuthnContext>
<AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransport</AuthnContextCl
</AuthnContext>

</AuthnStatement>

</Assertion> XML Representation

910, CLI IJp_wlg>s



- Utils sso disable - supz 03l luw wogbsd SSO I3l Jp sJo sepd

* whbo, gldé SSO IJeldsé - w9 oz 030 IJelds IJgldss J SSO gds 1Jg 96

* Sup wpdsu SSO recovery-url - sywpee JJ 03l wogbsd URL IJlgwe sl

« SSO recovery-url disable - suwpe 03l luw 16 spdo IUluveglé URL

+ show samltrace level - sg, 0 03l pwe9s IUywed IJelds Juvedle SSO

¢ UESSU puwwss Samltrace - sosg JY 03l wessu puwess Iduved Juvedle SSO. o3l
seolz 1u sJ9u uoe IUs suoge inorder to ueo wdeldss weise luosl.

lJogss,) pu ConfirmationConsumerServiceURL |Js
ConfirmationConsumerServicelndex

g0 luol9s SSO gJs puwwss ldpzesgs s CUCM 11.5. Jp wg> CUCM wdoo guglu URL
ConfirmationConsumerService (ACS) Ws bJo SAML. LsJl ey 3JY sdow CUCM
ConfirmationConsumerServicelndex. jise o3l §_oloé po bJo SAML:

CUCM pre 11.5.1:

AssertionConsumerServiceURL="https://1cucml10]l.sckiewer.lab:443/ssosp/saml1/SS0/alias/lcucmll101.sckiewer

CUCM 11.5.1 g0l (89,5:

AssertionConsumerServiceIndex="0"

b 11.5 9l Js: w9 de CUCM Iy suwegse IDp pduiy ACS # o0 IJbJw in order to weo o
gu9lu URL J ACS o0 pJd wslole IJog s 1Uss wp wppsdo loule gpodss IJodse. we, oo
030 IJBuoluos Juslule wg)swd CUCM gugly URL IJglLo wpldo Iduyiy (IUElue wldolui))
IJeyool wldwo,uw O:

<md:AssertionConsumerService index="0" Location="https://cucml4.sckiewer.lab:8443/ssosp/saml/SS0/alias/

Jl 592> 2 w8 Jogssy 03l Juwdsd 9sew lo sumetre 1dP Gse Boruw ACS wadl pu gusly
URL J ACS. spdu IJgws) eJs 038> pu Idpedyple ouli pg 8 wuozse IJIgble oo Cisco
CSCvc56596.

Jeosddle IUublsg s

Swed IJauosd IJs blhsé vble lJogvesd i_9 lowoeghé Idoslole wes 1dIdslho

B CUCM 12X ouwedsp cbosdle Idsse 1Jeluos coble 116 1es236 Joble IJeigsd
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eJ.?sgég’sé luolo IJpgwegspso IJpoluveso IUs IJuble vese ouvegspe wbosdle IJuble
IJluwlpws SSO wuele.

uJ NTP

Sewwy SSO zuwluwl JJsée Jiu IDp SO9p olJzld "l jeus Juodlzss” JJoldssle. in order
to s 8 8w el Bl 1JsBe luosl) Bs 2ldod lue syvelss veow 03l Yuue Bs IJ SSO Lued:

2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - Time Valid?:tr
2021-04-30 09:01:04,090 DEBUG [http-bio-8443-exec-85] authentication.SAMLAuthenticator - SAML Authentic

HNETSEANI N LolJelSigbl B Juzdle SSO IJgluos v 0288 pu Suwe "lJuiigb" S
lJoldss Jogsss IUlb 1Jjpus 1Uds sew leoo IJoldss soldel:

<Conditions NotBefore="2021-04-30T13:01:03.891Z" NotOnOrAfter="2021-04-30T14:01:03.8917">
<AudienceRestriction>

<Audience>1cucml251.sckiewer.lab</Audience>

</AudienceRestriction>

</Conditions>

Spdud 1o oys B Idpeld Buoluos Tu o3l Ideldss Lolde Wi@b ey 13:01:03:8917 |Js
14:01:03:8917 gJs 4/30/2021. B s Lwsuliss IS ud: lze IJsde IUss wJds CUCM ol
Uoif)@; 90289 pU oo SYE Lo pu V6 Iduodlzsd pu |Joid§>. I3l Il 99w peldzs CUCM
Jdoldss ghe Wo,e Iduodlzss: Wosl 09 wow puvdded. olds py pjleus CUCM 9 I1dP oe
OB gl NTP Jig SSO zuwluw 23l JJs@w.
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Lee IJs cedsd IJoldss oul slob) 1edlzbs 1Jeoe 36 voslo IJuwpes. oobdu POQEk'Jn
IJlouoldle 1Je9zss pu Cisco wslo ywes Jswp w99s, 0 w9luwbs IDp. sJIJo Vs weuo IJlzslu
Jls@9pe 1AP Chuwld 9les. wldouuwed JJpsze: 030 eulhé Loldegé o AttributeStatement:

<AttributeStatement>

<Attribute Name="uid">
<AttributeValue>admin</AttributeValue>
</Attribute>

</AttributeStatement>


https://www.cisco.com/c/ar_ae/support/docs/unified-communications/unified-communications-manager-callmanager/213517-configure-sso-for-os-admin-and-drs-in-cu.html

Bllse oldssl po AP 9JJo soe 238 o Iduwps: Slepd pe 0903 wovlee 1dP 1Jglue o
Jiple IJogssile 1UJLps wese w9, odo ldewlyo. sgoduwd IUluadle wule eds IJ idP 909s
weu Idumsobssole: sedo Luwld 1dess> pu Idpedsple B o030 IJgobis 19 ppl ois S
lJo ol ob. p| .)|ro ould |uup UVP0 PESU IJs |Jp&)g.93 AttributeValue t§b|VL§ |quuoé_)p
cllposhile IUuozses Ws Blers wslule CUCM: sJ9s ouwesd 1Usgsd ulzel

wwobus w9 9se -AD FS

oo lJpuudJsé ¢luoé o Microsoft AD FS. guspl odyy yuols IJegdse eJs AD FS (9,506 pu
lowole IJuodless: s 990 elbpe Windows wdgliss! olouule Juolsé gassé JIu Ieyd Iduuol>s
IJ8>506 B pdluol pos wuwos wodlesaol. guspl seae 3Jd. Blo wslole AD FS IJlsJsé
©2e9s s Uvebos wadse. Luwlds IUgbl IJos spdud swel eus pelads wuvsd leowh
SSO loule o3l IUlbl) 1J5006 os: gl loule pglded luwogloé SAML.

S edlebbé:gblleule pgldzs luvozlus SAML spdu lsuol w@sspo JpuvIddle Te)s J>Jd JI
SOy o I& 030 euvdJod 3l j@o 0>l IJaJoi. ol ou ldozgdl pu ywedle SSO
JJoz 8.

I3l )lse 03l IJgbl B)lze Luzdle SSO sluee g o3l:

2018-12-26 13:49:59,581 ERROR [http-bio-443-exec-45] authentication.SAMLAuthenticator - Error while pro
com.sun.identity.saml2.common.SAML2Exception: The signing certificate does not match what's defined in

Subsy 03l IJgbl 1Js o wslule og)sd 1dP IJos wp luvas,bel IUs CUCM czoss eds Uivolss
o98se Jl woblud pg 1dP 1Jpgueese Bs wulbbd SAML ol szae 03l IJgbl gls Jig, AD FS
STWw9S £Js yvobus wadse. gudpel wdyy ldvolss IJiuaJ§6 OSwo pu luwole [uodlesé:
S89e AD FS Clugile Giolss 23838 oddlissl: Szw o odsp vouisd pdd wslole lsdss 2o
p0 AD FS. clds po luo szuss eds uiols w9 dse 90U ds) 91236 Bdb 93p Lluves,lde lJs
CUCM. czess Idperdle Iig)s isual eds uuoble wadse weole lds wprss vzse spdu o
$89p LR el vozdstel $298! JIU wouwlbs Je sumesys pdS Iduslule 1Jlsdss 1Jzsss
IJ3s szess eds [dyvolss 1Jzrs»6 |JJs CUCM.

I3l slzow IJigbole 1Jp339,6:

* |o suwegpd lue AD FS. lzJo cisco o id CSCuj66703
* Blde odo ouwegde AD FS: §p wogpse pd wslule 19Jss 238> pu AP 990
olwes)lso |Js CUCM

ses eldé gsy Lolde B Iluweeloé

o3l glol Uulisg B gpdsle Juuiy wluwegsle AD FS:



Invalid Status code in Response. This may be caused by a configuration error in the IDP. Please check t

9 gese ldeldle w@ysol odyy 030 r?ui'ueJJé ooedy wdless Idpbldes gds zluw Lo 1Usgp
lJesdlus. Idued 1J8less s Notepad l9Jl 980 wluoldo EntitylDs 1Jgl o6 wIi &p IUuo 8
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poluing pu s> IUIJIe0s Is Idpuwegrud wedd wewd edlele IUesdse sscuvww B
239¢ bl Vs wule IJzeds.

092> pUbIdJs IE)s Uilisgs B Bless 1dpbldus 908 1o uwpedsd |el IdP 19 SP FQDNs JI wblud
EntitylD Vs pdle wslule Idog s, 28 pu wwedle "ebuo IJIRale" 1Up9z926 eds "elop
Windows" Jozass pl I3l Jlow 030 puvdJed e Jl.

i e pdry that w0 oot Leealad by oha s ol Regpamed HeneDf odyt Slasranie Fos Foovmsl urm oot ra D TR D Dirpmad-Lormaiciuagane
vt Form i Sl miewt 2 ALK | Dimpmged fsma it widteioid, PlivwarDcibiair 1oy 1 5 g b T

Spdud o oys B 1Juo9,6 1o NamelD 1Jeb e o9 1cucm1251.sciewer.lab wsu el NamelD
IJdeJs o9 TCUCM1251.sckiewer.lab. szw o soblud NamelD Ieb s e EntitylD W
pJV wslulo ogysd SP wsupl swp wgsso NamelD IJweds W $less Idpbldes. Jluadle
030 lJpuudJs. lzulz IJs wease @less IJpbldué luwegsle FRDN JelJs 1 8J J SP.

e3p wbloy glds SSO wsy CLI 9 GUI

Bs weue IJeldlo spdu lu wbo, 2lJs 850 991206 IJpuuegse IUyuwsesé pedsple pgodds
Bspl seedd wel 131 JIo SSO ppdul I pebodl. weow, luved bysds Jluodle 030 1Jpuind Jé
os welbsd SSO glgho wpdsyoe. ould 35 9dsd 23l pu IUpdVle 9ldp)lze IUos sop wedseol
pu edld gpdsd IJopdsu J3JY oo £y Idppdu p2lads woose zpse 0o lUpddle $assl. B
pebp Izl spdud wuwesd 1Usged IUs 9lzed Idpuwese Iyuwsess (GUI) sogbsd slglé
SpdSU w90 s publ Il 9o 3JY: pu Ippdu o w)s 03l 1Jgbl guspl welsd IJs o9d 1Us
lJoluiy gw) guslo URL JJlgweglss i_9 IJhoolb |J)issuvs:



T
CISCO

HTTP Status 404 ? /ccmadmin/localauthlogin

type: Status Report
Message: /ccmadmin/localauthlogin

Description: http. 404

[ Suvolbse Weuow I gui o Sy o sy IJluweghbs URL gsl) slue Suvubse L___su'ol
Veuow IJ utils zlJs luwlz po IJ CLI:

admin:utils sso status

SSO Status: SAML SSO Enabled

IdP Metadata Imported Date = Fri Apr 09 09:09:00 EDT 2021

SP Metadata Exported Date = Fri Apr 02 15:00:42 EDT 2021

SSO Test Result Date = Fri Apr 09 09:10:39 EDT 2021

SAML SSO Test Status = passed

Recovery URL Status = enabled

Entity ID = http://WinServer2016.sckiewer.lab/adfs/services/trust

w82 3JY: 028 pu 39d €528 IJgpdss. B o3l Idpld: spdud lu wps o SSO pelbd Bis
Jleso IJoslule (lze Bspo tkssomode J 1cucm1251.sckiewer.lab Ws 19,06 [Jsesw):

admin:run sql select pkid,name,tkssomode from processnode

pkid name tkssomode
00000000-1111-0000-0000-000000000000 EnterpriseWideData 0
04bff76f-ba8c-456e-8e8f-5708ce321c20 lcucml251.sckiewer.Tab 0

admin:run sql select * from typessomode
enum name moniker

0 Disable SSO_MODE_DISABLE
1 Agent Flow SSO_MODE_AGENT_FLOW



2 SAML SSO_MODE_SAML

Jlodlz 3J9: Gp wogsso 2dd tkssomode Bis 229 £§26 1Jgpdss £08 1855 [s 2 wzse
SpJdud ouwesd 1Usged vy guslu URL JJlgweglss:

admin:run sql update processnode set tkssomode='2' where name ='lcucml251.sckiewer.lab'’
Rows: 1

admin:run sql select pkid,name,tkssomode from processnode

pkid name tkssomode
00000000-1111-0000-0000-000000000000 EnterpriseWideData 0
04bff76f-ba8c-456e-8e8f-5708ce321c20 lcucml251.sckiewer.Tab 2

gwd odo lJu¥bs: Izou, guslu URL IUglLo oldluveglbs gulog pg websd > lgbhé wpdsy SSO
I3s s s wuvésd CUCM Jopsse zese IJpolee S 1duble.

PEJBP'&:) Slo uoJé



/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
/content/en/us/td/docs/voice_ip_comm/cucm/SAML_SSO_deployment_guide/12_5_1/cucm_b_saml-sso-deployment-guide-12_5/cucm_b_saml-sso-deployment-guide-12_5_chapter_01.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-tech-overview-2.0.html
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html
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