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lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

» Windows Server pg AD FS 2.0
+ CUCM 10.5.2

op logile Idpgdspele 1916 WOs 03l Idpuwews pu IJiaoJé 1J 09296 WS w56 pgpdso gluoo.
wlo zese Ilze;d IJpuwogrpd Os o3l lJpuwows wodssu peundt (IBlus). Bl dlve
wedod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

pedsple Iuluss
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https://www.microsoft.com/en-us/search/explore?q=ad+fs+2.0+download
https://www.microsoft.com/en-us/search/explore?q=ad+fs+2.0+download

*;l Active Directory Federation Services 2.0 Setup Wizard

Server Role

*You can configure this computer in either the federation server role or the federation server proxy role. Select
one of the following roles for this computer.

{* Federation server

A federation server is an authentication and tnust management provider that issues securty tokens to
enable access to claims-based applications in your arganization or in federated partner organizations.

" Federation server proxy

A federation server proogy redirects requests from Intemet clients to federstion servers that are behind a

firewall on your corporate netwark. t also forwards security tokens issued by federation servers to
clients.

< Previous Mext = Cancel
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Moz ANE

|=leix|
-
- RTS8 _| Actions
OveWi ew AD FS 2.0 Federation Server Configuration Wizard
AD FS 2.0 provides single-sign-on (550) sccess for chent computers, View L

Loy New Window from Here
@ configure This Federation Server e

The AD FS 210 Federation Server Configuration Wizard must first be completed succassfully before you can use this
snap+n to manage your Federation Senvice.

= ADES20F ion Server Ci ion Wizard

Learn About:

Configuring Claims Provider or Relying Party Trusts

C ing F ion Server Proxies

Irgubleshooting AD FS 2.0

IJglogs 3. wes> 3JIi lu®) W9d lugble g0 lozh 23856.



%{AD FS 2.0 Federation Server Configuration Wizard

Welcome

Steps

@ Welcome

@ Select Deployment Type
@ Federation Service Name
@ Summany

@ Results

Welcome to the AD FS 2.0 Federation Server Configuration Wizard
This wizard helps you configure Active Directory Federation Services (AD F5) 2.0 software on this

computer, which sets up the computer as 3 federation server. An instance of AD FS is refemedto as a
Federation Service.

(%) Create a new Federation Service

Select this option to set up either a stand-alone federation server or the first server in a federstion
server fam.

i) Add a federation server to an existing Federation Service

Select this option to join this computer to an existing federation server fam.

¢ Frevious

Mexd > Cancel Help

IUg 96 4. B pebop lUusslo sdsw 2 1lozh Ideuvedd JIdsl.




*_j AD FS 2.0 Federation Server Configuration Wizard E

Select Stand-Alone or Farm Deployment

i You can create either a stand-alone federation server for evaluation purposes or a small production
@ Welcome environment, or you can create a federation server in a new fam for load balancing and high availability.
@ Select Deployment Type Select one of the following options. Ether of these options will use the Windows Intemal Database to store
configuration data.

@ Federstion Service Mame
@ Exdisting Database i_) New federation server famm

This option will create a new Federstion Service with settings for high availability and load balancing.
@ Summary This computer will be the primary federation server in the fam. Later, you can scale out this fam by
@ Results adding more federstion servers.

To create a federation server fam, you must run this wizard while you are logged on with an account
that has sufficient pemissions in Active Directory to create a container object for sharing certfficates)
and to set an SPN forthe service account), such as an account that is a member of the Domain
Admins group.

i*) Stand-slone federation server

This option will create a new Federation Service on this computer. This aption is recommended for
evaluation purposes or a small production environment. F you select this option, you will not be able
to add more servers to create a famm.

{l You can use SGL Server with AD FS 2. 0to take advantage of the full feature set and achieve

maimum scalabilty. To set up AD FS to use SGAL Server, use the command-ine version of this
wizard. For more information, click Help

< Previous | Nexd > Cancel | Help |

lJglo9é 5. wed 3JIc sbdy pud [gosh Juolys. swp odyliss! pde 03l Idgdd bldel Jlu J>s
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15‘_3!AD F5 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

e This wizard detemmines the Federation Service name from the Subject field of the 551 certfficate for the
@ Welcome Default Web Ste. F the wizard cannot determine the Federstion Service name from the S5L settings, you
: must select a cerificate.
@ Select Deployment Type
Select the cedificate and/or port, and then click Mexd.
@ Federation Service Mame

@ Bxisting Database S5L cerficate: o

| - 443
o Ay | 550 wir 2B | Miew... | | :
@ Results Federation Service name:

AN ARG SCKIEWED 130
|

What kind of cerificate do | need?

< Previous I MNexd > Cancel | Help
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https://hostname/federationmetadata/2007-06/federationmetadata.xml
https://hostname/federationmetadata/2007-06/federationmetadata.xml
https://hostname/federationmetadata/2007-06/federationmetadata.xml

wslulo ldog)sw Wb 1Ugbys 1. J3JdY o) W9y IJolds.

1Jglo96 6. 169, 9938 luwee)luo > weass xml ey [Jgbys 1> 1638, 9938 luwes)b wslule
oY IdP.

IJg1o96 7. o) Huwlds 1Js o gpdss IUluvosb oo olzes:

System * CallRouting  Media Resources v Advanced Features  Device *  Application ~  User Management ~

SAML Single Sign-On Configuration
B e

rStatus

Q‘\f Import succeeded for all servers

—Import the IdP Metadata Trust File

Thiz step uploads the file acquired from the IdF in the previous manual step to the Collaboration servers.

1)5elect the IdF Metadata Trust
File

Browse... | Mo file selected.

2)Import this file to the Collaboration servers

This action must be successful for at least the Publisher before moving on to the next task in this wizard.

Pl
Import IdP Metadata (_:;,r Import succeeded for all servers

Meaxt Cancel

IJg 096 8. 1u.8) W99 Next (IJelds).

IJglogs 9. IJlo wg> io zuedo gds walule ogys IDp Idegweyyss |Us CUCM. ceolz IJs
lovos)hb wslule ogysd CUCM IJs 1dpg o 1Uglue .

IJgl9s 10. b8y 9938 wujsd pdud wslule wg)sw IJe@e.
IJgbgs 1. 1o,y 998 Next (IJelds).

g9 12. o 8d pJd .zip |Js ¢le Windows gl wed )z Idpzossle |Us pzd>.
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% pdlebbo: bl e wys 03l IJgsh ceolz s ledld 1Juldss 9dezol 06 i@s.

IJe1096 3. Lpz)s b swp Bz pelde luolds &w@6 206 IJlgw el 1o, 898 wae.

lJglb9s 4. ol ceole IUs luves)b pdidle XML IJes Gpw wluved)lzel Bs 1Ugbes 12. 23>
lovosb wslole 29d 1Ub,8 1egsd po oS sluwegruo [Js pdole Ieeds slze, XML
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%ﬁ pdlelbs: iu,uo'@,o lJ¢bsle |Jwlo 96 Ji.__s tbhp welow p9z> wys> luwegsle SSO gdso.

i1 Add Relying Party Trust Wizard

Select Data Source

L Select an option that this wizard will use to obtain data about this relying party:

@ Welcome
{” Import data about the relying party published online or on a local network

@ Select Data Source
|Use this option to import the necessary data and certficates from a refying party organization that

@ Specify Display Name publishes its federation metadata online or on a local network.

@ Choose Issuance Federation metadata address thost name or LURL):
Authorization Rules !

@ Readyto Add Trust
@ Finigh

Example: fs contoso.com or https:/fwww .contoso .com./app

¥ |mport data about the refying party from a file

|se this option to import the necessary data and certficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.

Federation metadata file location:

|C:"-.LIsers"-.-'—‘u:lministlatnr"xDesIctnp"-.SP Metadata_1cucm 1052 sckiewer lab xml Browse. .. I

{" Enter data about the relying party manually
Use this option ta manually input the necessary data about this relying party organization.

< Previous Next > Cancel Help
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IJglo9s 10. swp Vo ldlbl) wz)ys) B9les Idpbldole:

" Edit Claim Rules for CUCM1

Issuance Transform Rules | |ssuance Authorization Rules | Delegation Authorization HUIE'-E-I

The following transform rules specify the claims that will be sent to the relying party.

Drderl Rule Name | Issued Claims I
£
]
Al
-
Add Rule... Edit Bule | Femowve Bule |
ok | Camesl | el Help

IJg o6 11. Bes o3l IUlbly 1o, B9 |uolds (§less.

IUgloss 12. J Bldw Gless 1dpbldus. i3 huwld uuple LDAP Jebldole slud, <898
IJelds.

IJgbo9é 13. B IJuodzs IJelss. Isgd NamelD Jlupe $§less 1Jpbldus.
IJglogé 14. g, Active Directory Jegso Iduwpele.
IJgLogé 15. I, SAM-account-name J IJ LDAP Lu pé.

IJgbogs 16. 1>gJ id J wog Idpbldus IUuols,é.



% pdlebo: 1Jpg, 8 1J)ss Jsuw gshl Ws 1JB@lkses IJpuuwsds - sge béldo sx9sl.

":_'l Add Transform Claim Rule Wizard

Configure Rule

R You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attributes. Specify how the attibutes will map to the outgeing claim types that will be
izsued from the rule.

@ Configure Claim Rule
Claim rule name:

INameID

Flule template: Send LDAP Attributes as Claims

Attribute store:
Iﬁv:ti'u'e Directary j
Mapping of LDAP attibutes to outgoing claim types:
LDAP Attribute | Dutgoing Claim Type
SAM-Account-Mame ﬂ uid j

<Previous || Fnsh | Cancel Help

IJelb96 17. 108, W89 lwole.

IJgLo96 18. luwow 1J6less IJisds IJTo. 108) W98 1Lolds $less 0,6 12)s.
IJglo96 19. Tz, Luwld IJpbldule wlguegsle Bless pguou08.

11096 20. > luwe $less ploldus.

IJglogs 21. Bes p8d 1JBless IUpgLouoé: IJuod o3l lduuo:

z:[lJuse == http://schemas.microsoft.com/ws/2008/06/identity/lJ p ol Jole/windowsAccountName]

=> | o> (IJuge = http://schemas.xmlsoap.org/ws/2005/05/identity/cltarget/nameldentifier”.

lJe o>, = c.Issuer. Originallssuer = c.Originallssuer. |J 85,06 = c.Value. ValueType =

c.ValueType. Properties["http://schemas.xmlsoap.org/ws/2005/05/|Jogsé/lJJJswle/Ndoows 9"

= "urn:oasis:names:tc:saml:2.0:nameid-

format:transient.g olis o[ "http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier'
= http://ADFS FEDERATION SERVICE NAME/com/adfs/service/trust".
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"CUCM_ENTITY_ID"):



http://schemas.microsoft.com/ws/2008/06/identity/
http://schemas.xmlsoap.org/ws/2005/05/identity/cl
http://schemas.xmlsoap.org/ws/2005/05/
http://schemas.xmlsoap.org/ws/2005/05/
http://ADFS_FEDERATION_SERVICE_NAME/com/adfs/service/trust
http://schemas.xmlsoap.org/ws/2005/05/

1J¢ 195 22. ol o0 ofses) AD_FS_SERVICE_NAME 9 CUCM_ENTITY_ID |Uss IJGse

) edlebs: I3l Jp oo poldsl oo lgup 306 AD FS. spdud loule IUgbsle JJees,
edso. Spdu uwew perd Jslu CUCM oy Iduwlb, 1disd B pJd wslule og s
CUCM. 92> peyd Jslu gds Iduvb, |Ji_9J o0 IJpdwd swn9 Josl
entitylD=1cucm1052.sciewer.lab.. sz [>¢lJ 1U9Sp6 [Jpuwlo,6 Os [JSuwe [Jpoluve pu
Slesxé Idpbldys.

'*,ji.ﬂ.dd Transform Claim Rule Wizard

Configure Rule

S L] You can configure & custom claim rule, such as a rile that requires multiple incoming claims or that extracts

@ Chooss Ruls Type claims from a SQL attribute store. To corfigure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS 2.0 claim rule language.

@ Configure Claim Rule

Claim rule name:
JCUCM 550 Custom Rule

Rule template: Send Claims Using a Custom Rule
Custom rule:

=» iasue (Iype = ;I
"http://schemas.xmlscap.org/ws/ 2005/05/identity/claims/nameidentifier
" Issuer = c.Iasuer, OriginalTasuer = c.0riginallssuer, Value =
c.Value, ValueType = c.ValueType, Properties
["http://3chemas.xml3cap.org/wa/2005/05/identity/claimproperties/form

at™] = Turn:casis:names:tciSAML:Z2.0:nameid-format:transient™,
Properties
["http://3achemas.xmlsoap.org/wa/2005/05/identity/claimproperties/name
qualifier™] =

"http://win2k8.ackiewer.lab/adfs/com/adfa/service/trust™, Properties
["http://achemas.xml3cap.org/wa/2005/05/identity/claimproperties/spna
mequalifier™] = "lcucml052.3ckiewer.lab”™);

Mare about the claim nile language...

< Previous | Finish I Cancel Help
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SAML Single Sign-On Configuration
‘ Back

rStatus

; !': The server metadata file must be installed on the IdP before this test is run.

r Test SS0 Setup

This test verifies that the metadata files are correctly configured and will allow S50 to start up on the servers. This test can be run on al
1)Pick a valid username to use far this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdR

! \ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator lockout.

Walid administrator Usernames

sckiewer

2)Launch S50 test page

Run SS0 Test...

Back Cancel

lJglo9é 3. 235 IJpuwwgsde lJuoliss 1Uds wpe weass 39, CCM Super Users 1 9sluvs 918,
893 wubgsd ol SSO...

g loss 4. ol oo o Ipuweerp 1JEle o suwer LllbLle Idpowe$s: shed wslole
IJle e ol 1Jgluoé wd B pozo 1l

sckiewer.lab

SSO Test Succeeded!

Congratulations on a successful SAML S50 configuration test. Please
close this window and click "Finish" on the SAML configuration wizard
to complete the setup.

Close

U196 5. 168, 18018 £ 1Jol36 I pooods: &p luole.
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& Internet Information Services (115) Manager

"8 Internet Information Services (115) 6.0 Manager

+ See more results

Log off |:I

1J81096 2. 16 £Js luwp 1gp.




"E Internet Information Services (IIS) Manager
6@‘) €5 WIN-FTD162BMESS »

File View Help

€@ |7 |8 :
-5 Start Page =
- 9= [WIN-FTD162BNE36 (PKINANE\administrator
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Asp Authentication Authorization Compression Default Directory Error Pages Failed Request Handler HTTP Redirect HTTP
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Create Certificate Request, ..
Complete Certificate Request, .,

Create Domain Certificate, ..

Create Self-Signed Certificate. ..
@ Help

Online Help

IJg 096 5. bed IJlgwe Idpuwegl, Jduiolss.



Create Self-Signed Certificate EE3

Specify Friendly Name

g

Specify a file name For the certificate request, This information can be sent ko a certificate authority
Faor signing:

Specify a friendly name For the certificake:

sso.winzks, pkinane. labl

(o] 4 iZancel
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