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SAML Single Sign-On

5SSO Mode

@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Q;? Enable SAML SSO G? Export All Metadata | Update IdP Metadata File Fix All Disabled Servers

1Jgb96 2. s wslule wg s IDP o AD FS

Jouisd vslule wgysad IDp.lze 1ol https:// <FQDN 12l o o
ADFS>/federationmetadata/2007-06/federationmetadata.xml

1J1095 3. pg b lJpdp

Jpl 09 p9 oz Vs IUuo9ys luedd IJs AD FS 2.0 Management/Trust Relation Ships/ Relying
Party Trust. 169, <899 |29 &6 by IJlgcpls.

TaapFs 20
G Fle Adion  Wew Window  Help | =l =l
4o | #[m @mn |
o ==
¥ Sarvios
3 i Rel Party Trust
| Trust Redationships D Name T -
| Claims Pravider Trusts Add Rebing Party Trust...
| Rabying Party Trusts
| Attyibuts Stoces i k

Pless \Window From Here
i Refresh
Help

4] | i
| |

Sbo, "pgldz luolWs & 86 206 IUlg el Jel 09 p9 oz B 1Juo9,6: 10, IJTo 898 wae.


https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml
https:// <FQDN of ADFS>/federationmetadata/2007-06/federationmetadata.xml

"5_11 Add Relying Party Trust Wizard E

Welcome

Steps
@ Welcome

Welcome lo the Add Relping Party Trust Wizaid

This wazard wil help you 2dd 2 new rebyng pasty st to the A0 FS configuation databaze. Relang parhes
conzume claims in secuity okens that are issusd by thes Federabon Service fo make authentication and
authonzation decisions,

@ Select Data Sounce

@ Chooze |zsuance

b R ; ;
e oncatan e Thee relymg padty biuzt that thiz wizand creates defines bow this Federation Serace iecognizes the rshing
@ Feady 1o Add Trust paity and sues clarns bo it You can define 1izsuance bransformn ules For issung claims to the relang party
| Rl after pou complete the wizand,
@ Finis

lud) wslule I._quuo@j) 29d zod IJlgw el pu pJus. quog_J.u'o wslole wg)sw SP |Jo..§ P
oujsdol pu Loszs wdgsy CUCM SAML SSO. we lu@) W9 IJolds: Jpl 09 p9 oz WOs
lJueg,e:



"'-:i Add Relying Party Trust Wizard

Select Data Source

ataps Galact an oplion that this wizard will usa 1o obtain dats about this raking party:

@ ‘Welcome
T |mpost data sbout the relying party published online or on & local network

3 SelectData§ A . x —_—
= s Lize thiz option bo import the neceszany data and certificates from a relwng party ciganzation that
@ Choote |ssuance puiblizhes itz federaton metadats online of on & local netwark.

Authonzation Rules

Federation metadata address (host name or URLE
@ Ready to Add Trust

E xample: f2. contoso. com of hilps S Asee, contoso, coms/app

@ Firish

% Impost data about the relying party from a file

Liza thiz option to impart the necessany data and certificates from a ralang party cogarization that has
expoited its federation metadata to a file. Ensure that s fle is from & tiusted sounce. This wizand wil
niot validate the sowce of the file.

Federstion metadata file location

It:".Ll sershAdminiztrator\De sk topi Cluster Widehcucml 150-zingle-ageement. <ml Browse._. I

[ Enjes data about the relying party manualy
Lize thiz option o manually input the necessay data sbout this reling party ceganization

LErwinm” Newt > | Cancel |  Hep |

Ie.Jo.__, luwe IJgruo sls pdlzble lgoshss JJbysd 1Jessd. bbb e w8 3JY. Jpl 09 p9 oz
Vs [Jueye:



Specify Display Name

Steps

@ ‘Welcome

@ Select Data Souice
= Speciy Display Mame

@ Choose |ssuance
Authorization Rules

i @ Feady to ddd Trust
| @ Finish

Wi Add Relying Party Trust Wizard

Type the display name and any optonal notes for thiz relying party

Dizplay name:

JCUCM_Chuster_wide_Relying_Party_trust

HNates:

1 =

(Pru-.-'inus“ Nest > | Cancel |  Hep

|

22> Wuwelz Jeese dpuwosrpsu wldsuosd [Us zos Ilgoel 030 JJuwele Jzese
IJeuwegsrpsu wldsuosd lds zod IUlgc el 030 Sp 1o, W99 IJolds: Jel 09 p90z O

lJue9,e:




Wi Add Relying Party Trust Wizard

Choose |lssuance Authorization Rules

Skeps

@ “Wealcome

@ Select Data Source
@ Specity Display Mame

& Choose lssuance
Authorzation Fules

@ HReady toAdd Trust

@ Finish

| ssuance authaization rules deteimine whether a user ks permitted to receive claims for the relying party.

Chooze one of the following oplions for the iniial behavior of thes ieling party's issuance authonzation
rulez,

f* Permit 3l users to access this relying party

The kzsuance authorization nules will ba configured to permit 2l users to access this relping party. The
1ehing parly service o appheation may sl deny the uzer access.

[ Dery all users access bo this elying party

The isuance authorization miles will be configued ta dery all users access to this relying party. *r'ou rmus
later add issuance authonzation ndes bo enable any users fo access thes reling party,

Y'ou can change the suance authonzation nules for this reling party ust by s2lecting the r2lying party
trust and clicking Edit Claim Rules in the Actions pane,

-tElm-'inusl New> |  Cancel ] Help

oo w926 gloj JIUolds 1o ds. spdud pilzes leshble "eds I, IJeesd" IJos wpe
odsuwol. o) o Idolds: Jpl 09 p9 oz Vs 1Uuo9)6é:




%1 Add Relying Party Trust Wizard

Ready to Add Trust

2ieps The isking party tiust has basn configured. Review the following settings. and than click Nast 1o add the
@ Weloome 1ehing parly st bo the AD FS configueabion database.

@ Select Data Source

Moritoring | Idensifiers | Encrypiice | Signature | Accepted Claims | Drganization | Endpoints | N4 ] #|

@ Specifp Display Name
@ Choose Issuance S pecily the monitaring seftings for this rebing party frust

Authaonzation Fules

| @ HReadytoAdd Trust

Fieling party's federation meladata UAL:

i @ Finish
™ Menitor reling party
[T Asomatically update rehing party
Thiz relying parly's federation metadats dats was lazt checked ar
£ NEVEl >
Thiz relving party was last updated from federation metadata one
£ hever >

cErwiausl Mext > I Cancel Help I

w9 oo IJluwole o0 wpo luols &8s IUb, Idpgwes IUs Bless vslule odysy AD FS
wogle: e wldéle wzass Idprwe Slud) W98 I1EJIS" Jpl 09 p9 o B 1Ly,



i add Relying Party Trust Wizard

Finish

il The relng party st waz successfuly added o the AD FS conhgurabon database.
@ Welcome

Wou can modiy s relyng party bust by usang the Propesties dislog bow m the AD FS 2.0 Management
@ Select Data Source SnAp-n.

@ Speciy Display Mame

| | Dpen the Edit Clam Fules dislog for this relying paty trust when the wizard closes
# Choose |szuance

Authorization Bules
# Feady tobdd Trust
@ Finizsh

108y wio Ielouw Ilspo B9 zole Ilgcph 1Jp9essd wol slud) B9 wensy dles IJpbldws.
Jpl 09 p9 oz WO 1Uues,é:

| AD FS 2.0

Wi Fle  Action  Vew Window  Help

=12 =
ey "E" @ 3 E ..
A0 FS 2.0 R"'Iﬁ'."l] ¥ Trusts

H Servica
= Trisst Radabasnships

Clairs Frovder Trusts LILM_Lhster_ v i ; &4 A 55 UCCe.com e Rehsng Party Trust,,,

Relvire Party Tnasts

L F
Attribuba Stores o

Nawss \Wndow From Here

& Refresh

B e

Edkt Claim Bules.. .
Disabla
Priogese g

M Delnte

i | | 7 =
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I""":a'jEEul:Iil: Claim Rules for CUCM_Cluster_Wide_ Relying_ Party_trust B =i |

lzzuance Transform Rules | |zsuance Authorization Fules I Delegation Authorization Fules I
The fallowing transtorm rules specify the claims that will be zent to the relwing party.

Order | Rule Mame |zzued Claims
Y
W
Bl
k-

Add Rule. . Edit Hule.. | Hemove Hule.. |

ak. | Cancel | Epply Help

gc))_u.éoa Jlesé pbldud |uolé weasd: lud) Wl IJalds pe Sldw Yless 1Jpbldus
lJle,)lgos buwld gwele LDAP Jebldulo: Jel 09 p9 oz WOs |Juo9)6:



2 Add Transform Clain Rule Wizard

Select Bule Template

Steps Select the lemplste for the claim e thal pou veant b create from the following list. The deseaiption
@ Choose Rule Type prowides defals about each clam rule template.
@ Configure Claim Rule Claim rule templale;

|Send LDAP Attibutes s Clams =]

Claim rule termplate descripbon:

Using the Send LDAP Athibube as Claims rule template you can select athibutes from an LDAP sttrbute
store such as Active Directory to send &z claims to the reling pafy. Multiple atbibutes may be sent a5
multple claims fram a single nde using this rule pe. For exanple, pou can use this e template to
create arule that wil extract stitnbube values for suthenbcated weers from the displayM ame and
telephoneMumber Active Direchon athibutes and then send those vakies as two different outgoing
claims. This nde may alzo be used to send all of the user’s group membersheps. IF pou want to onlp send
individual group rembeizhips, use the Send Growp Membership a2 a Claim e template.

Tell rree: mvore about this rule template. |

| Met> | Coancel | Help ]

18y 898 wdasw Bless IJpbldws Jel 09 p9 e B 030 IJu09,6. Sew o woblud gwes
LDAP pg Lupd LDAP s oJ9se sJsd LDAP s CUCM. s ugg Idplbldus IJ ols)s Jeg b
Oy byb 9 Jugl Jel 09 poz s Iduey)é:




| "=_E:- Add Transforon Claim Rule Wizard

I Configure Rule

Stops “Y'ou can configuee this nue fo send the values of LDAP sttibutes as clams. Select an attnbute store from
@ Chiocs Fule Typé which to exlract LDAP attributes. Specily how the atiibutes will map to the oulgoing claim ypes that will be

istied from the e,
@ Configure Claim Ride
Clair rude name:

[NamelD
Fiule template: Send LDAP Attrbutes as Clams

Attribute shone:
|active Directory |

Mappng of LDAP attibutes o outgoing claim bypes;
| LOWAP Attribuits | Dutgaing Claim Type
3 SaM-dccount-Mame w |fad :I

¢Previous [[ Fish | Concel | Hew |

luolss 1J3less IJpzuouos Jdb,s Idpgeps. 1ud) 998 luolso Jlgss. 225 buwld Idpbldole
wlawogsle $lgds pguouos wp ludy V98 IJolds: Jel 09 p9 oz Vs 1Ly,



"—Ep Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for fhe claim e that yow want to create from the following list. The descripbon
2 Choose Rule Type provides detals sbout each clam rule tempiate

@ Configure Clam Fule Claim e template;

Claim e template description:

Using a custom iule. vou can create rules that can'l be created with a nile template. Custom rules ane
written in the A0 F5 2 0 claim nde langueage. Capabilfies that reqguee custom mules inchude:

+ Sending clams from a SO0 attribute store

= Sending clams from an LDAP attibate store using a custom LDAP hiker

= Sending clams from & custom athibute shone

+ Sending clams only when 2 or more incoming claims are pragent

+ Sending clams only when an incoming claim value matches a compler pattein
+ Sending clams wih comples changes fo an mncomng claim vaue

+ Creating clams for use only in later ndss

Lell me more about the: nde templale,

| Mest = I Cancel | Hedn

B odoso Bless [Jpbldos: [deo luve Bless ploldus &p louws §less Idpbldos 1Jegbls

SlJpuweds Vs edJ 1JBlesd IUptuoues B ldpelde IUss s83p wogdsd pdod Iluwe 9ldperd

WIS Yleso ldplbldws. [u@) W99 Juoele.. Jpl 09 p9 oz Vs IUu09,0:

Bless IJpblJys:

c:[Type == "http://schenmas. m crosoft. conf ws/ 2008/ 06/identity/clai ns/w ndowsaccount nane"]

=> jssue(Type = "http://schenmas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nanei dentifier", |ssuer

c.lssuer, Oiginallssuer = c.Oliginallssuer, Value = c.Val ue, Val ueType = c. Val ueType,
Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/i dentity/clai nproperties/format"] =

"urn: oasi s:nanes:tc: SAM.: 2. 0: nanei d-format:transient",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/nanmequalifier"] =
"http://<FQN of ADFS>/adfs/com adfs/services/trust",

Properties["http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/cl ai nproperties/spnamequal ifier"]
"<Entity IDin the SP Metadata>");

Entity 1D = Open the SP metadata and check the Entity ID. Basically, its the CUCM Publisher’s
FCDN.




T

r

Configure Rule

Steps
@ Uhoose Rule Type
@ Configure Claim Rule

%5 Add Transform Claim Rule Wizard

ou can condigure a custorn clam rule, ssch as a e that requires muliple incoming clarms or that exfracts
clarnz from a SOL atinbute store. To configure a custom nile. type one or more ophonal condibons and an
issiance slatement uzng the AD FS 2 0 claim rule languaoe.

Chaan rule name:

}Eluster_ﬁlde_lilaim_ﬁ ule

Fiule termplate: Send Clars Using a Custom Ruls
Cuystom rule:

ntname™ ] _‘J
== issue(Type =

"hetp: //schenas, xplsoap, org/ws Z005/05/idencicy/clains /naneidencifier
", Issuer = c.lasuer, Originallssuer = c.0riginallszsuer, Value =
c.Walue, ValueType = c.ValueType, Properties

[http: f/echenas ., xmlsoap. org/ws f2005/05 fidentity/clainproperties /form
at”] = "urn:iossis:nhames:to:SAML: 2.0 nameid-format: transient”,
Froperties

[Mhttp: //achenas, xmlaoap. org/wa /2005/05 /identity/clainproperties /name
qualifier™] = "http://win-

Jd4i aTugmrn. adfs. ucce. con/adfs fcom/adfs/services /trust’ , Propercies
["http://fachenas.xnlsoap. org/vs ,—'ZEIEIEEEIE,-'identit‘jrfclalimptuper ties/spna

wequalifier”] = “cucmllS0. adfs.ucce, con™) il

Maie about the claim mile lanmiages.

<Brevious [[ Frosh | Cancel Heb

Jpl 09 p9 oz Vs 1Uu29,6: 108) V998 cbusd Up p9lVdS.




il Edit Claim Rules for CUCM_Cluster_Wide_ Relying_Party_ktrust

lzzuance Transtorm Rules | |ssuance Autharization Fules | Delegation Authorization Bules I

T he following transform rulesz specity the claims that will be zent to the relying party.

Order | Bule Name [zzued Claims
1 MamelD uid

Cluster_Side_Claim_FRule { claim rules

AddPule. | EdtRue. | RemoveRule. |

ak, | Cancel | Apply Help

IJgb9é 4. opdsy SAML SSO

1802 puveErU2 98w 99, vouwesd [Usg9d [Js CUCM Jpuisd: &p lowdd lds IJuble
>ogugsd 29 lghbs SAML.

',_,.ubdd lWOe)luos Sop weass ) lowdle Cluster Wide. 109, pdsy SAML SSO. Jpel 09 p9oz
Vs 1dues,é:



SAML Single Sign-On

SS0D Mode
@ Cluster wide (One metadata file per cluster. Requires multi-server Tomcat certificate)

_ Per node (One metadata file per node)

Q‘/,? Enable SAML SSO @ Export All Metadata 'UU Update IdP Metadata File Fix All Disabled Servers

Jpl 09 p9 o2 IS 109,68 Ssthoy Idpuwed wlderds) Jlghs wubgsd ¢be Isse sldpedsele
Jizosl) SAML SSO 9 SAML SSO JJJ £858 90881 JJpuissu slgdsl. 1oy B9s polugs.

L 5 Web server connections will be restarted

Enabling 550 and importing the metadata will cause web services to restart upon completion of the
wizard. all affected web applications will drop their connection momentanly and need to be logged into
again.

@ Click "Export All Metadata™ button

If the server metadata has not already been uploaded to the IdP, it can be done before running the
wizard. You can obtain the server metadata by clicking the "Export All Metadata" button on the main
page. Then go to the IdP and upload the file.

If IDP is provisioned with custer-wide SP meatdata, you need to enable duster-wide SAML S50. If IDP
is provisioned with per-node SP metadata, you need to enable per-node SAML 5S50.

[ Continue ][ Cancel |

IJpgsh Jopdso SSO eds puwass wblp 1pzeses 09 1ue szw 1o sdso Jssd Giolss
Multiserver Tomcat pouUigy6 wldded. lu@) eds Rowlh Jubol>é TOMCAT o6 1Jgsbe. Jpl
09 p9PT IS¢ IJueye:



SAML Single Sign-On Configuration

»m

 Status

@ Bratun: Ready

[ Test for Muli-Server lamcat centificate
The critera for enabling dustervades S50 = that you must have a multsanver tomeat cartficate alesdy deployed. If you have not done this already pleacs follow the below steps:

13 Legin 00 CEs0o Unified 05 Administraton Page and Navigate 00 Cemificats Management i der Sty Mend

2} Chck on Gereraite 50

3} Sel=ct Certificate Purpase as Tomeat

4} Select Dtribulion &8 "Mulli-Serwe™

5) Chil Generate

&) Dawnload the CSR and get it signed from the CA of yaur chake

7} Gnoe the cortficate |5 issued by the CA. uplead it wa the "Upload Certficate/ Certificate chain® option an the Certficnte Management page
0} Restart Tomeat service on il the nodes in the cluaber

4] Restaer TRTR gervice on 41 the TETP nodes in the dusier

IF the above steps have heen compheted, diok Test below which wil confiers o the malt- server tomest cemmficate s deployed before proceeding ta the next stags
| Test for Mulli-Server tomcal cerificate

| Mext | cancel

el

wee wldssol weess JJ IJe 8> eds yols Ehp pugsrs werue JJ IJeds yiolss Ebp pogn.
S lod) eds Jolds: Jel 09 p9oz s 1du09,6:

SAML Single Sign-Od fRguaration

s Al nodes have Wl Server Cartificate

r Test for Multi-Server toncat certificate
The criteda fior enabing chistervads S50 5 that you miest have o mdlisenes oamcat oeificate alresdy deplowad, If yau have mal done this aleady pksse faliw the helow steps)

1} Legin 1o Cisco Unified OS5 Administration Page and Mavigate Do Certificate Management under Sacuity Manu

Z) Chok on Gererate C5R

3} Sakct Certificate PEpose as Tomeat

4) Select Distributian as “Multi-Server®

5} Clhick; Generate

&) Dawnkad the CSR and pet it sigred from the O of yawr cholos

7y Dnce the certificate ts issued by the CA, wpload it via the "Uplosd Ceificate’ Certificate chain®™ option on the Cedificate Management page
E) Restart Tomcat service an al the nodes in the duster

) Restart TFTR service am al the TFTR nodes in the clster

[f the abowe steps have been completed, chok Test beforw which will condfiom if the mulli-sender Demcat centificats o deployed befong proceeding [o the next sTage
| Test for Multi-Senver tomcat certificate |

Jol 09 p9oe Vs IJuoyys: lud) IJelds.



SAML Single Sign-On Configuration

W tex

~ Download [dentity provider{1dP) Metadata Trust File

To configure the trust relationship between the IdP and vour devices, you must first obtain trust metadata from your IdP and

import it to your servers. You will need to manually obtain the file from the 1dP before you can upload it to your Collabaration
SETVErS,

'; 3 This is a manual step!

1)Log im to your IdP and download the metadata trust file to your local server.
2)Chck Next once you have this file avallable locally.

| mext || cancel |

luvoeilup sordss wslule wersS 1P 1dos op cujsdel. lud) lz wslule cgrnsd IDp. Jpl
09 p9LPT DS IJury)é:

SAML Single Sign-0On Configuration

m ren

@ Ready to import Identity Provider metadata trust file to duster servers

- Import the IdP Metadata Trust File

This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)Select the IdP Metadata Trust File

federationmetadata.xml

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard.

_ Import 1dP Metadata |

99 Iduowes vele IUluwes)l JIls 1Jggbe e lug) W99 IJelds: Jel 09 pssoe Bs
lJuog,é:



SAML Single Sign-On Configuration

"d'? Import succeeded for all servers

~ Import the [dP Metadata Trust File
This step uploads the file acquired from the IdP in the previous manual step to the Collaboration servers.
1)5elect the IdP Maetadata Trust File

Browse.. | Mo file selected.

2)import this file to the Collaboration servers
This action must be successful for at least the Publisher before moving on to the next task in this wizard,

. Import IdP Metadata | Qf Import succeeded for all servers

| Next || cancel |

Jpl 09 p9 oz I 1Ju29,6: 108, V98 IJolds: ub)l Jivo @ wp 0uoss) wslule wg)sd SP oy
w926 wdysy SAML SSO IJlyJss.

SAML Single Sign-0On Configuration

@ oo WP ren

If Admin has already uploaded the server metadata to IdP then skip the steps below and click Mext, Otherwise follow the
steps below to upload the server metadata to IdP

\;{7 IdP Metadata has been imported to servers in this duster

- Download Server Metadata and install on the Idp
Download the metadata trust file from Collaboration servers and manually install it on the IdP server to complete S50 setup.

1)Download the server metadata trust files to local storage

~ Download Trust Metadata File

':3 This Is a manual step!

2)Log in to your IdP and upload the server metadata trust file.
F3)Chck Mext once you have installed the server metadata on the IdP.

| Back | Next | cancel

Szw 1o $dsu CUCM pojleul pg 3dsd LDAP. sbo, Ideglde puvcsps Idpuwdsd Iduozszsy
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SAML Simgle Sign-0On Configuration

@ s

~ Status

'IS The server metadata file must be installed on the IdP before this test is rum.

~ Test 5SSO Setup

This test verifies that the metadata files are correcty configured and will aliow S50 to start up on the servers, This test can be
run on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unbess this test is
successhul,

1)Pick a vald username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the 1dP.

'3\ Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
| samiuser -

2)Launch S50 test page

 Run S50 Test... |

Back | | Cancel

Jel 09 9 0e Bis 1Juo9r6: ¢ perd Ipuuctse 9906 1Jpis) Idpdluds ez pllduce.

Authentication Required M

g Enter username and password for https://win-jd4ia/ugmrm.adfs.ucce.com

User Name: samluser

Password: uuuu.|

| Ok | ‘ Cancel

S99 ldpuoed: Jel 09 p9oe S 1duoy,s: vele Idlkel.



SSO Test Succeeded!

Congratulations on a successful SAML SSO configuration test. Please
close this window and click "Finish" on the SAML configuration
wizard to complete the setup.

Jpl 09 p9 oz Vs 1Juo9,s lud)y 9938 |uele JIJpld IJodssy Jupdsy SSO.

System * CallRouting » Media Resources »  Advanced Features = Device »  Application »  User Management »  Bulk Administra

SAML Single Sign-On Configuration

« Back * Finish

rStatus

\:/ 550 Metadata Test Successful

~ Ready to Enable S50
Clicking “Finish® will complete enabling SS0O on all the servers in this duster. There will be a short delay while the applications are
being updated.

To verify the S50 status of each server, check the main 550 Configuration page.
Additional testing and manual uploads may be performed from the main page if neccessary.

Back || Finish | Cancel |

89> 1JLoWeé 1Jp9 086 B 1Ju09,6 luo wp wie gpdss wpdsu SAML SSO gJs zpse
190>

SAML Single Sign-On Configuration

Status

. SAML S50 enablement process initiated on all servers.
4 There will be a short delay while the applications are being updated on each server.
To verify the S50 status of each server, check the main 550 Configuration page.

Ie vouwesd g9z souwesd 1d>gad )6 I8, 1Js CUCM Cluwegsle wslule lewpl> SAML
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550 Mode

¥ Qluster wide (Dne metadata file per clester, Requings multl-senss Tomat certificate)
P el [Onsd matad oo 1ike p=ir nodi)

x Draanie TAML 350 mamum eumuluwuﬂmm Fo Al Disabied Seneers

r Status

(@) R is enaied for 550. You can cange SSO for RTMT here.
@EMLSEG-EH&DHIJ

| SAML Single Sign-On {1 - 3 of 3)
550

Re-Impot

et

Imwz,pz;.mp L

Sarver Hame xatue Matadata Los Metsdsts fmoar [Frericriy Lask Metadata Drpeort 0 Tenl
cucim] 1 50.adls ucce.com SAML BA June 21, 2006 9:28:39 b rie Jene 21, M6 TAG:SE Paased - June 21, | mun S50 Test... ]
P 15T M [ST 00692904 PMIST
cucml LE0sul adfs ucte.caim - SAML A 1ap June 21, 2006 9:28;39 &.' File Jene 31, 201G TiAB:56 Never  (pmm e
PH IST FM [ST
imp1 15 adifs ucce. com SAML A 1ap June 21, 3006 §:28:19 ik Fie June 21, JLG Fi46:56 (TP N e ——

PHIST PM ST

IJoedd pu lJuoes
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olds po ogle lteol, SSO JJeds IJes wp wpdso SAML SSO wol. luedd [Js Iduble
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SAML Single Segn-On

S50 Mode
P Cluster vide (One metadata file per duster. Requires multi-server Tomoat certficate)
Par node (One metadata fle per node)
Xnmumsm &Elpﬂﬂ.ﬁllm Bmmmaum i Fri Al Dizabled Servers
—Status
@ RTHT is enaliled for S50, You can change S50 for RTMT here.
@ SAML 550 enabled
SAML Single Sign-0On {1 - 3 of 3) Rows per Page 50~ |
G50 Re-Impon Expert
Server Name Satus Hetadats Last Metadata Import: Mstadats Last Metadata Export S50 Teat
UL L 150,875, Wooe, Com SAHL N June 20, 2016 9:57:30 o Fie Jure 20, 2016 10:06:27 Pagsed - Jume 20, | punp S50 Test..
AM 15T P IST 2016 9:59:02 PH IST |
U 115050, adrs . ucce com  SAHL A 1ap June 20, 2016 10/15:46 e Fie e 20 2016 10:06: 26 Passed - ume 20, | punp S50 Tesk..
FM IST B IET 2016 10:11:39 PH ST
iMp1L5.a07s, uce oom SAML 4p 1ap Juree 20, 2016 10;15:46 ik Fie June 20 2016 10:06: 26 Passed - Jume 20, | pup S50 Testk..
FM 15T P ST 2016 10:12:40 PM ST

_ Disabke SAML 550 | | Export All Metadata | | Update 1dP Motadata Fle | | Foo A Desabled Servers

wPT? CuULSh SAML SSO: swp yuyd Idobosdle !Jp&voé sobosdle IJuble IUlgul us
Juoses wuwesd 1Usgsd s CUCM. Jpl 09 p9 o Vs 030 IUuo9,6.



Installed Applications

.

Cisco Unified Communications Manager
o Recovery URL to bypass Single Sign On (SSO)
¢ Cisco Unified Communications Self Care Portal
¢ Cisco Prime License Manager
e Cisco Unified Reporting
¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration

wpT? CuULSh SAML SSO: swpe Gw)> Uo]z.:v@&Io lJpowwéd gobosyle !JQJb|p IJlowlwes
Juo9zs wuwesd 1Usgad I1Js 1dpsluwds 1Uw99,56 9lde o) Jel 09 p9uoz S 030 1Uuo9,6:

Installed Applications

¢ Cisco Unified Communications Manager IM and Presence
o Recovery URL to bypass Single Sign On (S50)

¢ Cisco Unified Reporting

¢ Cisco Unified Serviceability

Platform Applications

¢ Disaster Recovery System
¢ Cisco Unified Communications OS Administration



luwed bl IJisble ol olzol
$98, 03l IJBuwpe pedsple spdud luuegsleol Jluvaduld igble IJodssy sluadlzol.
Jogsso uvedle SSO [Us wuoese IJigble. luuogs e 1Jio, set samitrace level debug

Ip wugpsSE uwedle SSO olgwwgsle RTMT ls oo ActiveVelog /tomcat/log/ssosp/log4j/*.log
location ol wwgsle CLI

$9,22 pold wedle SSO welule IJogrsd 1Jes op lugsldel shuwldel JJs e8> 2)s

2016- 05- 28 14:59: 34,026 DEBUG [ htt p-bi 0-443- exec-297] cl uster. SAMLSSOC ust er Manager - Call GET
APl to generate Clusterwide SP Metadata in the Local node.

2016- 05- 28 14:59: 47, 184 DEBUG [ htt p- bi 0- 443- exec-297] cl uster. SAMLSSOC ust er Manager - Call to
post the generated SP Metadata to ot her nodes

2016- 05-28 14:59: 47,185 INFO [http-bio-443-exec-297] cluster. SAMLSSCO ust er Manager -

Begi n: post d ust er W deSPMet aDat a

2016- 05- 28 14:59: 47, 186 DEBUG [ htt p- bi 0- 443- exec-297] cl uster. SAMLSSOO ust er Manager - Nodes

[ cucml150, cucnl150sub. adfs. ucce. conj

2016- 05- 28 14:59: 47, 186 DEBUG [ htt p-bi 0- 443- exec-297] cl uster. SAMLSSOC ust er Manager - Post

Cl uster WdeSPMet adata to the cucmll50

2016- 05- 28 14:59: 47, 187 DEBUG [ htt p- bi 0- 443- exec-297] cl uster. SAMLSSOC ust er Manager - Post
Cluster WdeSPMet adata to the cucmll1l50sub. adfs. ucce. com
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