odysy gb louold SIP TLS gJds po8)
lJlouolJle olgwagsle Juol>é CA 09,96

lJpzosslo
| Jp, 9506

IJpobJole Il wsé

lJodoule | OEdp0
psJople | wl wso
lJoe :

s

121096 1. 1 wesse 1Ue,ze 1o, 0.8 1l 19 0,28 0,058 IUlesls £ s Windows Server 2003
9, 9 oW 9lJlesble

lJglo9é 2. |Jo 5 | I

121096 4. 9,958 CSR pg piz28 woble Microsoft Windows 2003

. |J, juolyo [Jzd; o0 | I >

lJ21b96 6. wzpsd uolyé g3, CA J&, 96 CallManager
|J2bb9o 7. wzpsd uolxs CA Sign CallManager CSR J, juolyo CallManager.
121096 8. luile pJBle o) lely gl 1o, ol SIP

lJz 1096 9. loile plbgb le olJ SIP

|J21096 10. o, wle Toplb 1wl

o8 o | s

| wed ol 1Jizble 9l odlzol

o NEXIANS CUCM

riogsF PN pu| )|Q CUCM

NFX YY)

supS 03l IJp oo gedss waszss Jodsso ¢l louold wi9u9dsd wie duws epd (SIP) lely
bo$s 1Judd (TLS) eds posy Ilogaldle wluwegsle gl 09886 pu ldpsze IJeuos8 (CA).

w8 pologs odl ldpgwo i gusop oI9Sy Huwlsd SIP sy prese oSy wluwesle G9lise
IJogde Os 1Usuesd (TLS).

IJecbdule IUIlguluss
IJpobdolo

CiSCo $9,0S b sudds o pgds pu:

. LS_,lng;.Iro@_ Cisco Unified Communications Manager (CUCM)

lJedsule IJpuwegsped



ouvows Idpedspele 1Jgl)o WBs 03l Idpwews s luesble Idwlee Ioldso:

- CUCM IJI_o )I 9.1(2)
. CUCM UI 10.5(2)
. Microsoft nd)ows Server 2003 CA

e louvle Up&)jplu |,J_9|J)o WIS o3l IJpwews pu I.JiaoJéS 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu CPSE |.JIE_OJO U,ouuua)po k.9.,5 o5l |Jro,_)u~_1u) uu\Jngu forouuja (Idu)luDgS) I)l !..Jluu
UJJU\.JU\J roulu.UJO‘ k.9u|'J) PU L.90rod .J.Julu..S) |.Jroau|DJ J|§ IIDJ

peJ9plo lul st

Jpl 09 p9oe VIS 030 1Juo9)6: puold26 SSL Llguwgsle IJvoble.

CUCMA CUCM 10
- o
* *
» [ «
+i+ 1 CLIENT HELLO
CUCM 9.1(2) > CUCM 10.5(2)
2 SERVER HELLO
=

.ﬁ: 3 CERTIFICATE L

4 CERTIFICATE _REQUEST
Extension @ < SERVER_DONE Extension
1018 0808

6 CERTIFICATE

T CLIENT KEY EXCHANGE

B8 CERTIFICATE VERIFY

9 CHANGE CIPHER SPEC

10 FINISHED

-
1 CHANGE CIPHER SPEC
12 FINISHED
-
Inter Cluster SIP TLS Trunk
< >
EXT 1012 Calling EXT 9892
IJodosy

1Jg1096 1. Iqvegse IJasze IJeuo3d 1Uele [9 pize puosd IJlesls eis Windows Server 2003

Lee lds Idboolb: [gsb 1de,ze 1Up 059 £Js ¢l Windows 2003



https://msdn.microsoft.com/en-us/library/ms755466%28v=vs.85%29.aspx

U096 2. 1Je2d8 pu luspe IJpuased sldlgsble

oewes Iduvoble gds IJiguple. olds po Lozs IJlguple Gud Iduse.

From SSH CLI

adm n: show cert own Cal | Manager

Si gnat ureAl gorithm SHA1wi t hRSA (1.2.840.113549.1.1.5)

| ssuer Name: CN=CUCMA, QOU=ci sco, O=cisco, L=cisco, ST=cisco, C=IN
Subj ect Nanme: CN=CUCMA, OU=ci sco, O=cisco, L=cisco, ST=cisco, C=IN

Jogss) luve IJpuos: bee s Idboolb: of o lJo jo5ud CUCM

[Jglo96 3. luuble bdy c9dse [Jubol>s (CSR) soujsdo

CUCM 9.1(2)

Jlousle CSR. luedd IJs bhé uble IJoubgsd > IJiplo > blys Idgvels>]uyule CSR
Vs 2l8J luwp IJubolds. 23> ¢sl) CallManager oo 1JSlised [JpouwsJs.

Generate Certificate Signing Request

—Status

'IS warning: Generating a new CSR will overwrite the existing CSR

- Generate Certificate Signing Request
Certificate Name®  CallManager v

¥ e [

Jouisd CSR. Iuedd [Js bbs uble IJoubgsd > Idiels > bLs IJubeble > oo jsd CSR

B z8J luwp IJbelys. 25> gsly CallManager oo 1J8lispd [Jpouns>Js.


/content/en/us/td/docs/voice_ip_comm/cucm/install/8_6_1/ipchange/ipchg861.html#wp42589

Download Certificate Signing Request

[_ﬂ Download CSR E Close

—Status

'5 Certificate names not listed below do not have a corresponding CSR

| —Download Certificate Signing Request

Certificate Name®  CallManager -
I
- [omearean] [ ciose
CUCM 10.5(2)

Jlouwle CSR: lue@d IJs bho ublp IUoubgsd > |.Ji|o|0 > by IJgwolys > Juvle CSR
1. O 28J &2 IJuvol>é « 2> CallManager pu [J8lkis o 1JpouwsJs.

2. v._t:).,s 28d bod IUpdulz: 23> 1024 o0 1J8lisps 1JpouwsJs.

3. Vs 28J 89Lipsd IJogiise: 23> SHAT pu IJ8lisps 1JpuuusJs.

enerate Certificate Signing Request

-Status

:! warning: Generating a new CSR for a specific certificate type will overwrite the existing CSR for that type

-Generate Certificate Signing Request

Certificate Purpose® CallManager v
Distribution* CUCMLD N
Common Name* CUCM10

Subject Alternate Names (SANs)
Parent Domain

Key Length®

Hash Algorithm*

[senesie] [ cose |

Jowisd CSR. luodd s bl uble IJogbgsd > iele > bl Igboble > wujsd CSRAs
29d &2 IJubolyé: gas gsly CallManager oo 1JSliseé [JpoyusJs.




Download Certificate Signing Request
2 | Download CSR g Close

— Status

/ 'l'h Certificate names not listed below do not have a corresponding CSR

—Download Certificate Signing Request

Certificate Purpose® CallManager

pJlzbé: sop lugble CallManager CSR wlgwogsle pudlose 1024 oo Rivest-Shamir-Addleman
(RSA).1Uzbs5 4. e CSR pg psee wolsle Microsoft Windows 2003030 pgd9ple [gwshisd Jusdse CSR wlywodsle

L=}
r
L}
i
-i]
he
o
i
.5}
=
lrl.
[FL)
8
=

lJouors .k I adm m ® O canaTal e Mkt 2. 19,
v Jplsuw IUlspu 899 Lsdous CA sluodd IJs zese [Jpole > Lwld bbdy



{2 Certification Authority

File Action Wiew Help
= | AR HFREE 2> =

(] jcation Authority (Local) Mame
=70 [n O (P [ ey = Ahes

Shark Service

U
: :
L vew p | SipServios
4 Submit pew request. ..
[ Refresh il
Export List...
Properties
Help 1
238> 3. 2> CSRluy

W93 IJgsh Vg (subwd Ws JJ pu CSRs (CUCM 9.1(2) 9 CUCM
10.5(2))



2% Certification Authority
File  Action Miew Help

&= | AHEFHNE 2> =

@ Certification Authority (Local) | Mame |
El@ A _revoked Certificates

-1 Revoked Certificates (_AIssued Certificates

-] Issued Certificates [ JPending Requests

= [ Pending Requests (CJFailed Requests

-] Failed Requests

Open Request File

Loak ir: @' Desktop j
E My Documents
- a My Compuker
by Recent "G My Mebwork, Places

Documents

i

Desktop

Y

2] cucm101 . cer
) PhoneCSRL . cer

=] PhoneCSR.cer

|| SEP203a0752d09F  car

by Documents

o

tdy Computer

File name: CallManager. csr j Open

Filez of ype: I,-'.‘-.II Files [%.7] j Cancel

7

4. sop &0 IS8 CSRs IJpde9es B "spd> IUbJule [pedds". 1od) wiv Iplouw IJlspo
gJds JJ CSR sluedd [Js JJ IUpole > [uosly Jluosly Idubeble. (Blod JJobusd bs JJ pu
CSRs (CUCM 9.1(2) s CUCM

10.5(2))



{&8 Certification Authority

File  Ackion Wew Help
€& = | E|m 2

@ Certification Autharity (Local)
El-@ A

= Eertlﬁcatlun .il|.ul:h1:trllz',|r

Wiew Akkribukes/Extensions. ..
Export Binary Data. ..

Refresh

Help

File  Action Miew Help

€= | D@ PG 2

Vop.

% Certification Authority (Local) Request ID | Requester Name | Binary Cert
= @ CA B3 CISCO-FRIPZUL,,, - BEGIN
""" B8 CISCO-FEIPZUL..,  ---—--BEGIN
""" B2 CISCO-FEIPZUL..,  ---—-BEGIN
""" CISCO-FaIPZUL, ..

=114
C

IPZLIL, ..

All Tasks »

Refresh

Help 6. sup

o wVluosd IJubolbs. Joujsd Idgvelse: 235 gdlesd IJowasey ol osd 9lud) w998 1))



Certificate 7| I

s
| =-1 Certificate Information

This certificate is intended for the following purpose(s):

+Ensures the identity of a remote computer
*Proves vour identity ko a remote cormpuker
* Allows secure communication on the Internet

Issued to: CUCMI0

Issued by: A

Yalid From 5/23/2015 bto 5/23/2016

Issuer Statement

Ik

ot IJs pdos..
Vs uld’s pglde wuods) IJuvobla: lud) eds jy Jlbss X.509(.CER) BASE-64
IJpuiss,.




@3 Certification Authority (Local) | Request I | Requester Name | Binary Certificate | Certificate Template | Serial Mumber | Cettificate Effective Date | Certificate Expira

E"@ CA = CTRCO-FRIPZINL. . - FFCTH CERTLL., 197ad7e0000,,,  5f14/2015 9:51 AM S/14/2016 10:01
. GeneraICertiFication Path I Export File Format
Certificates can be exported in & wariety of File Formats.
Show: |<AII:> j
Field | Yalue | = Select the Format you want to use:
E Version W3
[l serial number 3a 73 F1 b 00 00 00 00 00 OF £ _DER encoded binary 1,509 (. CER
ESignature algorithm shalRSA M
Elssuer R, CA e . : o
E\ialid From Saturday, May 23, 2015 10:0... " Cryptographic Message Syntax Standard - PKCS #7 Certificates (,P7E)
E\ialid ko Mondary, May 23, 2016 10:15:... I™ Include allicertificates in the certification path i possible
ESUbjECt CUCMLD, cisco, dsco, cisca, .. " Bersonal Information Exchange - PKES #12 (PR
[Elrublic key RS# (1024 Bits) =l

I™ Include allicertificates in the certification path i possible

I™ Enable strong protection (requires IE 5.0, MT 4.0 584 ar shove)

™ Delete the private key if the export is successful

< Back I Mext = I Cancel

Edit Propetties., ., | I Copy ko File, .. I
o0 |

8. 3p wouwesd lJpdd w1 @86. suvoEdp 03l IJpeld cuuusd
CUCM1052.CER.
Certificate Export Wizard

File to Export
Specify the name of the File wou wank to export

File name:
C:\Documents and Settings\Administrator Deskbopl CUCM 1052, ced Browse. ..

N
vuwewd JJs CUCM 9.1(2): lowg [Jlz)le Godwo.iuzbss 5. 10z00s] gds 1dbolss zs) po lesee Upuo;)élk.éoa ulud3s
IJesze IJeu238- Jouwssd IJpsee Idpuodd el lod) v Ielauw IJlses 993 lsdoué CA
9lod) B93 esb 1Jguoliso.2. B gdles IJowase IJglesd: lud) B98 erue 1Juvel>s.3. B
g,l..é;é lJubol>é: [y @) V8938 eJdlpd IUowysy oldluosd 4. lud) Y98 uuwg IJs
‘DJL.Q



{& Certification Authority

File  Action Wiew Help
<:=->|T||@| =

y Al Tasks 3 2 Cerlificate Managers Restrictions I Auditing | Security FE—— CertiFication Path I
Policy Module | E xit b odule I Extensions | Storage -

H ’ Wiew 3 3
= — _ show: [<al> [
Lo Refresh r— Certification autharity [Ca)
Expart List, .. Mame: Ciy Field | value "
LA certificates: E\fersion V3
Cettificats HO ESerial number 175b9c3ecfSase9f 44 70 ...
=il s B Esignature algorithm shalR5A
EIssuer A, CA |
E\falid from Thursday, May 14, 2015 9:39:,..
1. Right Click on CA Evald ta Thursday, May 14, 2020 %:48:...
and click on Slsubject A, CA
. [Elrublic key RS (1024 Bits) =l
Properties
2. In General TAB
click on View I Yiew Certificate I
Certificate o
. r— Cryptographic settings
3.In certificate CSF: Microgoft Enhanced Croptographic Provider 1.0
window click on

. Hazh algarithm: SHAA
Details Tab 4

4.Click on Copy to Edit Properties. .. |
File.

ok | cweel | o |
Ilo9s 6. czpsd Uvolss g3y CA Jengs caliManagerJ g o 8J Uboldd 23) CA: Gp wowesd IUsgsd [Us puudsd wble

IJogvgsd > |Ju|,o..§u > L6 Idgbolss > wepsd IJyvoel>é/guduvJé
IJwoble

Upload Certificate /Certificate chain

7% Upload File g Close

£

—Status

® Status: Ready

—Upload Certificate/ Certificate chain

Certificate Name* CallManager-trust h

Description

CAROOT.cer

—| Upload File | | Close |

pdlzbs: oudss 030 ldgbsle gds JJ pou CUCM (CUCM 9.1(2) 9 CUCM 10.5(2))iziess 7. copsd uobs
CA Sign CallManager CSR J_ol>s CallManager. (. lzJ wzpsJ CA Sign CallManager CSR. $p wouwzsd 1U>geJ
IJs puwdsd oble IJoubgsd > IUlelo > bl IUuboble > wepsd IJubolss/guduJs

IJuboble



Upload Certificate/Certificate chain
E% Upload File g Close

— Status

® Status: Ready

—Upload Certificate/ Certificate chain

Certificate Name* CallManager -

Description Self-signed certificate

Upload File CUCM3.cer

—| Upload File | | Close |

pdlzbé: ©udss 030 IJgbsle geds JJ po CUCM (CUCM 9.1(2) 9 CUCM 10.5(2))1uzkess 8. logile pdosle
oes ol b loolJ SIPCUCM 9.1 (2) . .
Jlogsle pdB o) lplu ¢b louald SIP. luodd IJs IJuble > IJlply > pJ og s lelu gl
louold SIPIugwg pJ og s o loyold SIP &) Ilpu [Jpsz9s slgbliso luwel 2283l S
IJeeld: ope Jehsé ouwpss pdd gy gb loyold SIP &) IJlpu wluvedsle TLS JpJud
Ces gb loyold SIP

IJle0.



SIP Trunk Security Profile Configuration

lB Save x Delete [ Copy %l Reset # Apply Config HI]: Add New

SIP Trunk Security Profile Information

|i Name* Secure SIP Trunk Profile TLS I
Description Secure SIP Trunk Profile authenticated by null String
Device Security Mode Encrypted -
Incoming Transport Type* TLS -
Outgoing Transport Type TLS -

Enable Digest Authentication

Nonce Validity Time (mins)* 600
X.509 Subject Name CUCM10 This Name should be CN of CUCM 10.5(2)
Incoming Port* 5061

"I Enable Application level authorization
e Accept presence subscription
"] Accept out-of-dialog refer**

(] Accept unsolicited notification

] Accept replaces header

I Transmit security status I

] allow charging header
SIP V.150 Qutbound SDP Offer Filtering® Use Default Filter hd

Bes X.509 Igucpap luve 1Je9uose IJuslisg (CN) o CUCM 10.5(2) (Uiol>s w9 dise CA) Jpl o9
£ILOT D 030
IJuo9)6.



— Certificate Settings

Locally Uploaded 23/05/15

File Name CallManager.pem
Certificate Purpose CallManager
Certificate Type certs

Certificate Group product-cm

Description{friendly name) Certificate Signed by CA

—Certificate File Data

[
Version: V3

Serial Number: 398B1DA&00000000000E
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=CA, DC=CA
Validity From: Sat May 23 17:50:42 IST 2015
To: Mon May 23 18:00:42 IST 2016
Subject Name:|CN=CUCM10, OU=cisco, O=cisco, L=cisco, ST=cisco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30818902818100bcf093aa206190fe76abel3e3bd3ecd45cc8b2afeee86e8393f568e1c9aalc5fdf3f044eebe
f2d999edBac3592220fef3fodcf2d2e7e939a4b26896152ebb250e407cb65d9e04bf71e8c34563378604 12
5c806405160ac42a7133d7d6e44294226b850810fffd001e5bf2b39829b1fb27f126624e5011f151f0ef07C7
eccb734710203010001

Extensions: 6 present

[

CUCM 10.5(2)luodd [Js IJuble > il > pJWd ogss el g louold SIPlougug pJud
oSV ¢b louold SIP ¢ [Jley lJe929> slgbliso luwpel 22851 Vs IJpold: opo Jgs o wpssd
pJV ©g)sV ¢b louold SIP gs) Il wlgwoésle TLS Jpdud og)s ¢b loold SIP

I.JT,oQ.




SIP Trunk Security Profile Configuration
Q Save x Delete Copy %' Reset  Apply Config cﬂ; Add New

SIP Trunk Security Profile Information

Name* Secure SIP Trunk Profile TLS I
Description Secure SIP Trunk Profile authenticated by null String
Device Security Mode Encrypted v
Incoming Transport Type* TLS -
Outgoing Transport Type TLS -
| Enable Digest Authentication

Nonce Validity Time (mins)™* 600

X.509 Subject Name CUCMA I This Name should be CN of CUCM 9.1(2)
Incoming Port® 5061 I

"] Enable Application level authorization
(] Accept presence subscription
" Accept out-of-dialog refer**
(] Accept unsolicited notification

] Accept reglaces header
Transmit security status I

1 Allow charging header
SIP V.150 Outbound SDP Offer Filtering* Use Default Filter A

Bes X.509 lwpe IJesuose luueese CN 1Jgluo « CUCM 9.1(2) (Ubol>s CA 1Je98g6) Jpl 09

PwI):
File Name CallManager.pem

Certificate Name CallManager

Certificate Type certs

Certificate Group product-cm

Description Certificate Signed by CA

- Certificate File Data

Version: V3

Serial Number: 120325222815121423728642
SignatureAlgorithm: SHA1withRSA (1.2.840.113549.1.1.5)
Issuer Name: CN=CA, DC=CA

Validity From: Thu May 14 09:51:09 IST 2015

To: Sat May 14 10:01:09 IST 2016
Subject Name:|CN=CUCM_A], OU=cisco, O=cisco, L=cisco, 5T=cisco, C=IN
Key: RSA (1.2.840.113549.1.1.1)

Key value:
30B18902818100916c3409700ebedfc463671926fa29d5c98896df275ff305f80eelc 7eddbfee50e74cdSc44bsh 26!
be0207bf5446944aef901ee5c3dacfdb2cf4cbc870fbece1dabce78bc1629702b2f2bbb8e45deB 35791414 12e5c53d
ab8a7af5149194cce07b7ddc101cededaddad 7fd01cc613fe3f1250203010001

Extensions: & present
[

Extension: ExtkeylUsageSyntax (0OID.2.5.29.37)

Critical: false

Usage oids: 1.3.6.1.5.5.7.3.1, 1.3.6.1.5.5.7.3.2, 1.3.6.1.5.5.7.3.5,




oged JJ pu pdVSlo og s i,olo eb louold SIP gJs ogssu pudd3 91> v §Spd 5061 2
ouwoeg JJ p2esesd lJs puds TCP ) §p 5061 Jedldplo SIP TLS 191536 1Jz3836.10¢k98 9. losle
gbob loold SIPQED lu,_)ulc uSUD..SLSlu |J|p|uc dp ulu,_)ulc a.bSb quold SIP Sl)aJ IJuE;S..S_)lu
IJEgluoé wpedpd IJodssy IJoldsé eds b louold SIP.CUCM 9.1(2)

1. gJds ¢lud IJIgosl SIP Trunk Configuration: oz 99 pu peded IJodssy SRTP Allowed.
$9p0 03l ¢ 390999d v dJ IJsde IJeds (RTP) Idss yusop luweéslpee Jdpdldple g, b
IJlouold o3l. szw ozaes 03l 1dpywe Béb gus luvogsle SIP TLS Jlu Idpdlose 1Jglues
ww90999d 0dd IJsde IUSedss Ilew (SRTP) sop owbdel B wuo sunlds SIP. sz clpsy
Luwld [usble SIP w9l uubod TLS. olJl spdu Jis G Jrse lusble SIP gs) IUTews Wby
OUbds) 038§ SRTP IJposld s ey 2o

IJloold.

g 5o xbeme %H&m QP Add New

rStatus

@ Status: Ready

rDevice Information

Praoduct: SIP Trunk

Device Protocol: sIp

Trunk Service Type Mone{Default)

Device Name® CcuCM10

Description

Device Pool® Default hd
Commen Device Configuration = Mone = -
Call Classification® Use System Default -
Media Resource Group List < Mone = hdl
Location® Hub_Mone -
AAR Group < Mone = bl
Tunneled Protocal® None hd
QSIG Variant® Mo Changes -
ASN.1 ROSE OID Encoding® Mo Changes -
Packet Capture Mode® Maone hd
Packet Capture Duration o

l:‘ Media Termination Point Required
Retry Video Call as sudio

Path Replacement Support
DTransmit UTF-8 far Calling Party Name

Transmit UTF-8 Mames in Q5IG APDU

SRTP Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network te provide end to end security. Failure to do 5o will expose keys and other informatian,
When using bath sRTP and TLS -
Route Class Signaling Enabled ® Default -

Consider Traffic on This Trunk Secure

2. gJis Guwp pedople SIP po old3s cdasy b logold SIP. Isod gusle 1J9z06: 9p0ds
1J9206: 9o0JB &g s loly gb louold SIP.

-SIP Information

r Destination

["| Destination Address is an SRV

Destination Address Destination Address IPvo Destination Port
1* 10.106.95.200 5061
MTP Preferred Originating Codec*® 711lulaw -
BLF Presence Group* Standard Presence group |']
SIP Trunk Security Profile® Secure SIP Trunk Profile TLS -
Rerouting Calling Search Space < None > -
Out-Of-Dialog Refer Calling Search Space < None > -
SUBSCRIBE Calling Search Space < None > -
ISIP Profile * Standard SIP Profile M I
DTMF Signaling Method * No Preference -

CUCM 10.5(2)
1. eJds ¢luo IJIgosl) SIP Trunk Configuration: oz 89 pu pedpesd IJodssy SRTP Allowed.



3o>| §uupa wluwoslp SRTP JJ,oJIJ,olu EUJ tb IJlouold o>| Sew US> o3l IJPJU& ddb
quIJ luvble SIP ugluubo TLS Jlo Is yvgue J>§o lubble SIP és) Towsd §pduo Y OUbS)
o3 § RTP IJlpy 1Jposld® gy el

IJloolJ.

g Sve PQ Deere @y Reser o Asdnen

SIP Trunk Status

Service Status: Unknown - OPTIONS Ping not enabled

Duration: Unknown
rDevice Information

Product: SIP Trunk

Device Protocol: sSIP

Trunk Service Type MNone{Default)

Device Name*® CUCMA

Description

Device Pool ® HO -
Comman Device Configuration < Mone = -
Call Classification® Use System Default -
Media Resource Group List < Mone = -
Location™ Hub_None -
AAR Group < Mone = -
Tunneled Protacol® None -
QSIG Wariant® No Changes -
ASN.1 ROSE OID Encoding® Mo Changes -
Packet Capture Mode® Mane -
Packet Capture Duration o

D Media Terminatien Paint Requirsd
Retry Video Call as Audio

Path Replacement Support
DTransmit UTF-8 for Calling Party Name

Transmit UTF-8 Names in Q51G APDU

SRTE Allowed - When this flag is checked, Encrypted TLS needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.
Consider Traffic an This Trunk Secure When using both sRTP and TLS hd

2. eJs Guwp pedyple SIP PU ulWd’s wYosy b loold SIP. iu'o-.é eusly IP JJ9zoé: 900093
lJ9206: 9oJ e s Ilply

-SIP Information

Destination

[ Destination Address is an SRV

Destination Address Destination Address IPve Destination Port
1* 10.106.95.203 5061

MTP Preferred Originating Codec* 71lulaw v

BLF Presence Group* Standard Presence group hd

SIP Trunk Security Profile* Secure SIP Trunk Profile TLS h

Rerouting Calling Search Space < None > -

Out-0f-Dialog Refer Calling Search Space < None > -

SUBSCRIBE Calling Search Space < None > -
ISIP Profile™® Standard SIP Profile - Ig\ew Details

DTMF Signaling Method*® No Preference hd

Welos 10. logile loalio sl 9l ulo 103886 0 louble wpl puvl) s JJ pee9es: pe IJlubld puluiné
IJs éb louold SIP. Jpl spdu luveddle peesgle Jpuwble 989kise IJpumble.suvs) CUCM
9.1(2) [Js upb IJpusl) 9898 oy eJIJ eb louold TLS SIP |[Js CUCM

10.5(2)



Trunks (1-1o0f1) Rows per Page 50 ~
Find Trunks where Device Name ¥ begins with ~ Find || Clear Filter qp || =
Select item or enter search text «
Name * Description Calling Search Space Device Pool Route Pattern Partition Route Group Priority Trunk Type SIP Trunk Security Profile

& Default SIP Trunk Secure SIP Trunk Profile TLS

Add New | | Select All | [ clear ll || Delete Selected || Reset Selected |

Suisy CUCM 10.5(2) JJs wpeb IJpuwl, 1018 go) gl louold TLS SIP [Js CUCM

Trunks (I-1o0f1) Rows per Page 50 ~
Find Trunks where Device Name ~ begins with ~ | | Find || Clear Filter | || =
Select item or enter search text «
Calling Search Device Route - Route - Trunk SIP Trunk
Mame *  Description ng ] e Partition B Priority Type SIP Trunk Status i) SIP Trunk Security Profile
G‘ Qm HQ SIP Unknown - DPTIONS Ping not Secure SIP Trunk Profile
Trunk enabled TLS

| Add New | | Select All || clear all || Delete Selected | [ Reset Selected |

lJoeldd pu lJuozéu 592> el lole JJozdd pu Lors o3l

Uedssoluweod uld I.Jla_blc Sluodleolsedo cuorsz sble |uuesgle SIP TLS

VILJ”UC)IP 0do |Ja.|o_9|u UE.P"SE. I‘Jualb |.J2)|D E.'J"S CUCMJJut._Sd U |\J|UU0|J woSU
CUCM 9.1(2) 9 CUCM 10.5(2): spdud IJoblb 2;5p6 gJs g9l CUCM 3p)|dvo oo py9) SIP
TLS.o.eee IJ SIP TLS 2598 019, eJis I TCP psule 5061. 55 wpl lu sip-tls.cs IJpeld
IJolds: ould aJuuo 9lzod wb, IUJl9le, (CLI) J SSH lJos wp luuulgol J CUCM 9.1(2)1. IJo @l
2ied 9lzod wb; 1Ulsle) (CLI) eds IJublbéoloowg 9lzes uulb, Il9le, (CLI) 030 IJpgszle gds
IJubl s JzrdJé pu9, SIP TLS.

admin:utils network capture host ip 10.106.95.200

Executing command with options:

interface=eth0

ip=10.106.95.200

19:04:13.410944 IP CUCMA.42387 > 10.106.95.200.8ip-tls: P 790302485:790303631(1146) ack
3661485150 win 182 <nop,nop,timestamp 2864697196 5629758>

19:04:13.450507 IP 10.106.95.200.8ip-tls > CUCMA.42387: . ack 1146 win 249 <nop,nop,timestamp
6072188 2864697196>

19:04:13.465388 IP 10.106.95.200.8ip-tls > CUCMA.42387: P 1:427(426) ack 1146 win 249
<nop,nop, timestamp 6072201 2864697196>

2. CLl sdo@b |Js pdds@se CLI o3l Lidodlb 1Jz;5e6 wule gds [Jpuo859 9suiis pJud

SESUL Iwb.
admin:utils network capture eth0 file packets count 100000 size all host ip 10.106.95.200

ie> oubgsd &b louold SIP gds CUCM 9.1(2) slz s 1Jpddldps po [Jpdpd 1018 (CUCM 9.1(2))
IJs 1Jpdz s 9898 (CUCM 10.5(2))in order to gJw o IJpw,s po IJ CLL ,d oe 03l e

admin:file get activelog platform/cli/packets.cap

ssup ldIJodlb vouunsyd -cap I.J,_9..$|uu..$ Suwoedp 03l IJpeld Wireshark JWog pJuwd
packet.cap 9JJdu Spdu [uwogsle Is I>ls Suwe Jidodlb

I\JEJP'

Source Destination Protocol Length
18:46:11.313121 10.106.95.203 10.106.95.200 TCP 7433135 > sip-tls [SYN] Seq=(] Win=5840 Len=0 M55=1460 SACK_PERM=1
18:46:11.313230 10.106.95.200 10.106.95.203 TCP 74fip-tls > 33135 [SYN, ACK] |seq=0 Ack=1 Win=14480 Len=0 M55=1460
18:46:11. 313706 10.106.95.203 10.106.95.200 TCcP 66 33135 > sip-tls [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSval=15676167:
18:46:11.333114 10.106.95.203 10.106.95.200 TLSvVL 124fClient Hello I
18:46:11.333168 10.106.95.200 10.106.95.203 TCP 66 sip-tls > 33135 [ACK] Seq=1 Ack=59 Win=14592 Len=0 TSval=988679
18:46:11.429700 10.106.95.200 10.106.95.203 TLSVL 1514 5erver Hello
18:46:11.429872 10.106.95.200 10.106.95.203 TLSVL 260ertificate, Certificate Request, Server Hello Done
18:46:11.430111 10.106.95.203 10.106.95. 200 TCP TSval=1567¢€
18:46:11.430454 10.106.95.203 10.106.95. 200 TCP 66 33135 > sip-tls [ACK] Seq=59 Ack=1643 win=11648 Len=0 TSval=1567
18:46:11.450926 10.106.95.203 10.106.95. 200 TCP 1514 [TCP segment of a reassemb'led PDU]
18:46:11.450969 10.106.95.200 10.106.95.203 TCcP 66 K P ACk
18:46:11.451030 10.106.95.203 10.106.95. 200 TLSVL 507
18:46:11.451081 10.106.95.200 10.106.95.203 TCP 66 ?Hiﬁ“ﬂ‘!-‘-r Wk _Sea=lod3 A ﬁ'ELL! n=2u337
18:46:11.461558 10.106.95.200 10.106.95.203 TLSVL 1200fNew Session Ticket, Change Cipher Spec, Finished
18:46:11.463062 10.106.95.203 10.106.95. 200 TLSVL 1161 Application Data

18:46:11.502380 10.106.95.200 10.106.95.203 TCP 66 sip-tls > 33135 [ACK] Seq=2777 Ack=3043 Win=23168 Len=0 TSval=9¢
18:46:11.784432 10.106.95.200 10.106.95.203 TLSv1 4408app

18:46:11.824821 10.106.95.203 10.106.95. 200 Tce 6633135 > sip-tls [ACK] Seq8043 Ack=3151 Win=17536 Len=0 TSval=1:
18:46:12.187974 10.106.95.200 10.106.95.203 TLSvL 1024fappTlication Data

18:46:12.188452 10.106.95.203 10.106.95. 200 TCP 6633135 > sip-tls [ACK] Seq43043 Ack=4109 Win=20352 Len=0 TSval=1:
18:46:15. 288860 10.106.95.200 10.106.95.203 TLSV1 1466fApplication Data

18:46:15.289237 10.106.95.203 10.106.95.200 TCp 66133135 > sip-tls [ACK] SeqsB043 Ack=5509 Win=23296 Len=0 Tsval=1t
18:46:15.402901 10.106.95.203 10.106.95.200 TLSVA 770MopTlication Data

1. pilpwd wu9esdsd IJoedp Wb IULuslJ (TCP) (SYN) Jloubls louold TCP wsuw CUCM
9.1(2)(IJg esJ) 9 CUCM 10.5(2)(IJz 1> 0).



2. syuwd CUCM 9.1(2) o 28y IJgpsd Juse gduws TLS.

3. s&yuwd CUCM 10.5(2) ,uwlJs "prewl eds 1Ugbe": 9"Ubols 1JEbe": 9" bdyw IJuuolré" Jude

gpdso oubd lJgvoble.

4. 1Jbvobé IJos syuwdel IJgesd CUCM 9.1(2) JlJpld oubd Idboble.

5. obo) wslule IUobusd IJos sop ouvds) luvble SIP. luo G op Jouble gJuwd TLS.
Sedd 19 ppl Bl Ylo sop oubd Idgbeble I ozses. we> Server Hello. s, uJ CUCM
10.5(2) IJgluo wIJgbe Juoboo |Js IJgpsd CUCM
9.1(2).

MNo. = Time Source Destination Protocol Length Info

4 2015-05-23 18:46:11.333114 10.106.95.203 10.106.95.200 TLSvL 124 Client Hello

5 2015-05-23 18:46:11.333168 10 106. 95 200 10.106. 95 203 TCP 66 sip-tls > 33135 [ACK] Seq=1 Ack=59 Win=14592 Len=0 TSval=988679
6 2015-05-23 18:46:11.429700 i 292, i 295 TLSVL 110

7 2015-05-23 18:46:11.429872 TLSVL

8 2015-05-23 18:46:11.430111 z ST - TCP

1 3

- Secure Sockets Layer
v T ver: nar Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 1560
5 Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1556
Certificates Length: 1553
Cert1f1cates (1553 bytes)
qgth: 902
Certificate (id-at-commonName=CUCML0,id-at-organizationalUnitName=cisco,id-at-organizationName=cisco,id-at-localityName=cisco,id-at-state0rProvincen
5 signedCertificate
version: v3 (2)
serialnumber : 0x398b1daé00000000000e
o signature (shawithRSAEncryption)
@ issuer: rdnSequence (0)
# validity
o subject: rdnSequence (0)
4 subjectPublickeyInfo
= extensions: 6 items

LG CI

i T AT T T

SUP U9ISP IJJap IJogwduwds spedselo Ipsose 1UEluos wIJglhe CUCM 10.5(2) |Js
IJgpsd CUCM 9.1(2).s0p p8Lws Ii8p Idouwduwds slJessose sldluosh sasbist IJuedless
wlJpedsple 1Je92956 Bs Lodzs s yvobly punisd uwble IJouvésd.sd3e 1UEhe CUCM
10.5(2) voboo 1Jglued JJwedd: slJlu swedd pu Jbolsd IJgesd CUCM 9.1(2). 9sop
IJozdd S JJI

IJloglosy.

Filter: q Expression... Clear Apply Save test
Source Destination Prctocol Leng'lh Info
1894011, 43U434 LU, LUD. Y3, £U3 LU, 1UD. Y3 LUy © 33033 > SIP-LIS LALK] BE(=0Y ALK=1043 WIN=LLO048 LEN=U 15V4I=130/010844 |>eLr=Y
18:46:11.450926 10.106.95.203 10.106.95.200 TCP 1514 [TCP segment of a reassemb]ed PDU]
18:46:11.450969 - - TCP
18:46:11.451030 TLSvL
18:46:11.451081 TCP

4 [ b

Secure Sockets Layer ' '
= : hake Protocol: Certificate

Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 1559
= Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1555
Certificates Length: 1552
Cert1f1cates (1552 bytes)
ath: 901
Certificate (id-at-commonName=CUCMA,id-at-organizationalunitName=cisco,id-at-organizationName=cisco,id-at-localityName=cisco,id-at-state0rProvincens
2 signedCertificate
version: v3 (2)
serialNumber : 0x197ad7e3000000000002
o signature (shawithRSAEncryption)
© issuer: rdnsequence (0)
= validity
® subject: rdnSequence (0)
# subjectPublicKeyInfo
zextensions: 6 items
T Aalaarithmidantifion (ChauithOCAE et 1ony

l)l JIo ould g3p wblod wsu lJuvoble Ws IJodlb 1Jgjes slduboble Vs Lodzs IJysw
IJ¢luoé bl ublp IJoubgsd: SJl sop cppsd lduvoble IJuogses.-sevy weesd |.J,Juo|)|u
I.Juoa_..sao E_.J..s um.sa_o ,_,uol)o puujj.J O8S.cesse puble cucMI pl Spdo [ ..,-.Jgu IUI_) CUCM pds)o
9> u,o oubldel wubdJ uoa_._sa Ip Jl.ads I.JpUIJ. Op UZPSE I.JIUIJ pu CUCM 9. 1(2) N X
Jedlale ol 1J s&:s 1018 > CUCM 9.1(2) > o logal SIP TLS > CUCM 10.5(2) >
04530161.009 |19 59:21.185 |AppIn:Eo |pigit analysis: match(pi="2", fqgcn="1018",
cn="1018",plv="5", pgs="", TodFilteredPss="", dd="9898",dac="0")

04530161.010 |19:59:21.185 |AppInfo |Digit analysis: analysis results




04530161.011 [19:59:21.185 |AppInfo ||PretransformCallingPartyNumber=1018

| callingPartyNumber=1018

|pialingPartition=

|pialingPattern=9898

| FullyQualifiedCalledPartyNumber=9898

Sop luwepsle ++ SIP TLS g 1pods 5061 Joso 1JpdlJes.

04530191.034 |19:59:21.189 |AppInfo |//SIP/SIPHandler/ccbId=0/scbId=0/SIP_PROCESS_ENQUEUE:
createConnMsg tls_security=3

04530204.002 |19:59:21.224 |AppInfo
|//SIP/Stack/Transport/Oxo/sipConnectionManagerProcessConnCreated: gConnTab=0xb444c150,
addr=10.106.95.200, port=5061, connid=12, transport=TLS Over TCP

04530208.001 |19:59:21.224 |AppInfo |SIPTcp - wait_SdlSPISignal: Outgoing SIP TCP message to
10.106.95.200 on port 5061 index 12

[131,NET]

INVITE sip:9898@10.106.95.200:5061 SIP/2.0

Via: SIP/2.0/TLS 10.106.95.203:5061;branch=z9hG4bK144f49a43a

From: <sip:1018@10.106.95.203>;tag=34~4bd244e4-0988-4929-94£2-2824063695£5-19024196

To: <8ip:9898@10.106.95.200>

Call-ID: 94fffc00-57415541-7-cb5£6a0a@10.106.95.203

User-Agent: Cisco-CUCM9.1

++ bo$s wyise IJIubble (SDL)s@>p Find oVluosd 29d CN JJpesuose 9pedsple IJloold.

04530218.000 |19:59:21.323 |sdlSig |SIPCertificateInd |wait
| sSTPHandler(1,100,72,1) | STPTCcp(1,100,64,1)
[1,100,17,11.34%4% | [T:N-H:0,N:1,L:0,V:0,%:0,D:0] connIdx= 12 --

remoteIP=10.106.95.200 --remotePort = 5061 --X509SubjectName
/C=IN/ST=cisco/L=cisco/O=cisco/OU=cisco/CN=CUCM10 --Cipher AES128-SHA --SubjectAltname =
04530219.000 |19:59:21.324 |sdlsig | STPCertificateInd

| restart0 | sIPD(1,100,74,16)

|SIPHand1er(1,100,72,1) |1,100,17,11.3**** |[R:N-
H:0,N:0,L:0,V:0,Z:0,D:0] connIdx= 12 --remoteIP=10.106.95.200 --remotePort = 5061 --
X509SubjectName /C=IN/ST=cisco/L=cisco/0O=cisco/0OU=cisco/CN=CUCM10 --Cipher AES128-SHA --
SubjectAltname =



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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