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Status Messages

Cisco Unified IP Phone CP-7965G ( SEP64A0E71502CC )

20:16:01 Trust List Update Failed
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630 JS 9 ddxall whblaeYl pliso uss ole] HTL Guss dsle] Jusiwd uLL> JLd .callManager.pem

83lel 1ol cuod 151 1aad LWl oo ITL Guss 83le] ol Jisisi oS 15,51 6,0 RemoteKey yuss 83lely

o9 Jnaailly ol JS dliol 2 s piy 030 Lubll 8288 aluy yogls pac I 838 1igd o cyo ITL s
Ll oLudYl
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adm n:utils itl reset localkey
: Enter CCM Admini strator password

..... Locating active Tftp servers in the cluster
Following is the list of Active tftp servers in the cluster
['test10pub', 'testl10sub']

The reset ITL file was generated successfully

......... Transferring new reset ITL file to the TFTP server nodes in the cluster



Restarting Cisco Tftp service on host test10pub
Cisco Tftp service restarted on host test10pub
Successfully transferred reset |ITL to node test10sub

Restarting Cisco Tftp service on host test10sub
Cisco Tftp service restarted on host test10sub

a2y e sl juwYl plias plasawl ITLRovery

.03 pid dio ITLRecovery.p12 wals lha> o5 Sl (>, SFTP ps2J RemoteKey L3> zouw

adm n:utils itl reset remotekey joemar2-server.cisco.com joemar2
home/joemar2/ITLRecovery.pl2/

Enter Sftp password : Processing token in else 0 tac

coutn is 1

Processing token in else 0 tac

coutn is 1

Enter CCM Adnmi ni strator password
..... Locating active Tftp servers in the cluster
Following is the list of Active tftp servers in the cluster

['test10pub', 'testl10sub']
The reset ITL file was generated successfully

......... Transferring new reset |ITL file to the TFTP server nodes in the cluster

Restarting Cisco Tftp service on host test10pub
Cisco Tftp service restarted on host test10pub
Successfully transferred reset |ITL to node test10sub

Restarting Cisco Tftp service on host test10sub
Cisco Tftp service restarted on host test10sub
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adm n: show itl

: The checksum value of the ITL file

(b331e5bf b450926e816be37f 2d8c24a2( MD5
(9d7da73d16c1501b4d27dc1led79211f 390659982( SHAL

Length of ITL file: 5302



The ITL File was | ast nodified on Wed Feb 26 10:24:27 PST 2014

Parse ITL File

Version: 1.2
(Header Lengt h: 324 (BYTES

BYTEPOS TAG LENGTH VALUE

SIGNERID 2 139 3

SIGNERNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US 4
SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5 5
CANAME 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; OC=ci sco; L=rt p; ST=nc; C=US 6
SI GNATUREI NFO 2 15 7

DI GESTALGORTI THM 1 8

SI GNATUREALGO NFO 2 8 9

SI GNATUREALGORTI THM 1 10

SI GNATUREMODULUS 1 11

SI GNATURE 128 12

8f d4 0 cb a8 23 bc b0

f 75 69 9e 25 dl1 9b 24

ae dO 68 18 f6 4 6 49

f8 1d 27 7 95 bc 94 52

d7 5c 36 55 8d 89 ad f4

d7 dO db da b5 98 0 88

a2 6f 2e 6a be 9a dd 12

da 38 df 4f 4c 37 3e f6

ec 5f 53 bf 4b a9 43 76

c5 ac 56 e2 5b 1b 96 35

df 83 62 45 f5 6d 0 2f

c dl1 b8 49 88 8d 65 b4

e4 7c 67 5 3f 7 59 34

b6 98 16 35 69 79 8f 5f

fO 42 5b 9b 56 32 2b 20

cO b7 la 1e 83 c9 58 b

FI LENAME 12 14

TI MESTAMP 4 15

| TL Record #:1

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERIALNUMBER 16 61:40:52:E9:1E:E9:7C:77:9B:7B:5E:81:0A:B1:46:A5

PUBLI CKEY 140

SI GNATURE 128

CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

.This etoken was used to sign the ITL file

© o ~No Ol wNBRE

| TL Record #:2

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 1115 1

DNSNAME 2 2

SUBJECTNAME 57 CN=t est 10pub. j oenmar 2. |1 ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US 3
FUNCTI ON 2 TFTP 4

| SSUERNAME 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US 5



SERI ALNUMBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: 0A: B1: 46: A5 6

PUBLI CKEY 140 7

S| GNATURE 128 8

CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl1 84 84 D4 2A 63 9F 71 78 BE A9 9
(SHA1 Hash HEX)

| TL Record #:3

BYTEPCS TAG LENGIH VALUE

RECORDLENGTH 2 439

DNSNAME 2

SUBJECTNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

FUNCTI ON 2 CAPF

| SSUERNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

SERI ALNUVBER 16 42: BF: 37: 77: 9B: 16: AF: 1C: D2: 30: 88: C2: 17: 24: 9D: AA

PUBLI CKEY 140

SI GNATURE 128

CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03 11
HASH ALGORI THM 1 SHA-1 12

00 ~NOO UL WDNPRE

| TL Record #: 4

BYTEPCS TAG LENGIH VALUE

RECORDLENGTH 2 455

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUMBER 16 76:59: 84: D8: B7: 30: 60: 63: 36: E5: C7: B6: A7: DD: B9: D6

PUBLI CKEY 140

S| GNATURE 128

CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55 11
HASH ALGORI THM 1 SHA-1 12

0 ~NOO UL WDNPR

| TL Record #:5

BYTEPCS TAG LENGIH VALUE

RECORDLENGTH 2 1141 1

DNSNAME 2 2

; SUBJECTNAME 66 CN=I TLRECOVERY t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rtp 3
ST=nc; C=US

FUNCTI ON 2 System Admini strator Security Token 4

; | SSUERNAME 66 CN=I TLRECOVERY t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rtp 5
ST=nc; C=US

SERI ALNUVMBER 16 6E: 3F: 65: C2: 97: B3: EO: 1F: E7: 42: 81: AB: 52: CC. 55: DC 6

PUBLI CKEY 140 7

SI GNATURE 128 8

CERTI FI CATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC 9
(SHA1 Hash HEX)

.This etoken was not used to sign the ITL file

| TL Record #: 6

BYTEPCS TAG LENGIH VALUE

RECORDLENGTH 2 713 1

DNSNAME 2 2

SUBJECTNAME 57 CN=t est 10sub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US 3
FUNCTION 2 TVS 4

| SSUERNAME 57 CN=t est 10sub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US 5



SERI ALNUMBER 16 67: D1: Al: 9E: F8: AB: 91: E6: CO: A6: 10: 35: 26: 30: EE: 02 6
PUBLI CKEY 270 7
S| GNATURE 256 8
CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 C9 11

HASH ALGORI THM 1 SHA-1 12

.The ITL file was verified successfully

ITLRecovery gliao plaziw| o §axill

28 ITLRecvery Jissl ol gla, aild (TL cusi 65lel el,>] asy show itl oYl plasiwl ITL calo (0,2 caad I3]

pii ol I Joall eMolsall Sz ol @8gall 98 ITLRecovery Jlayg Ld aioge o® S ITL e g99
oMoleoll J=w gi99i TFTP 9l callManager.pem 6slgis placiw! pi <89l el 99 [ TFTP i osle]

S350 6,0 ol

Lengt h

of

adm n: show itl
: The checksum value of the ITL file

(c847df 047cf 5822cled6cf 376796653d( MD5

(3440f 94f 9252e243c99506b4bd33ea28ec654dab( SHAL

ITL file

5322
>The ITL File was last nodified on Wed Feb 26 10: 34: 46 PST 2014

Parse ITL File

Ver si on:
(Header Lengt h: 344 (BYTES

1.2

BYTEPCS TAG LENGIH VALUE

SIGNERI D 2 157
SIGNERNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US
SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC

CANAME 66 CN=I TLRECOVERY_t est 10pub. j oenmar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

SI GNATUREI NFO 2 15

DI GESTALGORTI THM 1

SI GNATUREALGO NFO 2 8

SI GNATUREALGORTI THM 1

S| GNATUREMODULUS 1
SI GNATURE 128
ff ed a

e 75
6e 49
8b dO
bl c2
f8 2e

fo
ec
f3
Te
e4

ea
2b
80
85
68
al

1b
24
23
29
ee
e2

9a
ce
85
4b
e6
15

c3 fO 1d cO e 6
fc d2 f3 2e 89
5¢c 11 84 18 8a
5d 91 21 57 88

a5 8f f7 c O
3d a3 78 dd 42
9d f1 42 5e 35

c 3 df 89 9
1f 84 f5 83 dO
FI LENAMVE
TI MESTAMNP 4

a0
cb
2c
cl
fo
3c
fo
cc

c4
58
4d
22
5b
8c
1b
77
ce
ed
c4
af

bc
ac
11
12

10
11
12
58
bd
18
8f

4d
3e
97
19
2f

92
63
28
ae
77
60
14
15



| TL Record #:1

BYTEPOS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 System Admi ni strator Security Token

| SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUVBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: OA: B1: 46: A5

PUBLI CKEY 140

SI GNATURE 128

CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

.This etoken was not used to sign the ITL file

© 00 ~NO UL WDN P

| TL Record #:2

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 1115

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTI ON 2 TFTP

| SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUMBER 16 61:40:52: E9: 1E: E9: 7C. 77: 9B: 7B: 5E: 81: 0A: B1: 46: A5

PUBLI CKEY 140

S| GNATURE 128

CERTI FI CATE 684 01 9C 4C 3D 27 D7 4D 82 CB Bl 84 84 D4 2A 63 9F 71 78 BE A9
(SHA1 Hash HEX)

© 00 ~NO UL WDN P

| TL Record #: 3

BYTEPCS TAG LENGIH VALUE

RECORDLENGTH 2 439

DNSNAME 2

SUBJECTNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

FUNCTI ON 2 CAPF

| SSUERNAME 49 CN=CAPF- 75638ad9; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US

SERI ALNUVBER 16 42: BF: 37: 77: 9B: 16: AF: 1C: D2: 30: 88: C2: 17: 24: 9D: AA

PUBLI CKEY 140

SI GNATURE 128

CERTHASH 20 BB C3 4A 1D DE 17 39 C5 36 1A 15 6B FO 65 FE BE D1 E6 19 03 11
HASH ALGORI THM 1 SHA-1 12

0O ~NOO UL WDNPR

| TL Record #: 4

BYTEPCS TAG LENGIH VALUE

RECORDLENGTH 2 455

DNSNAME 2

SUBJECTNAME 57 CN=t est 10pub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAMVE 57 CN=t est 10pub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUMBER 16 76:59: 84: D8: B7: 30: 60: 63: 36: E5: C7: B6: A7: DD: B9: D6

PUBLI CKEY 140

S| GNATURE 128

CERTHASH 20 7A BF CE B6 BE E2 06 02 74 D9 EB AE 58 48 52 93 7A 1E A5 55 11
HASH ALGORI THM 1 SHA-1 12

0O ~NOO UL WDNPR

| TL Record #:5

BYTEPCS TAG LENGIH VALUE



RECORDLENGTH 2 1141 1

DNSNAME 2 2

SUBJECTNAME 66 CN=ITLRECOVERY testlOpub.joemar2.lab;OU=tac;O=cisco;L=rtp;ST=nc;C=US 3
FUNCTI ON 2 System Admini strator Security Token 4

| SSUERNAME 66 CN=I TLRECOVERY_t est 10pub. j oerar 2. | ab; OQU=t ac; C=ci sco; L=rt p; ST=nc; C=US 5
SERIALNUMBER 16 6E:3F:65:C2:97:B3:E0:1F:E7:42:81:AB:52:CC:55:DC 6

PUBLI CKEY 140 7

SI GNATURE 128 8

CERTI FI CATE 692 CD C7 4A 39 87 87 52 FA BO 89 0C 28 AB CB 36 32 EB 87 16 DC 9

(SHA1 Hash HEX)

.This etoken was used to sign the ITL file

| TL Record #: 6

BYTEPCS TAG LENGTH VALUE

RECORDLENGTH 2 713

DNSNAME 2

SUBJECTNAME 57 CN=t est 10sub. j oenar 2. | ab; OU=t ac; O=ci sco; L=rt p; ST=nc; C=US
FUNCTION 2 TVS

| SSUERNAMVE 57 CN=t est 10sub. j oemar 2. | ab; QU=t ac; O=ci sco; L=rt p; ST=nc; C=US
SERI ALNUMBER 16 67: D1: Al: 9E: F8: AB: 91: E6: CO: A6: 10: 35: 26: 30: EE: 02

PUBLI CKEY 270

S| GNATURE 256

CERTHASH 20 AF 28 89 16 F9 94 E6 62 A3 65 C2 88 3B 94 08 1C 66 7C 49 (€9 11
HASH ALGORI THM 1 SHA-1 12

0 ~NOO UL WDNPR

.The ITL file was verified successfully

aail) Caslogll wlaad aplSo] Julii) o ligws
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oslgiv clin] 65lel J9guall oL 13] (aad a>lg CUCM psl3 go din lauwl 9 .((callManager.pem

Jeadl exy e o ye,9 wilgll laws 6slel piy a8 (531 ol 6a>19 TVS.pem é6slgis callManager.pem
0>lgi e wilgll JI CUCM (o dlwyoll _slalil jlexdl s 65lel go i .dadl aosld eyaxs Jind alluw,
CUCM lgsé 55 ¥ dl> waslgdl U3y ol oSy lgilis] éslel oy ITL (8 839290

9l ol pawl usi 63le) cdgll uii L9 b3amio ololgis clinl 63| ad piy sl o lisuwl gio (9 61 lusall
CUCM giay «63lgadl eli] éslel sic jlxiz] edso le oY CUCM ssixy (DNS Jbro puwl o yass
83lgidl elis] 85lel o 358> Luas eiae S sxaell quis le 5,31 63lgis clinl 631l o J9dumoll

Lol | s pi ol w9 «_JoY lgid| elisl 6slel xic wilogll b 63lel 5 dyas)l 03D cassusis .disyLu|

Wl 65lganl elisl 6slel i lghxuss

ole el (Sa olalall édslaal dgilil day bl a) wilgl ol Vsl BIL] ai (il 631l e il Lasy
clas VI BliSiwlg ITL ddace , ol sl IS "eVaiVl 1" Gl 5 dlazll 03 Jo> adlo] Juolss

Le>Nolg

wo B> Juas vsiat (8 8,31 el elisl 63le] o Josuall CUCM lgb giay dl> 2,31 13D puos,
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adm n: set cert regen CallManager

WARNI NG This operation will overwite any CA signed certificate
previously inmported for Call Manager
Proceed with regeneration (yes|no)? yes


https://supportforums.cisco.com/docs/DOC-17679
https://supportforums.cisco.com/docs/DOC-17679

.Successfully Regenerated Certificate for Call Manager

Pl ease do a backup of the server as soon as possible. Failure to do
.Sso0 can stale the cluster in case of a crash

You nust restart services related to Call Manager for the regenerated
.certificates to beconme active

adm n: set cert regen TVS

Cal | Manager certificate was nodified in the last 5 mnutes. Please re-try
regnerating TVS certificate at a later tinme

1D 090 68 oS (0S) Jssisdl pllos 6,05] a2 o lgansas @l I 618 Lino Sy

~Status

e CallManager certificate was modified in the last 5 minutes. Please re-try regnerating TVS certificate at a later time

- Certificate Settings

File Name TVS. pem

Certificate Name TVS

Certificate Type certs

Certificate Group preduct-cm

Description Self-signed certificate generated by system
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0985 6302V guo> Jox) lwall slel 5 platiwly duwuwdall Slales < plaill (o 6562V g0 lawo 65lel
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get tftp LoVl Jssl9 Wl Lol CLI JI Jos Ul sy pd olo,iwVl pliso) Jblis] duw cl,>Y
1] wlo e Jjiinall ade Sgixi ¥ LD auoge 98 WS walall hax) SFTP o513 o5l .ITLRecovery.p12
alall e jgiell pac aic qun wld i e get tftp ITLRecovery.p12 ;oY laol cwad 15] Ui (ITL

adm n: file get tftp ITLRecovery.pl2
.Please wait while the systemis gathering files info ...done
.Sub-directories were not traversed
Nunmber of files affected: 1

Total size in Bytes: 1709

Total size in Kbytes: 1.6689453

Woul d you like to proceed [y/n]? y

SFTP server |P: joemar2-server.ci sco.com
. [ SFTP server port [22

User |ID: joenar2

EE R R O S PaSSV\Drd

/ Downl oad directory: /hone/joenar2

The authenticity of host 'joemar2-server.cisco.com (172.18.172.254)' can't be
.established

.RSA key fingerprint is 2c:8f:9b:b2:ff:f7:a6:31:61: 1b: bc: 95: cc: bc: ba: bd

Are you sure you want to conti nue connecting (yes/no)? yes

. Transfer conpl eted
Downl oading file: /usr/local/cmtftp/l T TLRecovery. pl2

JITLRecovery.p12 wlo) _bli>] duw el,>Y 5oloVl Jlow dg=>l9 o sl bl VI duuidl el,>] iy ol I
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(1] g
Feb 17 13:38:10 || Hame: [TLRecoveryCertBackup
H.l:hhl- Name: test1Dpub
mn.‘ mmlngmm.' Konitor Description: This cluster has an ITLRecovery certificate that has nat
Message: ||| been backed up. Taking a manual backup of this certificate is

recommended 1o avold the need to manually delete the ITL file from
every phone in the cluster afier certain cluster reconfiguration
operations,

0 testl0pub: Feb 17 2014 09:38:10 PM.735 UTC :

HUC_CERT-4-TLRecoveryCernBackup: %[Message=
J[ClusteriDs= |[Mode|D=test10pub): This cluster has an ITLRecovery
certificate that has not been backed up. Taking a manual backup of || | gyslanation: This alarm indicates that the newly generated ITL
this certificate is recommended 1 avoid the need © manually ||| Recovery Certificate and key have not ver been backed up.
delete the ITL file from every phone in the custer after certain o ¥ L P
cluster reconfiguration operations. ||| Recommended Action: Use the CLI command ile get tftp

|| ITLRecovery.pl2® to back up the ITL Recovery Certificate as soon as
possible.

||| Parameters:

* | + HE@ Close
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.get tfitp ITLRecovery.p12 oIl plaziwl a3l ITLRecovery.p12
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1)LV ggoxall show itl oV

adm n: show itl

: The checksum value of the ITL file

(b331e5bf b450926e816be37f 2d8c24a2( MD5
(9d7da73d16c1501b4d27dc1ed79211f 390659982( SHAL

lo 9 a4 d&ol> callManager.pem 6slgiv asn) e3> JS OV TFTP o5 JS e waliso s LSVl ggozall

cand 3] cislgll e cuiall (ITL) LJsall cMaloall Jud 55Uis Yl goacnall i joiall o Savs . LBl ITL
sl @20 o <l d3lh < LoVl S5 < ShIaeYl s st slgll LIe ol cMoleall Jow Loss
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ITL o0 SHAT @525 o, MY poiss 91 culill zoldl o (1)9.4 lauoYl Jois Ll ailsgll alase pgis
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i ooyl 5 RemoteKey plias/_lxall pliaall ITL oo 65lel Jid - CSCun18578 -
ix0 e SFTP @slan go5 L9 ITL RemoteKey o uss 63lc] las - CSCun1912 -


https://tools.cisco.com/bugsearch/bug/CSCun18578/?reffering_site=dumpcr
https://tools.cisco.com/bugsearch/bug/CSCun19112/?reffering_site=dumpcr
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