od9su SIP TLS wsw CUCM-cube/CUBE-SBC

lJpzossle

| Jp, 9506

IJpobJole Il wsé
lJodoule | OEdp0
lJoe

l wod, wldd 1JIzble ol oIzl

e29d ldpzessle

NFX YY)

suwles 03l 1Jpwows Bs odsu lely buds IJudd (TLS) pu SIP wsw Cisco Unified
Communications Manager (CUCM) g Cisco Unified Border Element (CUBE)

IJpobdule IJiguluss
900 Cisco Llu oy Jssd pe,ud6 woso IUps osgle

y_)gogdg._{ SIP
wwoble [Jlely

IJecbdule

- Sew o soblod IJobst 91dsde pg udlb IJuolss (s9uos vlu sdsu dssd uduw puos)
NTP).

- Stw I sYsu CUCM s Idsog IUpgodb.

< louold TCP pbdye (Idpuwds IJpde9z 5061 eds Is b zelss Jduslujsw).

- Sev o seoss Idedew eds w,lgsue UCKI sldiely.

IJedyule IJpyucrpd

- SIP
- uwoblu p99g6 Slusl

IJodosy

lLuwe Jogbslbs JJubwdo



. _ L~ HK"““\

| SIPNetwork |

___IH PSTN

SIP

CUBE

tbslo IJodosy

IUgbogs 1. loile u@lbs &8s JJlzeddllb ubolss CUBE IJepsss

crypto pki trustpoint CUBEtest(this can be any name)

enrollment selfsigned

serial-number none

fgdn none

ip-address none

subject-name cn= ISR4451-B.cisco.lab ! (this has to match the router’s host name)
revocation-check none

rsakeypair ISR4451-B.cisco.lab ! (this has to match the router's host name)
lJgb9s 2. Lezys logsle b o 8é: v 89p vouugsd IJle, crypto pki login cubeTest JJz 29J
eds ywoble p99g6 slosl

crypto pki enroll CUBEtest
% The fully-qualified domain name will not be included in the certificate

Generate Self Signed Router Certificate? [yes/no]: yes

Bl Yy Idouwzsd wozsel Bsze wade o3l Idlg)lz

Router Self Signed Certificate successfully created

IJglo96 3. wg> ool eds Iuiolss szu lu wdsp wouossol

crypto pki export CUBEtest pem terminal
Sew 1o sW9pe IUle) ledlo olounle IUguolss IJeldsé



% Self-signed CA certificate:

MITBgDCCASQgAwIBAgIBATANBgkghkiGI9wOBAQUFADAeMRwwGgYDVQQDEXNJU1IO0
NDUxLUTIuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVOXDTIwMDEWMTAWMDAWME ow
HjEcMBoGA1UEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSgGSIb3DQEBAQUA
AO0SAMEgCQQDGtZ974Tfv+pngsl+cCelz/e0b2zg6CrIj4T1t+NS1G5sjMJ919/ix
7Fa6DG33LmEYUM1NntkLaz+8UNDAYBZrAgMBAAGjUzBRMASGA1UJEWEB/wQFMAMB
Af8wHwYDVROjBBgwFoAU+YylUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmMM
tVKinW/g6yDXO7WXK3SETCj6MAOGCSAGSIb3DQEBBQUAAOEADQXG2FYZ /MSew ] SH
T88SHXgOEVgcLrgGpScwcpbRIMKFPpIThDVadfH/FC6jnkGW7JFWcekAS5KpOtzYx4

LDQaxQ==

% General Purpose Certificate:

MITBgDCCASQgAwIBAgIBATANBgkghkiGI9wOBAQUFADAeMRwwGgYDVQQODEXNJU1IO0
NDUxLUTuY21zY28ubGFiMB4XDTEIMTIXNTAXNTAXNVOXDTIwMDEWMTAWMDAWME ow
HjEcMBOGA1UEAXMTSVNSNDQIMS1CLmNpc2NvLmxhYjBcMAOGCSgGSIb3DQEBAQUA
AO0SAMEgCQQDGtZ974Tfv+pngsl+cCelz/e0b2zg6CrIj4T1t+NS1G5sjMJ919/ix
7Fa6DG33LmEYUM1NntkLaz+8UNDAYBZrAgMBAAGjUzBRMASGA1UJEWEB/wQFMAMB
Af8wHwYDVROjBBgwFoAU+YylUgKdb+rrINc7tZcrdIRMKPowHQYDVROOBBYEFPmMM
tVKinW/g6yDXO7WXK3SETCj6MAOGCSAGSIb3DQEBBQUAAOEADQXG2FYZ /MSew ] SH
T88SHXgOEVgcLrgGpScwcpbRIMKFPpIThDVadfH/FC6jnkGW7JFWcekASKpO0tzYx4

LDQaxQ==

louwg 1dubolss 1Jesdes sles! ldpouubls Iedlo sduodol Bs pJd uuos wlpwsls IJeJd .pem

Suves lJdpold IJolds ISR4451-B.ciscolab.pem



LN uaREr 4L 7 N . oL s
File name: [SR4451-B.ciscolab.pem =
Save as type: All i;'pes{'.l]l .,]
= Hide Folders save | | Cancel |

|Jgb9s 4. wepsd volys IJpdew |Js CUCM

« 35y CUCM 0S > IJolpsy > Ibhé Iduuoble > ez psd IJuvolséluudunds 1dbelsle
- &uo lduwoel>s = CallManager-Trust
SRS o) pem Ueluo oo

Upload Certificate/Ce  chain - Mozilla Firefox

B  httpsy/fcucm10-5.ciscolab/cmplatform/certificateUpload.do

Upload Certificate/Certificate chain

Egi Upload Close
rStatus
[
d @ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this custer
| ~Upload Certificate/ Certificate chain
Certificate Purpose® CallManager-trust i
Description(friendly name)
Upload File ISR4451-B.cisco.lab.pem
| Upload | | Close |
@ *- indicates required item,
Wl i |

IUg 096 5. &orisd Iduiolss 1Up98es 3los! Jbbs 1dpdldele

- ldgwy,) gds Idguolss IJos w@9d CallManager
o) eds luwe Ipuosd

ol eds cujsd pd PEM

+ledbo eds IUdposse,



siafs. Clies Unifled Operating Syitem Adminkitration

Ty P L

B & DelFge = Deicfly &  Dafews Djgrmie = Devied & Sgip =

Gy i B nF =

P

| temmrcos i g0 - poarsay e |
Tl Do Acts LT stad S B =ien B iomeae b [ Fimar e =

[ra— [y T s e - Tosri Fanrmer a——
o H g g iy Faf- ey Bk O | el QP | Bl LL ] Tl g oI gy S
0@ Certificate Details|Self-signed)

(il | httpsy/10.201.198.182/cmplatform/certificateEdit. doToert = fusrlocal/cm/ secuity/CallManager joarts

Cortificate Detalls for CUCHM 1052, CallManager

~ Status
@ Status: Ready

- Certificate Settings
Filg Name CallManager.pem
Certificate Purpase CaliManager
Cartificate Type oarts
Certificate Group produck-cm

Description{friendly name) Seif-signed certificate generated by system

- Certificate File Data

[

Wersian: V3

Serigl Numbear: 4ATBS03ASAIDZ0ZADTDSABIFETARTOFT

Signaturehilgarithm: SHALwIthASA [1.2.840.113549.1.1.5)

lzzuer Mame: Lerednb, ST=Texss, CN=CUCM1052, Ol = prifme, D=cm, C=US

Walidity Fraem: Tho Jol 21 13:11:22 CODT 2016

Ta: Tue Jd 20 13:11:21 CDT 2021
Subject Name: LarcdnS, ST=Texas, CN=CUCHM 1052, Oll=prime, D=dten, C=US
Key: RSA (1.2.840.113549.1.1.1)
By warlwe:

J0E2010a02B20101006B03ERIFL 17 Fded6B4 3 Lefe 1 6dMdb1 2 TdbaI M09 1d1dBeThE
B9l 3alGa80d2a %ea T4l b4 2b5a5 Y 1 belabe 1 31006 1bE02 4a84a Ja Fde0 e S00 Lac
AMbSS1b5T1569d44c 1FI36d5a 1 c2al0ckfbSebetadbbl 61 3ca3d 1cT Fo84paad 1a752
Jed3361 16856197 A5cRE1 1685ab 3057 65ed0as LoddFI 136244702 14001 T aa 2 be
J8d07ae0 1 Tdea T 19540280 1 Gabb020 T 7RO WETEE Sdatcabbbalbd ST IbTF202
B3dS0f14b7dBddee 0306907291 FE6451ba 108 I584caed2 | 20bdbed 52 40a1 598353

Regenerate Generate CSR Dawnload -FEM File Download .DER File

Clome

lJzlb9s 6. wzpsd uuolss CallManager.pem |Js CUBE
- Iz CallManager.pem Clgueésle pz)) pJd wuos

© UL PTUIS |J=,0Ju-'9 olddled
s ogugsd 0o lUlglp) eds Idpdew

crypto pki trustpoint CUCMHOSTNAME



enrollment terminal

revocation-check none

crypto pku authenticate CUCMHOSTNAME

(PASTE THE CUCM CERT HERE AND THEN PRESS ENTER TWICE)

You will then see the following:

Certificate has the following attributes:
Fingerprint MD5: B9CABE35 24B11EE3 C58C9A9F 02DB16BC

Fingerprint SHAl: EC164F6C 96CDC1C9 E7CA0933 8C7518D4 443E0E84

% Do you accept this certificate? [yes/no]: yes

If everything was correct, you should see the following:

Trustpoint CA certificate accepted.

% Certificate successfully imported

IUz 1696 7. & 9o SIP Jluwegsle TrustPoint JJ wolss 1Jesde 1UzlLo o CUBE

sip-ua

crypto signaling default trustpoint CUBEtest

IJg9s 8. o Josu 1@)lu IUbde wluwagsle TLS

dial-peer voice 9999 voip
answer-address 35..
destination-pattern 9999
session protocol sipv2

session target dns:cucml0-5



session transport tcp tls
voice-class sip options-keepalive

srtp

IJg096 9. cdssuw pJbd wg) s lply gb louol CUCM

+ L2526 bl,6 CUCM > Uuup > UI,oIU pJ8 &e)58 ey 2o I ol SIP

~SIP Trunk Security Profile Information
L]

Name CUBE Secure SIP Trunk Profile

Description Secure SIP Trunk Profile authenticated by null String

Device Security Mode Encrypted 4

Incoming Transport Type® TLS o

Outgoing Transport Type TLS b
Enable Digest Authentication

Nonce Validity Time (mins)® 600

¥.509 Subject Name ISR4451-B. cisco_lab|

Incaming Port® G061

| Enable Application level authorization
¥ | Accept presence subscription
| Accept out-of-dialog refer®*
¥| Accept unsolicited notification
¥ Accept replaces header
¥| Transmit security status

Allow charging header
SIP W.150 Outbound SDP Offer Filtering™ Use Default Filter -

pdlbbs: oo 1Jpop JJUElsE o soblud lJzdd X.509 og luupe CN IUss $po wodsuo
puvedl loule 8sled Clogvle Idgvol>s 1Ue9es slosl

lJglogs 10. oJgsy gl leold SIP gJs CUCM

colds pu wpass glus IJlgosh SRTP IJeuwedz wol
. u‘?d._]o lJpoluwe glsé g_o_9|¢:9u'o,ooo & suwwwsd psule 5060 pg psule 5061
- olds pu weasd pdV wg)sY lely gl louold SIP Iduoese (IU3s wpe lugblye Ws 1Jgbgo 9)



SIP Information

~ Destination

Destination Address 5 an SRY

Destination dddress Destination Address 1PvG Destination Port
1" 10.201.160.12 G061
MTP Prefermed Onginating Codec® 71 1ty -
BLF Presence Group" Standard Presence group 3
SIP Trunk Security Profie” I5R4451-B Secure SIP Trunk Profie -
Rerouting Caling Search Space < Nane = il
Out-Of- Dialog Refer Caling Search Space < Mone > -
SUBSCRISBE Caling Search Space < None > -
SIP Profile ctandard SIF Profile- ophons + e Detals
DTMF Signalng Method * Ho Preference .

- Bp wedb gb IJloold 9lels wesswo.

IJoedd pu lJuoes

pud wpdsu ltoul) Uleuold wldgsble eJs CUCM: seo Io SY9u ¢b loold SIP Ws zlJo
lJg>p0 [JIJlpJd

. o c”ﬁiﬁ"m Dvice Fool Pm*h Partitian ;‘j":; Franky 'r":_": 1P Trurk Sstus 535 Trurik D stxan
IsE4a0]-8 711 - Seure S Full Senvioe Tame Bn Full Senvace: O day 0 o 3
Tk MaErRAs

oo, 2lUs gl louold SIP 1Ugsp6 1l eJsb.

oo elds ubs) ldbde Jldolds:

show dial-peer voice summary

TAG TYPE MIN OPER PREFIX DEST-PATTERN FER THRU SESS-TARGET STAT PORT

KEEPALIVE

9999 voip up up 9999 0 syst dns:cucmlO0-5 active

lwedunldd IJigble gl oJdlzol

opdsu 9uzpse lelz 030 IUlgble

debug crypto pki api

debug crypto pki callbacks
debug crypto pki messages
debug crypto pki transactions
debug ssl openssl errors
debug ssl openssl msg

debug ssl openssl states
debug ip tcp transactions
debug ccsip verbose

bovlb oyvesd Webex:



https://goo.gl/QOS1iT



https://goo.gl/QOS1iT

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



