luveysbs 9lzed 95w Video Communications
Server (VCS) - IJuol>é IJpJglo

lJpzossle

SueWd o3l IJpwews Iduwsulysy 1U3s sop Vo lubld Idyielss 1Ue9z936 gds 90> Video
Communications Server (VCS) suwsgs J3JY Jl spdu 1dsuo9d 1Js 9lgod IJpweise
IJsum9e.56 (GUI).

VCS pg Juolsé ¢ghp puwossd Iduodlzss

| w, Jo

Os o3l I wsoliss Ju sIso Jssd 28 1Jauesd [Js lzes IJpwegse Idyuwspess (VCS)
99 p2lads 1Jsuosd [Js VCS pu gdld 9lzes IJpuwese 1Uyumgpess (GUI) IJs boy, bl
O |y ol glhe VCS (9> wp lobldol

Security Error

« C'  x hupt//test-sspev.verisign.com:2443/1 V r A,

The server's security certificate is revoked!

You attempted to reach test-sspev.verisign.com, but the cenificate that the server presented has been revoked by its issuer. This means that
the security credentials the server presented absolutely should not be trusted. You may be communicating with an attacker




Joddsd IJeuvdJs pwozole lo osze [Js Iduvoble 11 )l oss s 1J VCS. uusose 3JI
IJso9d IJs 9lzed [Jpumwese lUhumsess 90 &p uvsdie lehs logble [dgbobsle.

Spdud lozl 1Jeoes 1Ue3ds,6 Iedlo Lls pu lJbysdosy IJoldsosy:

1 lgwepsle wolez w9999 IJousg IWlew (SCP) (gds uwwsd IJeld: WIinSCP)
2. |uweesle slzos Lubs, 1Jisle, 125, (CLI)

s lgwesle obusd wu9esdsd vdd Idedle IUley (SFTP) (eds uvwsd IJpeld: WINSCP).
loowd IJs 1dsJdsd /tandberg/persistent/certs og> o wgsd 289Jd wluwogsle pugnslo
IJz3, 1Jglues oldizosé IUle,)loss (VCS)

certs - & B B @ & MFind Files %o &=~
Bl #HE M
/tandberg/persistent/certs
|| Name - Size Changed Rights Owner

B . 30-06-2016 01:40:52 TWXT=XI-X root

b ca 03-05-2016 00:41:42 TWXI-Xr-X xcp

! generated_csr 16-05-2016 05:16:12 PWXI-Xr-X nobody
ca.pem 5KB 16-05-2016 06:27:27 rW-r--r-- nobody
ca.pem.default 2 KB 26-11-2015 08:04:17 r--r--1-- root

i client-ca.crl 2 KB 13-01-2015 13:02:25 rW-r--r-- nobody
client-ca.crl.default 2 KB 13-01-2015 13:02:25 rW-r==r-= root
crl-update.conf 1 KB 03-05-2016 00:41:27 TW-r--r-- root
policy-services.crl 2 KB 08-10-2014 20:39:49 rW-r--r-- nobody
policy-services.crl.defa... 2 KB 08-10-2014 20:39:49 rw-r--r-- root
privkey.pem 4 KB 16-05-2016 05:16:12 [==-W-=== root
privkey.pem.default 2KB 26-11-2015 08:04:17 [-------- root
privkey-xcp.pem 4 KB 03-05-2016 00:41:42 rw------- xcp
server.pem 3 KB 16-05-2016 05:16:12 rw-r--r-- nobody
server.pem.default 2 KB 26-11-2015 08:04:17 r--r--r-- root
server-ssh.pem 6 KB 16-05-2016 05:16:12 rw------- pfwd
server-xcp.pem 6 KB 03-05-2016 00:41:42 IW======= xcp

- remove (KEEP Backup) server.pem g privkey.pem g ca.pem g client-ca.crl 9 policy-services.crl
- lebsé wuvgsd €206 HTTP pu 1) (Iehbé wuugsd fete/init.d/S80httpd)
Slzod yulo; 1Uisle; 13,

luwegsp s gpsd SSH 9 SSH |Js VCS Lluweeslp pugiisle 1egs,.

olJouwes Jdlposhle Idos ogwed V(;S 12.5(gps€ luodblo 8.X) luvowsd [duuoble 1Jp9z96
clduvoble IJIe,)loss wluwagsle 1JI9le) IJoldss:




~ # cp /tandberg/persistent/certs/server.pem.default /tandberg/persistent/certs/server.pem
~ # cp /tandberg/persistent/certs/privkey.pem.default /tandberg/persistent/certs/privkey.pem
~ # cp /tandberg/persistent/certs/ca.pem.default /tandberg/persistent/certs/ca.pem

~ # cp /tandberg/persistent/certs/client-ca.crl.default /tandberg/persistent/certs/client-ca.crl

~ # cp /tandberg/persistent/certs/policy-services.crl.default /tandberg/persistent/certs/policy-
services.crl

~lebé oyugsd # /etclinit.d/S80httpd

JJluosh) 12.5 Jp wes [dgivoble Il o)l soss 092936 Loeu:

~ # cd /tandberg/persistent/certs

~#ls

Ju wys IJuolsg IJlve,)lose oul.

ioo_oaola I spee IJ server.pem 9sgs> wpos> VCS ls uwsyos VCS [Js Iduvolsle
lJlo,losé.

~ # rm server.pem

~#lghs wubgsd
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