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-SIP Trunk Security Profile Information

Name * B2B SIP TRUMK EXPRESSWAY Mone Secure
Description Non Secure SIP Trunk Profile for B2B Expressway
Device Security Mode Non Secure .
Incoming Transport Type® TCP+UDP .
Cutgoing Transport Type TCP -

Enable Digest Authentication
Nonce Validity Time (mins)* 500

».509 Subject Name

Inceming Port® 5060

Enable application level authorization
| |Accept presence subscription
|| Accept out-of-dialog refer**
@Mcﬂpt unsolicited notification
@Acr.:ept replaces header

Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering® | Use Default Filter
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-5IP Trunk Security Profile Information

Name* B2B SIP TRUNK EXPRESSWAY SECURE

Description Secure SIP Trunk Profile for B2B Expressway

Device Security Mode | Encrypted :
Incoming Transport T'ﬂ:IE* | TS ‘
Outgoing Transport Type | TLS -

Enahble Digest Authentication

Nonce Validity Time (mins)* 500
X309 Subject Name expresswayc.cisco.com
Incoming port* 5061

Enable Application level authorization
Accept presence subscription

Accept out-of-dialog refer**

Accept unsolicited notification

Accept replaces header

Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filtering™ | Lise Default Filter
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Name * | cucMzone | d
Type Meighioar
Hop count b Eﬂ | i
[z |
Mode [ Oft i

| sIP |

Mode |EI1-—=| i
Part « | go6o WF
Tranzport |Tt| L
Accept proxied registrations | Demy 3| &
Media encryption mods | Pasto = ILE
ICE support [of :]
_I Authantication |
Authentication policy | Donotcheds credentiats 5| ¢
SIP authentication trust mode | of &| i

ehacation

Paer 1 eodrazs | 10.48.79.105 [ 3 5IP: Reachable: 10.48.79. 1058050
Peer 3 eodrass [ | i
Peer 4 sddrass [ | 3
Peer § eodrass [ | i
Peer & sddrass [ | 3

i .

Zone profile | Cizco Unified Communications Manager (8.6.1 orlater) 3| ¢

Save | Cancel | Delets |
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_I Configurat|on

Name * | CUCMZONE
Typa Neighioar I
Hop caurnt b EEI:I | L
| H3z2
Mode | off 3| &
| s
Mode | On  &f &
Port + | 6061 ¥
Tranzgort laMeBcas ]
TLS varify mods | on & i
Accept proxied registrations | Dermy 3| &
Media encryption mode | Parto =
ICE suppes [ Off okl

_I Authentication

Authentication pallcy | Donotcneck credentials 2| ¢
5P authentication trust mode [ Off ] L
_I Location

Peer 1 eddrass
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Feer 3 eddrass
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Typa Neighibar

Hop count * |20 | | &
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Mode [ off =] &

| siP |

Mode |DI1|—=| i
o fron
Transport |T¢| L
TLS varify mods off <} &
Accapt proxied registrations | Demy 2| 4
Media encryption mods | Pasto = ILE
ICE support [ofx] (§
| Authentication |
Authentication pallcy | Donotcneck credentisls 2| ¢
SIP authentication trust mode | of &| i

_| Location |

Paer 1 eodrazs 1048 78,105 [ 13 SIP: Haamanhi 10.48.70. 1058050
Peer 2 eddrass [ | 3

Peer 3 eodrass [ | i

Peer 4 sddrass [ | 3

Peer § podrass [ | i

Peer & eddrass [ | 3

| Advanced
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_I Confhguration

Name o I B2E-Traversal I i

Type Traversal client
pr———
Hop count ® 15 [

Connection credentiais

Usamame * | aft i

Pazsword | arereene lid
| Haz |

Mode | ofF 3| &

Pratocol [ Assert 2| ¢
_| s |

Mode [on 2] i

Part « | TO03 [ 1

Transport [-mis_ =] (i

TLS verify moda [om =] i

Accapt proxied registrations [CAlow 5| i

Media encryption mode | Awum = 4

ICE support | of %] i

SIP polson mode [ OfF 2] id
_I Authentication i

Authenticaton policy | Donotcheck credentials 5| ¢
_I Cllent settings i

Retry intanval - !1_21:. | i

Location |
| Paar 1 eddrass Earkma.oduc.wn

Peer 2 address

Paar 3 sddrass
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Typa Travarsal sarver
Hop count * % i
Connection credentials
Usarnamea + | eft l i
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Protocol [ Assent 3| i
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_| SIP
Mode (B LE
Port * IF |
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Create zone You are here: Configuration* Zones* Zones* Create zone

Configuration

HName CMHSZone

Tupe OHS g
Hop coun 15 i
H.323

Mode on

s

Modz On

TLS warity mode O w i
Failback transport protocol TCF M
Meda encryption mode At R

CE support [Off »| i

Aibvanced
nclude address record on

Zone profile Default L

reatezone | _cancel |
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DNS SRV records

Narme Service  Protocol Priority  Weight  Port Target host
oxampe.com hadics icp 10 10 720 BXP. BB TRl e com
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examph.com = icp 10 10 5060 BLL. BB M B C0m.,
axampe.com, ED udp * 10 L] 5060 BXpE. BB MmEle com,
EXaMpG.COm, =t o 1 10 5061 BXpH. BB MmEle.com.
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/content/en/us/support/docs/unified-communications/telepresence-video-communication-server-vcs/116729-trouble-cucm-dns-vcs-01.html
/content/en/us/support/docs/unified-communications/telepresence-video-communication-server-vcs/116729-trouble-cucm-dns-vcs-01.html
/content/en/us/support/docs/unified-communications/telepresence-video-communication-server-vcs/116729-trouble-cucm-dns-vcs-01.html
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