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1 sop logble IJSsle 1Jos cuoud 2ie 1Uoged s nexus Ios cblod pglss) pod
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Decimal Drop Equivalent IP

DSCP Value |Value Meaning Probability Precedence Value
101 110 46 High Priority |N/A 1101 - Critical

Expedited

Forwarding

(EF)
000 000 0 Best Effort N/A 000 - Routine
001 010 10 AFI11 Low 001 - Priority
001 100 12 AF12 Medium 001 - Priority
001 110 14 AF13 High 001 - Priority
010 010 18 AF21 Low 010 - Immediate
010 100 20 AF22 Medium 010 - Immediate
010 110 22 AF23 High 010 - Immediate
011 010 26 AF31 Low 011 - Flash
011 100 28 AF32 Medium 011 - Flash
011 110 30 AF33 High 011 - Flash
100 010 34 AF41 Low 100 - Flash Override
100 100 36 AF42 Medium 100 - Flash Override
100 110 38 AF43 High 100 - Flash Override
001000 |8 Csl 1
010 000 16 CS2 2

lLgwe Idetbsbs Jduyvods



10.10.10.1/30
Eth1/1

10.10.10.2/30
Eth1/1

Eth1/3

Eth1/3

192.168.9.9/24

lJodosuy

GRE Tunnel 1

Eth1/3

Eth1/3

192.168.18.18/24

Swpedd 1Jos oo wdosy 29306 1Jgspe6 (Q0S) ey GRE JJuWd§ Vs wessy wy9wsded DSCP
Jods py9) vslule Gvods ppdss bloyss (VLAN) pesué Jdesg) ewn 099 GRE Lo NIK-

EX1 9 NOK-EX2.

S99p Nexus voopsu 2yJs 1Jp)9) shuwldol gds Tunnel GRE »9¢ W8> gdlele 2956 [Jg>00
Jol Vedo wlodl Vs yvwJs VLAN J§spo DSCP. W oo IJzlJs swpe luvwgsle dspe6 DSCP

AF-11 Juvods VLAN 9.

IJposed-l

interface Ethernet1/3
switchport
switchport access vlan 9
no shutdown

interface Vlan9

no shutdown
ip address 192.168.9.9/24

Jposs-B



interface Ethernetl/3
switchport

switchport access vlan 18
no shutdown

interface Vlanl8
no shutdown
ip address 192.168.18.18/24

odsu 9lgole NOK-EX1

interface Ethernetl/1
ip address 10.10.10.1/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 9
no shutdown

interface Tunnell

ip address 172.16.1.1/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.2
no shutdown

interface Vlan9
no shutdown
ip address 192.168.9.1/24

odysu wzso NIK-EX1

ip route 0.0.0.0/0 Tunnel

o J9s0 2956 106 NOK-EX1

wpl 16 2936 1Ug06 55 038906 £J 9lz0é wd § GRE s NXOS. Bou IULo,9,8 wdosu
wSluwo 1Jgrpe6 9obos@ol Vs wdysy vwds VLAN. Jel spdod o eos gl e wlogvle
Slises IJozde Ss 1Jsuesd (ACL) Jeblods 1Jeuos) 91Uozos: e Gp woessu wdIsu 2926
1306 Lluwegsle DSCP IJebdsw: 9igs,l luwegsp pusluws 1Jgr06 Jodsse uivwJds VLAN.

ip access-Tist TAC-QoS-GRE

10 permit ip any 192.168.18.0/24

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type qos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE



set dscp 10

vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

odsu 9lgole NOK-EX2

interface Ethernetl/1

ip address 10.10.10.2/30
no shutdown

interface Ethernetl/3
switchport

switchport access vlan 18
no shutdown

interface Tunnell

ip address 172.16.1.2/30
tunnel source Ethernetl/1
tunnel destination 10.10.10.1
no shutdown

interface Vlanl8

no shutdown
ip address 192.168.18.1/24

odysu wozso NIK-EX2

ip route 0.0.0.0/0 Tunnel

lpwod ol IJIgble 9l odlzol
ozl pu lJud s
JJ Jloys0:

+ show ip interface ip p9g;
 show interface tunnel 1 p9g;

& pl Bl IJodE By IJoguvgsd.

N9K-EX1# show ip interface brief

IP Interface Status for VRF "default" (1)



Interface IP Address Interface Status

V1an9 192.168.9.1 protocol-up/link-up/admin-up
Tunnell 172.16.1.1 protocol-up/link-up/admin-up
Ethl/1 10.10.10.1 protocol-up/1link-up/admin-up

N9K-EX1# show interface tunnel 1 brief

Interface Status IP Address
Encap type MTU

Tunnell up 172.16.1.1/30
GRE/IP 1476

JJ Ul s0

* show interface tunnel 1
* show interface tunnel 1 counters

s&we pedsele pplods pod 1Ueie IJpumwedes 9ldezsde.

N9K-EX1# show interface tunnel 1

Tunnell 1is up

Admin State: up

Internet address is 172.16.1.1/30

MTU 1476 bytes, BW 9 Kbit

Tunnel protocol/transport GRE/IP

Tunnel source 10.10.10.1 (Ethernetl/l), destination 10.10.10.2
Transport protocol is in VRF "default"

Tunnel 1interface is in VRF "default"

Last clearing of "show interface" counters never
Tx

3647 packets output, 459522 bytes

Rx

3647 packets input, 459522 bytes

N9K-EX1# show interface tunnel 1 counters

ts

47

ts



Tunnell --

ts

47

ts

Tunnell --

NOK-EX1#

I;JC}L§IL3 EJ\dESILJ([l9J

O wzd vsu delpesy sdudb

Cerue 050 1JL09,6 Iedlb bdo ARP g0 Igld lseoue 1Jslzos 173 Js pzod NIK-EX1. Ioe
Suvwbse slse 1o 1dzyds pr9) Jl sesu pe I DSCP (AF11) luw w)yss lo suweged wed wel lo
IJIdedlb sJdgs Bs Idpsgd pu lJpdel?.

Ethernet IT, Src: Cisco_fc:da:3f (ad:e@:af:fc:da:3f), Dst: Cisco _96:cO:ff (aB:@c:0d:96:c9:ff)

~ Internet Protocol Version 4, Src: 192.168.9.9, Dst: 192.168.1B.18

188 ... = Version: 4
.. 8181 = Header Length: 20 bytes (5)
Differentiated Services Field: @x@@ (DSCP: €S58, ECM: Not-ECT) —em
2088 @@.. = Differentiated Services Codepoint: Default (@)
vess <280 = Explicit Congestion Notification: Mot ECN-Capable Transport (@)
Total Length: 84
Identification: @xfefd (B65133)
B@8. .... = Flags: Ax@
.+.0 BOOD QODB RGP = Fragment Dffset: @
Time to Live: 255
Protocol: ICMP (1)
Header Checksum: Bx2@cf [validation disabled)
[Header checksum status: Unverified]
Source Address: 192.168.9.9
Destination Address: 192.168.18.18

oo IJuesss ldodlb bdo ARP gus bEld lseoow 1slzod 111 eds peod NIK-EX2. spJdudd
!c.. LIS v 2)Jdé IJtoJ_gJ oee9s wldued eds Bspod DSCPEAF11 lJos ceole lJs luvegsleol.
lue lsuol edlzgb lu Iyl sY9s §Jd Loluwbs IJud g 1o sdsu yvIdde wsu IJleuly nexus.



Ethernet II, Src: Cisco _O96:c9:ff (aB:0c:@d:96:c9:ff), Dst: Cisco_96:c9:bf (aB:0c:0d:96:c9:bf)
» Internet Proto o4, Src: 18.18.18.1, Dst: 19.16.10.2

9188 .... = Version: 4

.as: 81081 = Header Length: 28 bytes (5]

Differentiated Services Field: 8x28 (DSCP: AF11, ECN: NOt-ECT) -
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
...... @8 = Explicit Congestion Motification: Mot ECN-Capable Transport (@)

Total Length: 188

Identification: @x55aa (21930)

B8, .... = Flags: @x@

.o B BROS PRO8 090D = Fragment Offset: @

Time to Liwve: 255

Protocol: Gemeric Routing Encapsulation (47)

Header Checkswn: @x3d7a [validation disabled]

[Header checksum status: Unverified]

Source Address: 18.18.18.1

Destination Address: 18.19.18.2

Generic Routing Encapsulation (IP)
Flags and Version: 8x8eoe
Protocal Type: IP (@xBE08)

Internet Protocel Version 4, Src: 192.168.9.9, Dst: 192.168.1B8.18 s

2188 .... = Version: 4

wane 8181 = Header Length: 28 bytes (5)

Differentiated Services Field: @x28 (DSCP: AF11, ECN: Not-ECT)

8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 {18)
...... @8 = Ewplicit Congestion Motification: Mot ECN-Capable Tramsport (@)

Total Length: Bd

Identification: @xfedd (65133)

800, .... = Flags: Bx@

«o @ DOO POOR A@EB = Fragment Offset: @

Time to Live: 254

Protocol: ICHP (1)

Header Checksun: 8x21a7 [validation disabled]

[Header checksum status: Unverified)

Source Address: 192.168.9.9

Destination Address: 192.168.18.18

—

oeue Iduogys Idodlb 55> ARP s g1z 9lzos lse,ow 113 gds 1Jpzad NIK-EX1. spdudd Io
@S o 2)Jds I:Jrojg) JIojld wgoss eds L9..5:,06 DSCP AF11 IJos weole lJs luwegslpeol. luw
lsuol odlgb lu 1dyob Jlsgdo o 1Jovy o sYyu yvdde wsuo IJleoly nexus.

Ethernet 11, Src: Cisco _96:c9:7f (a8:0c:8d:96:c9:7f), Dst: Cisco_fc:da:3f (ad:ed:af:fcidaidf)
v Internet Protocal Version 4, Srec: 192.168.18.18, Dst: 192.168.9.9

8188 .... = Version: 4

sees 0101 = Header Length: 2@ bytes (5)

Differentiated Services Field: @x28 (D5CP: AF11, ECN: Not=ECT)
MR 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (10)
vens a8 = Explicit Congestion Motification: Mot ECN-Capable Transport (#)

Total Length: &4

Identification: @xfebd (65133)

@88, .... = Flags: @xe

.« @ D000 Q000 2900 = Fragment Offset: @

Time to Live: 253

Protocol: ICHP (1)

Header Checkium: Bx2287 [validation disabled]

[Header checkiwn status: Unverified]

Source Address: 192.168.18.18

Destination Address: 192.168.9.9

ogHue 030 lduogys Idoylb 55> ARP s 13)lz lse,uw 1Jglzes 171 gds peod NIK-EX2. spdudd
!o oS o @e{é lJeu9y JI osld wzwss eJs 9spd DSF)P AF11 1Jos ceolz IJs luwegsleol. luo
lsuol edlgh lu 1dy)ob sYys J w9luwbs o s o sYso gvdde wsu Idleuly nexus.



Ethernet II, Src: Cisco_96:c9:bf (aB:Bc:@d:96:c9:bf), Dst: Cisco 96:cO:Tf (aB:@c:dd:96:cO:Tf]
« Internet Protocol Version 4, Src: 18.18.198.2, Dst: 18.18.18.1

@188 .... = Version: 4

saea @181 = Header Length: 28 bytes (5]

Differentiasted Services Field: @x28 (DSCP: AF11, ECN: Hot-ELT) -
8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
vear o« B8 = Explicit Congestiom Motification: Mot ECN-Capable Transpart (@)

Total Lemgth: 108

Identification: Bx55aa (21934)

@09, .... = Flags: @xd

2o ol BOB0 BH0D 20DR = Fragment Offset: @

Time to Liwve: 255

Protocel: Generic Routing Emcapsulaticn (47)

Header Checksus: 8x3d7a [validation disabled]

[Header checksum status: Unwerified)

Source Address: 18.18.10.2

Destination Address: 18.18.18.1

Generic Routimg Encapsulatiom (IP) il

Flags and ¥ersion: @xapap

Protocal Type: IP (@x@gas)

Internet Protocol Version 4, Src: 192.168.18.18, Dst: 152.168.9.9 —

@188 .... = Version: 4
= 8181 = Header Length: 28 bytes (5)

Differentisted Services Field: @x28 (DSOP: AF11, ECM: Mot-ECT)

8018 18.. = Differentiated Services Codepoint: Assured Forwarding 11 (18)
vear »o B8 = Explicit Congestiom Motification: Mot ECN-Capable Transpart (@)

Total Lemgth: B4

Tdentification: Bxfelf (65135)

@89, .... = Flags: @xd

2o ol BOH0 BR0D Q2R = Fragment Offset: @

Time to Liwe: 254

Protocel: TOMP (1)

Header Checksum: @x21a5 [validatiosn disabled)

[Header checksum status: Unwerified)

Source Address: 192.168.18.18

Destination Address: 192.168.9.9

e ldpop pdlebos 1o IJedlb 1Jz06 Jl sesuo IP 1Judd Jepdss IJosopse wb)l Jio Nexus
@w'—'?'&?.b lJzspe 1dplxss. 03l 09 IUuwdod IUboses J Nexus gos [uwegsle louold GRE 1o ds
byl Jlvep suwegrpso huwlisd IJoede S 1dsuosd (IPS) Idebss Joszse Idzie.

i, ELAM

Spedud luwegsle IJodllb ELAM gJs NOKEX-2 pg weas> 9 Vs In-Select U950 L3 1Ughzs
Dluw L3 1IRJs. szw IJouodss guve [P 1dpuos) 9ldosus.

debug platform internal tah elam

trigger init in-select 9

reset

set inner ipv4 src_ip 192.168.9.9 dst_ip 192.168.18.18
start

report

sedud IJopdd po o Nexus suvedp [Jzies ev 1dslzes 1/1. Isual: s low 1gbe 13 guslu
boses pu IJELU 16 $I90 poluing Hobo 9ld)luw sIRds 13 sedds IJ IPs pu ldeossd a
9ldp oW b.

SUGARBOWL ELAM REPORT SUMMARY
slot - 3, asic - 1, slice - 0

Incoming Interface: Ethl/1

Src Idx : Ox41, Src BD : 4433

Outgoing Interface Info: dmod 2, dpid 10
Dst Idx : Ox3, Dst BD : 18



Packet Type: IPv4

Outer Dst IPv4 address: 10.10.10.2
Outer Src IPv4 address: 10.10.10.1
Ver = 4, DSCP = 10, Don't Fragment = 0
Proto = 47, TTL = 255, More Fragments
Hdr len = 20, Pkt len = 108, Checksum

0
0x3d7a

Inner Payload
Type: IPv4

Inner Dst IPv4 address: 192.168.18.18
Inner Src IPv4 address: 192.168.9.9

L4 Protocol : 47
L4 info not available

Drop Info:

LUA:
LUB:
LUC:
LUD:
Final Drops:

loweduuld Igble 2936 1Jgsp6 9luodlzol

seJdud IJoedd pu sy 2926 1Uesp6 Jel 09 p9ot -

N9K-EX1# show running-config ipqos

!Command: show running-config ipqos
'Running configuration Tast done at: Thu Apr 4 11:45:37 2024
'Time: Fri Apr 5 11:50:54 2024

version 9.3(8) Bios:version 08.39

class-map type qos match-all CM-TAC-QoS-GRE
match access-group name TAC-QoS-GRE
policy-map type gqos PM-TAC-QoS-GRE

class CM-TAC-QoS-GRE

set dscp 10

vlan configuration 9
service-policy type gos input PM-TAC-QoS-GRE

SpIdud g)u0 gwsluwlo 2956 1Ug>p6 I.Jc,.___s wp wdgsuol gds yuowds VLAN 1Jpzar6 9d5JY
IJzie Idos wblod $lises Idozde Ss 1Usuosd (ACL) ldede,usé wrsbs [duuslyws.

N9K-EX1# show policy-map vlan 9



Global statistics status : enabled
Vlan 9

Service-policy (qos) input: PM-TAC-QoS-GRE
SNMP Policy Index: 285219173

Class-map (gos): CM-TAC-QoS-GRE (match-all)
Slot 1

5 packets

Aggregate forwarded :

5 packets

Match: access-group TAC-QoS-GRE
set dscp 10

sedod lsuol puwe lewolissle 2938 10¢308 Lluwesle 1Jle, 1Jpsor oul:

N9K-EX1# clear qos statistics

S2d8 pu Blises IJogde B 1d9uo9d (ACL) Idpwspzs S 1desulee.

N9K-EX1# show system internal access-Tist vlian 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = 0x1
Bank 2
IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]



[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]

2288 pU Slisesd Ioede s 1Usuesd (ACL) Idpw,ees B 1Jizejs.

N9K-EX1# show hardware access-Tist vlan 9 input entries detail

Flags: F - Fragment entry E - Port Expansion
D - DSCP Expansion M - ACL Expansion

T - Cross Feature Merge Expansion

N - NS Transit B - BCM Expansion C - COPP

INSTANCE 0x2

LBL B = 0x1
Bank 2

IPv4 Class

Policies: QoS

Netflow profile: 0
Netflow deny profile: 0
Entries:

[Index] Entry [Stats]

[0x0000:0x0000:0x0700] permit ip 0.0.0.0/0 192.168.18.0/24 [5]

oe 1Ulo,) sbo, oul lue syuobse 588w lJesole o sd9u suwegped IJ VLAN. B o3l 1JpelJ.
wody pe)d Luwds VLAN ) $§p 90 9s5pdud ls ol pdlzbo yusluws 2956 1Ug>po (Q0S) 98>
Il gale.

N9K-EX1# show system internal ipqos vlan-tbl 9

Vlan range asked: 9 - 9

Vlan: 9, pointer: 0x132e3eb4, Node Type: VLAN
IfIndex array:

alloc count: 5, valid count: 1, array ptr : 0x13517aac 0: IfI
ndex: 0x1a000400 (Ethernetl/3) Policy Lists (1): Flags: 01

Type: INP QOS, Name: PM-TAC-QoS-GRE, Ghost Id: 0x45001c7, Real Id: 0x450



01c8

Defnode Id: 0x45001c9

NOK-EX1#
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