odosu Nexus |Je wo9d 9ldebldué wo
Jloold Intersight

lJpzogsle

| 9306
el dole 1wl w.sé
Lol ol
Ledaule | L3300
e i wl w56
9liss I Jle ol
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lJoblJoé s3a.sl Lzoli NXOS
IJo IJlo ol

IJebl )6 LlJzols withinintersight.com

&.dis zol; Nexus
gJis olos Intersight

36 o0 12018
intersight.com Ll wegsle onlez Ansible®

2ol J: playbook.yamlExecution

o288 po loops

gJis lez9.) Nexus Switch
Ilooslle 8 10.3(4a)M

Iloosble Les ool o 10.3(4a)M
webs ) pa o]l ]izojé

lJp 95,00

S o3l IJpwows IUgbsle [Jplbdyws Jopdsy pead (peedle) Nexus IJpuwedd 9pbldoco
Vs Intersight JJzo9d gds >gp Cisco TAC IJpzwo.



at]ran] s
CISCO

Standalone
MNexus

MNexus
Dashboard

HyperFlex

New

Iecbdole IJlul jusé

Szw i SY9u s puwle gds Intersight.com. 9JI sdjpe wigsue JJpbldos wouble IJouvgsd
NX-OS® py Cisco. I3l Jly sdje logile guwle Intersight gass WO)lze logile [z wle.

lJpobdolo

9008 Cisco Ly oy Jssd pe,uds Lldpsluose IJoldss:

eds peoad Nexus IJpwedd: wewss NXDC gds IUDLuuble 9ld@sss Ideldss:
+ Sew lu sJ9y Cisco NX-0S s ugd IUluesl, 10.2(3)F ig [uosl lzae
* Sgw wd9su DNS wew lJogzse Idbloys glelbé IJwgzse [duoese (VRF)

e svcintersight.com szo IJzd slduwele wlooaldle HTTPSIJ 006 1des op widel gJs Idpowss 443, spdo IJoedd po ol
p& openssl sldadise. sop welod bdole wy9e99dsd juwlisd Idozde wldloe,ow (ICMP).

o BlUly ould gles Jedsd JJlouold o HTTPS [Jssve.intersight.com: sedo wdsso IUsdsd B odysy Nexus Switch
Device Connector (NXDC). JJzuosd eds edsse Idsdsd: bee IJs wdase NXDC.
IJpedsule Idpguweésped

ouwows ldegdsplo 1Uss Bs o3l Idpuwous [Js luosble Iduslez sldedsole 1delbss IUeldss:


http://Intersight.com
https://us-east-1.intersight.com/help/saas/getting_started/create_cisco_intersight_account#create_an_account
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/unicast-routing-configuration/cisco-nexus-9000-series-nx-os-unicast-routing-configuration-guide/m_configuring_dns.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/fundamentals/cisco-nexus-9000-series-nx-os-fundamentals-configuration-guide-release-104x/m-nxdc.html#task_tkd_rhn_rsb
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/fundamentals/cisco-nexus-9000-series-nx-os-fundamentals-configuration-guide-release-104x/m-nxdc.html#task_tkd_rhn_rsb

*  Cisco Nexus N9K-C93240Y C-FX 2

¢ Cisco NX-0S 10.3(4a)M

e louble IJpgdsple 1Usl)é B o3l 1dpuucos po 1Jizes6 10092956 Bs wsisé pgpdsé ¢luoé. wile zpse 1Jiz06 1Upuucésps
B o3l ldp o wodsso ppuuse (IVe)luos). Bl Jlve gvedod $ss IJogvésd: Bolds pU Yopd .JJoio@J Jpzwped Ji@

io.

peJ9ple Iuwl s
Cisco Intersight s L1,é g0 wble luvluus Jepdsle Juvuds sodso pu lpdlosle loshss dluds Jluolds 9psle 1Es JJuoss

Il wlwss [Jped306 90zumse zed IJgpd 9830le Kubermnetes. §p wjshé wlb,s gles g,)is Intersight JJz o9d £Js 058> pu
IJpeedsple.

Sop w9uosd IJizoss wslzos Intersight oo gJIJ 9258 IJoedp Bs IJubwds (NXDC) IJos sop wuopswol Bs w098 NX-0S oy
Cisco JIJ ublp. wael pu IUluosly 10.2(3)F po Cisco NX-0S. s p 8 0556 "e90od 1Jiz038" IJos @, b)sds Tews JJizess
lJpeueds Jbuwld 1deedsple sluwedle wedsele IJozde pu wolwé Cisco Intersight. Lluwegsle louold locsoe Teo.

Y9liss IJleold

$98, louold Intersight o30 1dps;le 9ldesls! JJiob es 1wl uuss IJpuwewss lJs NX-OS py Cisco:

o Idogese Idoddlss JbJdoloshow tech-support details zJ L e v o owygé (RPR Jbdole ¢306 TAC p80920)
o wepse ldoslule gu wes gus IUbJo show tech-support details

* Jooweu ldesile Ideuwedodss el sds:

Boz pdj Idpuwless IJBuss IUluweul8sé TAC SRsluwoobl [Js IJBsluy so wes lo Buvd 1Uizosé

IJozese e0 wes o Idbde Jisle) 1Jg,00 1056 9ldesss

W59 QuickStart

IJpbldwé ss9sl weoly NXOS

IJezdd pu lJlouald


https://us-east-1.intersight.com/help/saas/getting_started/overview#introduction
https://us-east-1.intersight.com/help/saas/getting_started/overview#introduction
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/service_descriptions/docs/cisco-success-tracks.pdf

eIzl swe pug luvoelole ool Ilouald (sop luvdlb 250 ICMP).

JJezdd pu lelo bows 1Jodd (TLS) sleuold HTTPS. s9u0s wopdso Idouiésdopenss gldiglecurl s VRF (ip netns exec
<VRF>) lJpbJse.

! Enable bash
config termina ; feature bash ; end
| Verify TLS

run bash ip netns exec management openss s_client -connect svc.intersight.com:443



! Verify https
run bash ip netns exec management curl -v -l -L -k https://svc.intersight.com:443

run bash ip netns exec management curl -v -l -L -k https://svc.intersight.com:443 --proxy [protocol://Jhost[:port]

IJozdd po TLS clgweisle gpsd OpenSSL

wluwogsle OpenSSL: spedud IJoedd pu louold TLS o sve.intersight.com:443. oo IJuzle: Gp wluwe,sls Idguoelsé 1Ugled 1Jp9 986
wsluubs 1ghe sigrue uvduwds IUpsze IJpupsé.

pdizEs: s 990 IJpeld IJolds wouddss openss s _client 1Jie,y B [sL)é VRF. Igwowsde IJpsése B ip netns exec <VRF>

IJoole.


https://svc.intersight.com:443
https://svc.intersight.com:443

Switch# run bash ip netns exec management openss] s_client -connect svc.intersight.com:443 CONNECTED(OO

Jezd8 pu lpdluss 1dsuoed IJs HTTPS

JJozdd po louald HTTPS. iguagse Idie, curl pg -v verboseflag (sg)u2e ol 151 Ylo IJsdsd puweesel le JI).

oS JJoedd pu olos) wedso 9dsd s websdo. spdud luolds Igshle --proxy [protocol://]host]:port] g --
noproxy [protocol://]host[:port].



luvegedo IJwuleip netns exec <VRF> Iy sowds 239> B I VRF IJp €90 peJl. ip netns exec management J VRF |1)6.

run bash ip netns exec management curl -v -I -L -k https.//svc.intersight.com:443

run bash ip netns exec management curl -v -I -L -k https://svc.intersight.com:443 --proxy [protocol://]host[:port]

<#root>

run bash ip netns exec managenent curl -v -1 -L -X POST https://svc.intersight.com443 --proxy http://pr

Trying 10.201.255.40:80...

Connected to proxy.esl.cisco.com (10.201. 255. 40) port 80

* CONNECT tunnel: HTTP/1.1 negotiated

allocate connect buffer

Establish HTTP proxy tunnel to svc.intersight.com:443
CONNECT svc.intersight.com:443 HTTP/1.1

Host: svc.intersight.com:443

User-Agent: curl/8.4.0

Proxy-Connection: Keep-Alive

V V.V VYV

< HTTP/ 1.1 200 Connection established


https://svc.intersight.com:443
https://svc.intersight.com:443

HTTP/1.1 200 Connection established
< snip >

IJodssu

lJebldws oldzols 1Jpesg9s >l intersight.com

900 lzd IpblJus Lo 238> Vs "loe, b9 Bp wldebsle 1Jp3d9,6.
eJs zoly Nexus

e vluosh IJi,onhow system device-connector claim-info Cisco NX-OS.




2T UlJoowos Jdlossble God NX-0S10.3(4a). Igueése 1Jie, "show intersight claim-info”

adigs: §lp Nexus Llugile glisb pedsple pbldus Jzded pbldus Intersight odo:

b e [Jouwduwds = ses abldes Intersight

205 1610 pES [ Jzols = spJ phlded Intersight



# show system device-connector claim-info SerialNumber: FD023021ZUJ SecurityToken: 9FFD4FA94DCD Duratio

IJp38 19 op IUlodIE guol ool wldeslus.
eJs wolwé Intersight

L3I 1058ls8: B wouvesd IUsgsd IJs udlee Intersight eg leosble puudsd Idzusle s puussd 1Jzols s Bus IJzels.

2. p& 1UBlisp6 1 pouwsds agae g3, Tge, 100k,

CISCO |ﬂtE‘r5|ghT B System -

3. lyedd |Js ADMIN > Targets > Claim a New Target.



cseo  INTErsight B System

-ﬂ- Only one user with the Account

e =-———-—=-d-2t- A0 at least o
Admin

Targets

Tech Support Bundles
Audit Logs

SBssIons

Licensing

31108, B9 ekl s £33 Jpl 09 p9 0z B [Ju29)8.

Targets

4.1 0, acsd dabldas gl 1ase 1ok (s s uvosd 1Jpold IJuvwds) 1Uss ouss Idpbldus wo. lod) eds ws.




Only one user with the Account Administrator role exists. To reduce user management, configuration and security

it's strongly recommended to add at least one more Account Administrator.

 Targets

Claim a New Target

Select Target Type

Filters

= Awvailable for Claiming Network

Categories

All
Cloud
Compute / Fabric
loud APIC { o DCMNM
Hyperconverged

Mty

5. bed IJeluosd 1dpbdyws slod) 89 ablds JldelJ gpdss 1pblus.



pizEs: s lguogsle Wues Weas s Al eds 1Jpesd e Idploldws sdude 1decsdods JJpeod 09 pg0d Izol;.



2wz cooos Lodless 1)) Ipes) JJiplo. sz edsd [Jpld Idpbldus God 309 Iy sbde pod IJuble lgls
logble pbbldus.

The security token has expired. Please obtain a new

security token to claim the device




Spdud [Jpbldus woles IUs 1Jesss pu iaojé Nexus |Jewe§Jé slgd intersight.com ol uweésle Ansible®

0 led IJpbldws wales 1Js IJesss pu lzess Nexus: spdo wuvisd Jole wuvisd £8) dlud JJeue.

o Spdu luwoowld e sdole IJouvésd 1Usldesy B IJgsle oo hitps://github.com/datacenter/ansible-intersight-nxos.

* s Ansibleinventory.yaml. & wwansible connection IJg9g |Js ansible.netcommon.network_cli in order to i)ouo ipJ IJs
IJ nexus polz. spdu wEss) 03l [Js ansible.netcommon.httpapi JJuwelz wldlouold pu ¢Jid NXAPL.

o sobdo ldlouold g6y Idpeoed wodlbs volss Intersight pdelz AP 9lJ3s Spdu logblde po zuwly intersight.com
WJeloo .

od9su Nexus NXAP! (puegspe S8b I3l iy suwwése ansible.netcommon. httpapi)



https://www.intersight.com/
https://github.com/datacenter/ansible-intersight-nxos

pighs: O 12l 1o sop ol cdasu 99sd s puvess IJuble (HTTP(S)_PROXY) sszw edis AnsibleiJ!
Suwwgsp 9dsdl dlouald wudbs wolss NexusNXAPL. oy Iedod wesswoel ansible_httpapi_use_proxy: False
(IJIGeL,los 09 Lozse)-

# configure terminal # cfeature nxapi # nxapi port 80 # no nxapi https port 443 # end # show nxapi nxap

JJozdl vuvdd puwodd pu louald HTTP Ludlbs olsd NXAPI sedod pelads huwld show clock. B 1deeld IJolds:
Swoby 1dpeesd IUgpsd wluuegsle ool 96 Uiuuluuggé. Jol spdu wdosu gbe NXAPI Jeob 86 IJgpdle [puoobl [Js
wwoldé pwegse X.500.




pIgES: sop ldzuesd eds oz IUpuolds Iiuwluuss pu cuinds) username:password JJigwl wbd. B o3l 1JpelJ.
sJ9y admin:ciscol 123 base64 encoding Y WRtaW46Y 21zY 28hM Tl z.

curl -v --noproxy '*' \ --location 'http://10.1.1.3:80/ins' \ --header 'Content-Type: application/json’

2 1IdBed IUpeslz:

* Trying 10.1.1.3... * TCP_NODELAY set * Connected to 10.1.1.3 (10.1.1.3) port 80 (#0) > POST /ins

louble pBdlose 9lz0d w)pzd IJobouséle Intersight

Lze lJs Buvpe README.Md 29J Js 956 IJzu09d eds pdele API oy Intersight System > Settings > APl keys > Generate APl Key.
el Intersight B System ~

A e user management, configuration and sec:

Settings

Single Sign-0n API Keys

% All Al
0items found 16 ~ per page 0of 0

Description APl Key ID Purpose Cre.. : Email Role Identity Provider

DofD

OMuth2 Tokens

Webhooks

HTTP


https://github.com/datacenter/ansible-intersight-nxos/blob/main/README.md

Generate APl Key

Description

Mexus Intersight key

AP| Key Purpose

AP| key for OpenAPl schema version 2

AP| key for OpenAPl schema version 3 (This is a featur

in preview and for SDK developer use only)

pold: &) Blod inventory.yaml



gk S IJpold Idelds: op odasu Esy proed Jotlod lesble sdsd wble Jogvésd wluweisle
ansible_httpapi_use _proxy: False. |3l Joo weles IJs ¢lbe Ansible Jlguegsle 99sd JJsuosd IJs 1pesd BSspedod IilJs
o3l IJodssu Iy wessoo eds true (IJ1B el os).



pitds: pg )b pSolz APl gulis g unduwds. soupey el APHIUEILE el IJdled Us o s2oss eds
IJeSule IUelue. wlJouwes Jusiss IUloolz s9uos wluweesle Ansible Vault.

all:
hosts:
switchl:
ansible_host: "10.1.1.3"
intersight_src: "mgmt0"
intersight_vrf: "management"
vars:

ansible_user: "admin"
ansible_password: "cisco!123"



ansible_connection: ansible.netcommon.network_c1i
ansible_network_os: cisco.nxos.nxos
ansible_httpapi_use_proxy: False
remote_tmp: "/bootflash"
proxy_env:

- no_proxy: "10.1.1.3/24"
intersight_proxy_host: 'proxy.cisco.com'
intersight_proxy_port: '80'

api_key_id: "5fcb99d97564612d33fdfcal/5fcb99d97564612d33fdf1b2/65c6c09d756461330198ce7e"
api_private_key: "/home/admin/ansible-intersight-nxos/my_intersight_private_key.txt"

pold: playbook.yaml |Joodss

JJeue9d s e3> oo Ipedsple 29 wypeé izess NexusldpuwedJs oo ¢JIJ Ansible. lze Applications/Using Ansible 1Jiq,
wluwegsle Guwp Cisco NX-OS oy adisd 8lodisé Lonezéd po Cisco Nexus 9000 Series NX-OS Jl o d 1Jzlds.

> ansibl e_p] aybook -i invento ry. yam1 p'| aybook . yam'l PLAY [a'l 1 ] T e el e e e e e e e e e ke
IJozdd pu lJuoes

o0 l2d 128 pu bele 038 2383 Bp Loudss ol sJs:

eJs [Jpezed Nexus Switch

IUlooshle God 10.3(4a)M

# o v gsd Bash sudo cat /mnt/pss/connector.db

Nexus# run bash sudo cat /mnt/pss/connector.db { "AccountOwnershipState": "Claimed", "AccountOwnershipU

IJluosble IJes owsl o 10.3(4aM

# show system device-connector claim-info

N9k-Leaf-2# show system device-connector claim-info SerialNumber: FD023021ZUJ SecurityToken: Duration:


https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-programming-reference-guides-list.html

# show system internal intersight info

# show system internal intersight info Intersight connector.db Info: ConnectionState :Connected Connect

& Sl

00 1Jppdu |Uolds pops B wolss playbook.yamildie, JJzue9d eJs pedsele Switch Intersight.

- name: Get intersight info nxos_command: commands: - show system internal intersight info register: i

oul IJulee lJpblod:

T AS K [G et -| nters 1 g h t -| n -Fo ] ER R R o R R e R kL o Ak ok k]

websd pyod Uico;é

ey Is lele IJé2

lJglogs|ese 929> psjo Intersight websd gpdso Intersight gl51Js zpse

1 y odgsu NXDC gogisu Iduywedle.
PUlJl

switch(config)# no feature intersight




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
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wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
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