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Js9 sudwy pz9d Nexus 9000

NX-OS ey Cisco o9 uble wuvésd pv we cupsee tursuol Jeuesd eds wess) eld eds
euvwssle Iduveds slduble gldg pdslo.

ould 3luwole Jga9w lgls wepsd Es) pusde eJs Nexus 9000:

* 8> lzo gpdist pl OB puwles ldpuwetrp webbd.
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<ttroot>

N9K#show system reset-reason nodul e 1

————— reset reason for Supervisor-module 1 (from Supervisor in slot 1) ---



1) At 21301 usecs after Tue Jan 17 20:29:20 2023

Reason: Reset Requested due to Fatal Module Error
Service: ipfib hap reset
Version: 9.3(8)

P luwluws

<tfroot>

NOK#show cor es

VDC Module Instance

Process-name

Date(Year-Month-Day Time)

A B

C

E 2024-01-04 19:17:25

copy core://<module-number>/<process-id>[/instance-num]
copy core://B/E/C ftp://<address>/<directory>

IJuwedle 1Jpsped

<#root>
show | oggi ng onboard

show | oggi ng onboard kernel -trace

show | oggi ng onboard stack-trace

B S R S S R R Y

STACK TRACE GENERATED AT Sun Se

<snip>

<0>[10925084.
.980666]
<0>[10925084.
<0>[10925084.

<0>[10925084

<snip>

<4>[10925085.
<4>[10925085.
.051732]
<4>[10925085.
<4>[10925085.
.077136]
<4>[10925085.
<4>[10925085.
.098471]
<4>[10925085.

<4>[10925085

<4>[10925085

<4>[10925085

972289]

987824]
996200]

040600]
045928]

059909]
068957]

084108]
091508]

105602]

[1694343998]
[1694343998]
[1694343998]
[1694343998]

[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]
[1694343998]

10 19:06:39 2023 CCT

>>>dumps kernel massages
sysServices Unexpected call in interrupt context, serviceld=824
cctri_set_card_offline - EOBC switch reset failed
sysServices Unexpected call in interrupt context, serviceld=824
cctri_set_card_offline - EPC switch reset failed
Dumping interrupt statistics >>>dump interrupt statict
CPUO CPU1
3: 0 0 axp_irq Armada Error Handler
4: 0 0 axp_irg Armada MBUS unit Error Handle
5: 1012335907 809985523 axp_irqg axp_local_clockevent
8: 1260801154 0 axp_irq mv_eth
31: 11230 0 axp_irq mve4xxx_i2c
41: 7111 1 axp_irqg serial
51: 2 0 axp_irqg mv_xor.0
52: 2 0 axp_irqg mv_xor.1



<4>[10925085.112760] [1694343998] 94: 1 0 axp_irg mv_xor.2

<4>[10925085.119890] [1694343998] 95: 1 0 axp_irq mv_xor.3

<4>[10925085.127029] [1694343998] 107: 0 0 axp_irg axp-temp

<4>[10925085.134200] [1694343998] 168: 0 0 axp_irqg cctri_mrv_nmi_irq
<4>[10925085.142134] [1694343998] 195: 29 0 axp_msi_irq cctri_sc_msi_irq
<4>[10925085.150225] [1694343998] 196: O 2399172865 axp_msi_irg linux-kernel-bde
<4>[10925085.158325] [1694343998] IPIO : O O Timer broadcast interrupts
<4>[10925085.166130] [1694343998] IPI1 : 1711470501 3532640372 Rescheduling interrupts
<4>[10925085.173672] [1694343998] IPI2 : 0 O Function call interrupts
<4>[10925085.181302] [1694343998] IPI3 : 44582 118572 Single function call interrupts
<4>[10925085.189541] [1694343998] IPI4 : 0 O CPU stop 1interrupts

<4>[10925085.196734] [1694343998] PMU: : 0 O

<4>[10925085.202186] [1694343998] Err : O

show | oggi ng onboard exception-1og

>>>Check if any exception 1is raised before reload

wved lJgpdse

<tfroot>

N9K# show processes | og details

>>>detail process memory usage prior to crash
Service: ethpm
Description: Test Ethernet Port Manager
Executable: /isan/bin/ethpm

Started at Wed Jun 5 18:20:46 2023 (251615 us)
Stopped at Sat Jun 8 00:08:53 2023 (661042 us)
Uptime: 2 days 5 hours 48 minutes 7 seconds

Start type: SRV_OPTION_RESTART_STATELESS (23)

Death reason: SYSMGR_DEATH_REASON_FAILURE_SIGNAL (2)
Last heartbeat 48.10 secs ago

System image name:

System image version: 7.0(3)I7(6)

PID: 28914

Exit code: signal 5 (core dumped)

CWD: /var/sysmgr/work

RLIM T_AS: 1019819820

>>>Timit memory usage
Virtual Memory:
CODE 1007E000 - 1068DBD4
DATA 1068E000 - 106DC3ES8
BRK 1194F000 - 11CF9000
STACK FFA28650

TOTAL 576004 KB

>>>memory usage before crash



pdVdle Iduwzd pu Logflash

S92> wwed 289d pdez eds Nexus 9000: gouzy pdile Idgwed wed leho IJozpsd.

<tfroot>

NOK#dir | ogflash:log | grep nessages

3714961 Jan 13 18:05:31 2024 messages
4194331 Jan 13 17:30:14 2021 messages.
5497842 May 11 15:59:00 2021 messages.
4194341 Jul 30 07:25:36 2022 messages.
4194510 Feb 09 14:50:50 2023 messages.
4194426 Jun 04 05:00:40 2023 messages.

vl B W IN

N9K#show file logflash:log/messages
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.
N9K#show file logflash:log/messages.

vl B W IN =

luvolo lebs IJogsso Iduslisgs

g6 wppsd 1blEs sl 1Juods

<{froot>

N9K#show system reset -reason

————— reset reason for module 1 (from Supervisor in slot 1) ---
1) At 280125 usecs after Fri Aug 4 02:01:14 2023

Reason: Modul e Power Cycl ed

Service: HW check by card-client
Version:

lJuine

S8 p IJpzed Nexus 9000 switch o) bl gs N+1. [l 2oe ludble IJosl) IdJoyuliss B pebpe
l9 zpse puoly, IUbl8s: Buzse gpdss lghs wzpesd.
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2. o299 ppl Bl Jluo |._Jiao)6 I._Jié)s lJos vouilyd Bs sks)o 1U>ged ol 9> wgyuow i.;u'ol
Jlogblg.

3. 0288 pel 131 JIo 0uld ks wuwse pogdd wldbl$s eJs Nexus 9000 Iy PDU.

ebd ldgpdso

<{froot>

N9K#show system reset-reason nodule 1

————— reset reason for Supervisor-module 1 (from Supervisor in slot 1)
1) At 21301 usecs after Tue Jan 17 20:29:20 2023
Reason: Reset Requested due to Fatal Module Error

Service: ipfib hap reset

>>>ipfib process reset
Version: 9.3(8)

lJuioe

JJJ 306 gusluws 1Jesls,) Idelds (HA) 1Ugluos ol wpl W6 3JY psde vouole IJ8du:
sluwdou lebé IJouvgsd: slehs 1ezlads IJuo9s slo 1Uelds. sose woulee NX-OS oy Cisco
gpdslo lglhs wie ouvesd vouwpe wilbby,s LIJgs Jpgbe lUgpdslo 9lUgsplo. wzae gpdsd
lelss IJoppsd B 2lds lehé cessy vor IJgpdss (swesy eds NX-0S Idgpd loule |18
cubgsd 1Jepdsd) s B 21Js su09d s8e lghs cubgsd IUgedss [Js 1z 11Euos Jlglss
lJpelods.

PILPS wO

<#root>
“show cores’

VDC Module Instance Process-name PID Date(Year-Month-Day Time)

1 1 1 ipfib 27446 2023-01-17 20:30:30
copy core://1/27446/1 ftp://<address>/<directory>

pebe lebld 1Jgpdss 09 e B IUosulpz 31pdd Ilulus pedsb [Ber 2lJs bdw ¢pb
Jdoldss.
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wuJ EOBC

2018 Jan 21 01:56:42.789 N9K#%KERN-O-SYSTEM MSG: [4590707.849157] [1516460202] EMON: module 2 1is not re
2018 Jan 21 01:56:43.071 N9K#%MODULE-2-MOD_DIAG_FAIL: Module 2 (Serial number: xxxxxxxxxx) reported fai

lJuing

Sopss Euuey Wozde Bs 1Jsuesd JJwuss Iiuuluuss (EOBC) wduose gds $uls IUlsesow
tbhz Idubly@ IJo)ss. yuwlisd couvsb IJleuold 1dgbss woodd wso IJpuiyd soblile
IJgb. cuvs) yuwlisd I._J&_Joi lJos oddsool lJs Wl vouo IJdde wso SUP g Linecard. |3
WG90 Uwud Ydu 9lzr6 Spdy welodol ed@lissl. sdJdu: bl W@ o vuuole BJe pogrdé Vs
98 Slede Sumsel wessu wblds IUgb.

gl ol sI9u ould &Jles Iuwole Jb ] EOBC:

1. el EOBC. spdud 1 wps B@s 1de, po 1 Jeus Linecard.

2. 15¢1d 9250 1Jpgldzo ey Idiso (CPU) s 9236 (92310) pesws. 9236 1Jpelded 1Jpydjso
Linecard/Supervisor pug9Js 98, B8l>,6 gJs pelded Huwlisd EOBC. s9z> weuwsu Jdulee
wael pu Nexus 9000 oy 1Jluosl) 7.0(3)17(3).

3. gebJ IJzol;.

PILPS o
1. o288 pel 131 JI 0uld Is e CPUhog Jubl s 1Jgb 1pcl,s 29d lehs 1oz psd.
2. o299 ppl Bl Yoo Jewd IUgb IJié)s oelus pu W@l EOBC 29d lgho 1oz psd.

3. olds ppl 3l Ilo B> p wuisy BFD 19 ¢506 [uweodld 9256 IJeglJzs 1, d5s6 (CPU) 1Jgl 06 o
NetFlow 09¢)!.

4. 31 g3 3JY £38 pyle 390 |s ped9ple: Bluwewsd IJlzojé.

ebl lJopled

<tfroot>

N9K#show | oggi ng onboard stack-trace

STACK TRACE GENERATED AT Tue Sep 21 02 27 58 2021 UTC
<0>[88302546.800770] [1632158876] ERROR: MACHINE: Uncorrectable
<0>[88302546.809202] [1632158876] L2CACHE ERROR: Cause 0x88

<0>[ 88302546. 814368] [1632158876] TAG Parity Error

>>>>>Parity error
<0>[88302546.818750] [1632158876] Kernel panic - not syncing: L2CACHE ERROR
<4>[88302546.825212] [1632158876] Cpu: 0 Pid: 0, comm: swapper/0


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25KERN-0-SYSTEM_MSG:
http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25MODULE-2-MOD_DIAG_FAIL:
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¢bl PCle

<#froot>

N9K#show | oggi ng onboard stack-trace

<6>[ 105.196227] CCTRL PANIC DUMP
<6>[ 105.196229]
<6>[ 105.196231] WDT Tast punched at 105192052644
<6>[ 105.196234] REG(0x60) 3c

<6>[ 105.196238] REG(0x64) 0

<6>[ 105.196241] REG(0x300) baadbeef

<6>[ 105.196245] REG(0x304) baadbeef

<6>[ 105.196246]

<0>[ 105.197303] nxos_panic: Kernel panic - not syncing: PCIE Uncorrectable error

>>>>>PCIE Uncorrectable error
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590 ls wsgd B 1duslez 19 Is W@ Jduslole. sop ldouild oso IJigble 9o ozszol Lol wboé
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podo lJp)l9u0

<#root>
NOK#show system reset -reason

————— reset reason for module 1 (from Supervisor in slot 1) ---
1) At 88659 usecs after Mon Sep 24 18:33:04 2023

Reason: Watchdog Ti nmeout

Service:
Version: 7.0(3)I7(9)
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9136 ol ©9s bole wadse IUplBus Vs IJlubes Idpeuls 988 0l pu Idpesle IJos swp
IJoede Vol Loluwbs IJdpeuse) zse Jlsuwobse IJoui 1Usuosd Ids 1deesle o gwogds
o Jl suwobseo IJodled pe Iigbld B 1Usde 1Jpuluve.

S99 Nexus 9000 Loy pSi6 99w IJpsildws gy FPGA. 903l suopu lpdluss ldo ol
Nexus 9000 Jogdsd IJelez 9lghs wposs Idpzed eds 1Jw89,).

PILPS o

1. 0283 ppl bl Jlpe ls lgble o)psé pe)998 wic, eds IUluosl) 1Jzlds.



2. 13l 2o Idp i dJs 036 158 B8 wzee wowe kemnel gls wslule ouwzsd luoldss.

3. Vug elds bdy ¢>p6.

lelss IJezesd $398! wuwew CLEY 1o, dss

<#froot>

N9K# show system reset-reason

————— reset reason for module 1 (from Supervisor in slot 1) ---
1) At 343832 usecs after Sat

Jan 13 17:58:53 2024

Reason: Reset Requested by CLI command rel oad

Service:

Version: 10.2(5)

>

4) At 282886 usecs after Fri

Jan 12 07:42:33 2024

Reason: Reset due to upgrade

Service:

Ver sion: 10. 3(4a)

>>>>>version prior to upgrading

IJuioe

wagp ldpesdle pu IJuwdundé Nexus 9000 gngglo <886 lJoylez 90 ds ool wuvdd
lwo)luos. gpdsle lele wzpsd Nexus 9000 leule o) 8s6.

PILUPS O

IJowdsd ldpede. w3888 wved Ipeluved Jesiss pu odluosd eduws CLI.

puld lgls wzpsd CLI:

Sat Jan 13 17:58:40 2024:type=update:id=consolel:user=admin:cmd=reload (REDIRECT)
Sat Jan 13 17:58:47 2024:type=update:id=console0:user=admin:cmd=Rebooting the switch



pold lebé wzpsd o) 9s6:
Fri Jan 12 07:35:52 2024:type=update:id=consolel:user=admin:cmd=install all nxos bootflash:/nxos64-cs.1
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