ooesw lJoydss gds ldezedle Nexus B
VPC Cluwogsle NX-OS

lJpzogsle

lJp 95,00

SueWd o3l IJpwews lp)le IJey8se JJpesdle Cisco Nexus 9000 Switches s wble IJovgsd
VPC pg Cisco NX-OS.

IJecbdole 1Jlul jusé
lJpobdolo

900 Cisco Llu ooy Jrsd pe,uds ldpsluose IJoldss:

* wyulpz NX-OS py Nexus.
* Yule I1Jpeuds IUblo,s (VPC).
o« lgwepsp lubes pddle IJzols sldsJlisd 9ldpdle eds pz9dle Cisco Nexus.

v owsd 189 s eusd W lez. |
* w92 Cisco wegagdé ulwss IJoslus byl Jlg o3l lJlg)le pelbd.

lJpdovlo Idpuweispd

ouwows Idegdsele 1916 WO 03l IJpguows [Us luosble Idwlee sldedsule 1Jpbsé IJoldss:
+ Cisco Nexus 9000 »¢ Cisco NX-OS.

e logvle I.,Jrogdglolu LJ_9IJ>o WO o3l IJpwews pu UIaoJo 1J 09296 WS wSiS6 pgpdso gluoo.

u.)lu CP'-SE IJlao_,o Iquuut.),oo -._95 o3l IJrouuuLp uu-J_9._sU ,o,ou.u_ga (IdUJluos) Bl


https://software.cisco.com/download/home

edlzbé: spdu Iy suvows lple or8sé pedle Cisco Nexus 7000 |Js o3l 1Jpuwaws.
sée lpdluss lzadlsd IUsle) sldptszle. JJzuesd eds piss po Idpedsplo lze 15J6
Cisco |y wpsé 1Jglueé wpeed Cisco Nexus Jssd.

lJodosuy

e IJegbslbs Jduiwds



Server B

peer-link

A= vPC Po50

N\ mmm

. =

Server A

lLgwe Jogbslbs JJuvods

ped9ple luwluss

¢« 1B, 1oy puwdsd Iduvwds Bs oY) uslule e 92> [eoly N9K-C93180YC-FX-24.
* N9K-1 9 N9K-2 ol NX-OS 9.3(11).

« Syuwd IJgbpe AglJgbe B 2,96 o9, Idluclz.

* 1Jo>9 09 oy 956 JJI pu pz9dle Nexus [Js NX-OS 10.2(5).



pdlzbs: wae 1Je,sé Lluwesle 1deesd Isssums 19 1o 1dpeod Ieluss Jl suce s
PSS DS 9p¢ 3JI Luppy gpdst Idude Lluwedsle IUpzed Isssums €926 JJI
IJzolisu IJss 29,06l 1Iuluus 91Jelogs 1dd3s0 op odasuopl B IJuslss. eds Ioge
o0 lopsé pg )86 Lo 9blisd Nexus J9blisd I wlwss ouvésdsl Bs peld cduss
vPC.

Jpolp IJlpwlusé IJouvgsdss JJdewsse, Iduvguas VPC

)5 eds bdole ARP zos olgwegsle FHRP.

© peldzd sl wslole wi9e9dsd Iz v, (BPDUS).

e lglé wozso pyIJé py9) lJue ldpegs> J PIM.

* e puvess ldogdpe J IGMP.

o Jl 9z 1Bl gpd Jpulds g o9 VPC gus welbd Loolb IJubs,.

puoEso IJe,8s6



lJglb9o 1. Vog 2099096 >gp ISSU Cisco Nexus 9000 9 3000

1. 22 IJluosl) 1Jzlds.
2. 22> Idluosly 1does .

TNIr
CISCO

Cisco Nexus 9000 and 3000 ISSU Support Matrix

This form prowides infpemation for In-Senvice Softwane Upgrade (ISSU) support for Clsco NX-05
saftware on Nexus 9000 Series and 3000 Series Switches based on your curment and tamget
rokiase, Thi upgjrade mleases have bodn eied and waldated by Ciscd, Ciscd parthers, of Bath.
Lisa this form as a reference for supported software.

For feadback on N oo, send il 1o oo
NOTE: 155U is not supponed for softwane downgrades. i you want budwrnnrm ywruﬂm'ln

follow the disruptive downgrade procedure described in the Uoomn ] for
your target release. For NXOS softwane strategy and lifecycle, see the A

Curmanl rdaddl amm

Target reloase  iodina

Current releasae: 9.3(11)
Target nelease: 10051
Recommanded path: Direct path from Current Release_ [0 o 0 i Paths)

P2 9996 >¢ 0 Cisco Nexus 9000 9 3000 ISSU


https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/dcn/tools/nexus-9k3k-issu-matrix/index.html

pdlebs: s9uos Cisco TAC Clguosle tsh wudss (lehs wzpsd) Idoussuu slsel pg
IJeuwb IJpguos wo.



pdlelbs: spdu Jdpuwl |4P9u06 wo 1o sboy uble pegsss. JIJ gbos. szw il
gl pu 2 1ds 11 1ds 1o Yo JIJ pu pzedle Cisco Nexus |osl) NX-OS [Josos.

1Jeb9o 2. §p woujsd gpse pddle NX-OS py Cisco 1Jpe3d9,6 WOs puwly IJosuosle wule
eds wblgs gb pe9d Cisco Nexus.

1.
2.
3.

ouvesd 1sgsd Ids cuisd Lolez

loodd IJs duwe Jouwisd Slde,dss slvee wujsdle Access.

lody W98 luweeslus IJIJ > yulez Cisco 10S 9 NX-OS > NX-OS - ,ulez NX-OS >
IJezodle > pzodle pod lduslole > weass uvduvds Nexus IJgluos wd > weass Blispesd
Joede > wooleg wlble NX-08>cea> [uosh NX-0S Jdeoss.

- Sp o IJpdin 898 luwe Ied Jeyuo oBluosd Idpdd 9ouwe Bsped [pzese

IUI & 0ls MD5 9005 pdod NX-OS.


https://software.cisco.com/download/home

Products & Services Support Hows to Buy Tralning & Events Partners @ e e o °
CISCO

Software Download

Downloads Home [ [0S and NX-0S Software | NX-0S [ NX-0S Software / Switches / Data Center Switches | Nexus 9000 Series Switches | Nexus 93180YC-FX-24 Switch

[ NX-0S System Software -~

Details

| Switch

-
,\O\ Search...
{h Expand Al | ted Links and_Documcmaiion
e Notes for 10.2(6) NIK
tlease Notes for 10.2(6) N3K

Latest Release

m SHAE

Adal9cC
10.4(1)(F) "
Release Notes for 10.2(6) M3K Release Notes for 10.2(6) N9K Advisories [ Releass Dute ==
10.3(99x)(F) 01-Sep-2023 1890.07 MB + s
nxos64-65.10.2.6.M.bir

9.3(12) Advisories [
All Release b

10 ?

a9 >

wuisd Idolez

5. uldd pdle NX-0S |Js 31,56 1w poss Bootflash e Js JJ pu p9dle Cisco Nexus s
VPC g, SCP lg SFTP Ig TFTP Ig USB. |3l wp weass Izs IJgshle IJedles IJlsds: Boedd
pL 529> IRowb louald Wldéhe g brsd woass VRF IJposde. O odlldpcld: szuss
¢bp SFTP gJs guslu IP Blod JJsoood lJs 192.168.9.9 oo ¢JIJ I5Lé lglss w9zso
IJoszse lJbloys (VRF).

N9K-1(config)# ping 192.168.9.9 vrf management

N9K-1(config)# copy sftp: bootflash:

Enter source filename: nxo0s64-cs.10.2.5.M.bin

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host ‘192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABCDEFGHIJK.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ‘192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9

User Access Verification

Password: cisco

6. vz lYopld udd IUpddlo: w28l pu i pJVle NX-O8S 09296 s bootflash Llguegsle
|Jio, dir.

7. lzuod £ds 1dpzpese IJlzeuls MD5 o0 oJud NX-0S Uluuegsle 1Jie, show file bootflash.

8. 8w 030 1J85p6 pe 186 IJos wp uuwgol po wuisd lulez. Sz lo wolblud
IJdspolu9ldl Blu pJd NX-0S old Iy gs) Uings.

N9K-1(config)# dir | include nxos
1978203648 Mar 31 01:36:06 2023 nxo0s.9.3.11.bin
1943380992 Mar 17 09:54:16 2023 nxos64-cs.10.2.5.M.bin


https://software.cisco.com/download/home

Usage for bootflash://
20548902912 bytes used
96040308736 bytes free
116589211648 bytes total

N9K-1(config)# show file bootflash:nxos64-cs.10.2.5.M.bin md5sum
2f60a186cb9c2d55c90086302e51f655

lJglogs 3. wzass 19y Idouvgsd Vs VPC JJJ pz9d Cisco Nexus.

1. luwegspe 1Jie, show vpe role.

N9K-1(config)# show vpc role

vPC Role status

vPC role : primary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
vPC system-priority : 32667

vPC local system-mac : 44:b6:be:11:17:67
vPC local role-priority : 32667

VvPC Tocal config role-priority : 32667

VvPC peer system-mac : f8:a7:3a:4e:40:07
VvPC peer role-priority : 32667

vPC peer config role-priority : 32667

N9K-2(config)# show vpc role

vPC Role status

vPC role : secondary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
VvPC system-priority : 32667

vPC Tocal system-mac : f8:a7:3a:4e:40:07
vPC Tocal role-priority : 32667

vPC Tocal config role-priority : 32667

VvPC peer system-mac : 44:b6:be:11:17:67
vPC peer role-priority : 32667

vPC peer config role-priority : 32667

IJ¢b9o 4. 299 pu &30 IJu9lwd g Juble IJovgsd Cisco NX-OS gds JJ pu peodle Cisco
Nexus s VPC.

1. luwegsp 1Jie, show incompatibility-all nxos bootflash.

N9K-1(config)# show incompatibility-all nxos bootflash:nxos64-cs.10.2.5.M.bin
Checking incompatible configuration(s) for vdc 'N9K-1':



No incompatible configurations

Checking dynamic incompatibiTlities:

No incompatible configurations

IJgo96 5. 588w IJoles, J Cisco NX-0OS gJs JJI pu cisco Nexus pdcle b vPC.

1. luweésp IJle, show install all impact nxos bootflash. s95.s 03l [Js ©udss wuvgsoo 19Js
JJozdd pu lu luesl) Cisco NX-OS po9lv g 9590 lple IJowwse.

N9K-1(config)# show install all impact nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform impact only check. Please wait.

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####H] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(11D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

IJgo96 6 (IEosbsd). 9p vouors) Epdss uuwg leoslbs Jdodsso IUebs oubgsdo po JJ
v pz9dle Cisco Nexus s vPC.



N9K-1(config)# copy running-config sftp:running-config-backup

Enter vrf (If no input, current vrf 'default' is considered): default
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host '192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABDCEFGHI.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9:22

User Access Verification

Password:

Connected to 192.168.9.9.

IJg1096 7. §p wotwse NX-0S gds 1dpzod Nexus og 59, VPC Uil ws.

1. luwegsp 1Jie, install all nxos bootflash.

NOK-1(config)# install all nxos bootflash: nxos64-cs. 10.2.5. M bin
Installer will performconpatibility check first. Please wait.
Installer is forced disruptive

Verifying i mage bootflash:/nxos64-cs.10.2.5. M bin for boot variable "nxos".
[ ###HH T H R R#]) 100% - - SUCCESS

Verifying i mage type.
[ #H#H## R HHH TR ##] 100% - - SUCCESS

Preparing "nxos" version info using inmge bootfl ash:/nxos64-cs. 10.2.5. M bi n.
[ ###HH AR 100% - - SUCCESS

Preparing "bios" version info using inmage bootfl ash:/nxos64-cs. 10.2.5. M bi n.
[ ### T H R A#]) 100% - - SUCCESS

Per f or mi ng nodul e support checks.
[ ###HH T H R R#]) 100% - - SUCCESS

Noti fyi ng services about system upgrade.
[ ###HH T H R R#]) 100% - - SUCCESS

Conpatibility check is done:
Modul e boot abl e Inpact Install-type Reason

1 yes di sruptive reset default upgrade is not hitless

I mages will be upgraded according to follow ng table:

Modul e | mage Runni ng- Ver si on(pri:alt) New- Ver si on
1 nxos 9.3(11)
1 bi os v05. 47(04/ 28/ 2022) : v05. 43( 11/ 22/ 2020) v05. 47(04/ 28/ 2022)

Additional info for this installation:

Upg- Requi red

10. 2(5)
no



Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer sw tches have sane boot nobde usir

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y

pdlglbs: sgo EJ5J Oled duele wasu L5 Cbl w8 03l wuwp Ig_bo wpos> pe9d Cisco
NeXUSSLSIDJU |u uwua)d E_IDJ‘SO |Juuu..$u E_.)O ')L9|‘5L9 6Pdu |u gsaudd 03l &J.S 'JJ
oz9d Cisco Nexus.

IJgb9s 8. luwb, v ey 1Jelds wuibs s pz9d Cisco Nexus.

1. luwegsp 1Jie, show module.



NOK- 1(confi g)# show nodul e
Mod Ports Modul e- Type Model St at us

1 54 24x10/ 25G 32G + 6x40/ 100G Et her net/ FC N9K- C93180YC- FX- 24 active *

Mod  Sw Hw Sl ot
1 9.3(11) 1.0 NA
Mod MAC- Addr ess(es) Seri al - Num

1 44-b6- aa- aa-aa-aa to 44-b6-be-bb-bb-bb ABCDEFGH JK

Mbod Online Diag Status

* this termnal session

edlebi: s)zs pdlebbs 1w pu lJppdy 1l sdsu Loulb IJobs, fis VPC B> IJzsls



B 21Jsé UP. o3l o9 e Jiu peadle Cisco Nexus s VPC Jol |l pgodd pu Cisco
NX-OS 909 &) p289-

lJgb9s 9. vouse lJpzed Cisco NX-OSon vPC Peer Cisco Nexus Switch.

N9K-2(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[#######S##AHRR######] 100% -- SUCCESS

Verifying image type.
[#######S##AHRR######] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nx0s64-cs.10.2.5.M.bin.
[####### R # 4] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nx0s64-cs.10.2.5.M.bin.
[####### R ## 4] 100% -- SUCCESS

Performing module support checks.
[####### R ## 4] 100% -- SUCCESS

Notifying services about system upgrade.
[####### R ## 4] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(1D 10.2(5)
1 bios v05.47(04/28/2022) :v05.42(06/14/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

lJglogs 10. luwlb, i.;, odou IJelds uuvlbé gds pzod Cisco Nexus.



1. luwegsp 1Jie, show module.

N9K-2 (config)# show module
Mod Ports Module-Type Mode Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *

Mod Sw Hw Slot
1 9.3(11D) 1.0 NA
Mod MAC-Address(es) Serial-Num

1 f8-a7-3a-nn-nn-nn to f8-a7-3a-nl-nl-nl 98765432109

Mod Online Diag Status

A

* this terminal session

lJglogs 1. w9l pu i Judle loegold IJubs, 9 VPC s zlJs UP.

1. luwegsp 1Jie, show vpe.

N9K-1(config)# show vpc

Legend:
(*) - local vPC is down, forwarding via vPC peer-1ink
vPC domain id i1
Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive
Configuration consistency status : success
Per-vlan consistency status ! success
Type-2 consistency status ! success
vPC role : primary
Number of vPCs configured 12
Peer Gateway : Enabled
Dual-active excluded VLANs D -
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled
Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)
Operational Layer3 Peer-router : Enabled
Virtual-peerlink mode : Disabled

vPC Peer-1link status

1 Pol up 1

vPC status



Id Port Status Consistency Reason Active vlans
50 Po50 up success success 1
60 Po60 up success success 1

N9K-2 (config)# show vpc
Legend:

(*) - local vPC is down, forwarding via vPC peer-Tink

vPC domain id

Peer status

vPC keep-alive status
Configuration consistency status
Per-vlan consistency status
Type-2 consistency status

vPC role

Number of vPCs configured

Peer Gateway

Dual-active excluded VLANs
Graceful Consistency Check
Auto-recovery status
Delay-restore status
Delay-restore SVI status
Operational Layer3 Peer-router
Virtual-peerlink mode

vPC Peer-1link status

id Port  Status Active vlans
1kl w1
vPC status

1 port Status Consiste
50 Poso w  success

success

1

: peer adjacency formed ok
: peer is alive

. success

. success

. success

: secondary

12

Enabled

Enabled

: Disabled
: Timer 1is off.(timeout
: Timer 1is off.(timeout

30s)
10s)

Enabled

: Disabled

success 1

success 1



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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