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Jluwedupld igble IJlzoj6 sluadlzoel £0s luweoudh gie Idoulpe 1dglue o B za9d lelss
IJeszso 19 puwess IJozde. leas odo IJbsle os 9256 Embedded Logic Analyzer Module (ELAM).
9ldus os gulys g0 slisy6 piped Elued widobousy (ASIC) w@9pe wldodl 2506 9lesé 9ulbo,
JsWss bog) 25p6 1Upsgd eds oldd IJuslule (DBUS) sul$d IJuwszs (RBUS) wes |l
lJogzso.

SUP LUPPSU ASIC slgJ luugu I8 IJoszso: 9spdu o sdodb 2508 Bs 1sde [Jdeds >90
luodble Vs IJi>le |_9 9l pwess ldogdp. 903l suwles eds IJlgles o luvisds pod:
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IJouin Idos Jl cogopu luvedsle Jod wgese: wldluols [Js gpdsle Jogiy Idos
ouwoedp Jodlo wepse.

[oweduulad igble ELAM s|oJlzol gJs Idspsle IJoplbsé JJdisé F3 wa9e
Jodlo poybewd

03l 09 IJpg bbb 1Uss swp luvaesleo JJipeds gy 03l IUGuup:

T + T + T +
| | | | | |
| | | | | |
| | e3/3-4 e3/1-2 | | e3/5 e3/7 | |
|  N7K2 R + N7K1 oo + N7K3 |
| R + | .1 L3 .3 |
| | Po1( Trunk) | | 192.168.13.0/24 | |
| | | | | |
T + T + T +

VI an 10 SVI VI an10 SvI

I P add 192.168.12.2/24 I P add 192.168.12.1/24

Ispl sds wewo IJpdlzble 29d oo IUbyosdszsl:

- 0 99p N7Ks wogugsd NX-OS: IJlesl, 6. 2. 8a.

- Sup buwld lgooble lJlouold po 9lzes N7K2 VLAN 10 [Js guglo IP wg8> w 9S50
192.168.12.1.



- sdob ELAM IJgje eJs N7K1.

- Sup luwogsle N7TK-F312FQ-25. 905 9226 lsemuw zselow 3l 12 0083l 10/40 sop |gldol
Vs lJwees 3.
Bod [Juse B Iuwe vl igble IJuble sluodlzol szw edsd wldss IUlouold IJlguluus:

N7K2# ping 192.168.13.3

PI NG 192. 168. 13. 3 (192.168.13.3): 56 data bytes

64 bytes from 192.168.13.3: icnp_seq=0 ttl=253 tine=1.513
64 bytes from 192.168.13.3: icnp_seq=1 ttl=253 tine=1.062
64 bytes from 192.168.13.3: icnp_seq=2 ttl=253 tine=0.822
64 bytes from 192.168.13.3: icnp_seq=3 ttl =253 tine=0.830
64 bytes from 192.168.13.3: icnp_seq=4 ttl=253 tine=0.845

3333 3

--- 192.168.13.3 ping statistics ---
5 packets transmtted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.822/1.014/1.513 ns

N7K2# show ip route 192.168.13.3

I P Route Table for VRF "default”

'*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]" denotes [preference/netric]

"U<string> in via output denotes VRF <string>

192. 168. 13. 0/ 24, ubest/nbest: 1/0
*via 192.168.12.1, [1/0], 01:20:36, static

1--- The next command verifies the Address Resolution Protocol (ARP) for the next hop.

N7K2# show ip arp 192.168.12.1

----SNIP----

I P ARP Tabl e

Total nunber of entries: 1

Addr ess Age MAC Addr ess Interface

192.168.12.1  00:10:29 e4c7.2210.al42 Vi anl0
oo Suwés ksuol >89w Idyuwlisl puds wede (MAC) guslu sede eds Idpuinnd ez (SUP)
9ld9z»é wpelbss JlJulds eued:

N7K2# show mac address-table address e4c7.2210.al42
l--- This command out put shows the MAC | earning on the Sup (software).

Legend:
* - primary entry, G- Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Li nk,
(T) - True, (F) - False
VLAN MAC Address Type age Secure NTFY Ports/SWD. SSID. LID

* 10 e4c7.2210. al42 dynani c 120 F F Pol
Swas 03l ool I MAC sede eds 1d9gr6 wplbsélzolss eds s zlJqin order to g,09¢ 1JSLw«
oo SuwEs gado IUdo,w:

N7K2# show hardware mac address-table 3 address e4c7.2210.al42
FE | Valid|l PI| BD | MAC | I'ndex | Stat|] SW | Mdi| Age| Tnr| GV Sec
| | | | | | ic | | fied|Byte| Sel| | ure



1 1 1 41 e4c7.2210. al42 o0x00a2a O 0x089 1 185 1 0 0

| TR NT| RM RMA| Cap| Fld/Always| PV | RD| NN| UCJ Pl _E8| VIF| SWD SSWD LID |
| AP| FY]| I | ture| | Learn| I I I I I I I I I

Rt R FET EEEE et EECRI EREP R et EEtt EEr PErr e EEErel EPErrl EEEEr | --eee |
0 0 0 0 0 0 0 0x00 O 0 1 0 0x000 0x000 0x000 Ox00a2a

N7K2# show system internal pixm info 1ltl 0x00a2a

l--- This is the index that was received in the previ ous output.

~--SNIP---
PC TYPE  PORT  LTL RES I D LTL_FLAG CB_FLAG MEMB_CNT
Nor nral Pol 0x0a2a  0x16000000  0x00000000  0x00000002 2

Mermber rbh rbh_cnt

Et h3/4  0x000000f0  0x04
Et h3/3  0x0000000f 0x04
---SNI P---

I>¢d 030 1Jisle, JJeuo9d £JS 0dp wwsld 1Jzol IUblo,s (VDC) (B o3l IJpold. sdow 3)
90288 pu MAC polyiné eds 19226 [Juplss:

N7K2# show wvdc

---SNI P- - -

vdc_id vdc_nane state nac type lc
3 N7K2 active e4:c7:22:10:al:43 Et her net f3
nodul e- 3#attach module 3

nodul e- 3# vdec 3

l--- This data is obtained fromthe previous comand out put.

nodul e- 3# show mac address-table address e4c7.2210.al42

Legend:

* - primary entry, G- Gateway MAC, (R) - Routed MAC, (d) - dec

Age - seconds since |last seen,,+ - primary entry using vPC Peer-Link

(T) - True, (F) - False, h - hex, d - decinal
vDC = 3
FE VLAN BD MAC Address Type Age Secure NTFY  Ports/SWD. SSID. LI D(d)
----- T T
* 1 10 e4c7.2210.al42 dynam c 360 F F Pol

oo ldlob eds psule Guls 1 o sYou luwog pde in order to Lhuwdo 296 09, eds IJ sup po
N7K2. as well as IUl,oulb | s luwogpdw inorder to |uwdo g9le oo N7K3 guspl psule
Jule 1 sdgu lgwogpde pou N7KT |Js N7K2:



N7K2# show port-channel load-balance forwarding-path interface port-channel 1 src-ip
192.168.12.2 dst-ip 192.168.13.3 module 3

Modul e 3: Mssing paranms will be substituted by 0's.

Load- bal ance Al gorithm src-dst ip

RBH: 0xd2 Qut goi ng port id: Ethernet3/3

N7K1# show port-channel load-balance forwarding-path interface port-channel 1 src-ip
192.168.13.3 dst-ip 192.168.12.2 module 3

Modul e 3: Mssing paranms will be substituted by 0's.

Load- bal ance Algorithm src-dst ip

RBH: 0xd2 Qut going port id: Ethernet3/1

S whuwld ltouly louald eo NTK2 (goslo IP 192.168.12.2) sldeélb IJzse eds NTK1 B
lozlo 1dpsgd Joldss lglss wozso IJzie IJs N7K3 (gusle IP 192.168.13.3).

Sod buwld lgoul IUlouold: szo 1o odss Jssd pg 98 wjishs 1Ulzojs. Iepew o3l steps in order
to Wopw IJuule:

1. 9p vl § 1Jgzrs IJuplbss:

N7K1# attach module 3
Attaching to nodule 3 ...
To exit type 'exit', to abort type 'S$.'

2. 1dogy eds posd guva) IJogde. 926 IJozdp 030 g0lh6 0 p29d Sepd wuble Chip
(SOC) ASIC JJ_92_->5 |Jorobl§6 y-19) |Jouu.uJo F3. SUP UESSU JJ ,O_éuil_) &J;S ka_.g..).,SQ
chessu eds 1Ugerd ldupbss (ogs) Idpedsple JIJ U9E 9226 Lplbss 9odsy p2rrd J
N7K-F312FQ-25).

ould 12 o3l gds 1U9er6 IJupelbss: 9sesu JJ ASIC pussy eds [JJ9es |Jip|pg§5‘_90_9
ol seus & ould 6 (0-5) ,oo..___lecf .JJaI;?Jbé pw99,0 £Js 1U9ero [Juplbse (835 1dpesd
pwus 8Js 1JuoW)). pdlebs: wlds oo lo sy lposhle bhsse Jduvwds God [duse.wpl
o oo IJodb Iyob o suad pu N7TK2 £6 b6 psole $uls 1 eds N7K1 loze g
lJesule (E3/1 9 E3/2) i SYgyu gbbo s JJ posd:

nodul e- 3# show hardware internal dev-port-map

CARD_TYPE: 12 port 40G
>Front Panel ports:12

Devi ce nane Dev role Abbr num.i nst
>Fl anker Eth Mac Driver DEV_ETHERNET MAC MAC O 6
>Fl anker Fwd Driver DEV_LAYER 2_| OOKUP L2LKP 6

1--- Check for the L2LKP nunber for ports 1 and 2.

>Fl anker Xbar Driver DEV_XBAR | NTF XBAR | NTF 6

>F|l anker Queue Driver DEV_QUEUEI NG QUEUE 6

>Sacranent o Xbar ASIC DEV_SW TCH_FABRI C SWCHF 1

>F| anker L3 Driver DEV_LAYER_3_LOOKUP L3LKP 6

>EDC DEV_PHY PHYS 2

S NN NS +
T +++FRONT PANEL PORT TO ASI C | NSTANCE MAP+++------------ +
S NN NS +

FP port | PHYS | MACO | L2LKP | L3LKP | QUEUE | SW CHF



1 0 0 0 0 0

1--- The L2KLP for both ports is 0, so both belong to instance O.

2 0 0 0 0 0

3 1 1 1 1 0

4 1 1 1 1 0

5 0 2 2 2 2 0

6 0 2 2 2 2 0

7 1 3 3 3 3 0

8 1 3 3 3 3 0

9 4 4 4 4 0

10 4 4 4 4 0

11 5 5 5 5 0

12 5 5 5 5 0
g +
g +

3. $p wopas Ipisd: op $p wotssu IJpuigd: slosl godss IUIJoBlb. 8JJ0 eu Idpop 1o
u90p 1w oulJY gsble Jos,6 spdu luwegpldol pg juls ELAM:

nodul e- 3# elam asic flanker instance 0
nodul e-3(fln-elam# | ayer2
nodul e-3(fln-12-elam# trigger ?

dbus Pre L2 BUS

rbus Post L2 BUS

o3l leuly gsh pop 1o S8 luw 1u seuoew IJ DBUS B IUlJodlb (IU,ub 1o sJse
lovedeo wldpdelz). 030 05 Idzied IJEle Idos Jl wéuoe Jdwze. seuue RBUS wolisg
IJoee Bs IJzol; J DBUS. JJeuesd eds ELAM soedsd Jled: szw edsd IJe@lb JJ
ou RBUS ¢ DBUS.

wbo, Idperele IJeldss lusle 1Jzse IJos spdoud Idodlbel ulguegsle gsl, DBUS. B
o3l ldpold: swp weass 2jped IJluosl) 4 pu wy9esded IUlue,ue (IPV4):

nodul e-3(fln-12-elam# trigger dbus ?
arp ARP Frane For mat

fc Fc hdr Franme For mat

i pvd | PV4 Frane For nat

i pvb | PV6 Frane For nat

npl s MPLS

other L2 hdr Frane Format

pup PUP Frane For mat

rarp RARP Frame For mat

valid On valid packet

Ispl sds weuo IJgshle IUluolvss Idos spdud [Roshol Jlguagsleol:

nodul e-3(fln-12-elam# trigger dbus ipv4 ?
egress Egress packets

1--- Capture packets in egress (outbound fromthe port).

if If Trigger Condition
i ngress I ngress packets



l--- Capture packets in ingress (inbound to the port).

mul ti cast
mul ticast-replication

O o3l ldpelde swp luvwgsle paui) if Jogsss Jiyb JUIJod@lb. pglbe lJgshle IUos
wboy Vs ldpgrzle IJoldss pouss eds 99uw L2 L3 9 L4, sop luwedsle gulssy IP

Mul ti cast packet
Mul ticast replication

JJeuos) sldszes ks ol JUIJodlb.

nodul e-3(fln-12-el am # trigger dbus ipv4 ingress if ?

<CR>

acos

bl ock-capture
bpdu

bundl e- port

ccce

copp

da-type

de-cfi
destination-i ndex
destination-i pv4-address
desti nati on- nac- addr ess
destination-vif
df

df st

df t

di sabl e-i ndex-1 earn
di sabl e-new| earn
dont - f orwar d
dont -l earn
dtag-ftag
dtag-ttl
dti-type-vpnid
error

er span- kpa-val i d
ff

frag

header -t ype

i b-1engt h-bundl e
i ds-check-f ai

i gnor e-acl

i gnore-aclo

i gnor e- qos

i ghor e- qoso

i nband-fl ow creation-del etion
i ndex-di rect

i nner - cos

i nner-de-valid
inner-drop-eligibility
i p-da-nul ticast

i p-mul ticast

i p-nul ticast-contro

i pv6

| 2

| 2-frane-type

| 2-1 engt h- check

| 21 u- rode

| 3- packet -l ength

| 4- protoco

| abel - count

| ast - et hertype

| bl 0- eos

Acos

Capture |2 bl ocks
Bpdu

Bundl e- port

Ccc

Copp

Da-type

De cfi
Desti nati on-i ndex
destination ipv4 address
Desti nati on- mac- addr ess
Destination-vif

df

Df st

Df t

Di sabl e-i ndex-| earn
Di sabl e-new | earn
Dont - f orward
Dont -1 earn

Dt ag-ftag

Dtag-ttl

Dti type vpnid
Error

Erspan kpa valid

Ff

frag

Header type

Ib I ength bundle

| ds- check-f ai

I gnore-acli

I gnore-acl o

| gnor e- qosi

I gnor e- qoso

I nband-fl ow creation-del etion
I ndex- di rect

I nner - cos

I nner de valid
Inner-drop-eligibility
| p-da-nul ticast

| p-mul ti cast

I p-mul ticast-contro
| pv6

L2

L2-franme-type

L2 Il ength check
L2l u- node

| 3 packet |ength

14 protocol

Label count

Last - et hertype

Lbl 0 eos



| bl 0- exp Lbl O exp

| bl O-1 bl Lbl O I bl

I blO-ttl Lbl O ttl

I bl O-valid Lbl O valid

| bl 1- exp Lbl 1 exp

Ibl1-ttl Lbl 1 ttl

mac-i n-mac-val id Mac-i n- mac-val id

nc Me

nd- acos Ml acos

nd- desti nati on-t abl e-i ndex Ml destination table index
md- f wd- onl y Ml fwd only

md- | i f Ml oLif

nmd- mar k- enabl e Ml mark enabl e

md- mul ti cast - bri dge-di sabl e Ml nul ticast bridge disable
nd- pr eser ve- acos Ml preserve acos

nmd- qos- group-id Ml qos group id

nmd-repl i cati on- packet Ml replication packet

md- r out er - mac Ml router mac

md-ttl-err Mi-ttl-err

nmd- ver si on Ml version

nf nf

m m desti nati on- mac- addr ess M m desti nati on- mac- addr ess
m m sour ce- mac- addr ess M m sour ce- mac- addr ess

m h-type M h-type

no-stats No-stats
notify-index-learn Noti fy-index-1earn
notify-newl earn Noti fy-new | earn

nul | -1 abel - exp Nul | | abel exp

nul | -1 abel -ttl Nul | | abel ttl

nul | -1 abel -valid Nul | | abel valid

option option

out er-cos Qut er-cos
outer-drop-eligibility Quter-drop-eligibility
ovl - m h- bndl Ovl nmlh bndl

ovl - ul h- bndl Ovl ul h bndl

ovl -ul h-bndl -1 Ovl -ul h-bndl -1

ovl - ul h-bndl -2 Ovl -ul h-bndl -2

packet - | engt h Packet - | engt h

packet -t ype Packet type

pdt-tag-gt-2 Pdt-tag-gt-2

pdt-tag0 Pdt -t ag0

pdt-tagl Pdt -t agl

pdt-valid Pdt-valid

pdt - val ue Pdt - val ue

port-id Port-id

rbh Rbh

rdt Rdt

recir-shi mvxl an-src-peer-id Recir shimvxlan src peer id
recirc-acos Recirc acos
recirc-bypass-ife Recirc bypass ife
recirc-bypass-12 Recirc bypass |2
recirc-destination-tabl e-index Recirc destination table index
recirc-forward-only Recirc forward only
recirc-12-tunnel -encap Recirc |2 tunnel encap
recirc-lif Recirc |if
recirc-1|s-hash Recirc I's hash
recirc-mark-enabl e Recirc mark enabl e
recirc-multicast-bridge-disable Recirc multicast bridge disable
recirc-preserve-acos Recirc preserve acos
recirc-preserve-|s-hash Recirc preserve |s hash
recirc-preserve-rbh Recirc preserve rbh
recirc-qos-group-id Recirc qos group id
recirc-replication-packet Recirc replication packet

recirc-router-nmc Recirc router nmac



recirc-ttl-err Recirc ttl err

recirc-valid Recirc-valid
recirc-version Recirc version
redirect Redi r ect

repl - bypass-ife Repl bypass ife
repl - bypass-12 Repl bypass |2

repl - di sabl e- 1 ocal - bri dge Repl disable |ocal bridge
repl -fwd-only Repl fwd only

repl -12-tunnel - encap Repl 12 tunnel encap
repl-12-tunnel -info Repl 12 tunnel info
repl-1lif Repl 1if

repl - mar k- enabl e Repl mark enabl e
repl-met-1if Repl met |if
repl-m3 Repl m 3

repl - preserve-acos Repl preserve acos
repl - preserve-rbh Repl preserve rbh
repl - gos- group-id Repl qgos group id
repl -replication-packet Repl replication packet
repl -router-mac Repl router mac
repl-ttl-err Repl ttl err

repl -version Repl version

rf Rf

second-i nner-cos Second i nner cos
segnment -id Segnent id

segnment -id-valid Segnent id valid
sequence- number Sequence- nunber
sg-tag Sg-tag

shimvalid Shimvalid

sour ce-i ndex Sour ce- i ndex

sour ce-i pv4- addr ess source ipv4 address
sour ce- mac- addr ess Sour ce- mac- addr ess
source-vif Sour ce-vi f

stat us-ce-1q St at us-ce-1q
status-is-1q Status-is-1q
sup-eid Sup-ei d

tos t os

traceroute Traceroute

trig Any of previous elamtriggered
trill-encap Trill-encap

ttl ttl

tunnel - bundl e Tunnel bundl e
tunnel -type Tunnel type

ul h-type U h-type

valid VALI D

vl \Y/

vl an VI an

vn-p Vn p

vn-valid Vn-valid

vqi Vai

vqgi -valid Vqi -valid

vsl -num Vsl - num

Swas 0dl ool Idpubed Esb:

nodul e- 3# elam asic flanker instance 0

nodul e-3(fl n-el am # | ayer2

nmodul e-3(fln-12-elam# trigger dbus ipv4 ingress if source-ipv4-address 192.168.12.2
destination-ipv4-address 192.168.13.3

nodul e-3(fln-12-elam# trigger rbus ingress if trig

pdlebé: gbé pl sJ9u c,ﬁeJ_gkggﬁRBUS (X3} PES> ISP g_;LJ;_;uu”Of).‘
Jddoedd pu ldpuugd: bed 1Jle, status. glosl g pdsé IUIJoglb: glosl ool Idlesold po
N7K2 |Js N7K3 (p0 192.168.12.1 |Js 192.168.13.3):



nodul e-3(fln-12-el am# stat

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 ingress if
source-ipv4-address 192.168.12.2 destination-ipv4-address 192.168.13. 3

L2 DBUS: Configured

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus ingress if trig
L2 RBUS: Configured

nodul e-3(fl n-12-el am # start
nodul e-3(fln-12-el am# status

l--- The status shows as Arned because the process has begun.

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 ingress if
source-ipv4-address 192.168.12.2 destination-ipv4-address 192.168.13.1

L2 DBUS: Arnmed

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus ingress if trig
L2 RBUS: Armed

nmodul e-3(fln-12-el am #

nodul e-3(fl n-12-el am # status
l--- |If the packet is captured, the status shows Tri ggered.

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 ingress if
source-ipv4-address 192.168.12.2 destination-ipv4-address 192.168.13. 3

L2 DBUS: Triggered

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus ingress if trig

L2 RBUS. Triggered

nmodul e-3(fln-12-el am #

3l oo 1JzlJs wlbo, Triggered. ez 8 ppl 151 Jlu JIJ oo RBUS 9 DBUS wd w i ép
lJouvduwd Joldss luopl Juwdyw 1Jzjes. Ws o3l Idpeld: swp luuegsle 0x55. 9JIJy
IJgp9> 1J3s serup 18 IJouwdund peodo:

nodul e-3(fln-12-elam# show dbus | in seq
sequence- nunber : 0x6b vl : 0x0

1--- The sequence nunber is the same (0x6b).

nodul e-3(fln-12-elam# show rbus | in seq
| 2-rbus-trigger ;o Ox1 sequence- nunber : 0x6b

.1b¢J 1Jlo, show dbus gshow rbus JJoez 88 pw DBUS 9 RBUS. lues g0 B, w oo,
B piuele 1oy DBUS 980, w IJ9z06 Bs 1¢)lz 1o, RBUS:

nodul e-3(fl n-12-el am # show dbus
cp = 0x1007db4c, buf = 0x1007db4c, end = 0x10089e9c

Fl anker I nstance 00 - Capture Buffer On L2 DBUS:
St at us(0x0102), Trigger Wr d(0x000), Sanpl eSt ored(0x005), Capt ur eBuf f er Poi nt er (0x005)

is_|2_egress: 0x0000, data_size: 0x023

[000]: 59022000 08010000 00000000 0cc01400 00145800 00000000 01800100 00000000
00000000 00000000 003931c8 842850b9 31c88428 50c00000 01ac0000 00000000 00000000
00000000 00000000 00000000 00000005 80005000 00000000 00000000 00000000 00000000



00000000 00000000 00000000 00000000 00605406 01605406 8180008f f 0054608 00000000

Printing packet O

| abel - count 0x0 nc 0x0
nul | -1abel -valid 0x0 nul | -1 abel - exp 0x0
nul | -1 abel -ttl 0x0 I bl 0-vid 0x0
| bl 0- eos 0x0 I bl O- 1 bl 0x0
I bl 0- exp 0x0 I blO-ttl 0x0
I bl 1- exp 0x0 I bl 1-ttl 0x0
i pvd 0x0 i pv6 0x0
| 4- pr ot ocol Ox1 df 0x0
nf 0x0 frag 0x0
ttl Oxf f | 3- packet -1 engt h 0x54
option 0x0 t os 0x0
sup-eid 0x0 header -t ype Ox1
error 0x0 redirect 0x0
port-id 0x0 | ast - et hertype 0x800
| 2-frane-type 0x0 da-type 0x0
packet -type 0x0 | 2-1 engt h- check 0x0
i p-da-nul ticast 0x0 ip-mul ticast 0x0
ip-multicast-control: 0xO i ds- check-fail 0x0
traceroute : 0x0 out er-cos 0x0
i nner-cos 0x0 vqgi -valid 0x0
vqi 0x0 packet -1 engt h 0x66
vl an Oxa desti nati on-i ndex 0x0
source-index : Oxa2c bundle-port s 0x0
acos : 0x0 outer-drop-eligibility: 0x0
inner-drop-eligibility: 0x0 sg-tag : 0x0
rbh : 0x0 vsl - num 0x0
i nband-fl ow creation-del etion: i gnor e- qoso

i gnor e- qosi : 0x0 i gnore-aclo : 0x0
i gnore-acli 0x0 i ndex-di rect 0x0
no-stats 0x0 dont - f orward 0x0
notify-index-1learn Ox1 notify-newlearn Ox1
di sabl e-new| earn 0x0 di sabl e-i ndex-learn : 0x0
dont -1l earn 0x0 bpdu 0x0
ff 0x0 rf 0x0
ccc 0x0 12 0x0
rdt 0x0 df t 0x0
df st 0x0 status-ce-1q 0x0
status-is-1q Ox1 trill-encap 0x0
m mvalid 0x0 dtag-ttl 0x0
dtag-ftag 0x0 valid : 0x1
er span- kpa-valid 0x0 recir-shi mvxl an-src-peer-id: 0x0
vn-valid 0x0 source-vif : 0x0
destination-vif 0x0 vn-p 0x0
sequence- nunber 0x6b vl 0x0
i nner-de-valid 0x0 de- cfi 0x0
second-i nner-cos 0x0 tunnel -type 0x0
shimvalid 0x0

segnment -id-valid 0x0 copp 0x0
dti-type-vpnid 0x0 segment -id 0x0
i b-1 engt h-bundl e 0x58000 m h-type 0x5
ul h-type 0x6

sour ce-i pv4- address: 192.168.12.2
destination-i pv4-address: 192.168.13.3

m m desti nati on- nac-address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000
destinati on-mac- address : e4c7.2210. al42
sour ce-mac-address : e4c7.2210.al43



nodul e-3(fl n-12-el am# show rbus
cp = 0x100a2548, buf = 0x100a2548, end = 0x100ae898

Fl anker Instance 00 - Capture Buffer On L2 RBUS:

St at us(0x0102), Trigger Wr d(0x000), Sanpl eSt ored(0x005), Capt ur eBuf f er Poi nt er (0x005)

is_|2_egress: 0x0000, data_size: 0x018

[000]: 0059d930 0000000c c0000000 03580000 00000000 00000000 0000001f 57b00021

f df cO000 00000000 02000000 14001402 8b000105 00000000 68200000 00000000 00000000
00000400 00008000 005b0000 00f eOed4c 7220850a 210000a0 000000b6

Printing packet O

pad 0x16764 valid Ox1

| 2-rbus-trigger Ox1 sequence- nunber 0x6b
rit-ipvad-id 0x0 i pv4-tunnel - encap 0x0
rit-mpls-rw 0x0 m 2-ptr 0x0
m 3-ptr 0x0 mar k : 0x0
resul t-cap3 : 0x0 di 1-v5-delta-length : 0x0

di 1-v5-del ta- 1| engt h-pl us: 0x0 di 1-v4-delta-length : 0x0
di 1-v4-del ta- 1| engt h-pl us: 0x0 di 2-delta-1ength 0x0
di 2-del t a- I engt h- pl us: 0x0 m 2-del ta-1 ength 0x0
m 2-del t a- | engt h- pl us: 0x0 m 3-delta-1 ength 0x0
m 3-del ta-1 engt h- pl us: 0x0 s-vector 0x0

| cpu-ff-valid : 0x0 sup- di - vqi : 0x0
erspan-termindex-dir: 0x0 er span- buf f er-check : 0x0
| 2-t unnel - decapped 0x0 | 3-del ta-length 0x0
rit-crcl6é-valid Ox1 rit-crcl6 Oxf 57b
vnt ag- p 0x0 frr-recirc 0x0
ingress-1lif Ox1 earl - proxy-vld 0x0
nmd-di -vld 0x0 rc 0x0
segnment -id-valid 0x0 ttl-out Oxfe
ttl-md Oxfe t os- out 0x0
tos-in 0x0 orig-vlanl 0x0
vl anl 0x0 source-peer-id 0x0
final -ignore-qgoso 0x0 port-id 0x0
cr-type Ox1 pup- packet 0x0
bpdu 0x0 vdc 0x0
traceroute 0x0 de : 0x0
cos 0x0 inner-drop-eligibility: 0x0
i nner-cos : 0x0 acos : 0x0
di-1ltl-index : 0x50 13-multicast-di : 0x50
sour ce-i ndex : Oxa2c vl an : 0x0

i ndex-direct 0x0 di1-valid Ox1
vqi 0x50 di 2-valid 0x0
v5- f poe-i dx 0x0 di 2-f poe-i dx 0x0

I 3-mul ticast-v5 0x0 df t 0x0
df st 0x0 | 3-1earning-ff 0x0
resul t-rbh 0xdo di 2-cr-type 0x0
result-2 Ox1 dtag-ftag 0x0
dtag-ttl 0x20 nmac- i n- mac- op 0x0
dvi f 0x0 resul t-capl 0x0
resul t-cap2 0x0 erspan-term 0x0
er span- decap 0x0 dont -1 earn 0x0
rout ed-frame Ox1 copy- cause 0x0

| 2- copy- cause 0x0 I 3-rit-ptr 0x5b
sg-tag 0x0 trill-nh-id 0x0
ttl-in Oxfe fc-up 0x0
up-di d 0x0 did Oxe4c722



up-sid : 0x0 sid : 0x10al44

shi m | 2-tunnel -encap: 0x0 shi m | s- hash : 0x8
shimrc : 0x0 shimlif : 0x1
shimreplication-pkt: 0x0 shi mrouter-nac : 0x1
shi m mar k- enabl e : 0x0 shi m qos-group-id : 0x0
shi m desti nati on-tabl e-i ndex: 0x5b shi m acos- preserve : 0x0

m m desti nati on- mac- address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000

L 0zdd pu IJBo,uw 1906 9lddo,uw IJpues) eds 1Uu06:

N7K1l# show system internal pixm info 1ltl Oxa2c

PC_TYPE PORT LTL RES_| D LTL_FLAG CB_FLAG VEMB_CNT

Nor ral Pol Ox0a2c 0x16000000 0x00000000 0x00000002 2

Mermber rbh rbh_cnt
Eth3/2 0x000000f0  0Ox04
Eth3/1  0x0000000f 0x04

CBL Check States: Ingress: Enabl ed; Egress: Enabled

VLAN BD| BD St | CBL St & Direction:

1] 0x15 | INCLUDE_IF INBD | FORWARDI NG (Bot h)
10 | 0x19 | INCLUDE IF_IN BD | FORWARDI NG ( Bot h)

Menber info

PORT_CHANNEL Pol
FLOOD W FPCE  0x8019
FLOOD W FPCE  0x8015

N7K1# show system internal pixm info 1ltl 0x50
0x0050 is in DCE/ FC pool

Menber info
Type LTL
PHY_PORT Eth3/5

S9s 03l Juwlz o 1,0l Jly luwodeo gds psule Guls 1 (Po1)_9iJouo o bysd
ETH3/5.

399w IJpeds Elss poubb (LTL) eds 9296 J Lozt waprss:

nodul e- 3# show system internal pixmc info 1ltl-cb 1ltl Oxa2c

Itl |1t _typelif_index|lc_type| vdc |v4_fpoe|v5_fpoe|l base fpoe_idx | flag
Ox0a2c | 4 | Pol | 2 | 2 | Ox00 | 0x00 | 0x0000 | Ox0
, local ports:

VDCs the entry is part of:

LTL HW programing info



| 'ndex | ec |drop|span_vec| SOM ucr _f ab|

[ a2c]| 1] O] 0l 0 0l
| RBH | v | PS( | NST: LPCE)
[ = m e m e

0, 40 0: 1

1, 40 0: 1

2, 40 0: 1

3, 40 0: 1

4, 44 0: 10

5, 44 0: 10

6, 44 0: 10

7, 44 0: 10

8, 0 0: 1

9, 0 0: 1

a, 0 0 : 1

b, 0 0: 1

c, 0 0: 10

d, 0 0: 10

e, 0 0: 10

f 0 0: 10

nodul e- 3# show system internal pixmc info 1ltl-cb 1ltl 0x50

Itl |1t _type|lif_index|lc_type|l vdc |v4_fpoe | v5_fpoe| base_fpoe_idx | flag
0x0050 | 5 |Eth3/5 | 2 | 2 | 0x00 | O0x00 | 0x0000 | 0x0
, local ports:

VDCs the entry is part of:

LTL HW programing i nfo

| ' ndex | ec |drop|span_vec| SOM ucr _f ab|

[[ 50]] 1] 0l ol 0 0l
| RBH | V4@ | PS

| ____________________________

ALL RBH| 50 | 2 1

Adodb 5506 ELAM g0s 1UE)92. pu ia.J U{o&lb lJzip6: Gp whuwld o 1Eovl) louold pu
eu9ly 1IP192.168.13.3 [Js 192.168.12.2. luw SuwEs vowww IUIJodlb pg 1dpde IJIJed
lJecele eds Idpsule Buls 1 8Lu (E3/1-2). cuwps IUslzole IUs 1Jpesd 00 Jpl 09 p9 o
wlodl

N7K1# att mo 3

Attaching to nmodule 3 ...

To exit type 'exit', to abort type 'S$.'

nodul e-3# el asic flanker instance 0

nodul e-3(fl n-el am # | ayer2

nmodul e-3(fln-12-elam# trigger dbus ipv4 egress if source-ipv4-address 192.168.13.3
destination-ipv4-address 192.168.12.2

nodul e-3(fln-12-elam# trigger rbus egress if trig

nodul e-3(fln-12-el am# status

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 egress if
sour ce-i pv4- address 192.168.13. 3 destination-i pv4-address 192.168.12.2

L2 DBUS: Configured

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus egress if trig



L2 RBUS: Configured

nodul e-3(fln-12-el am # start

nodul e-3(fln-12-el am# status

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 egress if
sour ce-i pv4- address 192.168.13. 3 destination-i pv4-address 192.168.12.2

L2 DBUS: Arned

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Arned

nodul e-3(fln-12-el am# status

ELAM Sl ot 3 instance 0: L2 DBUS Configuration: trigger dbus ipv4 egress if
sour ce-i pv4- address 192.168.13. 3 destination-i pv4-address 192.168.12.2

L2 DBUS: Triggered

ELAM Sl ot 3 instance 0: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Triggered

nodul e- 3(fl n-12-el am #

nodul e-3(fIn-12-el am) # show dbus | in seq
sequence- nunber : 0x8d vl : 0x3
I--- The sequence nunber is the sane.

nodul e-3(fIn-12-el am) # show rbus | in seq
vl : 0x0 sequence- nunber : 0x8d

nodul e-3(fl n-12-el am # show dbus
cp = 0x1007db4c, buf = 0x1007db4c, end = 0x10089e9c

Fl anker Instance 00 - Capture Buffer On L2 DBUS:

St at us(0x0102), Trigger Wr d(0x000), Sanpl eSt ored(0x005), Capt ur eBuf f er Poi nt er (0x005)

is_|2_egress: 0x0000, data_size: 0x023

[000]: 48c22000 08210000 40020800 0cc01414 5800a000 00001a40 01030000 00000000
00000000 00000000 003931c8 842850f9 31c88428 50800000 02358000 00000000 00000000
00000000 00000000 00000000 00000000 00005000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00605406 81e05406 0100008f e0054600 00000000

Printing packet O

| abel - count : 0x0 nc : 0x0
nul | -1abel -valid : 0x0 nul | -1 abel - exp : 0x0
nul | -1 abel -ttl 0x0 I bl 0-vid 0x0
| bl 0- eos 0x0 I bl O-1 bl 0x0
I bl 0- exp 0x0 I blO-ttl 0x0

I bl 1- exp 0x0 I bl 1-ttl 0x0
i pvd 0x0 i pv6 0x0
| 4- pr ot ocol Ox1 df 0x0
nf 0x0 frag 0x0
ttl Oxfe | 3- packet -1 engt h 0x54
option 0x0 t os 0x0
sup-eid 0x0 header -t ype Ox1
error 0x0 redirect 0x0
port-id Ox1 | ast - et hertype 0x800
| 2-franme-type 0x0 da-type 0x0
packet -type Ox1 | 2-1 engt h- check 0x0



i p-da-nul ticast : 0x0 ip-multicast : 0x0

ip-multicast-control: 0xO0 i ds- check-fail : 0x0
traceroute : 0x0 out er-cos : 0x0

i nner-cos : 0x0 vqgi -valid : 0x1
vqi : 0x40 packet -1 engt h : 0x66
vlan : Oxa destination-index : Oxa2c
source-index s 0x50 bundle-port s 0x0
acos : 0x0 outer-drop-eligibility: 0x0
inner-drop-eligibility: 0xO0 sg-tag : 0x0
rbh : 0xd2 vsl - num : 0x0

i nband-fl ow creation-del etion: 0x0 i gnor e- qoso : 0x0
i gnor e- qosi : 0x0 i gnore-aclo : 0x0

i gnore-acli : 0x0 i ndex-di rect : 0x0
no-stats : 0x0 dont - f orward : 0x0
notify-index-learn : Ox1 notify-newlearn : 0x0
di sabl e-new| earn : 0x0 di sabl e-i ndex-learn : 0x0
dont -1 earn : 0x0 bpdu : 0x0
ff : 0x0 rf : 0x1
ccc : O0x4 12 : 0x0
rdt : 0x0 df t : 0x0
df st : 0x0 status-ce-1q : 0x0
status-is-1q : 0x0 trill-encap : 0x0
m mvalid : 0x0 dtag-ttl : 0x0
dtag-ftag : 0x0 valid : 0x1
er span- kpa-valid : 0x0 reci r-shi mvxl an-src-peer-id: 0x0
vn-valid : 0x0 source-vi f : 0x0
destination-vif : 0x0 vn-p : 0x0
sequence- nunber : 0x8d vl : 0x3

i nner-de-valid : 0x0 de- cfi : 0x0
second-i nner-cos : 0x0 tunnel -type : 0x0
shimvalid : 0x0

segnment -id-valid : 0x0 copp : 0x0
dti-type-vpnid : 0x0 segment -id : 0x0

i b-1 engt h-bundl e : 0x0 m h-type : 0x5
ul h-type : 0x6

sour ce-i pv4- address: 192.168.13.3
destination-ipv4-address: 192.168.12.2

m m desti nati on- nac-address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000
destinati on-mac- address : e4c7.2210. al43
sour ce-mac-address : e4c7.2210. al42

Jpl 09 p9 oz Ilu JJl pu Vol uw IJpuos) 91J9z06 o zjs pu DBUS (Lgdlw 1Uss sbo,
Vs Idodlb [Jes¢gd).

nodul e-3(fln-12-el am# show rbus
cp = 0x100a2548, buf = 0x100a2548, end = 0x100ae898

Fl anker Instance 00 - Capture Buffer On L2 RBUS

St at us(0x1102), TriggerWrd(0x000), Sanpl eStored(0x008), Capt ureBuff er Poi nt er (0x000)
is |2 egress: 0x0001, data_size: 0x018

[ 000]: 0048ea00 00000000 00000000 00000000 00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 0cO0O0000 00000000 04014008 00005000 00000000
00000726 3910850a 1b931c88 42850800 00000000 00000000 0000008d

Printing packet O



pad : 0x0 valid : 0x1

trig : Ox1 reserved : 0x0
vn-tag-p : 0x0 chl-vlan-valid : 0x0
vft-hop-count : 0x0 vft-vsan : 0x0
vit-up : 0x0 vft-valid : 0x0
copp : 0x0 segment -id-valid : 0x0
segment -i d- 23 : 0x0 vsl - num : 0x0

i nner-cos : 0x0 inner-drop-eligibility: 0x0
cos : 0x0 drop-eligibility : 0x0
dce- node : 0x0 fl ood-t o-bd : 0x0
pt-bit-en : 0x1 cpu- port : 0x0
vl an-id : Oxa ip-tos : 0x0
resul t-rbh : 0x1 net-ptr : 0x2000
packet -type : Ox1 sg-tag : 0x0
dtag-ftag : 0x0 vdc : 0x0
vn-tag-src-vif : 0x0 vn-tag-dst-vif : 0x0
vn-tag- | : 0x0 dc3-tr : 0x0
vl : 0x0 sequence- nunber : 0x8d

destination-mac-valid: 0x0

source-mac-valid: 0x0

m m desti nati on- nac-address : 0000. 0000. 0000
destinati on-mac- address : e4c7.2210.al43
source-mac-address : e4c7.2210. al42

m m sour ce- mac- address : 0000. 0000. 0000

gulssu IP Jdpueo) sldgzes Lorses: el 09 pauoe wes Idellb 2506 ELAM Jdestd: 9pe
>3Jc Vo Idleglo sYsu wldeldss poghuol gus pldluwo wldpsgd ELAM.: 2 Sop
IJodlb 2,38 1Jp,9,) 1Jglisss.

10. 0288 pu lJpubd IJpuwews [Js 1JIdsle (CBL) JJszss IJuplbss 3 Jsuls IJeowds 1
eds N7K1 Jozsss el Bl dlow guodé VLAN ;80 10 099 wlgls wozso 2yIJé o9,
IJoslole gusol. CBL 09 pubd suvews 1Js JJ 91206 elass J3Jd lue Suvés sgdo
28 91208 £529 IJG0IE 1 ds NTKT. sdsuw ude $ulé Ipods. Bs 1tz IJelds: oo
Suvobse Jlse Iu VLAN 10 sgss wgzsool Jpl 09 o9 e,

Swp luwwgsle CBL Jogsss 2ldé wy9esded Iduive o [Jpod,e6 (STP) Jeuds ol slgd
IJzols. pu IJpedo 1o wesrue 1Uslzos lehs IJoszse £0s 1Jozdd eu wa9sdsd IJue)s
IJpcd, 86 (STP) Juuwds VLAN eJs w9999 Sup. 9JIo 196 1o plbss opug 2)Jé
po9 Idoslolo. pdlebé: szo edsd IJezdd pou CBL wuvdd B¢ wrel g IJ pu
glzole IJigole (E3/1 9 E3/2).

nmodul e- 3# show hardware internal mac port 1 table cbl vlan

[ I NGRESS |
| Disabled State | 0,2-9,11-4031, 4036- 4095 |
| Forwarding State | 1,10, 4032-4035 |
| Blocked State | |
| Learning State | |
EGRESS
Di sabl ed State | 0,2-9,11-4031, 4036- 4095

Bl ocked State |

I I
I I
| Forwarding State | 1,10, 4032-4035 |
I I
| Learning State | |

pdleloi: 1Uin, I wlod 09 JBols 1Upowss 1 (19238 lJoelbss 3 gds E3M).
nmodul e- 3# show hardware internal mac port 2 table cbl vlan



| Disabled State | 0,2-9,11-4031, 4036- 4095 |
| Forwarding State | 1,10, 4032-4035 |
| Blocked State | |
| Learning State | |

[ EGRESS |
| Disabled State | 0,2-9,11-4031, 4036- 4095 |
| Forwarding State | 1,10, 4032-4035 |
| Blocked State | |
| Learning State | |

pdlebs: UlJpod: sezdd 03l 1o, oo CBL JBuls IJeuuds 2 (E3/2).

Iuwedld Table ELAM s]oJlzol gJss IUspdle IJuplbss JJBisé F3 Llgwogsle
Jiodle Izl

Jl sgodos lg)le ELAM 1JglLo w9220 F3 Series guspl swp wysosd Jlod &9z eu lp)lele ELAM
eJS U5 9236 Lploss gbs. 9pe 3JIi ould Lep I Essule Bsel soedyd wlJozdd pu
0338 Yoy [Jpuds (PIXM) leule peladle weasd 1UBoyuw [Js 0¥ e [JJ9zo 1Jleless 9095 030
lJzldé sop luvedle [Jglzole oo Jod 1UE)9z.

ool IJbgwsdszs! v sdsu luwegpde Jlpeds po gJld 03l §uwe:

Fommmmee e + BreakCut Cabl e Foommmen +
| | e3/8/1-4 telll] |
| | MRREEEEEEEE + |
| | e3/ 8 | 1/2 | 4500-X |
| N7K3 R LR + |
| | Po2 | 1/3 | |
| | MRREEEEEEEE + |
I I I 174 | I
S + S S +
VI an20 SVI VI an20 SVI
I P add 192.168. 20. 3 I P add 192.168.20.1

eds wosd ldpeld: sop o9uosd Jod 29z wileod IUlsesoue 38 sldos wduwe Idpuds
lJ3s swdg 40 zszleow [Js hogs polds 10-zszlow. swp wyds) ldodsso Idpbdye s ol
IJSuwe JJpoze.

N7K3(confi g)# interface breakout module 3 port 8 map 10g-4x

N7K3(confi g)# show interface brief

---SNI P- - -

Et her net VLAN Type Mde Status Reason Speed Por t
Interface Ch #

Et h3/ 7 -- eth routed up none 40 D) --

Et h3/8/1 1 eth trunk up none 10 D) 2

!--- From3/8/1 to 3/8/4.

Et h3/ 8/ 2 1 eth trunk up none 10 D) 2
Et h3/8/3 1 eth trunk up none 10 D) 2
Et h3/ 8/ 4 1 eth trunk up none 10 D) 2



S Iole Juwlod: sedod o eus 16 9lzes Idlseyoe 37 el 1o gubis g0 puds 40 zszlue:
9p8 3JY wp oéwgp 9lzod lJlse,uw 381Ul [Js Lhogs poulwd’ 10-zszlow: sldos spdu
oJdysuol wuvdd W ys:

N7K3# show run interface e3/8/1 - 4

| Conmand: show running-config interface Ethernet3/8/1-4
'Time: Mon May 4 01:46:28 2015

version 6.2(8a)

nterface Ethernet3/8/1

swi t chport

swi tchport node trunk

switchport trunk allowed vlan 10, 20
no shut down

nterface Ethernet3/8/2

swi t chport

swi tchport node trunk

switchport trunk allowed vlan 30, 40
no shut down

nterface Ethernet3/8/3

swi t chport

swi tchport node trunk

switchport trunk allowed vlan 50
no shut down

nterface Ethernet3/8/4
swi t chport

swi tchport node trunk
no shut down

ool IJedlb 12506 po N7K3 1Jslz06 10,56 10ez9J5 (SVI) 20 gusle IP (192.168.20.3) s
gusly IP 4500 SVI 20 (192.168.20.1). gwswp IJodlb 12506 eds N7K3 gus 1Jg )9z 1Js 4500,
9swp buwld 1) po 4500 |Js N7KS3.

ol 09 p9,02 Bs ISuwe Iduwlod: sz o odon Josd perds wpisd eoe) IJoede
Jobosy IJpuved. swss odl luwlz 1Je)88 pu 9236 wpelbss 3:

N7K3# attach module 3
Attaching to nodule 3 ...
To exit type 'exit', to abort type '$.’

nodul e- 3# show hardware internal dev

dev- port - nap dev-version

nodul e- 3# show hardware internal dev-port-map
CARD_TYPE: 12 port 40G

>Front Panel ports: 12

Devi ce nane Dev rol e Abbr num.inst:
>Fl anker Eth Mac Driver DEV_ETHERNET _NMAC MAC O 6
>Fl anker Fwd Driver DEV_LAYER _2_LOOKUP L2LKP 6
>Fl anker Xbar Driver DEV_XBAR | NTF XBAR_I NTF 6
>F|l anker Queue Driver DEV_QUEUEI NG QUEUE 6

>Sacranento Xbar ASIC DEV_SW TCH _FABRI C SW CHF 1



>Fl anker L3 Driver DEV_LAYER 3_LOOKUP L3LKP 6

>EDC DEV_PHY PHYS 2
g +
b +++FRONT PANEL PORT TO AS| C | NSTANCE MAP+++4- === ===~ +
g +
FP port | PHYS | MACO | L2LKP | L3LKP | QUEUE | SW CHF

1 0 0 0 0 0

2 0 0 0 0 0

3 1 1 1 1 0

4 1 1 1 1 0

5 0 2 2 2 2 0

6 0 2 2 2 2 0

7 1 3 3 3 3 0

8 1 3 3 3 3 0

l--- The port 8 L2LKP col umm shows a val ue of 3.

9 4 4 4 4 0

10 4 4 4 4 0

11 5 5 5 5 0

12 5 5 5 5 0
o m m e e e e e e e e e e e e e e e e e e e eeeeeooaaoo- +
o m m e e e e e e e e e e e e e e e e e e e eeeeeooaaoo- +

Os o3l luelz: psule 8 gds Shu Ipesd 3. IJIo 10 oo o) ldpesd: lue suvobse 9, 0e o
lJeubed e IJpuos) 9ldges guslu. sdlud woedoedb bde ool Idlegold po N7K3 |Js
4500, V|yo ywsIsy ELAM p¢ 2.

nodul e-3# el am asic fl anker instance 3

nodul e-3(fl n-elam # | ayer2

nodul e-3(fln-12-elam# trigger dbus ipv4 egress if source-ipv4-address 192.168. 20. 3
destination-i pv4-address 192.168.20.1

nodul e-3(fln-12-elam# trigger rbus egress if trig

nodul e-3(fl n-12-el am# status

ELAM Sl ot 3 instance 3: L2 DBUS Configuration: trigger dbus ipv4 egress if
source-i pv4-address 192.168. 20. 3 destination-i pv4-address 192.168. 20. 1

L2 DBUS: Configured

ELAM Sl ot 3 instance 3: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Configured

nodul e-3(fln-12-elam# start

nodul e-3(fl n-12-el am# status

ELAM Sl ot 3 instance 3: L2 DBUS Configuration: trigger dbus ipv4d egress if
source-i pv4-address 192.168. 20. 3 destination-i pv4-address 192.168. 20. 1

L2 DBUS: Arnmed

ELAM Sl ot 3 instance 3: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Arned

Swpe wie lgoul) IJlouold po N7K3 |Js 4500:

N7K3# ping 192.168.20.1

PI NG 192. 168.20.1 (192.168.20.1): 56 data bytes

36 bytes from 192. 168. 20. 3: Destinati on Host Unreachabl e
Request O tinmed out

64 bytes from 192.168.20.1: icnp_seq=1 ttl =254 tine=6.49 ns
64 bytes from 192.168.20.1: icnp_seq=2 ttl =254 tine=6.518 ns
64 bytes from 192.168.20.1: icnp_seq=3 ttl =254 tine=7.936 ns
64 bytes from 192.168.20.1: icnp_seq=4 ttl =254 tine=7.945 ns



--- 192.168.20.1 ping statistics ---
5 packets transmitted, 4 packets received, 20.00% packet |oss
round-trip min/avg/ max = 6.49/7.222/7.945 ns

oul glJé ELAM:

nodul e-3(fl n-12-el am # status

ELAM Sl ot 3 instance 3: L2 DBUS Configuration: trigger dbus ipv4d egress if
source-i pv4-address 192.168. 20. 3 destination-i pv4-address 192.168. 20. 1

L2 DBUS: Triggered

ELAM Sl ot 3 instance 3: L2 RBUS Configuration: trigger rbus egress if trig
L2 RBUS: Triggered

Sedd pu o 1dLdle IJouuduwdss os wdywol:

nodul e-3(fln-12-el an)# show dbus | in seq

sequence- nunber T 0x27 vl : 0x3
modul e-3(fln-12-elam# show rbus | in seq
vl : 0x0 sequence- nunber T 0x27

Ui_,&lp lJouvduvdso os g wol. 1IJTe Spdud IJoz 9 pu pedypele DBUS 9 RBUS:

nodul e- 3(fl n-12-el am # show dbus
cp = 0x1011033c, buf = 0x1011033c, end = 0x1011c68c

Fl anker Instance 03 - Capture Buffer On L2 DBUS:

St at us(0x0102), Trigger Wr d(0x000), Sanpl eStored(0x004), Capt ur eBuf f er Poi nt er (0x004)
is_|2_egress: 0x0000, data_size: 0x023

[000]: 4clea000 20al0000 40021040 0cc02801 04080000 00000000 08100000 00000000
00000000 00000000 003cifcl 8732dff9 31c88428 51000000 009d8000 00000000 00000000
00000000 00000000 00000000 00000000 00005000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0060540a 01e0540a 0080008f f 0054608 00000000

Printing packet O

| abel - count 0x0 nc 0x0
nul | -1abel -valid 0x0 nul | -1 abel - exp 0x0
nul | -1abel -ttl 0x0 I bl O-vld 0x0
| bl 0- eos 0x0 I bl O-1 bl 0x0
| bl 0- exp 0x0 IblO-ttl 0x0

I bl 1- exp 0x0 Ibl1-ttl 0x0
i pvd 0x0 i pv6 0x0
| 4- prot ocol Ox1 df 0x0
nf 0x0 frag 0x0
ttl Oxf f | 3- packet -1 ength 0x54
option 0x0 t os 0x0
sup-eid Ox1 header -t ype 0x0
error 0x0 redirect 0x0
port-id 0x5 | ast - et hertype 0x800
| 2-frame-type 0x0 da-type 0x0
packet -type Ox1 | 2-1 engt h- check 0x0

i p-da-nul ti cast 0x0 i p-mul ticast 0x0
i p-multicast-control: 0x0 i ds- check-fail 0x0
traceroute : 0x0 out er-cos 0x0
i nner-cos 0x0 vqgi -valid Ox1
vqi 0x82 packet -1 ength 0x66



vlan : 0x14 destination-index : 0x82
source-index s 0x400 bundle-port s 0x0
acos : 0x0 outer-drop-eligibility: 0xO0
inner-drop-eligibility: 0x0 sg-tag : 0x0
rbh : 0x0 vsl - num : 0x0

i nband-fl ow creation-del etion: 0x0 i gnor e- qoso : 0x0
i gnor e- qosi : 0x0 i gnore-aclo : 0x0

i gnore-acli : 0x0 i ndex-di rect : 0x1
no-stats : 0x0 dont - f orward : 0x0
notify-index-learn : 0xO notify-newlearn : 0x0

di sabl e-new| earn : 0x0 di sabl e-i ndex-learn : 0x0
dont -1 earn : Ox1 bpdu : 0x0
ff : 0x0 rf : 0x0
ccc : 0x0 12 : 0x0
rdt : 0x0 df t : 0x0
df st : 0x0 status-ce-1q : 0x0
status-is-1q : 0x0 trill-encap : 0x0

m mvalid : 0x0 dtag-ttl : 0x0
dtag-ftag : 0x0 valid : O0x1
er span- kpa-valid : 0x0 reci r-shi mvxl an-src-peer-id: 0x0
vn-valid : 0x0 source-vif : 0x0
destination-vif : 0x0 vn-p : 0x0
sequence- nunber T 0x27 vl : 0x3

i nner-de-valid : 0x0 de- cfi : 0x0
second-i nner-cos : 0x0 tunnel -type : 0x0
shimvalid : 0x0

segnment -id-valid : 0x0 copp : 0x0
dti-type-vpnid : 0x0 segment -id : 0x0

i b-1 engt h-bundl e : 0x0 m h-type : 0x5
ul h-type : 0x6

sour ce-i pv4- address: 192.168.20.3
destination-i pv4-address: 192.168.20.1

m m desti nati on- nac-address : 0000. 0000. 0000
m m sour ce- mac- address : 0000. 0000. 0000
destinati on-mac-address : fO07f.061c. cb7f

sour ce-mac-address : e4c7.2210. al44

nodul e-3(fl n-12-el am #

nodul e-3(fl n-12-el am #

nodul e-3(fl n-12-el am #

nodul e-3(fl n-12-el am# show rbus

cp = 0x10134d38, buf = 0x10134d38, end = 0x10141088

Fl anker Instance 03 - Capture Buffer On L2 RBUS:

St at us(0x1102), Trigger Wr d(0x000), Sanpl eSt ored(0x008), Capt ur eBuf f er Poi nt er (0x000)
is_|2_egress: 0x0001, data_size: 0x018

[000]: 004c4780 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 0c001000 00000000 80028010 00009000 00000000
00000783 f830e65b fhb931c88 42851000 00000000 00000000 00000027

Printing packet O

pad : 0x0 valid : 0x1
trig : Ox1 reserved : 0x0
vn-tag-p : Ox1 cbl-vlan-valid : 0x0
vft-hop-count : 0x0 vft-vsan : 0x0
vit-up : 0x0 vft-valid : 0x0

copp : 0x0 segnment -id-valid : 0x0



segment -i d- 23 : 0x0 vsl - num : 0x0
i nner-cos : 0x0 inner-drop-eligibility: 0x0

cos : 0x0 drop-eligibility : 0x0
dce- node : 0x0 fl ood-t o-bd : 0x0
pt-bit-en : 0x20 cpu- port : 0x0

vl an-id : 0x14 ip-tos : 0x0
result-rbh : 0x2 nmet-ptr : 0x4000
packet -type o Ox1 sg-tag : 0x0
dtag-ftag : 0x0 vdc : 0x0
vn-tag-src-vif : 0x0 vn-tag-dst-vif : 0x0
vn-tag- | : 0x0 dc3-tr : 0x0

vl : 0x0 sequence- nunber 1 0x27

destination-mac-valid: 0x0

source-mac-val i d: 0x0

m m desti nati on- nac-address : 0000. 0000. 0000
destinati on-mac-address : fO07f.061c. cb7f

sour ce-mac-address : e4c7.2210. al44

m m sour ce- mac- address : 0000. 0000. 0000

Bp wozasd lJboluw 1U9z06 9ldpuos) 1Us pulwds 1JJses 1Jielpss Joldss 1Jesdé:

N7K3# show system internal pixm info 1tl 0x400

0x0400 is in SUP I n-band LTL range

seue 03l IUIlz 1dSBo,uw 1dpue,. oo wersd lue Lorse wuvww ltovble Ileuald IJos
olos !J._S;N7K3 eU Sup. suwas Idluclz !JolJ.___s lJeére Ohu (E3/8/1). s sJgu Iz IJle ol 8o
£Js N7K o suwpz VLAN 20. 1Jslzo6 1Ji3 s o €3/8/4. slJes sop glbsol gds 4500 wuwow
w290999J 1duive,d 1Jped,e6 (STP).

N7K3# show system internal pixm info 1ltl 0x82
0x0082 is in DCE/ FC pool

Menmber info
Type LTL
PHY PORT Et h3/8/1

FLOOD W FPCE  0x8039
FLOOD W FPCE  0x803f

389w IJ CBL Jdpsule 1o sodds sdsu gddw pe 1dIdod Iy, gds N7K. in order to Wz oo
|J CBL: luw suves sedds Idgol) psule 590 J all of the newly created psule.

pdlzbd: 1Jglzoo €3/8 ) 092956 £Js 1Jpzed. sbo, Wb IJpesule newly created.

N7K3# show interface e3/8

N

% | nconpl ete command at '~ narker.
N7K3#

ob)l Jlgwegsle Jod IUISSIS 1Jpd 3 5830 9295 9lz0s E3/8 edis 1pzsd: Blu IJzumle 1ss
sope luvopdlee Jdeuesd eds wessile L 0SS IUzol. LlJuuwwd Jls 9226 Lplbss wogp
IJoBuwse: stodo v)dse polds Idizess. sew edsd Iadl 1dezdd pel Bl JIu 1dpuds sogp
Izl s

N7K3# show int e3/7 capabilities
Et hernet 3/ 7
Model : N7K- F312FQ 25



Type (SFP capabl e): QSFP- 40G CR4

Speed: 10000, 40000
Dupl ex: full
--SNI P- - -

PFC capabl e: yes
Breakout capable: yves

Jol 09 p9o2: $280 IJpuds E/71JIRel8: pel Se0s luo $pdu cduwse Erue wbldo IJe)as
IJs bogd pulds wuugd 10 zselow. seds 09 peled: spdu oduvse Idspdle IJupbss
JIE)s pu IJ,J.uJ,J,ngé F3ldos wewas eds pulds 100 zszlow 1Js guinys pulds JIJ puol
wuved 10 zszlew s eJles pulds Luuyeo 40 eselew 03956 wlpdluss IJlgve)ld 1Jjlss. o3l
seops gds Igeas.

wpl Iu lJ9g>6 Uu,ob..so ._Jsto F3 Ws o3l 1Jpeld OIS eds 40 pudb asaluu‘gspdu
ohuwse JJ puds |Js IJug_o pulwds JJJ pwol By Lhdle pulds IJIaoJo JIJ pu9 05 0-3 9 4-
798-11...40-43 9 4f1 47 eJs pdsluy Slise eds Uu:odj Bl Yy sy Jod wygosd eds

e 93 ol JJpold IJlsd: B uwsI9u ey dse pulds J.JI@_o_jé lJgluod 0090919293, blJp sIJu
bsd Jod wavosd Suwsdsu wrdse polds IUlzess 1Ugluos wo 0 (1:2.9 3 £s) wuib).

wel i lJpo93 1Uyissuws 09 E3/8¢ WuusI9u 1 8p puds Idzoly 28 31 wpe luwwgsleo 390 éJyJ
IJI2eolS 9uwsIow 28 929 9 30 9 31 I3l wp luwesleo pe Jod Idlze)ld. weyuo el Idle) 0o
pul9s 1Jlzojo IJouyulos (IU8lspes eds uow)):

N7K3# show system internal ifindex info mod 3

Init DB dunp follows:

modul e_num bi t mask = Ox3ffff

Slot:3, Proc:1, breakout_factor:0, sw.card_id:0, active_cfg_ports:, broken_fp_po
rts:

Slot:3, Proc:2, breakout_factor:4, sw card_id: 155, active_cfg_ ports:0,4,8, 12,16,
20, 24, 28-32, 36, 40, 44, broken fp ports:28

Lookup DB dump fol | ows:

Slot: 3, breakout factor:4

SY90 ,8p fogc_éb 2ol IJpuds |Jpg o] 28. 9lJss SUP SESEo IUlo 1Js bogs (28-32). 1J1o
SpJdud ool g 1Jezsé IJuplbss 3 9ldez 8l pu CBL ws IJzols:

N7K3# attach module 3

Attaching to nodule 3 ...

To exit type 'exit', to abort type '$.'
nodul e- 3#

©099¢ 1d9z26 1duplbsé JJ9iss F3 couwsd ude 1Jeud3 99381 Jpdslur puwews IJs sles.
Josl lduwow: sz beld 29 9 30 ¢ 31 9 32:

nodul e- 3# show hardware internal mac port ?
<1-96> Port nunber (1-based)

l--- This is context sensitive, so it helps to say the port nunber is 1-based.

oul lIJodysu Idebs wuvgsde Jslzesd IUlse,ue 3/8/1 Jdwzds pu 2ldsd lghsé wozso yveds
VLAN suldssol:

interface Ethernet3/8/1
swi t chport
swi tchport node trunk



swi tchport trunk allowed vlan 10, 20
no shut down

nodul e- 3# show hardware internal mac port 29 table c¢bl vlan

| | NGRESS |
| Disabled State | 0,2-9,11-19, 21-4031, 4036- 4095 |
| Forwarding State | 10, 20, 4032-4035 |
| Blocked State | 1 |
| Learning State | |
EGRESS
Di sabl ed State | 0,2-9,11-19, 21-4031, 4036- 4095

Bl ocked State | 1

I I
I I
| Forwarding State | 10, 20, 4032-4035 |
I I
| Learning State | |

oul lJodysu Idebs wuvgsdo Jlzoed IUlse,ue 3/8/2 ddeedy pu 2ldsd lelhsé wozso yveds
VLAN goldssol:

interface Ethernet3/8/2

swi t chport

swi tchport node trunk

switchport trunk allowed vlan 30,40
no shut down

nodul e- 3# show hardware internal mac port 30 table c¢bl vlan

| | NGRESS I
| Disabled State | 0,2-29,31-39,41-4031, 4036- 4095 |
| Forwarding State | 30, 40, 4032-4035 |
| Blocked State | 1 |
| Learning State | |
EGRESS
Di sabled State | 0,2-29,31-39, 41-4031, 4036- 4095

Bl ocked State | 1

I I
I I
| Forwarding State | 30, 40, 4032-4035 |
I I
| Learning State | |

oul lJodysu Idebs wuvgsde Jslzoesd lsesuw 3/8/3 Jdozdd pu glds lels wozso yvods
VLAN guldssol:

interface Ethernet3/8/3

sSwi t chport

swi tchport node trunk

swi tchport trunk allowed vlan 50
no shut down

nmodul e- 3# show hardware internal mac port 31 table c¢bl vlan

| I NGRESS |
| Disabled State | 0,2-49,51-4031, 4036- 4095 |
| Forwarding State | 50, 4032-4035 |
| Blocked State | 1 |
I I

Learning State |



EGRESS

Di sabl ed State | 0,2-49,51-4031, 4036- 4095
Bl ocked State | 1

I I
I I
| Forwarding State | 50, 4032-4035

I I
I I

Learning State |

Sspel sds IJedsso 1dehs Jslzes lsesue 3/8/4 Jdwzdd pu 2lJs lelhs wozso
suldssol (zpse uvwdle VLAN IJos wp odysuoel puw ez wol):

interface Ethernet3/8/4
swi t chport

swi tchport node trunk
no shut down

nodul e- 3# show hardware internal mac port 32 table c¢bl vlan
| | NGRESS

| Disabled State | 0,2-9,11-19, 21-29, 31-39, 41-49, 51-59, 61- 669, 671- 4031
| Disabled State | 4036-4095

| Forwarding State | 1,20, 30, 40, 50, 60, 670, 4032- 4035

I I

I I

Bl ocked State 10
Learning State
EGRESS
Di sabled State 0,2-9,11-19, 21-29, 31- 39, 41-49, 51-59, 61- 669, 671- 4031
Di sabled State 4036- 4095

Bl ocked State 10

I I
I I I
I I I
| Forwarding State | 1,20, 30, 40, 50, 60, 670, 4032- 4035 |
I I I
| Learning State | |

90,22 CBL luo wop lehs wopse uvwdle VLAN IJozses.

oo VLAN

Spdoud luwegsle 11, show hardware internal error module <module number> JJz o9J gJs
28p puS3 IJzols. sdsu oSl lle) p9sil gwsel sSew edsd IJezdd pu s gpdsle luwdlb

sledss Jl wbo, B Ig)lz 1Jie, show interface xly. Bspel sds polJ:

N7K2# show hardware internal errors module 3

---SNI P-- -

I nstance: 1

Cntr Nane Val ue Ports
3836 igr rx pl: cbl drops 0000000000000001 10 -
4636 igr rx pl: cbl drops 0000000000000001 14 -

I nst ance: 2

Cntr Nane Val ue Ports

423 igr in upm pkts with synbol/sequence error rcvd 0000000000000478 18 -
455 igr in upm pkts with synbol/sequence error rcvd 0000000000000478 17 -
487 igr in upm pkts with synbol/sequence error rcvd 0000000000000478 19 -
519 igr in upm pkts wth synbol/sequence error rcvd 0000000000000478 20 -

I nstance: 3
Cntr Nane Val ue Ports



423
455
487
519
550
551
552
582
583
614
615
616
646
647
648

igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr
igr

>3 3 33 33055 3003353 53 35 S5

upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm
upm

pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts
pkts

with
with
with
with
rcvd,
with
with
rcvd,
with
rcvd,
with
with
rcvd,
with
with

synbol / sequence
synbol / sequence
synbol / sequence error
synbol / sequence error
wi th RCCDE viol ation
synbol / sequence error
error

wi th RCCDE viol ation
synbol / sequence error
wi th RCCDE viol ation
synbol / sequence error
error

wi th RCCDE viol ation
synbol / sequence error
error

error
error

rcvd 0000000000000745
rcvd 0000000000000745
rcvd 0000000000000745
rcvd 0000000000000745
0000359810913821 30
rcvd 0000425092490108
0000000000176136 30
0000000000292641 29
rcvd 0000000000114014
0000133362265995 31
rcvd 0000146701474013
0000000000157479 31
0000000002160959 32
rcvd 0000000003722562
0000000000000002 32

26
25
27
28
30

29

31

32
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