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Switch(config)# policy-map type control-plane copp-system-policy-scaled-12
ERROR: Only copp-system-policy-customized can be modified
# (Switch(config
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Switch# sh run copp
Command: show running-config copp!
Time: Tue Apr 30 20:20:00 2013!

(version 5.2 (1)N1(2
logging level copp 4
policy-map type control-plane copp-system-policy-customized
class copp-system-class-arp
police cir 5000 kbps bc 3600000 bytes
class copp-system-class-default
police cir 2048 kbps bc 6400000 bytes
control-plane
service-policy input copp-system-policy-customized

#Switch

show policy-map gl &all day,5 g95 9 pSxil Sgius plaziwly COPP &b basl,s oo 38l Soy
:agy s o)lke JS Hlo=n o9 u9gi pi .interface control-plane

Switch# show policy-map interface control-plane | i class-map|match class-map copp-system-
(class-igmp (match-any

(match protocol igmp --> Matches on IGMP IP protocol number (2
(class-map copp-system-class-pim-hello (match-any

(match protocol pim --> Matches on PIM IP protocol number (103
(class-map copp-system-class-bridging (match-any

match protocol bridging --> Matches on STP BPDUs
(class-map copp-system-class-arp (match-any

(match protocol arp --> Matches on ARP Ethertype (0x806
(class-map copp-system-class-dhcp (match-any

(match protocol dhcp --> Matches on DHCP UDP port number (67, 68
(class-map copp-system-class-mgmt (match-any

,match protocol mgmt. --> Matches on Telnet, SSH, HTTP, SNMP, FTP

NTP using their well-known ports
(class-map copp-system-class-lacp (match-any

match protocol lacp --> Matches LACP BPDU address and Ethertype

(01-80-C2-00-00-02, 0?8809)
(class-map copp-system-class-11dp (match-any

(match protocol 11ldp_dcx --> Matches on LLDP ethertype (0x88CC
(class-map copp-system-class-udld (match-any

match protocol udld --> Matches on UDLD destination address
(class-map copp-system-class-isis (match-any

match protocol isis_dce --> Matches on ISIS Ethertype
(class-map copp-system-class-msdp (match-any

(match protocol msdp --> Matches on MSDP TCP port (639
(class-map copp-system-class-cdp (match-any

match protocol cdp --> Matches on CDP destination address 0100.0ccc.cccc
(class-map copp-system-class-fip (match-any

(match protocol fip --> Matches on FIP ethertype (0x8914
(class-map copp-system-class-bgp (match-any

(match protocol bgp --> Matches on BGP TCP port number (179
(class-map copp-system-class-eigrp (match-any

(match protocol eigrp --> Matches on EIGRP IP Protocol number (88
(class-map copp-system-class-exception (match-any



(match protocol exception --> IP options, Martian packets (same src and dst addresses
(class-map copp-system-class-glean (match-any
match protocol glean --> Matches on Adjacency lookup miss
(class-map copp-system-class-hsrp-vrrp (match-any
match protocol hsrp_vrrp --> Matches on HSRP & VRRP Destination IP
(class-map copp-system-class-icmp-echo (match-any
match protocol icmp_echo --> Matches on ICMP type for echo
(class-map copp-system-class-ospf (match-any
(match protocol ospf --> Matches on OSPF IP Protocol number (89
(class-map copp-system-class-pim-register (match-any
match protocol reg --> Matches on PIM register packets
(class-map copp-system-class-rip (match-any
(match protocol rip --> Matches on RIP UDP Port (520
(class-map copp-system-class-13dest-miss (match-any
match protocol unicast --> Miss in UFIB Lookup
(class-map copp-system-class-mcast-miss (match-any
match protocol multicast --> Miss in MFIB Lookup
(class-map copp-system-class-excp-ip-frag (match-any
match protocol ip_frag --> Matches on MTU-exceeded traffic
(class-map copp-system-class-excp-same-if (match-any
match protocol same-if --> Matches traffic to be sent via same ingress interface
(class-map copp-system-class-excp-ttl (match-any
match protocol ttl --> Matches on TTL=0/1
(class-map copp-system-class-default (match-any
match protocol default --> Matches packets not matched by previous classes
#Switch
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class-map type control-plane match-any copp-system-class-arp
match protocol nd

class-map type control-plane match-any copp-system-class-eigrp
match protocol eigrpé

class-map type control-plane match-any copp-system-class-hsrp-vrrp
match protocol hsrpéb

class-map type control-plane match-any copp-system-class-ospf
match protocol ospf3



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



