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<#root>
Catalyst-9600#

show pol i cy-map control -pl ane

Control Plane
Service-policy input: system-cpp-policy

Class-map: system-cpp-police-ios-routing (match-any)
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: none
police:
rate 17000 pps, burst 4150 packets
conformed 95904305 bytes; actions:
transmit
exceeded 0 bytes; actions:
drop

<snip>
Class-map: class-default (match-any)
0 packets, 0 bytes

5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any
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<{froot>
Device>

enabl e

Device#

configure term na

Device(config)#

policy-map system cpp-policy

Device(config-pmap)#

Device(config-pmap)#

cl ass system cpp-police-protocol - snoopi ng

Device(config-pmap-c)#

Device(config-pmap-c)#

police rate 100 pps

Device(config-pmap-c-police)#

Device(config-pmap-c-police)#

exit

Device(config-pmap-c)#

exit

Device(config-pmap)#

exit

Device(config)#

Device(config)#

control -pl ane

Device(config-cp)#

Device(config)#

control -pl ane



Device(config-cp)#

service-policy input systemcpp-policy

Device(config-cp)#
Device(config-cp)#

end

Device#

show pol i cy-map control -pl ane

S9uoe 03l Iqroc,IJ Jsso wgbsd Blispes luobl) Llddled. w9t 1) sus welbsd @9lise
IJloe bl Jlo 3dY @5 s956 1Js dogveg 1518 dpzoed Jogss Ideeldes 1Jpydiso.

<#root>
Device>

enabl e

Device#

configure term na

Device(config)#

policy-map system cpp-policy

Device(config-pmap)#

Device(config-pmap)#

cl ass system cpp-pol i ce-protocol - snoopi ng
Device(config-pmap-c)#

Device(config-pmap-c)#
no police rate 100 pps
Device(config-pmap-c)#

end
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CoPP. Jpl 9> 9lzoo yulo; I9le, (CLI) o8s30 Jogssy udbo IUsgad IJs 2yJds 1Je9)
IJpyowbd w9226 Idpgldes 1p,dis6 (CPU) wuu,gs.

o) IJlgwedsle dlzelds sldolsés

* sop luwcle "boly gpdsle 9226 IUpeldzs IUpydiss Idos e Bojol" Jeue luwasle
9226 1Jpgldzs 1derdiss wuvdd gle. ©89p umsbs "e9,95" w9, [Rlz IJgpdss luwaubl
lJs vuwed Idlgwesle. odso Idgpdslo Idos ouvese 1Upiss po 913 9236 IUpelded
IJerdisé (CPU) Bis ledis I ozle. Jpl sop wods) Iluwegsle vuvow IJpdllbogle
Juwod pis9ss.

<tfroot>

Catalyst-9600#



show processes cpu sorted

CPU utilization for five seconds: 92%/13%; one minute: 76%; five minutes: 73%

<<<L---

Utilization is displayed for 5 second (both process and interrupt),

PID Runtime(ms)

<<<L---

344
345
98
247
123
234
547
229
79
9
37
312

<snip>

565
566
567
568
569
571
572

Invoked

Runtine statistics,

547030523
394700227
112308516
47096761
35303496
955
5360168
27381066
13183805
1073134
11099063
2986160

0
14
40
12

0

0

681

607054509
615024099
119818535
92250875
679878082
1758
5484910
963726156
108951712
315186
147506419
240782059

1

1210
45
2342
12

1
140276

uSecs

as well as

901
641
937
510
51
543
977
28
121
3404
75
12

0
11
888
5

0
0
4

5Sec

utilization averages are displayed here.

38.
31.
.12%
.42%
.85%
.61%
.04%
.04%
.48%
. 40%
. 40%
.24%

i

oo oOoRrRrRrRrRLREN

[eNeNeloNoNelNo)

IMin

13% 30
18% 22

.00%
.00%
.00%
.00%
.00%
.00%
.00%

4.

QO OO RFrROORKrN

[eNeNeloNolNelNo)

.61% 29.
.68% 21.
5.
.18%
.84%
.23%
.44%
.23%
.55%
.03%
.52%
.14%

76%
.21%
.88%
.71%
.46%
.34%
.55%
.06%
.54%
.12%

.00%
.00%
.00%
.00%
.00%
.00%
.00%

5Min

OO OO RFrROORKFN

[eNeNeloNolNelNo)

32%
66%
09%

.00%
.00%
.00%
.00%
.00%
.00%
.00%

TTY

OO OO OO WOOOoOOoOOo

O OO O OOoOOo

Process

1 mnute and 5 mnute interve

92% refers to the

The 13% val ue refer

The process is also ident

SISF Switcher Th
SISF Main Thread
Crimson flush tr
Spanning Tree
IOSXE-RP Punt Se
SSH Process
DHCPD Receive

IP Input

IOSD 1ipc task
Check heaps

ARP Input

DAI Packet Proce

LICENSE AGENT
DHCPD Timer

OVLD SPA Backgro
DHCPD Database
SpanTree Flush
EM Action CNS
Inline power 1inc

* 899, "lbol) prd9ble 9256 IUpeldes IJpydiss (CPU)" huwel wslus! ohsts! Jigueésle
9236 ldpgldes 1Jpydss6 (CPU) gJs el 60 &luss 95581599 72 ywlgs |Jploss.

<tfroot>

Catalyst-9600#

show processes cpu history

999777776666688888666667777777777888887777766666999998888866

<<<--- The nunbers at the top of each columm represent the highest val ue seen throughout the tine peri oc

222555559999944444444440000088888888881111177777333335555500

It

is read top-down. "9"

over "2"

in this exanple neans "92% for exanple.



100
90
80
70
60
50
40
30
20
10 e

JORONT Jo ol o ale ole  ale ol sla ol ol ot ot ol ot o

<<<--- The "*" represents the highest value during the given tine period. This relates to a nonentary sy

0....5....1....1....2....2....3....3....4....4....5....5....6

In this exanple, utilization spiked to 92%in the last 5 seconds

0 5 0 5 0 5 0 5 0 5 0
CPU% per second (last 60 seconds)
= maximum CPU% # = average CPU%

*

999898989999898998998998989889999989889898899999999899999999
431823091102635316235129283771336574892809604014230901133511
100 ek %
90 % o ¥
80 ** e e e g S g LR A
70 ###BHHHHHH AR R R

<<<--- The "#" represents the average utilization. This indicates sustained utilization

60  #####BHHHHHAHH R AR R R

In this exanple, within the last 5 minutes the average utilization was sustai ned around 70% whi |l e

50 #H#H#H#HHHHHRERHH R R R R R

the maxi mumutilization spiked to 94%

A0  HBHBHAHHHABHRHRHHH AR HRHRHBH AR HRHRHBH AR ARHRHRHBR AR AR RS AR
30 ##HHHAHSHABHAREAHLHHRH AR H AR HR R AR AR AR AR
20  #H#HHARHBHHH AR ABHBHRHHH AR ABHRHRH AR AR HRHBH AR AR HRHRH AR AR HRHRHY
10  ##H##RHBHHH AR ARHBHRHHH AR ARHRHBH AR AR HRHBH AR AR HRHRH AR AR HRHRHY
0....5....1....1....2....2....3....3....4....4....5....5....6
0 5 0 5 0 5 0 5 0 5 0
CPU% per minute (last 60 minutes)

= maximum CPU% # = average CPU%

*

999999999999999999999999999999999999999999999999999999999999999999999999
665656566646555666655656575654556567737555567574545545775957554648576757
10 Fkdedkdddddd Gk Gl d Rddddkdd % o kddAhhdhd ok wdkdkwd
90
80 e




70  ####HHBHARHHRLHURH AR L AR L HH R R AR LR R R R R AR ARG H AR AR AR RS
60  #HHHAHBHARHHHRHHRH AR AR R AR AR LA H AR AR L AL R AR AR AR R S
50 #####HHBHHBHHRH AR HRRHHRH AL RARLH AR H AR LR R R R H AR ARG R AR R LA SEAH
40  HEH#HBHARHAHSEHHRH AR L AR AR R R R R ARG R AR R R AR AR AR
30 ##HHHHBHARHHRLHHRH AR L AR L HHRH AR E AR R R R R AR ARG R AR AR ARSI
20  #HSHAHBHARHHRBHHRH AR AR AR H AR LA LR AR AR L AL H AR AR AR RS
10  ####HBHARHHRRHHRH AR AR AR AR A L H AR AR AA L H AR AR AR R
0....5....1....1....2....2....3....3....4....4....5....5....6....6....7..
0 5 0 5 0 5 0 5 0 5 0 5 0
CPU% per hour (last 72 hours)
= maximum CPU% # = average CPU%

*

o288 po cobse puvoss ldozde

« lgwegsp "show platform hardware fed <switch> zlJé B8lispé lowbl) 2956 1Ugs06 IJuivloé
Active QoS Queue Stats Internal CPU Policy" Jg, o lzguolissle CoPP Idezees 9ldpgdspele
IJluolese gds wuso $lises IUlooblylog [duwsluwle. s99) 03l 1UIE)1z bys¥6 &)00
obysgss Jlzuolssle Idgu,ylbs pus TE) lelxs wessu Jpuwwas lJozdpe. 030 Idgshle
Slods Jdpuwe 298! lsol. 9uudd gler suvs) 1dsdsd eds gpdsle luwdllb puvess
IJogde woluwbo lJpubpe lJs puvdds cogdd wllises IJloebly/lduss 1Jede,us:
9JY0 ol po 2290 2ldle IJuwdsb wubdd pojlss louls 2298 IUpundJs. $e woubésd
I, £36 p)le Jpdlzlooo Jishé Bspe luvdlb @lises [Jloo bl

<#root>
Cat al yst 9500#

show pl at form hardware fed active qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
Qd Plcldx Queue Nane Enabl ed Rat e Rat e Drop(Bytes) Drop(Franes)

<-- The top section of this output gives a historical view of CoPP drops. Run the conmand several tinmes
CPU queues correlate with a Policer Index (Plcldx) and Queue (Qd).
0 11 DOT1X Aut h Yes 1000 1000 0 0

Note that nultiple policer indices map to the sanme queue for sone cl asses.

1 1 L2 Control Yes 2000 2000 0 0
2 14 Forus traffic Yes 4000 4000 0 0
3 0 | CMP GEN Yes 750 750 0 0
4 2 Routi ng Control Yes 5500 5500 0 0
5 14 Forus Address resol ution Yes 4000 4000 83027876 1297199
6 0 | CMP Redi rect Yes 750 750 0 0



7 16 Inter FED Traffic Yes 2000 2000 0 0
8 4 L2 LVX Cont Pack Yes 1000 1000 0 0
9 19 EW.C Control Yes 13000 13000 0 0
10 16 EW.C Dat a Yes 2000 2000 0 0
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 750 750 0 0
13 10 Openf | ow Yes 250 250 0 0
14 13 Sw f orwar di ng Yes 1000 1000 0 0
15 8 Topol ogy Contr ol Yes 13000 16000 0 0
16 12 Prot o Snoopi ng Yes 2000 2000 0 0
17 6 DHCP Snoopi ng Yes 500 500 0 0
18 13 Transit Traffic Yes 1000 1000 0 0
19 10 RPF Fail ed Yes 250 250 0 0
20 15 MCAST END STATI ON Yes 2000 2000 0 0
21 13 LOGA NG Yes 1000 1000 769024 12016
22 7 Punt Webaut h Yes 1000 1000 0 0
23 18 Hi gh Rate App Yes 13000 13000 0 0
24 10 Exception Yes 250 250 0 0
25 3 System Critical Yes 1000 1000 0 0
26 10 NFL SAMPLED DATA Yes 250 250 0 0
27 2 Low Lat ency Yes 5500 5500 0 0
28 10 EGR Exception Yes 250 250 0 0
29 5 St ackwi se Virtual OOB Yes 8000 8000 0 0
30 9 MCAST Dat a Yes 500 500 0 0
31 3 Gol d Pkt Yes 1000 1000 0 0

* NOTE: CPU queue policer rates are configured to the cl osest hardware supported val ue

CPU Queue Policer Statistics

Pol i cer Pol i cer Accept Pol i cer Accept Policer Drop Policer Drop
I ndex Byt es Fr ames Byt es Franmes

0 59894 613 0 0

1 15701689 57082 0 0

2 5562892 63482 0 0

3 3536 52 0 0

4 0 0 0 0

5 0 0 0 0

6 0 0 0 0

7 0 0 0 0

8 2347194476 32649666 0 0

9 0 0 0 0

10 0 0 0 0

11 0 0 0 0

12 0 0 0 0

13 577043 8232 769024 12016

14 719225176 11182355 83027876 1297199

15 132766 1891 0 0

16 0 0 0 0

17 0 0 0 0

18 0 0 0 0

19 0 0 0 0

Second Level Policer Statistics

<-- Second |l evel policer information begins here. Catalyst CoPP is organized with two policers to allow

20 2368459057 32770230 0 0
21 719994879 11193091 0 0

Pol i cer Index Mapping and Settings



| evel -2 : level -1 (defaul t) (set)
Pl cl ndex : Pl cl ndex rate rate
20 : 1 2 8 13000 17000
21 : 047 910 11 12 13 14 15 6000 6000
Second Level Policer Config
level -1 level -2 | evel -2
Qd Plcldx Plcldx Queue Name Enabl ed
0 11 21 DOT1X Aut h Yes
1 1 20 L2 Control Yes
2 14 21 Forus traffic Yes
3 0 21 | CMP GEN Yes
4 2 20 Rout i ng Contr ol Yes
5 14 21 Forus Address resol ution Yes
6 0 21 | CMP Redi rect Yes
7 16 - Inter FED Traffic No
8 4 21 L2 LVX Cont Pack Yes
9 19 - EWLC Contr ol No
10 16 - EW.C Dat a No
11 13 21 L2 LVX Data Pack Yes
12 0 21 BROADCAST Yes
13 10 21 Openf | ow Yes
14 13 21 Sw f orwardi ng Yes
15 8 20 Topol ogy Control Yes
16 12 21 Prot o Snoopi ng Yes
17 6 - DHCP Snoopi ng No
18 13 21 Transit Traffic Yes
19 10 21 RPF Fai |l ed Yes
20 15 21 MCAST END STATI ON Yes
21 13 21 LOGE NG Yes
22 7 21 Punt Webaut h Yes
23 18 - H gh Rate App No
24 10 21 Excepti on Yes
25 3 - System Criti cal No
26 10 21 NFL SAMPLED DATA Yes
27 2 20 Low Lat ency Yes
28 10 21 EGR Exception Yes
29 5 - St ackwi se Virtual OOB No
30 9 21 MCAST Dat a Yes
31 3 - Gol d Pkt No
CPP O asses to queue map
<-- Information on how different traffic types map to different queues are found here.
Pl cldx CPP C ass Queues

0 syst em cpp- pol i
10 syst em cpp- pol i
13 syst em cpp- pol i
9 syst em cpp- pol i
15 syst em cpp- pol i
7 syst em cpp- pol i
1 syst em cpp- pol i
2 syst em cpp- pol i
3 syst em cpp- pol i
4 syst em cpp- pol i

ce-data
ce-sys-data
ce-sw forward
ce-mul ti cast

ce-mul ticast-end-station

ce- punt - webaut h
ce-12-control
ce-routing-control
ce-systemcritical
ce-12l vx-control

| CVP GEN BROADCAST/ | CWP Redirect/

Openfl ow Exception/ EGR Exception/ NFL SAMPLED DATA/
Sw forwarding/ LOGA NG L2 LVX Data Pack/ Transit Tre
MCAST Dat a/

MCAST END STATI ON /

Punt Webaut h/

L2 Control/

Routing Control/ Low Latency/

System Critical/ Cold Pkt/

L2 LVX Cont Pack/



11
12

14

16
18
19
20
21

syst em cpp- pol i ce-topol ogy-contro
syst em cpp- pol i ce-dot 1x-auth

syst em cpp- pol i ce- prot ocol - snoopi ng
syst em cpp- pol i ce- dhcp- snoopi ng
syst em cpp- pol i ce-forus

syst em cpp- pol i ce-stackw se-virt-contro
system cpp-defaul t

syst em cpp- pol i ce- hi gh-rat e-app
system cpp-police-ew c-contro
system cpp-police-ios-routing
system cpp-police-ios-feature

ere Idpedsple eo rJ6 1Jpag, IJEbeS

Topol ogy Control/

DOT1X Aut h/

Prot o Snoopi ng/

DHCP Snoopi ng/

Forus Address resolution/ Forus traffic/

St ackwi se Virtual OOB/

Inter FED Traffic/ EWC Datal

H gh Rate App/

EW.C Control/

L2 Control/ Topology Control/ Routing Control/ Low L
| CMP GEN BROADCAST/ | CWP Redirect/ L2 LVX Cont Pack/

sop laveesle 0o IUlle, Jozese 1dpedsple 29d 2298 19, Idos sop locdliel [Us 9226
IJpeldes 1dprdjss. wpl B 309 uog 2)96 1,9, sldudlb 1Jelss JJsgsd.

<tfroot>

C9300#

« "spdu luwegsle show platform software |Jss wp wédseo <switch> ol cpuq all" ig show
platform software lJ3s wpe wgdswo <switch> vl <0-31 $lised lowbl,>" Jg) o
lJleuolissle IJpoed8é wdd Blises luwbl) 9236 1Jpeglded 1Upydss6 (CPU) lg IUElLo0

g_;Ol.

show pl atform software fed switch active punt cpuq al

Punt CPU Q Statistics

CPU Q Id : 0

CPU Q Name

Packets received from ASIC : 964
Send to I0OSd total attempts : 964

Send to I0Sd failed count
suspend count
unsuspend count
unsuspend send count :
unsuspend send failed count :
consumed count

dropped count

non-active dropped count
conversion failure dropped
INTACK count

packets dq'd after intack
Active RxQ event

RX spurious interrupt

RX
RX
RX
RX
RX
RX
RX
RX
RX
RX

o

QWO VWOOOOOOOOo

RX phy_idb fetch failed: 0
RX table_id fetch failed: 0
RX invalid punt cause: 0

CPU Q Id 1

CPU Q Name

Packets received from ASIC : 80487

: CPU_Q_DOT1X_AUTH

: CPU_Q_L2_CONTROL



Send to I0Sd total attempts : 80487

Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : 0O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0

RX conversion failure dropped : 0O

RX INTACK count : 80474
RX packets dg'd after intack : 16
Active RxQ event : 80474
RX spurious interrupt : 9

RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

CPU Q Id 12

CPU Q Name : CPU_Q_FORUS_TRAFFIC
Packets received from ASIC : 176669
Send to I0OSd total attempts : 176669
Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0

RX conversion failure dropped : 0O

RX INTACK count : 165584
RX packets dg'd after intack : 12601
Active RxQ event : 165596
RX spurious interrupt : 11851

RX phy_idb fetch failed: 0
RX table_id fetch failed: 0
RX invalid punt cause: 0
<snip>

C9300#
show pl atform software fed switch active punt cpug 16 <-- Queue ID 16 correlates with Protocol Snooping

Punt CPU Q Statistics

CPU Q Id : 16
CPU Q Name : CPU_Q_PROTO_SNOOPING
Packets received from ASIC : 55661
Send to I0Sd total attempts : 55661
Send to I0Sd failed count : 0

RX suspend count : 0

RX unsuspend count : 0

RX unsuspend send count : 0

RX unsuspend send failed count : O

RX consumed count : 0

RX dropped count : 0

RX non-active dropped count : 0

RX conversion failure dropped : 0O

RX INTACK count : 55659
RX packets dg'd after intack : 9

Active RxQ event : 55659



RX spurious interrupt 1 23
RX phy_idb fetch failed: 0

RX table_id fetch failed: 0

RX invalid punt cause: 0

Replenish Stats for all rxq:

Number of replenish 1 4926842
Number of replenish suspend : 0
Number of replenish un-suspend : 0

« lguwegsp "show platform software fed <switch> active punt cause summary" JJzo9J £Js
ub,8 Luyses eds zese lusle I8 1Ueis) Idpeod s Idos wp sdswol B 9226 IUpgldes
Iesdsss. Jlzb lue sep eh0o ldluvele g8, IUuod) S@b.

<#root>
C9300#
show pl atform software fed switch active punt cause sumary

Statistics for all causes

Cause Cause Info Revd Dropped
7 ARP request or response 142962 0
11 For-us data 490817 0
21 RP<->QFP keepalive 448742 0
24 Glean adjacency 2 0
55 For-us control 415222 0
58 Layer2 bridge domain data packe 3654659 0
60 IP subnet or broadcast packet 37167 0
75 EPC 17942 0
96 Layer2 control protocols 358614 0
97 Packets to LFTS 964 0
109 snoop packets 48867 0

« lgwegspe 1, "show platform software |Jss o p wgssoo <switch> glzole lwel,y 1Uz50
IJoubbbs" Jesue 20ds pr9) Idoslole 1Jpyoobd w976 1dpgldes [Jesdisé (CPU)
JJslzole wuwygs Blis s s IJouble. sbo, 03l 1l B @l IJglzole g Blisps luobl,
beld Esy Lo d)s6.

<#root>
C9300#
show platform software fed switch active punt rates interfaces

Punt Rate on Interfaces Statistics

Packets per second averaged over 10 seconds, 1 min and 5 mins




| | Recv | Recv | Recv | Drop | Drop | Drop
Interface Name | IF_ID | 10s | 1min | Smin | 10s | 1Imin | 5Smin
TenGigabitEthernetl/0/2 0x0000000a 5 5 0 0 0
TenGigabitEthernetl/0/23 0x0000001f 1 1 0 0 0

« luuegsp "show platform software fed <switch> glzole <IF-ID> IJoiloé Jpesdle 1guop"
JJdoudd Jlgvdd 9,02 B9lise IUluw bl 1Jw)ss6 JJglzes. s9uoe 03l 1dle) leuolissle
IJozese 9spdu luvesleo Jeyuo bl Blises lowbl) 1dbeld IJobsts 93l wp wubse

Ié py9) IJoslule.

<tfroot>

C9300#

show pl atform software fed switch active punt

Punt Rate on Single Interfaces Statistics

Interface : TenGigabitEthernetl/0/23

Received

Total : 1010652
10 sec average : 1

1 min average : 1

5 min average : 1

[if_id: Ox1F]

Total

10 sec average
1 min average
5 min average

o O OO

rates interfaces Ox1f <--

Per CPUQ punt stats on the interface (rate averaged over 10s interval)

"Ox1f"

Q | Queue | Recv | Recv | Drop | Drop |
no | Name | Total | Rate | Total | Rate |
0 CPU_Q_DOT1X_AUTH 0 0 0 0
1 CPU_Q_L2_CONTROL 9109 0 0 0
2 CPU_Q_FORUS_TRAFFIC 176659 0 0 0
3  CPU_Q_ICMP_GEN 0 0 0 0
4 CPU_Q_ROUTING_CONTROL 447374 0 0 0
5  CPU_Q_FORUS_ADDR_RESOLUTION 80693 0 0 0
6 CPU_Q_ICMP_REDIRECT 0 0 0 0
7 CPU_Q_INTER_FED_TRAFFIC 0 0 0 0
8 CPU_Q_L2LVX_CONTROL_PKT 0 0 0 0
9  CPU_Q_EWLC_CONTROL 0 0 0 0
10 CPU_Q_EWLC_DATA 0 0 0 0
11 CPU_Q_L2LVX_DATA_PKT 0 0 0 0
12 CPU_Q_BROADCAST 22680 0 0 0
13 CPU_Q_CONTROLLER_PUNT 0 0 0 0
14 CPU_Q_SW_FORWARDING 0 0 0 0
15 CPU_Q_TOPOLOGY_CONTROL 271014 0 0 0
16 CPU_Q_PROTO_SNOOPING 0 0 0 0
17 CPU_Q_DHCP_SNOOPING 0 0 0 0
18 CPU_Q_TRANSIT_TRAFFIC 0 0 0 0
19 CPU_Q_RPF_FAILED 0 0 0 0
20 CPU_Q_MCAST_END_STATION_SERVICE 2679 0 0 0
21 CPU_Q_LOGGING 444 0 0 0
22 CPU_Q_PUNT_WEBAUTH 0 0 0 0

is the IF_ID of Tel/0/23,



23 CPU_Q_HIGH_RATE_APP

24 CPU_Q_EXCEPTION

25 CPU_Q_SYSTEM_CRITICAL
26 CPU_Q_NFL_SAMPLED_DATA
27 CPU_Q_LOW_LATENCY

28 CPU_Q_EGR_EXCEPTION

29 CPU_Q_FSS

30 CPU_Q_MCAST_DATA

31 CPU_Q_GOLD_PKT

O OO OO OOoOOoOOo
[eNeNeoNolNolNoNeNe Nl
[eNeNeololNolNoNeNeNel
[eNeNeolNolNolNoNeNeNe

B2ue 8 )9, 526 1Jpeldes IUeydiss (CPU) IJp,oubd

598, pep9es |Jpeodle Catalyst 9000 bgle puwless Jesldwé 2rds o9, Iduslole IJpouls
w9226 IJpgldzs ey dss6 (CPU) 98,00l luwegspe o0 IUbgle Jope 2,96 1Up,9) IJos swp
ool s 5226 1 peldes 1Jesdiss (CPU) wubdJ Seld.

IJedlb 1Jze6 1Jpuoens (EPC)

seJu ged EPC dis puwess Idoede B ls pu ldlezloso (9 ddsopl). Jesds 1 ey 1deas)
lJpop0o p wldodlb 1. spdy pdb EPC gJs puveys Idopde Os 1Jpéio ldesde l9
Bes 1JpJes.

<tfroot>
C9300#

nonitor capture CONTROL control-plane in match any buffer circular size 10

C9300#
show nonitor capture CONTROL paraneter <-- Check to ensure paraneters are as expected

monitor capture CONTROL control-plane IN

monitor capture CONTROL match any

monitor capture CONTROL buffer size 10 circular
C9300#

nonitor capture CONTROL start <-- Starts the capture.

Started capture point : CONTROL
C9300#

nonitor capture CONTROL stop <-- Stops the capture.

Capture statistics collected at software:
Capture duration - 5 seconds
Packets received - 39
Packets dropped - 0
Packets oversized - 0

Bytes dropped in asic - 0

Capture buffer will exists till exported or cleared



Stopped capture point : CONTROL

SpJu &Huo volisg IIJodlb Bs pizle Gurs)é 9 pduoJs.

<{froot>
C9300#

show nonitor capture CONTROL buffer brief

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
1 0.000000 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
2 0.030643 00:00:00:00:00:00 -> 00:06:df:f7:20:01 0x0000 30 Ethernet II
3 0.200016 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
4 0.400081 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
5 0.599962 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
6 0.800067 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
7 0.812456 00:1b:0d:a5:e2:a5 -> 01:80:c2:00:00:00 STP 60 RST. Root = 0/10/00:1b:53:bb:91:00 Cost
8 0.829809 10.122.163.3 -> 224.0.0.2 HSRP 92 Hello (state Active)
9 0.981313 10.122.163.2 -> 224.0.0.13 PIMv2 72 Hello
10 1.004747 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
11  1.200082 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
12 1.399987 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
13 1.599944 5c:5a:c7:61:4c:5f -> 00:00:04:00:0e:00 ARP 64 192.168.10.1 is at 5c:5a:c7:61:4c:5f
<snip>
C9300#
show nonitor capture CONTROL buffer detail | begin Frame 7

Frame 7: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: May 3, 2023 23:58:11.727432000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1683158291.727432000 seconds
[Time delta from previous captured frame: 0.012389000 seconds]
[Time delta from previous displayed frame: 0.012389000 seconds]
[Time since reference or first frame: 0.812456000 seconds]
Frame Number: 7
Frame Length: 60 bytes (480 bits)
Capture Length: 60 bytes (480 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:11c:stp]
IEEE 802.3 Ethernet
Destination: 01:80:c2:00:00:00 (01:80:c2:00:00:00)
Address: 01:80:c2:00:00:00 (01:80:c2:00:00:00)
..0. .... .... ... .... = LG bit: Globally unique address (factory default)
e w1l oo ool ooo. ... = 1IG bit: Group address (multicast/broadcast)
Source: 00:1b:0d:a5:e2:a5 (00:1b:0d:a5:e2:a5)
Address: 00:1b:0d:a5:e2:a5 (00:1b:0d:a5:e2:a5)
T LG bit: Globally unique address (factory default)
.0 .... .... vvvv vov. = IG bit: Individual address (unicast)

Length: 39
Padding: 00000000000000
Logical-Link Control



DSAP: Spanning Tree BPDU (0x42)

0100 001. = SAP: Spanning Tree BPDU
ev. «..0 = 1IG Bit: Individual
SSAP: Spanning Tree BPDU (0x42)

0100 001. = SAP: Spanning Tree BPDU
eve. ...0 = CR Bit: Command
Control field: U, func=UI (0x03)

000. 00.. = Command: Unnumbered Information (0x00)
..11 = Frame type: Unnumbered frame (0x3)
Spanning Tree Protocol

Protocol Identifier: Spanning Tree Protocol (0x0000)

Protocol Version Identifier: Rapid Spanning Tree (2)

BPDU Type: Rapid/Multiple Spanning Tree (0x02)

BPDU flags: Ox3c, Forwarding, Learning, Port Role: Designated

0...
.0..
S IO
S
L11..
..0.
vee. .0
Root Identifier:

= Learning: Yes

. = Topology Change Acknowledgment: No
. = Agreement: No
. = Forwarding: Yes

= Port Role: Designated (3)

= Proposal: No

Root Bridge Priority: 0

Root Bridge
Root Bridge

Root Path Cost: 19
Bridge Identifier: 32768 / 10 / 00:1b:0d:a5:e2:80
Bridge Priority: 32768
Bridge System ID Extension: 10
Bridge System ID: 00:1b:0d:a5:e2:80 (00:1b:0d:a5:e2:80)
Port identifier: 0x8025

Message Age: 1

Max Age: 20

Hello

Time: 2

Forward Delay: 15
Version 1 Length: 0

C9300#

= Topology Change: No
0/ 10 / 00:1b:53:bb:91:00

System ID Extension:
System ID: 00:1b:53:

10
bb:91:00 (00:1b:53:bb:91:00)

noni tor capture CONTROL buffer display-filter "franme. nunber==9" detailed <-- Most Wreshark display filt

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 9: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface /tmp/epc_ws/wif_to_ts_p
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: May 4, 2023 00:07:44.912567000 UTC
shift for this packet: 0.000000000 seconds]
Time: 1683158864.912567000 seconds
delta from previous captured frame: 0.123942000 seconds]
delta from previous displayed frame: 0.000000000 seconds]
since reference or first frame: 1.399996000 seconds]

[Time
Epoch
[Time
[Time
[Time
Frame
Frame

Number:
Length:

9
64 bytes (512 bits)

Capture Length: 64 bytes (512 bits)
[Frame 1is marked: False]
[Frame 1is 1ignored: False]
[Protocols in frame: eth:ethertype:vlan:ethertype:arp]
Ethernet II, Src:
Destination: 00:00:04:00:0e:00 (00:00:04:00:0e:00)
Address: 00:00:04:00:0e:00 (00:00:04:00:0e:00)

..0.

S5c:5a:c7:61:4c:5f (5c:

5a:c7:61:4c:5f), Dst: 00:00:04:00:0e:00 (00:00:04:00:0e:00)

LG bit: Globally unique address (factory default)



ceee 00 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Source: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f)
Address: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
ceee 20 Ll ool ooo. ... = 1IG bit: Individual address (unicast)
Type: 802.1Q Virtual LAN (0x8100)
802.1Q Virtual LAN, PRI: O, DEI: O, ID: 10
000. Priority: Best Effort (default) (0)
B DEI: Ineligible
. 0000 0000 1010 = ID: 10
Type: ARP (0x0806)
Padding: 0000000000000000000000000000
Trailer: 00000000
Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: 5c:5a:c7:61:4c:5f (5c:5a:c7:61:4c:5f)
Sender IP address: 192.168.10.1
Target MAC address: 00:00:04:00:0e:00 (00:00:04:00:0e:00)
Target IP address: 192.168.10.25

Sedu Jolus wolisg Iddodlb poluiné [Js 1dpda: s ouoss0l o 1o 1dpdde.

<#froot>

C9300#

nonitor capture CONTROL export |ocation flash:control.pcap <-- Exports the current buffer to file. Exter

Export Started Successfully

Export completed for capture point CONTROL

C9300#

C9300#

dir flash: | in control.pcap

475231 -rw- 3972 May 4 2023 00:00:38 +00:00 control.pcap
C9300#

lJo@lb 2506 9256 1Jpglded 1Jp,d556 (CPU) oy Fed

S8 p pze9ed |Jppodle Catalyst 9000 1516 puwless Jouopse IJigble cose ledluss Jss
peuwwd JJeie Us 9226 IUpeldes 1, disé (CPU) 9euol.

C9300#debug platform software fed switch active punt packet-capture ?
buffer Configure packet capture buffer
clear-filter Clear punt PCAP filter
set-filter Specify wireshark Tike filter (Punt PCAP)
start Start punt packet capturing



stop Stop punt packet capturing

C9300#%re fed switch active punt packet-capture buffer Timit 16384
Punt PCAP buffer configure: one-time with buffer size 16384...done

C9300#show platform software fed switch active punt packet-capture status
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 0 packets. Capture capacity : 16384 packets

C9300#debug platform software fed switch active punt packet-capture start
Punt packet capturing started.

C9300#debug platform software fed switch active punt packet-capture stop
Punt packet capturing stopped. Captured 55 packet(s)

2ods predsle e IJpdde eds dsble peouss 9p900ds JJptizle.

<{froot>
C9300#

show platform software fed switch active punt packet-capture brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 55 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2023/05/04 00:17:41.709 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 2, Timestamp: 2023/05/04 00:17:41.909 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 3, Timestamp: 2023/05/04 00:17:42.109 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 4, Timestamp: 2023/05/04 00:17:42.309 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 5, Timestamp: 2023/05/04 00:17:42.509 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, Tinktype: MCP_LINK_TYPE_IP [1]
ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

C9300#

show platform software fed switch active punt packet-capture detailed <-- Detailed provides the

[if-id:

[if-id:

[if-id:

[if-id:

[if-id:

sane inf



Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 55 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2023/05/04 00:17:41.709 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100

Packet Data Hex-Dump (length: 68 bytes)
000004000E005C5A (C7614C5F8100000A 0806000108000604 00025C5AC7614C5F
COA80A0100000400 0OEOOCOA80A190000 0000000000000000 0000000000000000
E9F1C9F3

Doppler Frame Descriptor :

fdFormat = 0x4 systemTt] = Oxe
ToadBalHashl = 0x20 ToadBalHash2 = 0Oxc
spanSessionMap =0 forwardingMode =0
destModIndex =0 skipIdIndex =0
srcGpn = 0x2 qoslLabel = 0x83
srcCos =0 ingressTranslatedVlan = 0x7
bpdu =0 spanHistory =0
sgt =0 fpeFirstHeaderType =0
srcVlan = Oxa rcpServiceld = 0x1
wcepSkip =0 srcPortLeIndex = 0x1
cryptoProtocol =0 debugTagld =0
vrfld =0 salndex =0
pendingAfdLabel =0 destClient = 0x1
appId =0 finalStationIndex = 0x74
decryptSuccess =0 encryptSuccess =0
rcpMiscResults =0 stackedFdPresent =0
spanDirection =0 egressRedirect =0
redirectIndex =0 exceptionLabel =0
destGpn =0 inlineFd = 0x1
suppressRefPtrUpdate =0 suppressRewriteSideEfects = 0
cmi2 =0 currentRi = 0x1
currentDi = 0x527b dropIpUnreachable =0
srcZoneld =0 srcAsicld =0
originalDi =0 originalRi =0
srcL3IfIndex = 0x27 dstL3IfIndex =0
dstVlan =0 framelLength = 0x44
fdCrc = 0x97 tunnelSpokeld =0
isPtp =0 ieeel588TimeStampValid =0
ieeel588TimeStamp55_48 =0 TvxSourceRlocIpAddress =0
sgtCachingNeeded =0

Doppler Frame Descriptor Hex-Dump :
0000000044004E04 000B40977B520000 0000000000000100 000000070A000000
0000000001000010 0000000074000100 0000000027830200 0000000000000000

lJg>ss pu e9led 0o 9s6 IJg)ruo pulzs JJluwogsle. sop >8p £9lpd w0V &0 Wireshark
IUlde, gbssel.

<#froot>
C9300#

show platform software fed switch active punt packet-capture display-filter-help



FED Punject specific filters :

1. fed.cause FED punt or inject cause

2. fed.linktype FED Tinktype

3. fed.pal_if_id FED platform interface ID

4. fed.phy_if_id FED physical interface ID

5. fed.queue FED Doppler hardware queue

6. fed.subcause FED punt or inject sub cause

Generic filters supported :

7. arp Is this an ARP packet

8. bootp DHCP packets [Macro]

9. cdp Is this a CDP packet
10. eth Does the packet have an Ethernet header
11. eth.addr Ethernet source or destination MAC address
12. eth.dst Ethernet destination MAC address
13. eth.ig IG bit of ethernet destination address (broadcast/multicast)
14. eth.src Ethernet source MAC address
15. eth.type Ethernet type
16. gre Is this a GRE packet
17. icmp Is this a ICMP packet
18. icmp.code ICMP code
19. {dicmp.type ICMP type
20. icmpv6 Is this a ICMPv6 packet
21. 1icmpv6.code ICMPvV6 code
22. icmpv6.type ICMPV6 type
23. 1ip Does the packet have an IPv4 header
24. ip.addr IPv4 source or destination IP address
25. ip.dst IPv4 destination IP address
26. ip.flags.df IPv4 dont fragment flag
27. ip.flags.mf IPv4 more fragments flag
28. 1ip.frag_offset IPv4 fragment offset
29. dip.proto Protocol used in datagram

30. dip.src IPv4 source IP address

31. ip.ttl IPv4 time to live

32. 1ipvb Does the packet have an IPv4 header
33. 1dpv6.addr IPv6 source or destination IP address
34. 1ipvb6.dst IPv6 destination IP address

35. ipv6.hlim IPv6 hop Timit

36. 1ipv6.nxt IPv6 next header

37. 1ipv6.plen IPv6 payload length

38. 1ipvb.src IPv6 source IP address

39. stp Is this a STP packet
40. tcp Does the packet have a TCP header
41. tcp.dstport TCP destination port
42. tcp.port TCP source OR destination port
43. tcp.srcport TCP source port
44, udp Does the packet have a UDP header
45. udp.dstport UDP destination port
46. udp.port UDP source OR destination port
47. udp.srcport UDP source port
48. vlan.id Vlan ID (dotlq or qing only)
49. vxlan Is this a VXLAN packet

C9300#

show platform software fed switch active punt packet-capture display-filter arp brief

Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 55 packets. Capture capacity : 16384 packets

—————— Punt Packet Number: 1, Timestamp: 2023/05/04 00:17:41.709 ------
interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]



ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f
ether hdr : vlan: 10, ethertype: 0x8100

—————— Punt Packet Number: 2, Timestamp: 2023/05/04 00:17:41.909 ------

interface : physical: TenGigabitEthernetl/0/2[if-id: 0x0000000a], pal: TenGigabitEthernetl/0/2 [if-id:
metadata : cause: 109 [snoop packets], sub-cause: 1, g-no: 16, linktype: MCP_LINK_TYPE_IP [1]

ether hdr : dest mac: 0000.0400.0e00, src mac: 5c5a.c761.4c5f

ether hdr : vlan: 10, ethertype: 0x8100
<snip>

Spdu wbousy Jepyuvzle Jeyuvele 1oyl J3J3.

<#root>
C9300#
show platform software fed switch active punt packet-capture set-filter arp <-- Mst conmon Wreshark fi

FiTter setup successful. Captured packets will be cleared

C9300#%e fed switch active punt packet-capture status
Punt packet capturing: disabled. Buffer wrapping: disabled
Total captured so far: 0 packets. Capture capacity : 16384 packets

Capture filter : "arp
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