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rd SISF Policy |

Policy device-tracking policy DT_Trusted_policy
ram device-role switch « 5
parameters Erusted=portis { Set device role J

{ Set trust state J

interface GigabitEthernetl/e/1
device-tracking attach-policy DT_Trusted_policy (,
L

Terget Activate the

or | policy on target
3 L (interface or
Vlan 1
@ VLAN
\\ device-tracking attach-policy DT_Trusted policy )
/
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luvogslpol Jpde $lesxs wslule ISF:

<{froot>

switch(config-device-tracking)#

?

device-tracking policy configuration mode:

data-glean binding recovery by data traffic source address
gleaning

default Set a command to its defaults

destination-glean binding recovery by data traffic destination address
gleaning

device-role Sets the role of the device attached to the port

distribution-switch Distribution switch to sync with

exit Exit from device-tracking policy configuration mode

Timit Specifies a 1imit

medium-type-wireless Force medium type to wireless

no Negate a command or set its defaults

prefix-glean Glean prefixes in RA and DHCP-PD traffic

pr ot ocol Sets the protocol to glean (default all) <--

security-level setup security level

tracking Override default tracking behavior

trusted-port setup trusted port

vpc setup vpc port

switch(config-device-tracking)#

protocol ?

arp Glean addresses in ARP packets
dhcp4 Glean addresses in DHCPv4 packets
dhcp6 Glean addresses in DHCPv6 packets
ndp Glean addresses in NDP packets
udp Gleaning from UDP packets
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lJeuwob:
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<#root>
tracking enable reachable-1ifetime <second/infinite>

<-- how long an entry is kept reachable (or keep permanently reachabl e)

tracking disable stale-Tifetime <seconds/infinite>

<-- how long and entry is kept inactive before deletion (or keep permanently inactive)
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Tel1 Tel/1N

lgi1/0/1 lgi1/0/2

VLAN 10 (10.10.10.0/24)

Client 1 Client 2
10.10.10.100/24 10.10.10.101/24
lJoJdosu

wpe lesh odysy ISF IJIBe)luos eds IJ pu .pag‘_Jlo 9300 IJws wslzgo pulds 1Ugoed Bs zsu
wp wbosy duvsluws IJpguouos eds pulss tlogb IUlouald Jusuose etuele ISF
IJpo98€6.

lJez9d 9300-1:

<#root>
9300-1#
show runni ng-config interface G gabitEthernet 1/0/1

Building configuration...

Current configuration : 111 bytes
!

interface GigabitEthernetl/0/1
switchport access vlan 10
switchport mode access

devi ce-tracking <-- enable default SISF policy

end
9300-1#

9300-1#

show runni ng-config | section trunk-policy



devi ce-tracking policy trunk-policy <-- custom policy
trust ed- port <-- custom policy paraneters
devi ce-role switch

<-- custom policy paraneters

no protocol udp
9300-1#

9300-1#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- enable custom SISF policy

end

lJpez9d 9300-2:

<#root>
9300-2#
show runni ng-config interface G gabitEthernet 1/0/2

Building configuration...

Current configuration : 105 bytes
|

interface GigabitEthernetl/0/2
switchport access vlan 10
switchport mode access
device-tracking

<-- enable default SISF policy
end
9300-2#

show runni ng-config | section trunk-policy



devi ce-tracking policy trunk-policy <-- custom policy
trusted- port <-- custom policy paraneters
devi ce-role switch

<-- custom policy paraneters

no protocol udp
9300-2#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
!

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- custompolicy applied to interface

end

ozl

Sedod [uweeslp 030 1isle) JJeedd po Iduwslunle IJpbuws:

show device-tracking policy <policy name>
show device-tracking policies
show device-tracking database

IJpz9J 9300-1:

<#root>

9300-1#

show devi ce-tracking policy default

Device-tracking policy default configuration:
security-Tlevel guard

devi ce-rol e node <--

gleaning from Neighbor Discovery



gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get
Type
Pol i cy
Feature
Target range
G1/0/1
PORT
def aul t

Devi ce-tracking

vlian all

9300-1#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-Tlevel guard
device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking



vlian all
9300-1#

9300-1#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/1 PORT default Device-tracking vlan all
9300-1#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age
ARP 10. 10. 10. 100 98a2. c07e. 7902 G1l/0/1 10 0005 8s
9300-1#
lJpez9d 9300-2:
<#root>
9300-2#

show devi ce-tracking policy default

Device-tracking policy default configuration:
security-level guard

devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

state

REACHABLE



Target range

G 1/0/2

PORT

def aul t

Devi ce-tracking
vlan all

9300-2#

show devi ce-tracking policy trunk-policy

Device-tracking policy trunk-policy configuration:

trust ed- port <--
security-Tlevel guard

device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlan all
9300-2#

9300-2#

show devi ce-tracking policies

Target Type Policy
Tel/1/1 PORT trunk-policy
Gil/0/2 PORT default
9300-2#

show devi ce-tracki ng dat abase

Feature Target range
Device-tracking vlan all
Device-tracking vlan all



Binding Table has 1 entries, 1 dynamic (Timit 200000)
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state
ARP 10. 10.10.101 98a2. c07e. 9902 G 1/0/2 10 0005 41s REACHABLE
9300-2#

lJuovsubsyole [dublisgs
ebl gudly IPV4 od)) eds IJzols IJpLosd

NPRTENE

IJeuwol, "keepalive" |J oy wd po God IJpBdole 09 Bzuo L2. s 03l 1Uuzs pu 9206 wlb,
IJpzod: Slo golyso IP 1degwegses deuos; S woigwsdsdie cedsd Igulssy (ARP) Jsuve
p0p0. SpIdy luwwedle 030 ldps;ié gds Uiao)é lJos Jsuw Jol gusly IP pdoy gds IJlbJI S,
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958 wis IUELss ip pzld pg IJewslu 928> $esd) Bs Iwb suvede: s sdou 1Jeuslu o

OB wo. B> Suuwuw d3JJ GBS 2298 wuwsole gusly IP oY) jlisd. Jiu 1dpuosd 1J3s )0
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506 JJeuesd eds pis> pu

puvol) lVe,los

03l 09 Idpuwoly ol guspl ould pl pou SVI peds 2luo) 98028y SHlBw gpdsé lesls:

<#root>

Ethernet II,

Src: c0:64:e4:cc:66: 02 (c0:64: e4:cc: 66:02)

, Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)

<-- Probe source MAC is the Bl A of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html

Address: Cisco_76:63:c6 (00:41:d2:76:63:¢c6)
S O LG bit: Globally unique address (factory default)
.0 ..., IG bit: Individual address (unicast)

Source: ¢0:64:e4:cc:66:02 (c0:64:e4d:cc:66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 ..., ... .... .... = IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 0.0.0.0 <-- Sender IPis 0.0.0.0 (default)
Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101 <-- Target IPis client IP

lJzJ

Ge wodsu dozdsd Jluwedsle guslo 1) &5 1ddposses Idpuossd Jdozdsd. 9sedu
Sz 3JY Loluwlbs 030 1Ubblis

puo>y wdilss JJozdsd Vs "ldedle gds s> IJzsle”

8p wodisu puod) oddlss Jepdsle 1dozdd "eu ldodle eds 86> 1Uzsle” Jogdsd
lwegsle 0.0.0.0 Jpos, J IP:

device-tracking tracking auto-source fallback <IP> <MASK> [override]

Ipulo B 2lds wbosd i) Idpuos) IJeddliss sepd Jol sds:

<#root>
device-tracking tracking auto-source fallback 0.0.0.253 255.255.255.0 [override]

<-- Optional paraneter

1. voww ldpuos, lJs VLAN SVI o swle».
2. lupe £0 192 pUIMAC Bis 239U pupsd IP Joduw IJubuds 1JG,es6. p 10z 09



£ 1U2 88 Jauosy o0 Iszsd Islzos 1Uploss MAC + 1P IUgluo wog o Ipuosid
IUIE) O IJuveds 1JD,886 192936 LIdded Vs Bless Idoslule.

3. 29w IP Idpuos) pu IP 1J9z06 pg ©9s) wo ldpuosyd sldule. sop lugile PROBE
pu wwple IP JJgpsd sluble czdsd Ss IJuveds IJ9,es6 pg wdssu spole wo
IJIzs)6.

S edlebs: I3l wp wbousd IJie, pe <override>. Blool vuwdd slksel [Js 1Uglogs 3.

euvob pg>d

$98 wEssu odisu leoslbs Jdeuos, Ided@liss Jigvoisle IP Os IJuveds 1J,es6 1Js
s IJoedsd- ub)l Jgse 929> SVI9esp 9295 epsd 1) eds Idubeds IJ9,es6. wEss IUs
eudly IPMask 1Jzs wp wdsuo Vs ldedssu.

<ffroot>

swi tch(confi g) #devi ce-tracki ng tracki ng auto-source fallback 0.0.0.253 255.255.255.0 <-- it uses .253 f

030 0 2 jpo |Jrou.u-._;|_) |JpE)JZ

<#root>
Ethernet II, Src: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02), Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)
<-- Probe source MAC is the Bl A of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76: 63: c6)

Address: Cisco_76:63:c6 (00:41:d2:76:63:c6)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 .... ..., vuv. vu.. = IG bit: Individual address (unicast)

Source: c0:64:e4:cc:66:02 (c0:64:e4:cc: 66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 .... ..., vuv. vu.. = IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 10.10.10.253 <-- Note the new sender IP is now usingt
Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101
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uILeS wugbsd weye IJgol)
eJs zpse pulds gl
Uleuold Jozou ,8,06 MAC.

oelys UPU:DM lJoduliss
Jogde Idlgosé

¢ LU p o) !JLS VLAN
SVI |y swsle>

« |uueisle 0.0.0.0

Jl S92 o g 30 929> SVI.

<IP> <MASK> voug IJgol;
Jdeuos) Idodyliss

¢ LU p o) !JtS VLAN
SVI o swgles.

* loge guywb IP 9 MAC
WO 229d wgdw IJlzojo
pu Iy do 1J, g0
QgéuuoL

* ewvle puos) IP 0
lJepsd IP Cluweesle vo
IJesos99 slddule
lJpu909,). puo>) MAC
pI293 pu uslu MAC o
|J switchport s9lzo
IJepsd.

uILesS wugbsd weu IJgol)
eJs zpse pul9s Elogb
IJleuold Jozow 4,86 MAC.

Sew £3p UESSU gusly IPv4

lUpeowse Jis gesd 19 zols
b,

ozl <MASK> Jowog Uiaojé
Jdeues) Idodyliss
JJlwowsld <IP>

SVI o swgles.

* 2wvle puo) IP pu
lJepsd IP Glgwegsle vo

Sew 820 UESSU guslu IPv4

lUpzuuse Jis gpsd 9 zols
s,




lJeuos sldule
lJp999,). puo>) MAC
pi293 pu £udly MAC pu
|J switchport s9lzo
IJepsd.

Uve IJilpJ <mask> [override] |J¢lo vogdw IJzoly Jdpuos) IJodsliss I.Ji,oJ <ip> lJlzwslbse:

wole gds ewslo IP Jdpuos: sdie 2o gwslu IPV4.

<reserved IPv4 address> = (<host-ip> & <MASK> ) | <IP>

) pdlglbsd: 030 LosES pUb 9SO

pCJJ.

lo suweged veo i)

device-tracking tracking auto-source fallback 0.0.0.1 255.255.255.0 override

IP 1Jp osd = 10.152.140.25

IP=0.0.0.1

lJoule =24

>890l vduwe IJursés 1Jw9dss 1Us gissu.

1. 1Jgpdso 10.152.140.25 9 255.255.255.0:

10.152.140.25 = 00001010.10011000.10001100.00011001
AND

11111111.1171711711.117111111.00000000
RESULT

00001010.10011000.10001100.00000000

255.255.255.0

10.152.140.0

2.10.152.140.0 19 0.0.1 IJg pJ.s6:

10.152.140.0 = 00001010.10011000.10001100.00000000
OR



0.0.0.1 00000000.00000000.00000000.00000001
RESULT

10.152.140.1 = 00001010.10011000.10001100.00000001

IP 1Jpzzs; = 10.152.140.1

IP 1pzz9; = (10.152.140.25 9 255.255.255.0) | (0.0.0.1) = 10.152.140.1

N pUlebs: 2o puvz 0Bl Ieosls Ipuucse Jpuoss IP po slelo DHOP JJ b ds
¢bl g9l IPV6 o),

IeuidJé

'abi eu9lu IPVB o)) g0 wpdsy IPV6 Ws IUyvwds 9odesy 9lzoos WOe,)loss pzedo (SVI)
eJs uveds VLAN.

B 258 IPV6 DAD glosé: sop ©e$s0 28d ewslo Ipuods B Lluw IPV6 gdss IJgoslu &
1 o> (0:0:0:0:0:0:0). 2lJé puileosé JzlJs IPVA.

WSy Rosh ewslo IJpuos) s wzdsd ISF oy:

s euslu SVIldpzds Jdlob: 3l wp wdysuo
s luwwesle 0:0:0:0:0:0:0:0:0

lJzJ

oot wluolo |Ji_9|rOJ lJoldssé |Js odysy SVI. 03l spdy SVI I Sewed eds gudlu peds
tbgo wdilissl 03l gugly luvogpdo Jpuos) euslu pu IJ ISF wzldsd: J3JY spug IJpuoledo
cuslu luodl.

interface vlan <vilan>
ipv6 enable

Jsbo Vs luwwgsle 9256 IUpeldzs IJpyJdss6 9lJ31d,)0

lJpuvdJé

$3s¢ IJpuwol, "keepalive” ) gwd wldpdolz oo JJ psule guspl 09 590 pdue wopes!.
w@9p IJpzodle 1Upey8.96 B peld L2 o ywo whuwld 030 Idoe |Js Uia_o_j& lJeos96 1Uglod
wol pol $955 [Js Bsle 1Jpzod IUluods wluolds lz0jé pLosd6 g0 wed IJs Bless uslule
oedw Idzols 1Jgluo wo. wiss eldle IJpuosyd IJluoldss |Js jshbo [guegsle 13156 gds
IJzolse Jol &8s £pds8 |16 1JIzo56 1JpLosw86 IJuesss oo luvegsle 9256 1Jpgles
lJe,rd586 (CPU) 1Jglues wldeols.



S92 wublg Iduwsluws Ido,ulezss po 2dld cdssu uwsluws eds logald wldersdle
lUpr886 Jogrsed 1Jpuds Jpunds 09898 wo 90,98 weead el

% pdlebs: ledp io ps)lo IJlgwels ngsgSlF pod lJobuwd gJs wy9w9d9d DHCP wedy ISF
pu IJepd wuvdd Lozse: el Spdu lu 938 IJs 030 IJpuvdJs.

lJzJ

S wodssu uvsluws eds Idsueds (tb IJloueald) Jlsdlo 1dozs 9pe0 98 IJwsisle
lJposW96 IJogsse IJos weolg IJs ppbuvs 1dze eds IJpzsdle 1UIE)s (sd)jpe ISF Wb
JJelb eds 229J 1dposd [Jguwlos)

<#root>
device-tracking policy DT_trunk_poTicy

trust ed- port
device-role switch

interface <interface>
device-tracking policy

DT_trunk_policy

lJoge Suosy 2l Jeede IJeol sldss spdo 1Jsuesd lJso

IJpo i dJé

bl Je29e pudJs wozsd pu IPDT lUs cede Izol IJeuwows [Us ISF sop Bs weue
lUlzslo o880 980 £y 190)luos Spdu I9uesd [dsoe guws IJaszsd pu lluesl 118e 1Us
lJluosl, 16.x 9ldlosle Ilg>w.

lJeJ

S9u2sS wldgae [Js 1w 1dIdeslas 1Uss spdu 1dauesd ldse eu brsd wdsuy:

no device-tracking binding reachable-time <seconds>

IUpzodle IUpeuods Lisls Meraki (sl 9236 1Upgldzs 1Uprd 556 (CPU) 92861 1 p0u3)

IJp i Jé

ewpl sop wauosd Idpesdle lJs bls p)lus yuzlus Merakic By 030 116 wade Luwsluwle
peLrLed Jooog Idlzejé.



device-tracking policy MERAKI_POLICY
security-level glean

no protocol udp

tracking enable

swp wbosd Iuwslows eds zese Islzole 290 wessic 903l seus luel Jl v s pulds
1J2196 9001093 glogb IJloLold 1des wlzo lz0j6 Iduveds IUIR)s (8ds uvesd Idpeld.
lJezodle 9p9z0le 2aslu 1dzelss 90l lJs 3JY). spdu Jdpead louile IJg>ss po bElJle ISF eds
puld gbgb IUleuold e sop wdyso Meraki POLICY. goldelds $95s 1Us 229& wslgd eds
030 IJpuld3 9U3JY jslxe B [uwwgsle 9236 IJpeldzs [Jprd)ss.

<tfroot>
switch#

show i nterfaces port-channel 5

Port-channel5 1is up, line protocol is up (connected)
<omitted output>
Input queue: 0/2000/0/

112327
(size/max/drops/
fl ushes
); Total output drops: 0

<-- we have many flushes

<omitted output>
switch#
show process cpu sorted

CPU utilization for five seconds: 26%/2%; one minute: 22%; five minutes: 22%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

572 1508564 424873 3550 11.35% 8.73% 8.95% 0 SISF Main Thread
105 348502 284345 1225 2.39% 2.03% 2.09% 0 Crimson flush tr
lJeJ

lesh Iduoez IJolds gds zese 1Uslzole g6, IUb,yds6:

configure terminal
device-tracking policy NOTRACK
no protocol ndp
no protocol dhcp6



no protocol arp

no protocol dhcp4

no protocol udp
exit

interface <interface>
device-tracking poTlicy NOTRACK
end

euldsu IP IJos ozess eds uduw MAC és) 092926 S z29J ISF

IJpuidJé

o3l ywsubsy uilse eds Uiao_jé Vs 9,08 HA (Idwsws, 1delds) Ides Jol gulssy IP pgoduds.
9JdJuoel wuhd v gusle MAC. ssdleb Is ol Bs wsisle lzojs lbe,luoss (VM) Ides
Subond Bs uBuw Iduinb (uslu MAC gles Jeusly IP s 1de). spug o3l IJuinb louold
lJubedo wepse suldsu IP IJos Jl wzess eds 1b¢ld WO 229J ISF guspl sY9u wog ISF
IJetuoue S 9uoe IJuw Ss p9uoee. 998l Jpsio SIF sop wedp eusly IP sles O 3b JIJ
eu9lu MAC.

N LUlpbs: 030 IJpuwids pszsss s Iluosly 17-7-1 sldluesble IJeldss

roC>|JZ

* Sup wedp IP 10.0.0.1 pg gu9lu MAC 10b3.d5a9.bdof gJs g29J ISF 9 mwpe Jo
oldlouold ol IJubods 10.0.0.3.
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Server A Server B

IP 10.0.0.1
|

IP 10.0.0.2
MAC 10b3.d5a9.bdof

MAC 10b3.d5a9.bd9f

Gi1!0>_ 4!0}'2

Cat9K switch

Gi1/0/3

=gl P 10003

| E—
Server C
<#root>
switch#

show run | sec | PDT_POLI CY

device-tracking policy IPDT_POLICY
no protocol udp
tracking enable

switch#

show devi ce-tracking policy | PDT_POLI CY

Device-tracking policy IPDT_POLICY configuration:
security-level guard <-- default node

device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6



gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
PoTlicy IPDT_POLICY 1is applied on the following targets:

Target Type Policy Feature Target range
G1/0/1 PORT | PDT_PQLICY Devi ce-tracking vl an al
G 1/0/2 PORT | PDT_PQLICY Devi ce-tracking vl an al

Iless wslule ISF

<tfroot>
switch#

show devi ce-tracki ng database

Binding Table has 2 entries, 2 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl
ARP 10.0.0.3 10b3. d659. 7858 G 1/0/3 10 0005
ARP 10.0.0.1 10b3. d5a9. bdof G1l/0/1 10 0005

'ablp !aovl_) lJsledssé Jdsuesd (l)

<#root>
ServerA#

ping 10.0.0.3 source 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ServerA#

ping 10.0.0.3 source 10.0.0.100 <-- entry for 10.0.0.100 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.100

ag



ehe ool IJ8lodss JJsuosd o.

<#root>
ServerB#

ping 10.0.0.3 <-- entry for 10.0.0.2 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

IJozdd pu 2ldle Iduwdsb eds 1dpezed-

<#root>
switch(config)#

devi ce-tracki ng | oggi ng

lJowedlo

<ttroot>
switch#

show | oggi ng

<omitted output>
%SISF-4-PAK_DROP: Message dropped

1 P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f



I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
<omitted output>
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft |P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof



I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0.2 VLAN=10 MAC=10b3. d5a9. bdof

I /F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New |/ F=G 1/0/ 2

lJzJ

2 1 sz lJs uusluws IPDT po IJpods ledloss 1d9uesd s 2ie ARP slJizo;s
|qu|u_)o

<#root>

switch(config)#interface gigabitEthernet 1/0/1
switch(config-if)#

no devi ce-tracking attach-policy |PDT_POLICY
switch(config-if)#interface gigabitEthernet 1/0/2

switch(config-if)#

no devi ce-tracking attach-policy |PDT_POLICY

IJzsh 2: lJs IJe@lb w9999 arp pu woz wedw IJizojs.

<tfroot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

no protocol arp

IUzsh 3: Bp wofss) puwess IJiels J IPDT_POLICY [Js lgvesld.

<tfroot>



switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

security-level glean
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