we)se EtherChannels g Js plbé 2olj6 9000
rogéola

oz 8.8 e lizojé
i)glol Jouole
Lol Lz 306 | o o p0s6 (EPC
leciole Ll Liole
pozo 2116 Lz 08 (PSV)
Ab 9.5 L Jepdp (CoPP

lJp 95,00

S 031 90,598 IS8 1y sWop 9l ued il Tgble EtherChannels gJs pl3é 28156 9000 sery
pIule.

IJecbdole IJlgul jusé
lJpolbdolo

o900 Cisco Llu oday Jssd pe,ds Lldeslose IJeldss:

* wuso Idpeodle Catalyst 9000 Series Switches



* Lusd wuleg Cisco IOS® XE
* w9w9ded Idopdpe Vs wepse IULoulble (LACP) 90 ,9w999d wzese IJpulds (PAGP)

IJedoule [Jpuuesed

ouwow Idpgdspele 1Jglo WO o3l ldpuwows 1Js luesble [dedsule [delse IJeldso:

» Catalyst 9200
Catalyst 9300
Catalyst 9400
Catalyst 9500
Catalyst 9600

e louvle IJpedsple 1Jsl)é B o3l lJpuuews pu 1Ul2056 10092958 B wsisé pepdss ¢luos.
wlo gpse IJlzojé |Jrouuoé_)pfz WO odl |Jr0uuoo)gyod_9§0 PPUNIT {Igéo)lub§). Bl Jlpo
wwodod 8 ldogsgsd Bulds po Wopd Jdules) Idpzoed JIs ).

peJ9ple lumlgussd

Sz Iozoe s pdleble 1Uluosh Iuwess eo Cisco 9lJs IJedss JJewesd eds pedsele
22586 29d 1J8s9s 91JB8s9> seshle IJedsso sldepdsile oldlualws IUs s culosd 12)s
sle uodé 29d 030 1Jps 6.

<98, EtherChannel jslub glJsé 1Juues woged IJigble wso Idpesdle sldeszole slJgslse.
Iuwegse EtherChannel Jjs16 1Jobl@ 1Je s wso IUizojé 9oy B s pdly B 1Juvuds
eSS Seoped 2290 lgouldle. o9, EtherChannel |quogls oddlisss JB@slo houlb. Bluol
eSS w9iSE IJeed ew IdLhoulble IJpowdss. o sWuvd ¢bbgs. EtherChannel sgs> 296
09) pu IJ failed glogs |Js w8s6 glbgo Vs IU9ulo 290 wrgd.

Spedu wdysy EtherChanneIsg.__»go oBdly o Iy o lg o ssulpsds wluwedsle dgp wy9w9ded
wepese Idhoulbloe: | el PAGP [9 LACP.

gws wpdsu PAGP 9 LACP. swg 8 1Ueesd s 0956 IJuindle 985 e JJ 9lzos. &p s89p
IJp29d worese IUslzole cuvdd ssulesds vodssule ppleds Ss hoolb pubds sz
(Bul6 I puds zpse) 95890 IJeesd eJs pzesele 1Uglzos o0 gds B9 IUizess oldbLs
9peJdpd IJpuds.

eJlole, LACP

Sop luwegsle gdlele LACP JJoWls o s pedple $uls 1Jpuwds us 9,090l 1J8 wb,é eds
peus JJ edp:

s 1JzlJe

oubll LACP (wo 13d Gespd) 0=y oe IJeled




1=1dysee IJuyvb

p0J6 LACP: subs) IJs podsé
LACP 1 py wJé/lUpucd b

0 = poJo bysJs. 3 x 30 eluss (IJIBe,)los)

1= podé 9,05,0. 3 %1 &lusé (pg>d LACP IJuw,ysE)

0= houlb Bus (Jlseop leowbo Jdozpse)

IJoepse
1=3lod Jdorpse (eouvz peoed JJozese)
0=¢bzldeslews Idhoolb (21Js £s) 2s29)
lJeslew
1=1dhoolb pojlew (21J6 2s36)
0=¢s)eloy Jodis/peldes IUlblle
werse .
1= zloj Jodds/eeles IUlblle
0= gy zloj JbuwlJbuwld 1Jlbble
w9ISE
1= 2log Jhuwl/bowld 11blle
0 =lvo suweese Ipedsple 1Jp9z9s B seale wajse
beslioss b1 36 1 puwedes JJuinsd

1=1u0 suwopse IUeedsele IUIGC,lLos6 JJUinsy

puc0ss IJuodless (v lop)

0 =lywole Lodlzss 9pdle wyjse IUbl9s (PDU):.

1=PDU _olJz

1UGs06 1Upcsdes Jedlele LACP o5 0x3D (hex) I 011101 (okss) Jsuosd ls zlJs P

(puopu Ss Juls IJesule).

LACP Timeout
Aggregation
Synchronization

Collecting
Distributing
Defaulted

o
LI | I |

LACP Activity (less significant bit)

0... .... Expired (most significant bit)




lLgwe Idotbsbs Jdubods

Port-channel 1

Gi1/01 [\ Gi1/01

Gil/o/2 | Gi1/o/2
Gi1/0/3
Gil/0/4 l

V

U283 eu gedss LACP
S9u2e 03l IdBuwpe Jsdso 1oz 9y pu ldzlds slde pdso IJuoeses Jey9esdsd LACP.

BzoLole luwluss

Bzuow pesele LACP Uluwaésle IUsle, IJoldss:

<tfroot>

show [ acp sys-id

show | acp <channel - group nunber> nei ghbor
show | acp <channel - group nunber> counters
show i nterfaces <interface | D> accounting
debug | acp [event| packet|fsmn m sc]

debug condition <condition>

s 1le Idies 1Jisd eey08 wble IJpzad slsdsseo (J LACP).

<#root>
switch#

show [ acp sys-id



32768,

f 04a. 0206. 1900 <-- Your system MAC address

22dd pu wBdluosd 2l LACP. pod 9uoe IJouvgsd 9pe)0d wlbgs) IJuble 1dezls) slsdsswo.

<tfroot>

switch#

show | acp 1 nei ghbor

Flags: S - Device is requesting Slow LACPDUs
F - Device 1is requesting Fast LACPDUs
A - Device 1is in Active mode P - Device 1is in Passive mode

Channel group 1 neighbors

LACP port Admin Oper Port Port
Port Flags Priority
Dev I D
Age key Key Number State
Gil/0/1 SA 32768

f 04a. 0205. d600

12s  0x0 Ox1 0x102  0x3D
<-- Dev ID: Neighbor MAC Address
Gil/0/2 SA 32768
f 04a. 0205. d600

24s  0x0 Ox1 0x103  0x3D

<-- Dev ID: Neighbor MAC Address

Gil/0/3 SA 32768
f 04a. 0205. d600

16s 0x0 Ox1 0x104  0x3D
<-- Dev ID: Neighbor MAC Address
Gil/0/4 SA 32768
f 04a. 0205. d600

24s  0x0 Ox1 0x105  0x3D

<-- Dev ID: Neighbor MAC Address

IUc288 o0 2ip LACP 1Jes e Lusldol sluvedoldol wsluubs JJ slzes. 13l o p lde il 250



LACP IJelJué. sl gsls glol PKTS,

<{froot>
switch#

show [ acp 1 counters

LACPDUs Marker
Port Sent Recv Sent Recv

Marker Response

Sent

Recv

LACPDUs
Pkts Err

Channel group: 1
Gil/0/1

3111 3085

Gil/0/2

3075 3057

Gil/0/3

3081 3060

Gil/0/4

3076 3046

ould ls ol gy lv sozdd 1J8bu seuve J LACP.

<tfroot>

switch#

show i nterface gigabitEthernetl1l/0/1 accounting

GigabitEthernetl/0/1

Protocol Pkts In Chars In

Pkts Out Chars Out



Other 0 0 10677 640620

PAgP 879 78231 891 79299
Spanning Tree 240 12720 85 5100
CcDbP 2179 936495 2180 937020
DTP 3545 170160 3545 212700
LACP 3102 384648 3127 387748

ouoese IJigble
0> €20 929> pilewd LACP Iy g03 g0 wubésd IJubs) IJwgs> J LACP. sup logsle suwlisd

syslog.

%ETC-5-L3DONTBNDL2: Gigl/0/1 suspended: LACP currently not enabled on the remote port.
%ETC-5-L3DONTBNDL2: Gig/1/0/1 suspended: LACP currently not enabled on the remote port.

pduw LACP wuoese et lJluwogpldpo o3l e

<tfroot>

debug | acp [event| packet|fsm m sc]

debug condition <condition>

Bl dlzbo puivldd oBlg o LACP: W §p wopdsy wuoese i'tblc LACP Jeedsd lUuwou.

<#root>
switch#

debug | acp event

Link Aggregation Control Protocol events debugging is on
switch#

debug | acp packet
Link Aggregation Control Protocol packet debugging is on
switch#

debug lacp fsm

Link Aggregation Control Protocol fsm debugging is on



switch#

debug | acp m sc

Link Aggregation Control Protocol miscellaneous debugging is on

Il i ey Be lsuol wopdse 2lds wusse IJigble Jslzos pesus 98 vourdss IUIEle:

<{froot>
switch#

debug condition interface gigabitEthernet 1/0/1

) edlebs: wuopse Igble LACP os lubpé vl uss pogsss.
we lesh IJozdd po wores IJouoese 9esled IJouodss.

<tfroot>
switch#

show debuggi ng

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

LACP:
Link Aggregation Control Protocol

m scel | aneous
debugging is
on
Link Aggregation Control Protocol
packet
debugging is
on
Link Aggregation Control Protocol
fsm
debugging is

on



Link Aggregation Control Protocol
event s
debugging is

on

Condition 1: interface Gil/0/1 (1 flags triggered)

Flags: G1/0/1

2JJd wuoese Igble LACP. gl wegse IUle, show logging Jg, ool. sbo, 1851z wuoese IJigble T¢,
Iblle LACP $uJ Iy oo, 9lzos @uls IJpuwds:

<#root>
switch#
show | oggi ng

<omitted output>

LACP : | acp_bugpak: Send LACP-PDU packet via G 1/0/1
LACP : packet size: 124

LACP: pdu: subtype: 1, version: 1

LACP. Act: tlv:1, tlv-len:20, key:0x1l, p-pri:0x8000, p:0x102, p-state:0x3D, s-pri:0x8000, s-mac:f04a. 02(
LACP. Part: tlv:2, tlv-len:20, key:0x1, p-pri:0x8000, p:0x102, p-state:OxF, s-pri:0x8000, s-mac:f04a. 02(

LACP: col-tlv:3, col-tlv-len:16, col-max-d:0x8000
LACP: term-tlv:0 termr-tlv-Tlen:0
LACP: HA: Attempt to sync events -- no action (event type 0x1)

LACP : | acp_bugpak: Receive LACP-PDU packet via G 1/0/1
LACP : packet size: 124

LACP: pdu: subtype: 1, version: 1

LACP. Act: tlv:1, tlv-len:20, key:0x1l, p-pri:0x8000, p:0x102, p-state:0x3D, s-pri:0x8000, s-mac:f04a. 02(
LACP. Part: tlv:2, tlv-len:20, key:0x1, p-pri:0x8000, p:0x102, p-state:0x3D, s-pri:0x8000, s-nac:f04a.0:

LACP: col-tlv:3, col-tlv-len:16, col-max-d:0x8000
LACP: term-tlv:0 termr-tlv-Tlen:0

LACP. G 1/0/1 LACP packet received, processing <-- beginning to process LACP PDU

Tlacp_rx Gil/0/1 - rx: during state CURRENT, got event 5(recv_lacpdu)
@@@ lacp_rx Gil/0/1 - rx: CURRENT -> CURRENT
LACP: Gil/0/1 Tacp_action_rx_current entered

LACP: recordPDU G 1/0/1 LACP PDU Rcvd. Partners oper state is hex F <-- operational state

LACP: Gil/0/1 partner timeout mode changed to 0
Tacp_ptx Gil/0/1 - ptx: during state FAST_PERIODIC, got event 2(long_timeout)
@@@ lacp_ptx Gil/0/1 - ptx: FAST_PERIODIC -> SLOW_PERIODIC
LACP: Gil/0/1 Tacp_action_ptx_fast_periodic_exit entered
LACP: Tacp_p(Gil/0/1) timer stopped
LACP: Gil/0/1 Tacp_action_ptx_slow_periodic entered
LACP: timer Tacp_p_s(Gil/0/1) started with interval 30000.



LACP: recordPDU G 1/0/1 Partner in sync and aggregating <-- peer is in sync
LACP: G 1/0/1 Partners oper state is hex 3D <-- operational state update

LACP: timer Tacp_c_1(Gil/0/1) started with interval 90000.
LACP: Gil/0/1 LAG_PARTNER_UP.
LACP: Gil/0/1 LAG unchanged

Tacp_mux Gil/0/1 - mux: during state COLLECTING_DISTRIBUTING, got event 5(in_sync) (ignored)
lacp_handle_standby_port_internal called, depth = 1
LACP: Tacp_handle_standby_port_internal: No Standby port found for LAG 1
lacp_handle_standby_port_internal called, depth = 1
LACP: Tacp_handle_standby_port_internal: No Standby port found for LAG 1
lacp_handle_standby_port_internal called, depth = 1
LACP: Tacp_handle_standby_port_internal: No Standby port found for LAG 1
LACP: Tacp_t(Gil/0/1) timer stopped
LACP: Tacp_t(Gil/0/1) expired

% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface G gabitEthernetl1l/0/1, changed state to up
% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface G gabitEthernetl/0/2, changed state to up
% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface G gabitEthernetl1l/0/3, changed state to up
%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface G gabitEthernetl/0/4, changed state to up

%.1 NK- 3- UPDOWN: I nterface Port-channel 1, changed state to up
% .1 NEPROTO- 5- UPDOWN: Li ne protocol on Interface Port-channel1l, changed state to up

I3l Bpo wldo,dss eds lop Gulbyso pu wuozse lgble LACP. Gould we o IpBdlosp lJos
oozl UEHSY wED plose 9zole wyjse IJblge (PDU) J LACP.

<#root>

LACP:

Act

: tlv:1l, tlv-len:20,
key: Ox1

, p-pri:0x8000, p:0x102,
p-state: 0x3D

, S-pri:0x8000,

s-mac: f 04a. 0205. d600

LACP:

Par t

: tlv:2, tlv-len:20,
key: Ox1

, p-pri:0x8000, p:0x102,
p-state: 0x3D

, S-pri:0x8000,

s-mac: f 04a. 0206. 1900



pd09p  [lUgoud

Sed  lsped Uppcd (low)

s Seod Iy (bdlubs,d)

lJpdclzlog IUy9p pu ldpsule Yulo suvIdd.

_ e 1Js 29J6 1dpsule 909 1Jpdogp 1JIJe, iopéé._?&) Op wuopSpeol uluuogsle 8
W9-39J6 9ol wo (gdlple LACP). Hlzg uwe pedsple IUEJOss JJeuwosd eds pis> pu
IJegd9ple.

luw-pld |luo guslo MAC Jduble ldeguespe po od LACP.

~ pdlzbs: 1JBse IJes sop sdswol Bs wuozse IJigble o5 $sp uwsluwss euinss. Jé)led
IJOse vuvdd uogse: sew wogewol s lubpes guiss 19 wulisss.

ozl pu gpdss PAGP
S9u2g 03l IS we JsOss 1ozl pu IJelds IUuozses Jwiswsdsd PAGP so g sdo.
BzoLole luwl s

S dd pu ptzle PAGP Lluwogsle 1Jigle, IJoldss:

<tfroot>

show pagp <channel - group nunber > nei ghbor
show pagp <channel - group numnber > counters

show i nterfaces <interface | D> accounting

o2 eu olluosd el PAGP: ped 9uog 1douivésd e wble IJuinsd sluwe IJpupsd
sldlsd9ss.



<#root>
switch#

show pagp 1 nei ghbor

Flags: S - Device is sending Slow hello. C - Device is in Consistent state.
A - Device is 1in Auto mode. P - Device learns on physical port.

Channel group 1 neighbors
Partner

Part ner

Partner Partner Group
Port Name

Device ID

Port Age Flags Cap.
Gil/0/1 switch

f 04a. 0205. d600

Gil/0/1 16s SC 10001
<-- Dev ID: Neighbor MAC Address
Gil/0/2 switch
f 04a. 0205. d600

Gil/0/2 19s SC 10001
<-- Dev ID: Neighbor MAC Address
Gil/0/3 switch
f 04a. 0205. d600

Gil/0/3 17s SC 10001
<-- Dev ID: Neighbor MAC Address
Gil/0/4 switch
f 04a. 0205. d600

Gil/0/4 15s SC 10001

<-- Dev ID: Neighbor MAC Address

Je2dd po oSluosd ptozle 2ie PAGP Ipsuwds sldeuvcdes wsluwbs I slzes. |o Juinde
Glws PAGP ol sdsu 1J Pkts gl 555 £3ls.

<#root>
switch#

show pagp 1 counters

Information Flush PAgP
Port Sent Recv Sent Recv Err Pkts



Channel group: 1
Gil/0/1

29 17

0 0

Gil/0/2

28 17

Gil/0/3

28 16

Gil/0/4

29 16

ould ls ol ¢y 1o sz 1JSbu seuve J PAGP.

<#froot>
switch#

show int gi 1/0/1 accounting

GigabitEthernetl/0/1
Protocol
Other

PAgP

Spanning Tree
CcDbP
DTP
LACP

ouoese IJigble

Pkts In
0

879

240
2179
3545
3102

Chars In
0

78231

12720
936495
170160
384648

Pkts Out
10677

891

85
2180
3545
3127

Chars Out
640620

79299

5100
937020
212700
387748



Il Jlgbbe pusldd wBls o PAGP. §e wopdsu wuoest ltble PAGP Jozdsd Iduvow.

<{froot>
switch#

debug pagp event

Port Aggregation Protocol events debugging is on
switch#

debug pagp packet

Port Aggregation Protocol packet debugging is on
switch#

debug pagp fsm
Port Aggregation Protocol fsm debugging is on
switch#

debug pagp nisc

Port Aggregation Protocol miscellaneous debugging is on

Bp wopdsu elds wuoese IJigble [Js 9lzoé pesws 13l Ui 1l &p Bp wouodss 1JIE)le.

<ttroot>
switch#

debug condition interface gigabitEthernet 1/0/1

~ odlzbé: wuopse Igble PAGP Jl s ol wlJoble IJloslgus.

we lesh IJozdd po woes IJouoese 9esled IJouodss.

<{froot>
switch#

show debuggi ng

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________



PAGP:
Port Aggregation Protocol

m scel | aneous
debugging is
on
Port Aggregation Protocol
packet
debugging is
on
Port Aggregation Protocol
fsm
debugging is
on
Port Aggregation Protocol
event s
debugging is

on

Condition 1: interface Gil/0/1 (1 flags triggered)

Flags: G1/0/1

wedsd wuoese lgble PAGP. s8,00 16)lz wuoese IJigble T3 lblle PAGP $ud o wbo, slzod
Iuld 1Jpuuss:

<tfroot>

PAgP: Receive information packet via G 1/0/1, packet size: 89
flags: 5, ny device ID: f0O4a.0205.d600, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-ce
your device |ID fO04a.0206. 1900, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-cap: 10001

partner count: 1, num-tlvs: 2
device name TLV: switch
port name TLV: Gil/0/1

PAgP: G 1/0/1 PAgP packet received, processing <-- Processing ingress PAgP frane
PAgP: G 1/0/1 proved to be bidirectional <--

PAgP: Gil/0/1 action_b0 is entered
PAgP: Gil/0/1 Input = Transmission State, V12 0ld State = U5 New State
PAgP: Gil/0/1 action_a6 is entered
PAgP: Gil/0/1 action_b9 is entered

us

PAgP: set hello interval from 1000 to 30000 for port G 1/0/1 <--

PAgP: Gil1/0/1 Input = Transmission State, V10 Old State = U5 New State = U6



PAgP: set partner 0 interval from 3500 to 105000 for port Gil/0/1
PAgP: Gil/0/1 Setting hello flag

PAgP: timer pagp_p(Gil/0/1) started with interval 105000.

PAgP: pagp_i(Gil/0/1) timer stopped

PAgP: Gil/0/1 Input = Port State, E5 Old State = S7 New State = S7
PAgP: pagp_h(Gil/0/1) expired

PAgP: Send informati on packet via G 1/0/1, packet size: 89
flags: 5, ny device ID: f04a.0206.1900, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-ce
your device ID fO04a.0205.d600, |earn-cap: 2, port-priority: 128, sent-port-ifindex: 9, group-cap: 1000

partner count: 1, num-tlvs: 2
device name TLV: switch

port name TLV: Gil/0/1

PAgP: 89 bytes out Gil/0/1

PAgP. G 1/0/1 Transmtting informati on packet

PAgP: tiner pagp_h(G 1/0/1) started with interval 30000 <--
% .1 NK- 3- UPDOWN: I nterface Port-channel 1, changed state to up
%.1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Port-channel1l, changed state to up

lJoz 9l pu wpzd EtherChannel

S 03l Buwp IS 1y 388 IJuspzss 9zols £pJs6 lesls J EtherChannel.
IJozdd pu ldenulee

S2dY pu woes beldle Idoslee.

<{froot>

show run interface <interface | D>

show et her channel <channel - group nunber> sumary

Weow IJ EtherChannel o v dsd.

<ttroot>

switch#

show run interface gigabitEthernet 1/0/1

<output omitted>

interface GigabitEthernetl/0/1
channel-group 1 mode active
end



switch#
show run interface gigabitEthernet 1/0/2
<output omitted> interface GigabitEthernetl/0/2 channel-group 1 mode active end switch#
show run interface gigabitEthernet 1/0/3

<output omitted> interface GigabitEthernetl/0/3 channel-group 1 mode active end switch#
show run interface gigabitEthernet 1/0/4

<output omitted> interface GigabitEthernetl/0/4 channel-group 1 mode active end switch#

show run interface port-channel 1

<output omitted> interface Port-channell end

2288 p0 10 zesE leuple 1Jp0ds sop wzpstop B Huld 1Jeods.

<{froot>
switch#

show et herchannel 1 summary

<output omitted>

Group Port-channel Protocol Ports
—————— i
1 Pol1(SU) LACP Gil/0/1(P) Gil/0/2(P)

Gil/0/3(P) Gil/0/4(P)

IJozdd pu ldizo;s

IJozdd pu beldle Idulez eds puvass IUizojé:

<#root>

show platform software interface switch <switch nunber or role> r0 br
show platform software fed switch <switch nunber or rol e> etherchannel <channel -group nunber> group- nask
show pl atform software fed switch <switch nunber or role> ifm nappi ngs etherchannel

show pl atform software fed switch <switch nunber or role> ifmif-id <if ID>

o2dd pu 8 Yuls 1Jpeuds 9ldglzole IJp o pus.



<#root>
switch#
show platform software interface switch active r0 br

Forwarding Manager Interfaces Information

Name

1D

<output omitted>
GigabitEthernetl/0/1

9

0
GigabitEthernetl/0/2

10

0
GigabitEthernetl/0/3

11

0
GigabitEthernetl/0/4

12

0
<output omitted> Port-channell

76

0

25 eds Suwe pe 9 IF 9‘0i3> pu 16 1886 (IUs8e Iduwsluws guin) pdldiss Jdpersd (I8
IJeuine) Idpdlzl B 1Jle) Iduvlod.

<#root>
switch#

show pl atform software fed switch active etherchannel 1 group-nask

Group Mask Info

Aggport 11 F 1d: 000000000000004c <-- |Ifld Hex Ox4c = 76 decinma

Active Port: : 4

Member Ports
If Name

If 1d

Tocal Group Mask



GigabitEthernetl/0/4
000000000000000¢c
true 7777777777777777

<-- Ifld Hex 0Oxc = 12 deci nal

GigabitEthernetl/0/3
000000000000000b
true  bbbbbbbbbbbbbbbb

<-- Ifld Hex Oxb = 11 deci nal

GigabitEthernetl/0/2
000000000000000a
true dddddddddddddddd

<-- Ifld Hex Oxa = 10 deci nal

GigabitEthernetl/0/1

0000000000000009

true eeeeeeeeeeeeeeee

<-- Ifld Hex 0x9 = 10 deci nal

lzued eds roE’)!_é: IF |J§_|UD wB8uls 1Jpuds Llguegsle IUle) IJolds. szw o woblod 1J8se6
Pe 1JSses pu IUlp) 11820

<ffroot>
Switch#

show pl atform software fed switch active ifm mappi ngs et herchanne

Mappings Table

Chan Interface IF_ID

1 Port-channell

0x0000004c

luwegse perd IF Jdipy IJelds. sszw o odsu Ipedsele Ipusus pboluds Jduslog Ios
Op zegol Vs 990 uwlus.

<ffroot>



switch#
show platform software fed switch active ifmif-id 0x0000004c

Interface IF_ID : 0x000000000000004c
I nterface Nane . Port-channel 1

Interface Block Pointer : 0x7f0178cala28

Interface Block State : READY
Interface State : EnabTled
Interface Status : ADD, UPD
Interface Ref-Cnt : 8
Interface Type : ETHERCHANNEL
Port Type : SWTCH PORT
Channel Nunber 1
SNMP IF Index 1 78
Port Handle : 0xdd000068
# Of Active Ports : 4
Base GPN : 1536

I ndex[2] : 000000000000000c
I ndex[3] : 000000000000000b
I ndex[4] : 000000000000000a
I ndex[5] : 0000000000000009

Port Information

Handle ............ [0xdd000068]
Type .............. [ L2- Et hchannel ]
Identifier ........ [0x4c]
Unit .............. [1]
3 [0x7f0178c058a8]
Port Logical Subblock
L3IF_LE handle .... [0xO0]
Num physical port . [4]
GPN Base .......... [1536]

Physical Port[2] .. [0x7b000027]
Physical Port[3] .. [0x1f000026]
Physical Port[4] .. [0xc000025]
Physical Port[5] [0xb7000024]
Num physical port on asic [0] is [O]

DiBcam handle on asic [0].... [0xO0]
Num physical port on asic [1] is [4]
DiBcam handle on asic [1].... [0x7f0178c850a8]
SubIf count ....... [0]
Port L2 Subblock
Enabled ............. [No]
Allow dotlg ......... [No]
Allow native ........ [No]
Default VLAN ........ [0]
Allow priority tag ... [No]

AlTow unknown unicast [No]
AlTow unknown multicast[No]
AlTow unknown broadcast[No]
AlTow unknown multicast[Enabled]
AlTow unknown unicast [Enabled]

Protected ............ [No]
IPv4 ARP snoop ....... [No]
IPv6 ARP snoop ....... [No]

Jumbo MTU ............ [0]



Learning Mode ........ [0]

Vepa .oviii i i [Disabled]
App Hosting........... [DisabTed]
Port QoS Subblock

Trust Type ....viiiiiinnnnnnn. [0x7]
Default Value ................. [0]
Ingress Table Map ............. [0x0]
Egress Table Map .............. [0x0]
Queue Map ......cciiiiiinanann. [0x0]

Port Netflow Subblock

Port Policy Subblock

List of Ingress Policies attached to an interface
List of Egress Policies attached to an interface
Port CTS Subblock

Disable SGACL ..........cciuiu... [0x0]
TrUST ot ittt it e et e e [0x0]
Propagate ...........iiiiiiiiiin., [0x0]
Port SGT ... . ittt [Oxffff]

Ref Count : 8 (feature Ref Counts + 1)

IFM Feature Ref Counts
FID : 97 (AAL_FEATURE_L2_MULTICAST_IGMP), Ref Count : 1
FID : 119 ((nul11)), Ref Count : 1
FID : 84 (AAL_FEATURE_L2_MATM), Ref Count : 1

No Sub Blocks Present

I>9le lJpeuuole

S9uoe 03l 1Jzsed Ui.)glo Ildpsjle IJpwlzs Jdpuwless WS Wop pus Sop luvegslpol:

i.)|6 PUYLIS PUS O UL PO

EPC |Jizoj6 luwegsee JJoedd po woes Ibble LACP IJes cp wojsdel gds
oldoslez  IJslzos IJelbse 19 JJwz 9l pu luel wuod 1Us 9236 IJpegldzs 1Ue,djs6.

lJeuuole Uirosé I3l Bpo woldss lbble LACP IJos we suogol £Js 1dpead: Sluuvegse
IJes 1Jile| < € 030 1Ji>1s Jog 86 &)1, lelss Idoszso IUslzds JJezsd.

i 5l B wole o oS we 9uogol I Ol ot
SV |Uigeys P I woldsr LI LACP las o 9ogel edss I pesd: Slovotoe

030 1JDs16 Jpg 96 @,1, lelss Ieszso 1slsds Jezsd.

908 3JI. I3l wp lghs wozse Idesps Ids 9226 Ipeldes IUp,ydisé pu
CoPP  [lJizoss pubs) Idlze6: BJp s iSOl gJss puwess IJwlez (9226 IeglJes

lJeyd5$6). po IJpsze 2ol 1o 030 1dps)d @ luwdbo Ibl) LACP gJs byd
IJeuwb wsu Izols 99226 IUpgldzsd 1Jp,ydjss.

lJodlb |[Idoyolez  [Spdud luwegsleol JJwz 8l pu i lbl, LACP ¢p luwdlye |Us 926




2ipd 9226 IJpeldzs 1Jesdss6 po edld Blises IUlowbl) 1duozses: Jel sozdd pu

|Jegldes woed ol Bl Ilue 9236 1 peldes 1,586 (CPU) oyuud lblle LACP )6
NPSOIRT: I&s 1ds IJzols.

(CPU) pu

Fed

pdlzlbs: SUpe wedsd wy90999d LACP W9 lyuwgsle 030 |Ji.>_9|o.9rog 3JIe spdy
luwwgsleol lsuol Juedsd bl PAgP.

IJedlb 1Jz5e6 lJeuspews (EPC)

IJisle, IUgl 06 wlesls Wireshark (EPC) sldedlb sesle ogise 1Jblgs (PDU) 1U¢gl 06
ww9w9dsd IJoede Vs 1dsuesd Is o ds IJleuold (LACP) pu edId Ipsedildeg e

<#froot>



nonitor capture <capture name> [control -plane|interface <interface |D>] BOTH

nonitor capture <capture name> match mac [any| host <source MAC address>| <source MAC address>][any| host
noni tor capture <capture name> file |ocation flash: <name>. pcap

show noni tor capture <capture nanme> paraneter

show noni tor capture <capture nane>

noni tor capture <capture nanme> start

noni tor capture <capture nane> stop

show nonitor capture file flash: <name>. pcap [detail ed]

. pdlzbs: sop 13eld IJlsle) yoew sue 1Jleosh.
lesh IJo gl Wireshark.

p odese: Bl doo oyss Idoyds) eds _9Iao§ 23026 pESWS 9/l9 £091L MAC pess IdpLod): Bp
vwowlb 1Uglzos 9pble 96 JJple MAC IUlwluss.

<tfroot>

noni tor capture CAP interface G gabitEthernetl1l/0/1 BOTH
noni tor capture CAP interface G gabitEthernetl1/0/2 BOTH
noni tor capture CAP interface G gabitEthernet1/0/3 BOTH
noni tor capture CAP interface G gabitEthernet1l/0/4 BOTH
noni tor capture CAP match mac any host 0180. c200. 0002

show nonitor capture CAP file location flash: CAP. pcap

<



% pdlebo: suwlesd pg 00 go9lo MAC JJdggoo 0180.¢200.002 gds IJIJw@lb gds wuods6
lbl)le, LACP.

o2l pu wdysy Wireshark o uvdd Lozse:

<ffroot>
switch#

show noni tor capture CAP paraneter

monitor capture CAP interface GigabitEthernetl/0/1 BOTH
monitor capture CAP interface GigabitEthernetl/0/2 BOTH
monitor capture CAP interface GigabitEthernetl/0/3 BOTH
monitor capture CAP interface GigabitEthernetl/0/4 BOTH
monitor capture CAP match mac any host 0180.c200.0002
monitor capture CAP file Tocation flash:LACP.pcap

switch#

show nonitor capture CAP

Status Information for Capture CAP
Target Type:
Interface: GigabitEthernetl/0/1, Direction: BOTH
Interface: GigabitEthernetl/0/2, Direction: BOTH
Interface: GigabitEthernetl/0/3, Direction: BOTH
Interface: GigabitEthernetl/0/4, Direction: BOTH
Status : Inactive
Filter Details:
MAC
Source MAC: 0000.0000.0000 mask:ffff.ffff.ffff
Destination MAC: 0180.c200.0002 mask:0000.0000.0000
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:CAP.pcap
Limit Details:
Number of Packets to capture: 0 (no Timit)
Packet Capture duration: 0 (no Timit)
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

wse lJIJodlb:

<tfroot>

switch#

nmoni tor capture CAP start

Started capture point : CAP



9980 wes (8ds 1UI8J) 30 wluss Il Jp wuwegse Idpsde IJuwse Jpgsd LACP:

<{froot>

switch#

nonitor capture CAP stop

Capture statistics collected at software:

Capture duration - 58 seconds
received - 16
dropped - 0
oversized - 0

Packets
Packets
Packets

Bytes dropped in asic - 0

Stopped capture point :

IJIbble 1Jedo@lbos:

<tfroot>

switch#

show nonitor capture file flash

CAP

Starting the packet display

0.000000
2.563406
3.325148
5.105978
6.621438
8.797498
3.438561
16.658497
28.862344
.013031
.756138
.290542
.387119
.598788
.659931
.242014

OoOoNOOUVTA WN R

PR RERRRRR
AUV A WNREO
A D WWWWN
U1 O NO WO

f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:

4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

06:
05:
05:
06:
06:
05:
05:
06:
06:
05:
05:
06:
06:
05:
05:
06:

19:
d6:
d6:
19:
19:
d6:
d6:
19:
19:
d6:
d6:
19:
19:
d6:
d6:
19:

CAP. pcap

04
01
04
01
02
03
02
03
04
01
04
01
02
03
02
03

bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR
bAFAR

01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:
01:

80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:
80:

Press Ctrl +

c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:
c2:

Shift + 6 to exit

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

02
02
02
02
02
02
02
02
02
02
02
02
02
02
02
02

LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP
LACP

124
124
124
124
124
124
124
124
124
124
124
124
124
124
124
124

vl
vl
vl
vl
vl
vl
vl
vl
vl
vl
vl
vl
vl
vl
vl
vl

ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR
ACTOR

f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:
f0:

4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:
4a:

02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:
02:

06:
05:
05:
06:
06:
05:
05:
06:
06:
05:
05:
06:
06:
05:
05:
06:

Il doo weles [Us IJeedd o edd LACP oy lbly pesu: Sluwagse IJddps 1igul puss

lJowosJsé.

<{froot>

switch#

19:
dé6:
dé6:
19:
19:
dé6:
dé6:
19:
19:
dé6:
d6:
19:
19:
d6:
d6:
19:

00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

W U U U U U UUTUTUTUTUTUVTU U

261
258
261
258
259
260
259
260
261
258
261
258
259
260
259
260

A A AR AR ARARARARARARARARARARARARARARARARRAX



show nonitor capture file flash: CAP. pcap detail ed

Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frane 1: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)

on interface 0
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Mar 28, 2023 15:48:14.985430000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1680018494.985430000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1
Frame Length: 124 bytes (992 bits)
Capture Length: 124 bytes (992 bits)
[Frame 1is marked: False]
[Frame 1is ignored: False]
[Protocols in frame: eth:ethertype:slow:lacp]

Et hernet |I, Src: fO0:4a:02:06:19:04 (fO0:4a:02:06:19:04), Dst: 01:80:c2:00:00: 02 (01:80:c2:00: 00: 02)

Destination: 01:80:c2:00:00:02 (01:80:c2:00:00:02)
Address: 01:80:c2:00:00:02 (01:80:c2:00:00:02)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
e .1l oo ooos oo ... = IG bit: Group address (multicast/broadcast)
Source: f0:4a:02:06:19:04 (f0:4a:02:06:19:04)
Address: f0:4a:02:06:19:04 (f0:4a:02:06:19:04)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
vees 2020 o ooy wews wu.. = IG bit: Individual address (unicast)
Type: Slow Protocols (0x8809)
Sl ow Protocol s
Sl ow Protocol s subtype: LACP (0x01)
Li nk Aggregati on Control Protocol

LACP Version: 0x01
TLV Type: Actor Information (0x01)
TLV Length: 0x14
Actor System Priority: 32768
Actor System ID: f0:4a:02:06:19:00 (f0:4a:02:06:19:00)
Actor Key: 1
Actor Port Priority: 32768
Actor Port: 261
Actor State: 0x3d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing
...1 = LACP Activity: Active
..0. = LACP Timeout: Long Timeout
.1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync
...1 .... = Collecting: Enabled
..1. .... = Distributing: Enabled
.0.. .... = Defaulted: No
0... .... = Expired: No
[Actor State Flags: **DCSG*A]
Reserved: 000000
TLV Type: Partner Information (0x02)
TLV Length: 0x14
Partner System Priority: 32768
Partner System: f0:4a:02:05:d6:00 (f0:4a:02:05:d6:00)
Partner Key: 1



Partner Port Priority: 32768
Partner Port: 261
Partner State: 0x3d, LACP Activity, Aggregation, Synchronization, Collecting, Distributing
..1 = LACP Activity: Active
..0. = LACP Timeout: Long Timeout
.1.. = Aggregation: Aggregatable
.... 1... = Synchronization: In Sync
...1 .... = Collecting: Enabled
..1. .... = Distributing: Enabled
.0.. .... = Defaulted: No
0... .... = Expired: No
[Partner State Flags: **DCSG*A]
Reserved: 000000
TLV Type: Collector Information (0x03)
TLV Length: 0x10
Collector Max Delay: 32768
Reserved: 000000000000000000000000
TLV Type: Terminator (0x00)
TLV Length: 0x00
Pad: 000000000000000000000000000000000000000000000000. ..

Frame 2: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface 0
Interface id: 0 (/tmp/epc_ws/wif_to_ts_pipe)
Interface name: /tmp/epc_ws/wif_to_ts_pipe
Encapsulation type: Ethernet (1)
Arrival Time: Mar 28, 2023 15:48:17.548836000 UTC
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1680018497.548836000 seconds
[Time delta from previous captured frame: 2.563406000 seconds]
[Time delta from previous displayed frame: 2.563406000 seconds]
[Time since reference or first frame: 2.563406000 seconds]

% pdlebs: spdy io @éoJu_é cuuwsd IRl eJs 9200 zolj 9dl spdu Yolewo pu Idpeed.

Bp wouo3sy £pdsé IUIJodlb 9l @)lol pu 1Jdpusoc, IJuvguos 31 I o3l og 1elJ.

|JpQUDMJJ6Lij

Joosrse leble pedsple lghs IJuszse sowwe puwh 1Jeips B puvess lels wozse Iizosé.
ium;)t.)ro show platform hardware fed switch <switch number or role> forward interface | Jlo . selds o3l 1Jlp) 1Jz506 1Jpg 96 pu
Sod Ipuwcgse ssumeze pedople lels IJoszse po puwess lehbs wozso IUizess. tJde sob eds IUpstd psule sduwum
eds Iob pede o lue ceso B o3l ). low suwolbst lsol 920 Hob Jlpd pu 1 eds Swp swb $Eio B PCAP o>,

S92z 03l 1Jpso9e Lldodosd Wb gds IJeshle 1Ugluos Llgls wozso Islzos: Is IUgshle 1Jpw9d,6 pe show platform
hardware fed switch { switch_numl|active|standby} forward interface |Ji|n -

<#root>



show pl atform hardware fed switch <switch nunber or role> forward interface <interface | D> <source nac
show pl atform hardware fed switch <switch nunber or role> forward interface <interface | D> pcap <pcap fi
show pl atform hardware fed switch <switch nunber or role> forward interface <interface ID> vlan <VLAN II

G =g s [Uodlb [Jpouole JJiele. B 030 1UzlJs: sep wedsd CAP.peap )bl 1.

<#root>

switch#

show pl atform hardware fed switch active forward interface gigabitEthernet 1/0/1 pcap flash: CAP. pcap nur

show forward is running in the background. After completion, syslog will be generated.

wer> lople IJodlb Jghs wozsoe IJuble iguluus: sop £00 suwlsd syslog lJeldss.

<#root>

switch#

show | oggi ng

<output omitted>
*Mar 28 16:47:57.289: %SHFWD-6-PACKET_TRACE_DONE: Switch 1 R0O/0: fed: Packet Trace Complete: Execute (s
*Mar 28 16:47:57.289: %SHFWD-6-PACKET_TRACE_FLOW_ID: Switch 1 RO/0: fed: Packet Trace Flow id is 100990

czded IJodlb lehé wozso IJuble IJiuulumns. séwud Buve 1JE19z ol Jlo &b lehs Idoszsoe Iblgds. pu lUpwsde lo sep



oo lblle LACP9 PAQP sJs 9226 lJpgldes 1Upydjss.

<#root>

switch#

show pl atform hardware fed switch active forward | ast sunmary

Input Packet Details:

###[ Ethernet ]### dst = 01:80:c¢2:00:00:02 src. = f0:4a:02:06:19: 04 type

###[ Raw 1###

0x8809 <-- slow protocols (L/

Toad = '01 01 01 14 80 00 FO 4A 02 06 19 00 00 01 80 00 01 05 3D 00 00 00 02 14 80 00 FO 4A O

Ingress:
Port
Global Port Number
Local Port Number
Asic Port Number
Asic Instance
Vlan
Mapped Vlan ID
STP Instance
BlockForward
BlockLearn
L3 Interface
IPv4 Routing
IPv6 Routing
Vrf Id
Adjacency:
Station Index
Destination Index
Rewrite Index

Replication Bit Map

Decision:
Destination Index
Rewrite Index
Dest Mod Index
CPU Map Index
Forwarding Mode

Replication Bit Map

Winner
Qos Label
SGT

1
0
0
01
01
: 4
2
0
0
3

7

: enabled
: enabled
: 0

: 107

: 21106
01

: 0x20

: 21106
Ha

: 0
: 0
0

[SI_CPUQ_L2_CONTROL]

['coreCpu']

[DI_CPUQ_L2_CONTROL]
[RI_CPU]
[IGR_FIXED_DMI_NULL_VALUE]
[CMI_NULL]

[Bridging]

['coreCpu']

L2DESTMACVLAN LOOKUP



DGTID : 0

Egress: Possible Replication : Port : CPU QL2 CONTROL Qutput Port Data : Port : CPU

Asic Instance : 0

CPU Queue : 1 [CPU Q L2_CONTROL]

Unique RI : 0

Rewrite Type : 0 [NULL]

Mapped Rewrite Type : 15 [CPU_ENCAP]
Vian : 1

Mapped Vlan ID 1 4

Tl AN Nl Ndh Nl ddhfdhfdhddhddNdddd Nt

poeo glds 1Ug)pes (PSV)

PSV ppled JIJodlle Plaform Forward pg 1Jlgweoule 1o PSV sdodl Iblle 1Jesgd 1dewluiy o IJubeds 1o sblud pesh
Jpuuéd.

W s Sop 38 PV Béb gdis IUIubes Il gl uss po C9500-32C 9 CI500-32QC 9 C9500-24Y 4C 5 CI500-48Y4C 9
C9606R.

<#root>

debug platform hardware fed <switch nunber or role> capture trigger interface <interface |ID> ingress



debug pl atform hardware fed <switch nunber or role> capture trigger |ayer2 <source MAC address> <desti ne

show pl atform hardware fed <switch nunber or role> capture trigger

show pl atform hardware fed <swi tch number or role> capture status

show pl at form hardware fed <switch nunber or role> capture sumary

Sop lgwodsle Bogos C9500-48Y4C IUpouodosy weguoopel Ideg o JBuls 1dpuds IJoldss 9ps56 [Jo@lb PSV.

<#froot>

switch#t

show et herchannel 1 summary



<output omitted>

Group Port-channel Protocol Ports

—————— Rt ettt Tt e e e e
1 Pol(SU) LACP

Twel/ 0/ 1( P)

Twel/0/2(P)

Gp wlesb pelss) 1dpuugd. Iuwegsp 1IUIJpé 1Jlpuluss buds 2 Jpblu s pe puos) uslo MAC ggusly LACPMAC Jélss.

<#root>

switch#debug platform hardware fed active capture trigger interface twentyFiveGigE1/0/1 ingress
switch#debug platform hardware fed active capture trigger layer2

0000. 0000. 0000 0180.c200. 0002 <-- match source MAC. any, match destination MAC. LACP MAC address

Capture trigger set successful.

M 0B s oslo MAC 0000.000.000 1 pe 0 £ s edll PSV plboluss is.

< Jesls agdd po vatd pelss) Idpuvéd-

<#root>

switch#



show pl at form hardware fed active capture trigger

Trigger Set:
Ingress Interface: TwentyFiveGigEl/0/1
Dest Mac: 0180.c200.0002

weed wuuEsd PST. sup 800 1Jelds Jpdoed.

<#root>

switch#

show pl atform hardware fed active capture status

Asic: 0

Status: Conpl et ed

“gdsd [ple 1ol PSV Llgwegsle IJip) IJolds. po 1dpesde 1o wos lbble LACP 9 PAGP po$9w8 £Js 9226 1JpelJzs

lJpe,d5s6.

<#root>

switch#



show pl at form hardware fed active capture summary

Trigger: Ingress Interface:TwentyFiveGigE1l/0/1 Dest Mac:0180.c200.0002

Input Output State Reason

Twl/0/1 cpuQ 1 PUNT

Bridged

pubp puwe9s IJozde (CoPP)

COPP o9 Iwluwl polbe 2936 1Jg306 1035 Sop cbusdo ds lowsw IJuslole wsu puvess IUuslole (IU1zess) spuvess
IJozde (9226 1dpeldes 1Jerdss8) Joruw 2298 publdd Jos)s B 9226 Ipgldes 1dprdiss. spdu 1o $d9p COPP uo ol ss
Ibl,le LACP 9 PAQP I3l Jluw oo IUlbble woelys 1des 1Uds gaswo lJpsjs.

B ARTS ||Ju0t5 151 8le CoPP | uw sl e e LACP.

<#root>

show pl atform hardware fed switch active qos queue stats internal cpu policer

ettt o3l ldips Jl czoss Slises luwbly IJoede B Waoutiss 1080g gds gpdsle [uudll:

<#root>

switch#



show pl atform hardware fed switch active qos queue stats internal cpu policer

CPU Queue Statistics

(default)
(set)
Queue Queue
Qd Plcldx
Queue Nane
Enabled Rate

Rat e

Drop(Bytes) Drop(Frames)
0 11 DoTIX Auth Yes 1000 1000 0 o

11 L2 Control Yes 2000 2000 0 O <-- L2 Control queue filters LACP packets, rate set to 2000 (packets pe



2 14 Forus traffic Yes 4000 4000 0 0
<output omitted>

NOTE: CPU queue policer rates are configured to the closest hardware supported value

CPU Queue Policer Statistics

Policer Policer Accept Policer Accept Policer Drop Policer Drop
Index Bytes Frames Bytes Frames

1 13328202 79853 0 0 <-- Qd = 1 matches policer index (level 1) =1, no drops

2 0 0 0 0
<output omitted>

Second Level Policer Statistics

20 34149506 389054 0 0 <-- Policer index (level 2) no drops

21 76896 596 0 0

PoTlicer Index Mapping and Settings

level-2 : Tevel-1 (default) (set)
PlcIndex : P1cIndex rate rate

20 : 1 2 8 13000 13000 <-- Policer index (level 1) = 1 matches policer index (level 2) = 20

21 : 04791011 12 13 14 15 6000 6000

Second Level Policer Config

Tevel-1 Tevel-2 Tevel-2



QId PlcIdx PlcIdx Queue Name Enabled

0 11 21 DOT1X Auth Yes

11 20 L2 Control Yes

2 14 21 Forus traffic Yes

<output omitted>
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<#root>

debug platform software fed sw active punt packet-capture set-filter <filter>

debug platformsoftware fed switch active punt packet-capture start



debug platformsoftware fed switch active punt packet-capture stop

show pl atform software fed switch active punt packet-capture status

show platform software fed switch active punt packet-capture brief

debug platform software fed sw active inject packet-capture set-filter <filter>

debug platformsoftware fed switch active inject packet-capture start

debug platformsoftware fed switch active inject packet-capture stop



show pl atform software fed switch active inject packet-capture status

show platform software fed switch active inject packet-capture brief

vloo

g lJodlb 1Ugjesé Jouodss gip LACP WG,

<#root>

switch#

debug platform software fed sw active punt packet-capture set-filter "eth.dst==0180.c200.0002"

FiTlter setup successful. Captured packets will be cleared

Il g pds6 IJIJo@lb.

<#froot>

switch#t

debug platformsoftware fed sw active punt packet-capture start



Punt packet capturing started.

Isgdie Les (eds 1JI8J) 30 wloss 13l Jp ouwegse IJpdde IJuwse Jeesd LACP.

<#root>

switch#

debug platformsoftware fed switch active punt packet-capture stop

Punt packet capturing stopped.

Captured 11 packet (s)

LA pu 2lJs IJodlb 2506 9226 1Jpeldzs 1Uprd5s6 (CPU) IJglLoé woess Ipeldes 1psdiss (CPU) IUglLo6 wezss 1JpelJes
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<#root>

switch#

show pl atform software fed switch active punt packet-capture status



Punt packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 11 packets.

Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"

egded [Llz IJodlb 2506 926 1Jpeldes 1dpydiss (CPU) IJ¢luos w96 Ideeldzs 1Jpsrdjss (CPU) IUEl 06 w9226 Ipeldes
IJp,d556 (FED).

<#root>

switch#

show pl atform software fed switch active punt packet-capture brief

Punt packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 11 packets

. Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"



—————— Punt Packet Number: 1, Timestamp: 2023/03/31 00:27:54.141 ------
interface :

physical: G gabitEthernet1/0/2[if-id: 0x0000000a]

, pal: GigabitEthernetl/0/2 [if-id: 0x0000000a]

<-- interface that punted the frane

metadata

cause: 96 [Layer2 control protocols],

sub-cause: 0,

g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]

<-- LACP frame was punted due to L2 ctrl protocol to queue 1 (L2 control)

ether hdr :

dest mac: 0180.c200. 0002, src nmac: f04a.0205.d602 <-- source and destinati on MAC addresses



ether hdr : ethertype: 0x8809

—————— Punt Packet Number: 2, Timestamp: 2023/03/31 00:27:58.436 ------
interface :

physical: G gabitEthernet1/0/4[if-id: 0x0000000c]

, pal: GigabitEthernetl/0/4 [if-id: 0x0000000c]
metadata

cause: 96 [Layer2 control protocols]

, sub-cause: 0,

g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: 0180.c200.0002,

src mac: f04a. 0205. d604

ether hdr : ethertype: 0x8809

—————— Punt Packet Number: 3, Timestamp: 2023/03/31 00:28:00.758 ------
interface :

physical: G gabitEthernet1/0/1[if-id: 0x00000009]

, pal: GigabitEthernetl/0/1 [if-id: 0x00000009]



metadata

cause: 96 [Layer2 control protocol s]

, Sub-cause: O,

g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: 0180.c200.0002,

src nmac: f04a. 0205.d601

ether hdr : ethertype: 0x8809

—————— Punt Packet Number: 4, Timestamp: 2023/03/31 00:28:11.888 ------
interface :

physical: G gabitEthernet1/0/3[if-id: 0x0000000b]

, pal: GigabitEthernetl/0/3 [if-id: 0x0000000b]
metadata

cause: 96 [Layer2 control protocols]

, sub-cause: 0,



g-no: 1

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr : dest mac: 0180.c200.0002,

src nmac: fO04a.0205. d603

ether hdr : ethertype: 0x8809

29U
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<#froot>

switch#

debug platformsoftware fed sw active inject packet-capture set-filter "eth.dst==0180.c200.0002"

Filter setup successful. Captured packets will be cleared

I g oJess IUIJe Bl

<#root>

switch#

debug platformsoftware fed sw active inject packet-capture start



Punt packet capturing started.

Isgdie Les (eds 1JI8J) 30 wloss 13l Jp ouwegse IJpdde IJuwse Jeesd LACP.

<#root>

switch#

debug platform software fed switch active inject packet-capture stop

Inject packet capturing stopped.

Captured 12 packet (s)

LA pu 2lJs IJodlb 2506 9226 1Jpeldzs 1Uprd5s6 (CPU) IJglLoé woess Ipeldes 1psdiss (CPU) IUglLo6 wezss 1JpelJes
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<#root>

switch#

show pl atform software fed sw active inject packet-capture status



Inject packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 12 packets.

Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"
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<#root>

switch#

show platform software fed sw active inject packet-capture brief

Inject packet capturing: disabled. Buffer wrapping: disabled

Total captured so far: 12

packets. Capture capacity : 4096 packets

Capture filter : "eth.dst==0180.c200. 0002"



—————— Inject Packet Number: 1, Timestamp: 2023/03/31 19:59:26.507 ------
interface :

pal : G gabitEthernet1/0/2 [if-id: 0x0000000a] <-- interface that LACP franme is destined to

metadata

cause: 1 [L2 control /| egacy]

, Ssub-cause: 0,

g-no: 7

, linktype: MCP_LINK_TYPE_LAYER2 [10]

<-- cause L2 ctrl, queue=7 (high priority)

ether hdr :

dest mac: 0180.c¢200. 0002, src nmac: f04a.0206.1902 <-- source and destinati on MAC addresses

ether hdr : ethertype: 0x8809

—————— Inject Packet Number: 2, Timestamp: 2023/03/31 19:59:28.538 ------
interface :



pal: G gabitEthernet1/0/3 [if-id: 0x0000000b]

metadata

cause: 1 [L2 control /Il egacy]

, sub-cause: 0,

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr :

dest mac: 0180.c200. 0002, src mac: fO04a.0206. 1903

ether hdr : ethertype: 0x8809

—————— Inject Packet Number: 3, Timestamp: 2023/03/31 19:59:30.050 ------
interface :

pal : G gabitEthernet1/0/1 [if-id: 0x00000009]

metadata

cause: 1 [L2 control /| egacy]



, Sub-cause: 0,

g-no: 7

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr :

dest mac: 0180.c¢200. 0002, src mac: f04a.0206.1901

ether hdr : ethertype: 0x8809

—————— Inject Packet Number: 4, Timestamp: 2023/03/31 19:59:33.467 ------
interface : pal:

G gabitEthernet1/0/4 [if-id: 0x0000000c]

metadata

cause: 1 [L2 control /| egacy]

, Sub-cause: O,

g-no: 7

, linktype: MCP_LINK_TYPE_LAYER2 [10]
ether hdr :



dest mac: 0180.c200. 0002, src nmac: f04a.0206. 1904

ether hdr : ethertype: 0x8809
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