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swi tch(config-if)#switchport nonegotiate
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switch(config-if)#switchport access vlan vlan_number

Configure a fallback VLAN for the interface. switch(config-if)#switchport trunk native vlan ---!
999

Set the native VLAN. switch(config-if)#switchport trunk allowed vlan vlan_number_or_range ---!
.Configure the VLANs that are allowed on the trunk ---!
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Swi t ch(confi g) #spanning-tree vlan vlian id
Specify the VLAN that you want to modify. Switch(config)#default spanning-tree vlan vlan_ id ---!
.Set spanning-tree parameters to default values ---!
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Swi t ch(confi g) #interface type slot/port
Swi t ch(confi g) #spanning-tree vlan vlian_id root primary
.Configure a switch as root for a particular VLAN ---!
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#swi tch(confi g) #interface type slot#/port

switch(config-if)#switchport host

switchport node will be set to access
spanning-tree portfast will be enabl ed

channel group will be disabled

.This macro command modifies these functions ---!
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#Swi t ch(confi g) #interface type slot#/port

Switch(config-if)#no ip address

This ensures that there is no IP !--- address that is assigned to the LAN port. ---!
Swi tch(config-if)#channel-group number mode desirable

.Specify the channel number and the PAgP mode ---!
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Swi t ch#show run interface port-channel number
#SW t ch#show running-config interface type slot#/port
Swi t ch#show interfaces type slot#/port# etherchannel
Swi t ch#show etherchannel number port-channel
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udld enable
Once globally enabled, all FE and GE fiber !--- ports have UDLD enabled by default. ---!
udld port

9l

udld enable
The copper ports of some earlier Cisco IOS Software !--- releases can have UDLD enabled ---!
.by individual port command
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udld reset

Globally reset all interfaces that UDLD shut down. no udld port ---!
[udld port [aggressive

.Per interface, reset and reenable interfaces that UDLD shut down ---!
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These are sample SNMP community strings. Switch(config)#snmp-server community RO- ---!
community ro 98

snmp-server community RW-community rw 98
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Swi tch(confi g)#snmp trap enable
Swi tch(confi g) #snmp-server trap-source loopback0
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Swi t ch(confi g) #snmp-server host ip address [traps | informs] [version {1 | 2¢ | 3}] community-
string

This command needs to be on one line. !--- These are sample host destinations for SNMP ---!
traps and informs. snmp-server host 172.16.1.27 version 2c¢ public

snmp-server host 172.16.1.111 version 1 public

snmp-server host 172.16.1.111 informs version 3 public

snmp-server host 172.16.1.33 public
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Object Name Object OID Period Max

Description

MIB-11

SysUpTi rne| system uptime in | 1.36.1.211.3 5 min < 30000
1A00ths of
seconds

CISCO-STACK-MIB

ChassisPs1status otatus of power 1.36.1.41951.24 10 min # 2
supply 1

ChassisPs25tatus slatus of poswer 136141958127 10 min A
supply 2

ChassisFanStatus Status of Chassis | 1.36.1.41951.29 10 min # 2
Fan

ChassisMinorAlam Chassis Minor 1.36.1.41951.2.11 10 min # 1
Alarm Status

chassis Majordlanm Chassis Majar 1.36.141951.212 10 min w1

Alarm Status




Object Name

Object
Description

oID

Period

ChassisTempAlarm

Chassis
Temperature
Alarm status

136141951213

10 min

=

ModuleStatus

Operational
Status of the
rmodule

1.361.41951.31.1.10

30 min

-2

CISCO-PROCESS-MIB

CpmCPUTotalbmin

The overall CPL
busy percentage
in the last 5
minute period.
This object
deprecates the
avgBusyb object
from the OLD-
Cl=C0-
SYSTEM-MIB

136141881081.1.1.
5

& rmin

CISCO-STACK-MIB

SysTraffic

% of bandwidth
utilization for the
previous polling
interval

136114195118

30 min




Object Name Object QID Period Max
Description

SysTrafficPeak Peak traffic meter | 1.3.6.1.4.1.951.1.19 30 rnin
value since the
last time the por
counters were
cleared orthe
system stared

BRIDGE-MIB

CiscoEsStack SwitchBuf | Number of fimes 1.36.1.419514.21.1.1 | 30 min
ferCiwerruns the switch was i
out of buffers
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???? For the client: clock timezone EST -5 ---!



ntp server ip_ address key 1

ntp peer ip_ address

This is for a peer association. ntp authenticate ---!
ntp authentication-key 1 md5 xxxx

ntp trusted-key 1

For the server: clock timezone EST -5 ---!

clock summer-time EDT recurring 1 Sun Apr 3:00 last Sun Oct 3:00
clock calendar-valid

ntp source loopback0

ntp update-calendar

This is optional: interface vlan id ntp broadcast ---!

This sends NTP broadcast packets. ntp broadcast client ---!
This receives NTP broadcast packets. ntp authenticate ---!
ntp authentication-key 1 md5 xxxxx

ntp trusted-key 1

ntp access-group access-list

.This provides further security, 1f needed ---!

NTP &> ol

show ntp status

Cl ock is synchronized, stratum8, reference is 127.127.7.1

nom nal freq is 250.0000 Hz, actual freq is 249.9974 Hz, precision is 2**18
(reference tine is C6CFOC30. 980CCA9D (01: 34: 00.593 | ST Mon Sep 12 2005
clock offset is 0.0000 nsec, root delay is 0.00 nsec

root dispersionis 0.02 nsec, peer dispersion is 0.02 nsec
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Swi tch(confi g) #interface gigabitEthernet 2/1
Switch(config-if)#switchport mode trunk

For example use VLAN 30 for voice VLAN, and VLAN 10 for access VLAN. Switch(config- ---!
i f)#switchport trunk native vlan 10

Swi tch(config-if)#switchport trunk allow vlan 10,30

Swi t ch(config-if)#switchport voice vlan 30

Swi tch(config-if)#spanning-tree portfast trunk

And besides that enable LLDP as Non Cisco IP Phone do not use CDP. Switch(config)#1lldp run ---!

CisCo 14955 duwogi

LMoy 2 dadall Jlasl eliaz] SlisSiwl xic &lell s1i0 CDP JoSsi9, lgossy il wlosleall (oS ol oS
il ol a0l .abis acx Ll 656>V ga> _le CDP (,iSai o8

‘Joxall e ple JSuin CDP (,iS0id

Swi t ch(confi g)#cdp run

:2di0 JS Lwlwl _le CDP (ol
#Swi t ch(confi g) #interface type slot#/port
Switch(config-if)#cdp enable

Jl Hlis| aasld

dole olol

Jsxall (155 adac ea plall oSl giog JU5s19 ouSaidly Jos | Jiowss p5

Swi t ch>enable

#Swi t ch

Swi t ch#configure terminal
#(Switch(Config
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vtp domain domain_name

vtp mode transparent

spanning-tree portfast bpduguard

spanning-tree etherchannel guard misconfig

cdp run

no service pad

service password-encryption

enable secret password

clock timezone EST -5

clock summer-time EDT recurring 1 Sun Apr 3:00 last Sun Oct 3:00
clock calendar-valid

ip subnet-zero

ip host tftpserver your tftp_ server

ip domain-name domain_name

ip name-server name server_ ip_address

ip name-server name server_ ip_address

ip classless

no ip domain-lookup

no ip http server

no logging console

no logging monitor

logging buffered 16384

logging trap notifications

logging facility local?

logging syslog server ip_address

logging syslog server ip_address

logging source-interface loopbackO

service timestamps debug datetime localtime show-timezone msec
service timestamps log datetime localtime show-timezone msec
access-list 98 permit host_ip address_of_ primary_snmp_server
access-list 98 permit host_ip address_of_secondary_snmp_server
snmp-server community public ro 98

snmp-server community laneng rw 98

snmp-server enable traps entity

snmp-server host host_address traps public

snmp-server host host_address traps public

banner motd ACCCCC

,This is a proprietary system NOT for public or personal use. Al work products
conmuni cations, files, data or information directly or indirectly created, input
.or accessed on this systemare and shall becone the sole property of the conpany
This systemis actively nonitored and accessed by the conpany. By |ogging onto
.this system the user consents to such nmonitoring and access

USE OF TH S SYSTEM W THOUT OR I N EXCESS OF THE PROPER AUTHORI ZATI ON NMAY SUBJECT
THE USER TO DI SCI PLINE AND/ OR CIVIL AND CRI M NAL PENALTI ES

CA

line console 0

exec-timeout 0 0

password cisco

login

transport input none

line vty 0 4

exec-timeout 0 0

password cisco

login

length 25

clock calendar-valid

ntp server ntp server_ ip_address
ntp server ntp server_ ip_address
ntp update-calendar
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Swi t ch#clock set hh:mm:ss day month year

ol 13® ol Cawian 615V s in order to o, aol

Swi t ch>enable

Swi t ch#configure terminal

.Enter configuration conmands, one per line. End with CNTL/Z
Swi t ch(confi g) #hostname Cat6500

Lol 13® 6,bW ¢, gl>iwYl Sl in order to ool

Cbr Cat 6500( confi g) #interface loopback 0

Cat 6500(confi g-if)#description Cat6000 - Loopback address and Router ID
Cat 6500(config-if)#ip address ip_address subnet_mask

Cat 6500(config-if)#exit

ol 13D (d=>1,0 do . CiSCO 108 o B irall cuin e in order to ool

Cbr cat 6500#show version | include IOS

I0S (tm MSFC Software (C6MSFC-DSV-M, Version 12.1(13)E9, EARLY DEPLOYMENT RELE
(ASE SOFTWARE (fcl

cat 6500#

0l 13® de>l40 50 d0;> MSFC Jl cus,e in order to ool

:Cat 6500#dir bootflash
/:Directory of bootflash
rw 1879040 Aug 19 2003 19: 03: 29 c6nsfc-boot-ne. 121-19. Ela- 1

bytes total (14111616 bytes free 15990784
;i oloVl luol a8 g8galls SNMP o315 Juail dg> ologleo ayaxil

Cat 6500( confi g) #snmp-server contact contact_information
Cat 6500( confi g) #snmp-server location location_of_device
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#Cat 6500( confi g-i f) #interface [typel mod#/port
Cat 6500(config-if)#speed 100
Cat 6500(confi g-if)#duplex full

Uslsiiall Jlasll glixy . culel]l Groaziomal) asll (8 culzue 100/10 acum bls)| wliysSsy Cisco _uwogi
:Jliall 133 piog, WS (k] Losladl I oo mlell usaaally

#Cat 6500( confi g-i f) #interface [typel mod#/port
Cat 6500(confi g-if)#speed auto

05 Sl Logladl uSas olaia) ,oloVl 0id laol b Sl . D Gigabit olezly o vl Yl dagill
:Gigabit _oglas uSaiy Cisco

#Cat 6500(confi g-if)#interface gigabitethernet mod#/port
Cat 6500(config-if)#no speed

6innll 6 il i

JSi (VLAN) d,dls dde aSuiv JSU )il 9 098y doeo LisYI Joall 33> aSuidd] puoucs Slel,o go

6 ivlo pua )l i)l Juogis p8 o5 aSaid] S50 9 il ] g aSeidl lawg (S LgS Yoo i ple
23lo3l Il eMall (o dSlunall bamgio Jidas e ple JSuiy shel 1id Jamyg .o lesally plg=ll,

oo 0 Lle Jaaxl dall ols puanil olylicly de yainll 6,2l JoSeig p JSlise 221, .o lesally
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LoVl 13D 1ol a8 cdaazo VLAN aSuid Hixdl usSs ol Lle Joxo Lol

Cat 6500( confi g) #spanning-tree vlan vlan_id root primary

dionl| 6 ,ouil) PortFast JoSei9

i &Jg}ll JlaVl oLl dcuw 65043 Jewgll Wlo e dpnlell dcjaiall 62l ddac j9lxi PortFast pgs,
ol st 2MoY ,0loVl o 18 469 PortFast ,olgl plasiwl @21 b Joxew a9 o)l olaxall Juogi uc &axs
PortFast Jg> wlogleall 0 3j0 e Joaxll o)l dlaxe  Ligiii cn Jlail

13 e Jbio L lads 2519 Canina, dhaiall éiSaall Jaosll i8lo gro> Jiis lc STP PortFast ouss

#Cat 6500( confi g-i f) #interface [typel mod#/port

Cat 6500(confi g-i f)#spanning-tree portfast

War ni ng: portfast should only be enabled on ports connected to a single%
host. Connecting hubs, concentrators, switches, bridges, etc... to this
.interface when portfast is enabled, can cause tenporary bridging | oops


/c/ar_ae/support/docs/lan-switching/spanning-tree-protocol/10556-16.html
/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/10553-12.html
/c/ar_ae/support/docs/switches/catalyst-6500-series-switches/10553-12.html

Use with CAUTI ON
Portfast has been configured on FastEthernet3/1 but will only have effect%
.when the interface is in a non-trunking node

(UDLD) oVl (o>l Jaul JI SLiwssT

a0l Sl o Leubo JiSiidl eudl) in order to S el Cawls 9l eliso dgiy boy s e lnad UDLD wiSe
:UDLD i in order to ol [i®

#Cat 6500( confi g) #interface [typel mod#/port
Cat 6500( confi g-if)#udld enable

o 5 VLAN

30l 13® go VLANS cdSui

Cat 6500( confi Q) #vlan vlan_number

Cat 6500( confi g- vl an) #name vlan_name

Cat 6500( confi g- vl an) #exit

Cat 6500( confi g) #spanning-tree vlan vlan_id

Cat 6500( confi g) #default spanning-tree vlan vlan_id

LoV 13D ,laol a8 .co,> s ayg VLAN JS J LoVl o),S

Cat 6500( conf i g) #exit
:all the VLANs 49> in order to ol 138 ¢ ool

Cat 6500#show vlan
dg290ll SVIs wBln,

;i oloVl ol VLAN oS o a>gill SVIs (055 a8

Cat 6500( confi g) #interface vlan vlan_id

Cat 6500(config-if)#ip address svi_ip address subnet_mask
Cat 6500(confi g-if)#description interface description

Cat 6500(confi g-if)#no shutdown

oV 13D Slaol o8 .clgl pd a5 azgo SVI e sgixs dg>l9 dadby JSI 4ol9Vl 03 5,8
Cat 6500(config-if)#+z

dg>gall &Yl dnlall dgzloll

'8 3 dals azg, uwasil clSuy in order to el 13® o a0l

#Cat 6500( confi g) #interface [typel mod#/port



Cat 6500( config-if)#ip address ip address subnet_mask
Cat 6500( confi g-i f) #description interface description

oV 13 1ol 08 29,30l pd ai iig2g0 ddlo dgzly o soix dg2l9 dadog JSU LolgVl 03 S
Cat 6500(config-if)#+z

(L3) dg>90ll EtherChannel 6Ld

puid 139 8 ;oY1 .o,8 3 aab _lc EtherChannel clsui in order to ¢ a0l

rag, lall 0ig )0 6L cliuo  blnio S

#_Cat 6500( confi g) #interface port-channel port_channel interface
Cat 6500( confi g-i f) #description port_channel description

Cat 6500( confi g-if)#ip address port_channel_ ip address subnet_mask
Cat 6500( confi g-i f) #no shutdown

LS cisioll 68 e ddioll ologleoll ulaiy p8 .ol 6U8 ol JSuiy ol clioll puud 13D 8 steps JI ool
- SWI Jboll zuog,

Cat 6500( confi g) #interface range [typel mod/port_range

[Cat 6500(confi g-i f)#channel-group 1-64 mode [active | auto | desirable | on | passive
Cat 6500( confi g-i f) #no shutdown

Cat 6500(config-if)#+z

59 .EtherChannel 35, )8 slal JI gubos col ol JsSuiusll (EtherChannel cil JSuiy ol iy tdla>Vo
oSl By 0985 cu> Lasd LAN iaio _Je LAN 38lo lc adubai, pgési Sl (oSl

trunking go (EtherChannel (L2

:day lall 0g trunking J EtherChannel 2 aala)l clSui

#_Cat 6500( confi g) #interface port-channel port_channel interface
Cat 6500( confi g-i f) #switchport

Cat 6500( confi g-i f) #switchport encapsulation encapsulation_type
Cat 6500( confi g-if) #switchport trunk native vlan vlian id

Cat 6500( confi g-i f) #no shutdown

Cat 6500( confi g-if)#exit

Lo 8 ol Uiy ol clipall 1asd awd 13 9 steps JI ozl

Cat 6500( confi g) #interface range [typel mod/port_range

[Cat 6500(confi g-i f)#channel-group 1-64 mode [active | auto | desirable | on | passive
Cat 6500( confi g-i f) #no shutdown

Cat 6500( confi g-if)#exit

58 .EtherChannel 35, )8 slal JI gubos col ol JsSuiwsll (EtherChannel cil JSuiy ol 2=y tda>Ve
oSl Gulaiy podi cu> laad LAN iaio _lc LAN 38lio _lc asulai, posi Sl (oSl



13 Jle Jbo L lowdg .trunks 9 EtherChannels JS 0 3l3J1 cad>

Cat 6500#show etherchannel summary
Cat 6500#show interface trunk

| 39Lio

Jol ) cuwi uw>9 oylesS el Q_g&giiéiok.éiog_g&:_Jn&gﬂéJl ul

#Cat 6500( conf i g) #interface [typel mod#/port

Cat 6500( confi g-i f) #switchport mode access

Cat 6500( confi g-i f)#switchport access vlan vlian id
Cat 6500( confi g-if)#exit

2 agdall o Joxo 3aiaS lgigSs o3k dg2l9 JSI soloVl 0id 8

Lol 13® o a0l oz alg ) alay) 0sSy ol cliso plisall o
Cat 6500(confi g-i f)#spanning-tree portfast

(de2,8)] dplall dg=loll) JlasVl o> i

ol 138 o aol a9 o)las clSin ey ol elive daii Gy Jac oylall ol

#Cat 6500( confi g) #interface [typel mod#/port

Cat 6500( confi g-i f) #switchport

Cat 6500( confi g-i f) #switchport trunk encapsulation dotlg
Cat 6500( confi g-i f) #switchport trunk native vlan vlian id
Cat 6500( confi g-i f) #no shutdown

Cat 6500( confi g-if)#exit

Jlail b 3aiaS lgisSs pils dg>ly dausy JSU LoloVl 0id 8

190l dolS” logles

rangles dolS J ol 13® ool

Cat 6500( confi g) #service password-encryption
Cat 6500( conf i g) #enable secret password

Cbr Cat 6500( confi g) #1ine con 0
Cat 6500( confi g- 1 i ne) #password password

Cbr Cat 6500( confi g-1i ne)#line vty 0 4

Cat 6500( confi g- 1 i ne) #password password
Cat 6500(config-1ine)#+z

oSl Jna>
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Cat 6500#copy running-config startup-config
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