v ulld gble o)d5 Luss IJubwds
I, 956 (DNA) 9¢l>0 CMX 9loJlzol pg
IJoubgsd

lJpzosslo

| Jp, 9506

IJpobJole Il wsé
IJeobJoule

lJodoule | 0200

| wed julld IJI?JoIc 9l, ,aJI?oI

| Jz 196 1 Uo? 9.9 oy 2l Jo >>,oc's ealislb DNA g Js CLI J DNAC

U296 2. 02,99 pu & J9sy glbp CMX gJ:s 9lz06 lJp wwgse 1) weesd (GUI) IJgl 06 o DNA
Center (@) | S 5 1ol O | | So 5 b q qul | |u |

|J21096 5. 90 Lo, wF-.SJ 9|?oo P20 UJDU\S(9|U DNAC JL wlJ bJo GET |Js glbe CMX. W
9lzod lJp wegse Iy wapss (GUI) 12l 06 wuvodé DNAC

peJ9ple do o
NFX YY)

Suod 03l 1Jpuwews IJodsso IJiuwluus Jpssé IJouivgsd sluueduldd Tgblisol gl odlzel £Js
s wuss IJusuds 1,886 (DNAC) sedled ¢bp wzyws lJlouold IJeoudds (CMX).

IJogibésd 09 zie pu &2plo p98e CMX IJos w98, p9de Idpuosd IJuoliss soowe lisb
lJLuoss [JJlgwdIsé IJos spdu spgol pg 9bswos wedsdle DNA.

IJpobdolo
w9os Cisco vig oJ9u s pgy9s wldpesluose IJoldse:
- Sew 2ee oY) wuss Iduveds 1,8 ess (DNA) 9 CMX Lldwsed.

- opu |uols ¢sbs IJhLoss 19 |uvaslsel s WebGUI J DNAC > &uopsp > Suwp
IJouwduwd 1Jo)ps JJuvwds.

- Sop e e dsu IJuelisssy eds IUgsbs 1dedlods.

- 9w wd Jsued w 1wl pwss.



IJpdoule IJpyuwagspd
cowoos IJpedsele 186 B 03l 1Jpuwens 1Js luosble Idulez sldedsole 1Jplss IJeldss:
1Jlooly 2.4.2.5 Jpyds wonsd IJubods 18 esé (DNA)

op logule UpE_J9p|u 191,26 9 03l |JPLJUUU-) pU Ulao_)o Upgag.)o WOS wSiS6 pgpdso ¢luos.
uro U'JSG.SU CP;SE_ |J|¢_O_)O |Jpwua)po t_9§ o>l |JpL}Uuu) JI&)IUD |J|auu|_) |.)| Jluu ,_)Uudud

luwed bl 1Jisble sl oJlzol
$98, 03l IJBuwpe pedsple spdod luuegsleol Jluvaduld igble IJodssy sluadlzol.
PId) wusd IJubeds 1) 9pso

U196 1. 1o dd pu 2lJs $306 &lisb DNA gJ.s CLI J DNAC

$ magctl appstack status | egrep “STATUS|dna—maps—service“

NAMESPACE NAME READY STATUS RESTARTS ACGE | P NODE NOWVI NATED NODE

fusi on dna-maps-service-7df£d4d9d6b6-58gqjb 1/ 1 Running 3 133d
<none>

wSIu pbdyol 929> [JErpe6 Vs 2lds Idlgwegsh slde g sd.

$ magctl service status dna-maps-service

Name: dna- maps-servi ce- 7df f d9d6b6- 58qj b

Namespace: fusion

Node:

Start Tinme: Tue, 01 Dec 2020 19:43:27 +0000

Label s: pod-tenpl at e- hash=3899858262

servi ceNane=dna- mnaps- servi ce

version=7.14.117. 62009

Annot ati ons: <none>

St at Us: Running

| P:

Control |l ed By: ReplicaSet/dna-maps-service-7dffdod6b6

Cont ai ners:

dna- maps- servi ce:

Cont ai ner I D: docker://ddbe6999823a6830983611c1900c4a5d255b40b5a1957bef 2d2ecddcd606a0b9
I mage: nagl ev-regi stry. magl ev-system svc. cl uster. | ocal : 5000/ f usi on/ dna- maps-
service:7.14.117. 62009

I mage | D: docker-pul | abl e://nagl ev-regi stry. magl ev-system svc. cl uster. | ocal : 5000/ f usi on/ dna-
maps- servi ce@ha256: 0b6510¢c1¢c29d260492647b586f f b714f 1689ae7ec9d5f 63905bb0ad4dac738c9
Ports: 22222/ TCP, 11111/ TCP

Host Ports: 0/ TCP, 0/ TCP

State: Running

Condi ti ons:
Type Status
Initialized True



Ready True
Cont ai ner sReady True
PodSchedul ed True

Events: <none>

pdlelbd: s9u08 woubgsd 00 IUpzeses pu Idisle) €38 el (JJ 10 58ls8) Jupplo €30
929> E_PJ;S'U lels ouugsd wlowd JJ@po s eldo Ig_bo wepesd [Jg>pes vunvdd slisp.
bee s IJip) IJelus JJeedd po Suwe losle 10¢306 1UIes)8 JJeuosd eds pis> pu
IJe Sl osJ.

IJgbgs 2. o2 dd pu ©Jd9su gbp CMX gds 9lzod IJpuwedde IUyuu9pssd (GUI) IJglod o DNA
Center o) IUssw 9p0 ledluss 1Usuosd IJse gu brsd leowl ool

1108, 898 = 10)e) 1Jp929> B leds suvly 91206 IJpuweesp Idyumsess (GUI) IUglL06 o
DNAC Web.

2. loedd 1Js Joble > 1Jlesble > puslele DNA/9Ls e CMX.
3. el pu luolds Elpl9lse CMX s IJSuwe IJuozse 9902 edlps edso Jzlds puweds.

4. po 9120 wloy IUlsle, (CLI) gy wblp Idopde B Iduvwds 1d)8ess (DNAC) gus lgoul
louold 215 CMX.

5. 168, W93 — e 1Jp9z9> Vs i(C_Js Suwb 9lzos IJpuwese I uw9pess (GUI) 1UglLo6 o
DNAC Web.

6. luowd Ids IJouopse > lesblo IUgveds > Jlgewdds.

7. u|~J) U C.JU @uup DNA Spaces/CMX Servers |u IJEI)P IJP)E)V el _9‘03_-.93]0 E.J..S |.Ju)_)a
IJoyes IUeldps 19 1eade 1Jpbodse.

1J¢195 3. wubgsd puwss wuoest leble ¢lisl DNA

1108, 998 = Iop; 1Jpoess B leds suwb 91206 IJpuucgse luusess (GUI) IUgl o6 o
DNAC

2. luedd s IJoble > IJlesble > gupdle ouozse IJigble.

3. B Blisps 1Jgs06. 25> DNA-map-service. &p 23> wuogse Jigble Jouwess ouvesd 925
blog seus.



= Cisco DMNA Center System . Settings

Search Setlings Settings | System Configuration

Debugging Logs

= LEAINWAaTEN

Limbralla

Use this form to configure the logging of Cisco DNA Center internal processes and arrors.
viklanage

System Configuration W
dna-maps-service L
Debugging Logs
High Availability Logger Mama*
COM.CISCO
Integration Settings
Login Message
Praxy Config Debug -
System Health Notifications
Terms and Conditions e 30 Mins w

Telematry Collaction

Trust & Privacy v “

4. 168, B938 edb g uswol 03l 1Ulo, odBlissl Bs wuoese lgble 106 1pes6.

pdlzbé: 9oJ DNAC Il ool 2.1.2.x (Wolverine). Jl swp 380 wuvesd wuoese &lsb
DNA »u ¢JId slzgod Idpuwegse lhuwsess (GUI) 1UElLos wosew DNAC. JsJdd. sdje
ouuesd wuoese Iablc lJg>p6 S298l eds 9lzod yub, Ulglp_) (CLI) J DNAC

Jlouvle puwwss wuoese i'a]als: eJs DNA-maps-service: gwuguolg Ids IJlegold o CLIJ DNAC
9uedsd pedele API s 1UB8ses [Jplbdyes:

lodble He) puol> 86 pps)
$ curl -s -k -u adnmin -X POST https:///dna/system api/vl/auth/token | jq -r .Token

luwegse Il curl IJolds Jopdso ouozst igble DNA-maps-service. clds pu o IJluweglews
owp 0 138 2w wop 1desld§o eds 200

$ curl -k -i -X POST 'https://
[ api / vl/ dna- maps-servi ce/ testing/ | oggi ng/ | evel ?1 oggi ngLevel =5 ' --header ' X-Auth-Token:'
--form' Content - Type='
roC'JUZ
$ curl -k -i -X POST 'https://x.x.x.x/api/vll dna- maps-
service/testing/logging/level ?l oggi ngLevel =5 ' --header ' X-Auth

Token: eyJ0eXAi O JKV1Q LCIhbGeci G JSUzI INi J9. eyJzdW i O | 1Zj Q2NDZk OGE3NMAZDAWY2Uz Nz A4ZWYi LCIhdXRoU
291cmN | j oi aWb0ZXJuYWAi LCI0ZWehbnROYWLI | j oi VESUMCI sl nJvbGVzl j pbl j VANDYONNQ4YTc2ZDhk MDBj ZTMBNDhI Z
SJALCI0ZWshbnRIZCI 61 j VANDYONM@BYTc2ZDhk MDBj ZTMBVDhI Yyl s| mV4cCl 6MI'YxODQyNDE3OOW aWFO! j oxNj EANDI wN
Tc4LCIqdCki O | wTUAYWmYS03ZTgwL TR OGUt ODg4 OCOWODBI NTk4ZWWDNTci LCI1c2VybnFt ZSI 61 nFkbW ul n0. Li 0BG
N3VeVRI eW r Usd94hnQt OxI Cx0f JHCAt gOpQ7wx 9IMMCLUM ntuFabHXUgVnHe Dr | Agds5Gy BnNaPKf gs9qsvnj hlyVHZdT7_



f 8YJ2Bi hkgEokf Jbl kcb7Ul p7Aql zceACYpZXeBnf @ DCNDyJveoz1XLaKu69JYzAr f 8UaPzg3j HVoq9nbN50hy pMC-
prsp87- ShOCoD- 2x660K7Ankzqqt xwdvhyApOat cYuj Pg0- 8Af kOPr LE-

Cw6SXb8Yonr j W/Pbr Bwf qENTr 6sUj 7Sr Pl H CVBGzR&20YxaYvn_yeGEBE1pbCgDEK2U) yRaH FMBBHI qY3TNUI f Ondv@ -
-form ' Cont ent - Type='

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 OK

U9 4. Loe wgese uvedle 1Jgspeé JJoedsd

$ magctl service logs -rf dna-maps-service | 1lql

oSl 031 B £500 Iduwedle eds 91208 yulb, IUlsle): 9p0 IJpuwczuve edb IJouwzsd eds
19256 [Jb,08e56 JJolbowsd 19 [Loless 1zl > logtit Bes wolss 1Ulp, Jodise IJptszle
odilssl Vs pdd ywzd eds puwl) Thome/maglev.

IJ¢b96 5. §p wouvgsd 9lzod wypes wbusdle DNAC Jhuwld bdy GET |[Js ébe CMX. s
9lzod IJpuwegrp Iyun9pss (GUI) 1IUgledé wubveJd DNAC

1. 1008d s &)sbs IULuoss s 92> puossd byds &) eled Bis.

2. 168, eds 1,05 UG JJpupsd IJusliss. wsdss o3l [ds Bog edlps cussy 2lowss
22936 wluwepsle pedsele 1Jgpsd 360 weuslo MAC 5 IP sldegdsele sle IUuoJs.

3. 10y 228 188 B edlps IJowssy wubésd:

g 030 1Judbé. userLo s wonsd IJubuds 1886 (DNA) eJs CLI wuozse Igble 306
IJb,08 1JgJs wldozssd wsu ¢lbe DNAC 9 CMX.

pCJJZ

| 2021- 03-31 16:23: 13,024 | DEBUG | scheduler-12 | | o.s.web.client.RestTenplate | - Created CET
request for "https://x.x.x.x/api/location/v3/clients/count?associ atedOnly=true "

| 2021- 03-31 16:23: 13,024 | DEBUG | scheduler-12 | | o.s.web.client.RestTenplate | - Setting
request Accept header to [application/xm, text/xm , application/json, application/*+xm,
appl i cation/*+j son]

| 2021- 03- 31 16:23: 16,028 | DEBUG | scheduler-12 | | o.s.web.client.RestTenplate | - GET request
for "https://x.x.x.x/api/location/v3/clients/count?associ atedOnly=true " resulted in 503
(Servi ce Unavail abl e); invoking error handler

| 2021- 03-31 16:23: 16,030 | ERROR | scheduler-12 | | c.c.a.mc.p.i.CMXVerificationRestdientlnpl

| - Error occurred during interaction with CMX to get client counts for CMX IpAddr x.X.X.X
org.springframework.web.client.HttpServerErrorException: 503 Service Unavailable at
org.springframework.web.client.DefaultResponseErrorHandler.handleError (DefaultResponseErrorHandl
er.java:89)

~[ spring-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. spri ngfranmewor k. web. cl i ent. Rest Tenpl at e. handl eResponse( Rest Tenpl ate. j ava: 708)

~[ spring-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. spri ngfranmewor k. web. cl i ent. Rest Tenpl at e. doExecut e( Rest Tenpl at e. j ava: 661)

~[ spring-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. spri ngfranmewor k. web. cl i ent. Rest Tenpl at e. execut e( Rest Tenpl ate. j ava: 621)



~[ spring-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
org. springfranmewor k. web. cl i ent. Rest Tenpl at e. exchange( Rest Tenpl at e. j ava: 539)

~[ spring-web-4. 3. 19. RELEASE. j ar: 4. 3. 19. RELEASE] at
com ci sco. api cem maps. cnx. proxy. i nmpl . CMXVerificationRestd ientlnpl.checkCMXServi ceability(CvXVer
ificationRestdientlnpl.java: 169)

~[ cmx- proxy-7. 14. 264. 62702. j ar: 7. 14. 264. 62702] at
com ci sco. csg. ngnaps. i npl . api cem i nt egrati on. di agnosti c. cmx. CMXDi agnost i cJob. di agnose( CMXDi agnos
ticJob.java: 114)

~[cl asses/:na] at jdk.internal.reflect.GeneratedMethodAccessor118. i nvoke( Unknown Source)
~[ na: na]

SRS wpryd Cudss luweduuld Iigble sluodizel: sUje CESSU pUILIS ©LATST

IJ!?_Jolc 06 i@s IJs [Jagog Il e,los Bs 2lds odssy o3l ldpuwess eds 9lzos wb,
IJIsle, (CLI) £, DNAC

$ curl -k -i -X POST 'https://

[ api /vl/ dna- maps-service/testing/logging/level ?l oggi ngLevel =3 ' --header ' X-Aut h-Token:'
--form' Content - Type='

roC;UZ
$ curl -k -i -X POST 'https://x.x.x.x/api/vll dna- maps-
servicel/ testing/l oggi ng/l evel ?l oggi ngLevel = 3' --header ' X- Aut h-

Token: eyJ0eXAi O JKV1Q LCIhbGeci O JSUzIl 1Ni J9. eyJzdW i O | 1Zj 2NDZk OGE3NmMY4ZDAWY2Uz Nz A4ZWYi LCIhdXRoU
291cmN | j oi aWb0ZXJuYWAi LCI0ZWshbnROYWLI | j oi VESUMCI sl nJvbGVzl j pbl j VANDYONNQ4YTc2ZDhk MDBj ZTMBNDhI Z
SJdLCI0ZWshbnRIZCl 61 j VANDYONNMBYTc2ZDhk MDBj ZTMBNMDhI Yyl sl nV4cCl 6 MTYx ODQy NDE3OCW aWFOI j oxNj E4ANDI wN
Tc4LCIgqdGki O | wTU4AYWmYS03ZTgwL TRl OGUt ODg4 OCOWODBiI NTk4ZWWONTci LCI1c2Vybnft ZSI 61 nFkbW ul n0. Li 0BG
N3VeVRI eW r Usd94hnQt OxI Cx0f JHCAt gOpQ7wx 9MMCLUM ntuFabHXUgVnHe Dr | Agds5Gy BnNaPKf gs9qsvnj hlyVHZdT7_
f 8YJ2Bi hkgEokf Jbl kch7Ul p7Aql zceACYpZXeBnf @ DCNDyJveoz1XLaKu69JYzAr f 8UaPzg3j HVoq9nbN50hy pMC-
pmsp87- ShQoD- 2x660K7Ankzgqt xwdvhyApOat cYuj Pg0- 8Af kOPr LE-

Qw6 SXb8Yonr j W/Pbr Bwf gENTr 6sUj 7Sr Pl H_ CVB&GzRG20YxaYvn_yeGEBE1pbCgDEK2Uj yRaH FMBBHI qY3TNUI f OmdvQ -
-form' Cont ent - Type='

HTTP/ 1.1 100 Conti nue

HTTP/ 1.1 200 OK

pedsple dlo LoJé

lzble
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