odosu IJedlb 1Jzjeé Jopuwso IUble gds
udbd 9,209d JluwJIso

lJo>wo

oose pS)d ldoglb 1Jgjed IJo@lb sogisu IJeie IJos Swp lowedeldol 9u9dol
wSluwls u§bs 1y osd IJJluwddss (WAP). 030 IJps 56 09550 2ol Jlgwod il UIaJoIc
sluodlzol |9 uau.usu |._J|.>|c UJo_,I Jluo 5pdu u&.) 3Jy utdsJ UE)P lJos u,o |J|uuu§J|c

- by IUIdodlb IJpeds — sop wiiso Ideie IdJos wpe lJodlbel Bs pdwd eds WAP.
Jol spIdo 1o $yuud WAP 1UpeJ |Js ¢bp 90999 wdd IJpddle 1dpugul (TFTP). sope
cowsd 1Jodlb 2506 1316 IJpdBle woouwsd PCAP 9speds Beuool wlguaesle 1b9le
wulpe pedd IUge pod Wireshark 9 OmniPeek.

- bysye IUIJodlb g0 wed — owp lebs wozse IJzip Ipdodbs s Isge IJveds |Js
Jowss thes suvgd bbls Wireshark.

I._Ja,,o 030 pzJdsl |_9 &u u&.) up@) |Jd§|p U)Jd spdud lJpologd UIJUE@@ ou zlJo
lJolb 1Jz 506 &p woisd lJpdwd

IJizes6 1J8leds JUobosd

- uilb 1dsuesd Il wddse

luesb IJeslee

- 1.0.1.2 — WAP150. WAP361

- 1.0.2.2 — WAP351. WAP131

- 1.0.6.2 — WAP121. WAP321

- 1.2.1.3 — WAP371. WAP551. WAP561
- 1.0.0.17 — WAP571. WAPS71E

odysu lJodlb 1Jgjped
odysu lexble IJodlb 1Ug ;e

Uz 1096 1. Gwzd 10589 1Jes 1JD516 1 puwless 1 puwenss 1Us 1dsse Jodlbs 1ds,osd slee,
bbls > IJedlb 1Jz5p.

pdlebbo: 9> wgodu IJzredle wule gds wpesdeg WAP 1Jss ouuweéspeo. IUuo9) ixolo ,oiagsa
ou WAP361.



System Settings

User Accounts

Time Settings

Log Settings

Email Alert

LED Display
HTTPMHTTPS Service
Management Access Con
Manage Firmware
Manage Configuration File
Feboot

DiscuveE—Bun'aur

lJ¢b9o 2. 589w | IJ enable w> 959 Low9 9 Vs IJodlb p)iv> s ezl sepe Luwld
lbble 1deuls wuvdd 29,8 Jdledio gu 929> Uuwds pedss Jipwddss (WLAN). ssope
wpdsy 0o lJpsjé vuvdd le,)los.

Packet Capture

Packet Capture Configuration

Capture Beacons: @Enable

Fromiscuous Capture: Enable

Radio Client Filter: Enable

Facket Capture Method: ® Local File
F.emote

pdlebd: eJs Yoo WAPS51 9 WAPS61 &Jlwé iu_9|e eu ldeipe Ideip IJpyowlbs
lduveds IJpedss IUJlgwdIdss: 9uveds Ethernet LAN: 9ldz e 1Js [Jglzole 1UsIEJs6.

lJglo9s 3. (lzwshs) bl Juo wyss wedsy wbl§é glzgos IUyueds IJJlgwdIdss (NIC) oo
IJollb 1Jz)e IJeyowlbs o WAP: Wz 88 pu gluo IJIZosl enable JJIJo@lb 1Jegodlb.
Bl Bpo wldozdd pu 03l W Yp ldogbs |Us 1Jgbes 6.



Packet Capture Configuration

Capture Beacons: « Enable
Promiscuous Capture: @nahle
Enable
|
Facket Capture Method: ¢ Local File
Remote
Capture Interface: radio1 ¥

pdlebs: spdy wpdsu psi6 IJodlb Iduslule IUpeodbs 19 0556 glod wuodss £psd
lJ)l>s9.

IJgo96 4. (Iteshs) Bl de odp wldoedd po IUIJodlb 1dpgodbs 9doue wige Bs
wedsu wbl$s 9lzes yuwds (NIC) Jlunddss po IJodlb IUzie 290 Idzlzs IUs IUIeslo o
WAP. e 89 pu glud IJIzusl) enable 1Ugluos welpd ©uosé gpsd I sy.

Packet Capture

Packet Capture Configuration

Capture Beacons: « Enable
Enable
Radio Client Filter: oEnahIe

Client Filter MAC Address:  [00:00:00:00:00:00

Facket Capture Method: o Local File
Femote
Capture Interface: radiol ¥

1Je 96 5. (leoshs) Bl op cpdsu glpd wuodss gpsd 1ilbss: Blgd guslo MAC IUgle
wEled vupss IUgpsd Bs edd ewdlo MAC Jglod wuo9s6 IUgpsJ.



Packet Capture

Packet Capture Configuration

Capture Beacons: « Enable
Promiscuous Capture Enable
Radio Client Filter: » Enable
Client Filter MAC Address: ~|p0:00:00:00:00:00 I
Facket Capture Method: o Local File
Remote
Capture Interface: radiol ¥

121096 6. Igc, T2 Tyl Jbso bysds IJedlb 1Jze IJoldss bole:

- pdV peds — sEiu Idgie Idedodbs Jedd eds WAP. bl wpe lgosl) o3l ISl W@
vldpologsd |ds IUgbys IJeldss.

CwES — SES woEse Ieie dedodbs Ss ldsde IJeds [Us Jewsses thes subéd
bole pedd wa9wsdsd Iduveds. I3l oe lgosh 03l 1Jgsh Bép wldpclugs |Js IUglbes 10.

Client Filter MAC Address: [pu:m:uu:uu:uu:uu
Packet Capture Method: e Local File
Remote
Capture Interface: radiol ¥
Capture Duration: 60
Maximum Capture File Size: 1024 KB
| Save | l Start Capfture I | Stop Capture I

IJg1o96 7. (Itoshs) bl op lposh bisds lJodlb IJedule |Jpedss: ige, I9lz0d IJos
wwswe IJodlb 1Jze pu ldBlses |dpuuwsds "glzos IUIJo@lb". 9> wiodws $lisps
lJgsblo wole gds wpe9de WAP 1U3s ouuegspo.



Capture Interface: 'F{adin 1 v |

"Brirunk
Capture Duration: Fadio 1-VAFPD
Radio 1- VAP
Radio 1-\VAaP2
Radio 1-VAP3
Radio 2 - VAPOD
Fadio 2 - VAP
Fadio 2 - VaP2

Save || Start Cap| LAN3

=1k

Maximum Capture File Size:

Radio 1
Packet Capture Status =LA

- obs9 151589 2 — 2,96 p)9) 802.11 s 9lzos 1U)1>s9

- Ethernet/th0 — 2,Js 0,9, 802.3 ¢Js w93 Ethernet

- Jluwdds 1 - VAPO/Radio 2 - VAPO — 2,96 p,9, VAPO

- Jlgwdds 1-VAPT |Js Jigedds 1 - VAPS (lo suvdd) — I pr9) eds Id sesu puds
uldbs (VAP)

- Jluwdds 2 - VAP |Jds Jlgwdds 2 - VAPS (lo suvdd) — 2096 p)9) eds | VAP sesuo

- ,lbs9 1-WDSO0 |Js ,lbs9 1-WDS3 (W z2lds edgsuo) — 2yJs p)9) eds uble IJwyjse
IJJlgwdIs Idpess (WDS)

- Jluwdds 2 -WDSO0 |Js Jlgwdds 2 - WDS3 (o suvdd) — 2uJé p)9) eds WDS Idpees>

- LAN1 |Js LANS — 2,96 0,9, 802.3 £Js puds IJlse o

- Brtrunk — 9lz06 zw, Linux Ws zoly WAP.

- wlanOvap1 to wlanOvap7 — g,3Jé p,9) eJs IJ VAP seso eds JlpwdIds 1

- wlan1vap1 to wlan1vap 7 —g,Jé p,9, eJs |J VAP sgsu gds JigvdIds 2

- wlanOwdsO0 to wlanOwds3 — z,Jé p,9, £Js 9lzod WDS IJpep>56

- VAPO 9 WLANO:VAPO — ¢,3Jé 0,9, VAPO

- WLAN1:VAPO — 2,Js p 9, VAPO gJs b9 2 (Jizos6 WAP561 B b)

- wlan1 — 2,96 p,9, VAPO gJs ,lbs9 2

- Jlgwdds 1- VAP |Js JlgwdIds 1-VAPT (Vs 2ld wdssuo) — 2yJs 0595 £Js VAP 1deess

- Jigudds 2 - VAP [Jss Jlgwdds 2 - VAPT (Jo suivdd) — 2098 )95 eJs IJ VAP seso

1Jglogs 8. bgd p28 IUIJoBlb IJos ooloz eu 10 [Js 3600 cluss Bs 28d 026 IlJwSlb
NJB8sp6 IUIBe,)luoss o B0 Eluss.

pdlgbé: B 03l lJpold: swp lgwegsle 65.

Facket Capture Method: # Local File

Remote
Capture Interface: Fadio 1 v
Capture Duration: G5

Maximum Capture File Size:

lJglogs 9. i-"ng lJe> Ui.juo‘scdaap pdS 1UIJoBIb 1J5s sl wso 64 9 4096
Jsdovlse s ed IUgo IUIbuos Jege pJo IUIJCSlb. |J8sed 1UIBe,loss os 1024
Jsdoolse.



pdlebd: Vs 03l IJpeld: swp luvegsle 2048.

Facket Capture Method: o Local File

Remote
Capture Interface: Fadio 1 ¥
Capture Duration: G5 Second (Range: 10-3600, Default: 60)
Maximum Capture File Size§ 2048 KB (Range: 64-4096, Default: 1024)
Remote Capture Port: |2En:|2 (Range:1025-65530, Default: 2002)

l U296 10. (losbs) bl wpe losh bysds IJodlb IUze g v ;éi.)'a‘._J 28p IJpuds Idss
Suolag pu 11Js 65530 Vs 29d puds IUlJedlb g0 wgd. 1868 p0 IJIVe,)loss os 2002.

Client Filter MAC Address:  |00:00:00:00:00:00 (2
Packet Capture Method: Local File

*) Remote
Capture Interface radiol ¥
Capture Duration | Se
Maximum Caplure File Size |‘, 24 KB
Remote Capture Port Ilzuuz (Ri

I Save H Start Capture ” Stop Capture

IUgoos 11. bl §6 pdb.

Client Filter MAC Address: | 00:00:00:00:00:00 (X
Facket Capture Method: Local File
s Remote
Capture Interface radiol ¥ .
Capture Duration | Se

Maximum Capture File Size

1024 KE

Remote Capture Port: [puuz | (Ri

Save [ Start Capture ” Stop Capture J

lJglb9s 12. lu @, eds wae ldJodlb Jose gpdsé IJollb 1Ug;e6.



Client Filter MAC Address: | 00:00:00:00:00:00

Packet Capture Method: Local File
* Remote
Remote Capture Port: ooz

| Save |I Start Capture

Stop Capture I

IJgb096 13. Lpz)s bog) uldss IJoldss. [ud,) 899 p9ld §.

Confirm

Are vou ready to start remote packet capture?

l 8], l Cancel |

pdlebs: Luelbo, polb s 21Js IJedlb Iz )06 1o 1JJedlb Bss 1Jodse.

1=

IUglo9s 14. (IReshs) 1oy B8 lsdlW IJodlb Jls 1o gpdss IJodlb IUzses &p lud)
9938 p9lsy.

lve IJlu gvdde 1yub IJodlb gpdss lesls.

lJd lJo 8l 12500

wzw9s pubB§s 2ldé Idoslb IUzjes eJs Idpedyple Ideldss. 1o, Y99 wedSsY JeHuo
lJzlJs 1JIgs,6.

Packet Capture Status
Current Capture Status: Stopped due to administrative action
Facket Capture Time: 00:00:33

Facket Capture File Size: 0 KB

Fefresh

- elds IUIdeylb 1Jzldsé — senue elds [do sl 1Jz)ed 1Jzldss. ‘
- 98w IJoylb 1Ugjpé — sgHuo 1Upsé lJos sop oyl 1Uz e po lzdol.
- 2CP pdd IJukS”O |Jz’jro¢3 — S&HUP TP r°‘-J"-9 |Jaj|o6 |Ju§ oy Uu&lbol

W lJodlb |

ould bysdely eds Js8sé wujsd pd Idodlb 1Jz;es.



- 0299999 wdd IJuwe IJogsgws (HTTP)
- 99999 LlJ IJpdVle IJpuul (TFTP)

121095 1. (2slos) Il 1o o0 1 osss cossd 1pdd Idpdegho po 21 ¢1sp TFTP,
Boedd pu luwoddle wa9o9dsd TFTP Joussd ¢lus Idizesl, Capture File. o pg)»
O3S0 wSwp wuuush lywe pd Ebe TFTP 92.99d guslu IPV4A 1UElLo6 Lelse TFTP.

Packet Capture File Download
File download using HTTR/HTTPS may be done by simply clicking the Download button. To us
@U&e TFTP to download the capture file

TFTF Server Filename: apcapture. pcap (Range: 1 -

T
[=r}

TFTP Server IPv4 Address: |192 168.1.17| [0 3 10 )

pdlzbd: 13l Jp w9p wopdss glus IJlgosl) Vs 1Ugbs 10 W 9e wldogbs |Us 1Jgbes 4.

1Jg1096 2. 1sgd luwe 1Jpdd wovuusd Peap B eéd luvp pJd gbe TFTP so,loz pu 1
lJs 256 ¢yl

pdlebbs: Vs o3l IJpeld swp luwwgsle apcapture.pcap.

Packet Capture File Download
File download using HTTR/HTTPS may be done by simply clicking the Download button. To us

¥| |Use TFTP to download the capture file

TFTP Server Filename: apcapture.pcap (Range: 1 - 256 Characters)

TFTP Server IPvd4 Address: 192 168.1.17] (R0 300 300 300 )

IJglo96 3. bed gudlo IPV4 Jeboe TFTP B 28d guslo IPv4 Jglse TFTP.
pdlebs: B o3l lJpold sop luuegsle 192.168.1.17.
Packet Capture File Download

File download using HTTR/HTTPS may be done by simply clicking the Download button. Tao us

#| Use TFTP to download the capture file

TFTP Server Filename: apcapture.pcap (Range: 1 - 256 Characters)

TFTP Server I[Pv4 Address: EEIE;]EE;]_-]T' I [ 300 e 3000)

1Jzb9s 4. 168, 9939 wujsd.



pdlelos: I3l Jo o §p Ngosh TRTP: Suusoe cuisd IJpdsd po gl HTTPHTTPS.

Packet Capture File Download

File download using HTTR/HTTFS may be done by simply clicking the Download button.
that indicates TFTF download.

Use TFTF to download the capture file

TFTP Server Filename:

apcapture.pcap (Range: 1-256 Characters)

[oownoas |

IUgbo9s 5. sbo, |bly Jlgdlpd wlo ldouisd 3> IJodse. 9lod, W98 OK.

Confirm ﬁl

L! The file is downloading now.

o

Sew edsd IJls wujsd pdod IUeBlb 1z 506 oo ¢JIJ HTTP/HTTPS I TFTP.
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