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Initial Router Setup

1 Welcome This Setup Wizard helps you to install your Cisco router

Before you begin, make sure your router is connected to an Internet gateway device
(such as a cable modem or a DSL modem) as described in the Quick Start Guide.

& Don't show on startup
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Initial Router Setup

© Check Connection

2 Check Connection

A\ Please follow these steps to ensure your router is connected properly:

1) Make sure your Internet connection device (such as a cable modem or a DSL
modem) is connected via Ethernet cable to the WAN port on the back of your new
router.

2) Make sure your Internet connection device is plugged into an active electrical
outlet and turned on.

3) Did you connect and power on both the router and the modem in the manner
outlined in the quick start installation guide? Power down both devices and repeat
the indicated installation process at this point.

Back Cancel
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Initial Router Setup

Configure Router - Select Connection Type (Step 1 of 4)

Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
O Static IP Address

QO PPPoE

O PPTP (Common in Europe)

QO L2TP (Common in Europe)

Learn more about the different connection types

Back Cancel
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o Your Internet connection has been detected. Unless your Internet Service Provider

instructed you to select a different option, please use the current option and click next to
3 Configure Router continue.

® Dynamic IP Address, or DHCP (Recommended)
Q Static IP Address

O PPPoE

Q PPTP (Common in Europe)

O L2TP (Common in Europe)

[ Learn more about the different connection types ]
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Initial Router Setup

Configure Router - Set System Date and Time (Step 3 of 4)

Enter the router's time zone, date and time.

3 Configure Router [Time Zorie: (UTC -08:00) Pacific Time (US & Canadat‘ ] o

©® Enable Network Time Protocol Synchronization

O Set the date and time manually, or click here to import them from your computer

Date: 2018/09/14 (yyyy/mmijdd)

Time: 0518 :

IJ¢bgs 6
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Initial Router Setup

Configure Router - Set Router MAC Address (Step 4 of 4)

o Each device on your network has its own unique identifier called MAC address. In most
cases, you should choose 'Use Default Address! If your ISP requires you to connect using a
3 Configure Router specific MAC address, you may change it here.
Choose a MAC Address
® Use Default Address (Recommended)
O Use this computer's address

O Use this address

Back Cancel
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Initial Router Setup

]
]

Connection Type: DHCP
3 Configure Router
MAGC Address:

IJglbgo 8

Summary

Please review the following settings and ensure that the data is correct.

wlJogwed Jdgbys ldoldss: gwo e worss> Jdps pi9) Jluwesleel gus wuwesd
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Initial Router Setup

o
o
o

Enable Security - Set Router Password (Step 1 of 4)

The administrative router password protects your router from unauthorized access. For
security reasons, you should change the router password from its default setting. Please
write this password down for future reference.

Enter a new router password: (At least 8 characters composed of lower and upper case
letters as well as numbers)

Router Password:
Confirm Password:
Learn more about passwords

O Disable Password Strength Enforcement

Back Cancel
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System Information

Device Model: RV260P
PID VID: RV260P-K9 V01
(Current Firmware Version: 1.0.00.1 5)
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Manual Upgrade

File Type: (@ Firmware Image | O Language File O USB Dongle Driver

Upgrade From: O cisco.com ® PC O USB £

Firmware Image Format: *.img (Maximum size: 100MB)

No file is selected

O Reset all configurations/settings to factory defaults

Ulsls|i=lsc0 1 The device will be automatically rebooted after the upgrade is complete.
IJg o9 3
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Manual Upgrade

File Type: ® Firmware Image O Language File O USB Dongle Driver

Upgrade From: O PC OUSB &5

O Reset all configurations/settings to factory defaults

Ulolo|=le[:W The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Manual Upgrade

File Type: ® Firmware Image O lLanguage File O USB Dongle Driver
Upgrade From: @ cisco.com QO PC O USB e

O Reset all configurations/settings to factory defaults

Ulolo|zle[s W The device will be automatically rebooted after the upgrade is complete.

Download to USB
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Confirm

A Are you sure you want to upgrade the firmware right now?

a8l el el awlidl e aJWl albw,)l e Jasiw .deblio 095 coazidl dlac Jukis ooy

e ® @ Upgrade is in progress. Do not power off or
® @ reset the device. It may take a few minutes
® o® complete.
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A\ Restarting

Please wait for 176 seconds...
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Getting Started
Status and Statistics
Administration

System Configuration

Port Settings
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Option 82 Settings
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802.1X Configuration
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
a 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
IJ¢bgs 3
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VLAN Settings

Create new VLANs

-+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O j200 Engineering ] m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering [m] [m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.255.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
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VLAN Settings

Create new VLANs

+
Inter-
VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
O 200 Engineering m} m] IP Address: 192.168.2.1 [ 24
Subnet Mask: 255.2565.255.0
DHCP Type: Q Disabled
@ Server
O Relay
Lease Time: @ 1440 mir.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy v
WINS Server:
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VLAN Settings

Create new VLANs

+@o
Inter-
VLAN Device
O VLANID Name Routing Management |Pv4 Address/Mask
o 1 Default Enabled Enabled 192.168.1.1/24
255.255.255.0
DHCP Server: 192.168.1.100-192.168.1.149
0O 200 Engineering a [m] IP Address: 192.168.2.1 !'24 l
Subnet Mask: |255.255.255.0 |
DHCP Type: O Disabled
@ Server
O Relay
Lease Time: @ 1440 min.
Range Start 192.168.2.100
Range End: 192.168.2.149
DNS Server: Use DNS Proxy
WINS Server:
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VLAN Settings

Create new VLANs
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Inter-

VLAN Device
O VLANID Name Routing Management IPv4 Address/Mask
oo Default Enabled Enabled 192.168.1.1/24

255.255.255.0

DHCP Server: 192.168.1.100-192.168.1.149
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Assign VLANSs to ports
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O VLANID LAN1 LAN2
[N I Untagged v Excluded v
& J 200 Excluded v Untagged v
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@ f;lsanusrness—Setup

Secured

Do you want to allow your PC to be
discoverable by other PCs and devices on this
network?

We recommend allowing this on your home
and work networks, but not public ones.

Yes No
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asco. Cisco Business

Cisco Business Wireless
Access Point

Welcome! Thank you for choosing Cisco Access Points. This setup wizard will help
you install your Access Point.

Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco Systems are
registered trademarks or trademarks of Cisco Systems, Inc. and/for its affiliates in the United
States and certain other countries. All third party trademarks are the property of their
respective owners.
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Cisco Business

Welcoma! Ploase stant by creating an admin account.
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CISCO

Cisco Business Wireless Access Point

1 Set Up Your PrimasyAP

Primary AP Name | Test

Country United States (US) - © 9
Date & Time  04/09/2021 i 91z o
Timezone  Central Time (US and Canada) - © e

Mesh () © e
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2 Create Your Wireless Network
v

Network Name [ CBWWian . eo
Security | WPA2 - ee
Passphrase | ecssesene ee
Confirm Passphrase | eesessee 0

@Show Passphrase ) e
Back l Next ' 6

s&wwy Wi-Fi Protected Access (WPA) IJlesl) 2 (WPA2) o9 Idpssh 1delds Joi,o§¢
Wi-Fi.

IJgbgs 9

Bp woldss IJlesble 9lud,) cbusd.



aifuar]n,
CISCO

Cisco Business Wireless 140AC Access Point

Please confirm the configurations and Apply

1 Primary AP Settings

Username  Admin
Primary AP Name Test
Country United States (US)
Date & Time 04/09/2021 9:14:16
Timezone Central Time (US and Canada)
Mesh No
Management IP Address DHCP assigned IP Address

2 Wireless Network Settings

MNetwork Name Test123
Security . WPA2 Personal

Passphrase; **%%**
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Primary AP will reboot after these configurations are applied. Click Ok to continue or click Cancel to return to the set up wizard.

o
( oK )| Cancel
~—
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Saving the configuration...

This may take a minute.
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+/ Connect automatically

Comnect

" W
Mobile
Airplane mode hotspot
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asco. Cisco Business

Cisco Business Wireless

Access Point

Welcomel Please click the login button to enter your user name and password

® 2015 - 2020 Cisco Systems, Inc. All rights reserved. Cisco, the Cisco logo, and Cisco
Systems are registered trademarks or trademarks of Cisco Systems, Inc. and/or its affiliates in
the United States and certain other countries. All third party trademarks are the property of
their respective owners
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asco. CISco Business

Windows Security X

Microsoft Edge

The server ciscobusiness.cisco is asking for your user name

and password. The server reports that it is from Cisco
Controller.
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Cisco Business

Cisco Business Wireless
Access Point

Welcome! Please click the login button to enter your user name and password
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Authentication Required X
https:// is requesting your username and password. The site says: "Cisco Business
Wireless”
User Name:| h ‘
Password: ) ‘
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£ (wireless Settings ? Q

N WLANs Mesh

% Access Points . m
& WLAN Users

& Guest WLANs
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ﬁ' Management

-ts Advanced

To add Mesh Extenders to the system, click

Wireless Settings >> WLAN Users >> Local MAC Address

General Mesh Backhaul Slot Ethernet bridging

Backhaul Client Access [;IJ

Mesh Backhaul RRM
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Primary AP Information

Frimary AP Name Cisco Buisness Wireless
Model CBW-145AC
1415DEF1

avs. 17 hours, 45 minutes

Frimary AP Time Sat Feb 27 10:05:15 2021
Timezone San jose
Country Multiple Countries - US
Management |IP Address 10.10.10.7
Memory Usage 63%
Max Access Points Supported 50
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AP Information

Primary AP Name

Model CBW140AC-B

Serial Number
(Software Version 10.0.251.24 )

Up Time 5 days, 1 hour, 57 minutes
Primary AP Time Sun Mar 29 16:50:26 2020
Timezone Central Time (US and Canada)
Country US - United States
Management IP Address 192.168.1.125

Memory Usage 55%

Max Access Points Supported 50
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Software Update

<10.0.251.24>0

[ Management)
@ Access

% Admin Accounts

® Time

v Transfer Mode TFTP v

Advanced IP Address(IPv4)/Name *  172.16.1.35

Spdud opose wuulee CBW AP 9Ju swp 230 IJoYssule 1Jgldss eds uldbo
IJsue9d IUlgwlwss.

o0 1JBlispé 1JpouwsJé 9 o 1o 1w, Cisco.com.
Transfer Mode Cisco.com v

\utomatically Check For Updates HTTP

TFTP
Last Software Check
SFTP
Latest Software Release @isco.com )

1Jgbogs 4



Jogss udbs 1909 IJigwlowss JJopdd oddliss! pu cessele duslez: g,
opdsu Vs 1JSlsps IUpuuwrdé IUcedld Idodllss pu ldegrsale. pdue ol
lwo,luosl.

Transfer Mode Cisco.com v

Automatically Check For Updates CEnabled v)

ews lole IJezdd po Idosoler s3I JIu Tzae cease Jdusler 19 p9uos wo peyd,
eJs Cisco.com. Wgusss:

- wSIIU )L CUWSO SIS |J..,,J|roa lJp9z29> Vs ILYdo IJedss ULS.DU PU 9lzod
puvese IJsse 1202, 1Jdo (19 Hel3s). 858 1Jud) 998 1)) [Js 1dsuesd 1Js
WP 928 " Idwlee”

s Sop wpdsu iy Jopse 1deszss luwdd Loes ceose Iwlee.

el C
e CIISCIO Cisco Business Wireless 140AC Access Point ? Q oo

Software update is
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Software Update

10.0.251.24

Transfer Mode  Cisco.com v
Automatically Check For Updates  Enabled -
Last Software Check ISERNER27044:292020
Latest Software Release 10.0.1.0 (2]
Recommended Software Release 10.0.1.0 9 (7]
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Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled v

Recommended Software Release _ 0
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Transfer Mode Cisco.com v

Automatically Check For Updates = Enabled o v

Latest Software Release 9 9
(?)

Recommended Software Release
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Transfer Mode Cisco.com v |

Automatically Check For Updates  Enabled v

Recommended Software Release _ o
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Transfer Mode Cisco.com v

Automatically Check For Updates  Enabled

Recommended Software Release _ 9
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Cisco.com Software Update Wizard

Release Update Confirm

Select software version for updating Cisco Business Wireless:

@ Recommended Software Release 10.0.1.0

O Latest Software Release 10.0.1.0

131095 8

1o W98 wldso.

Cisco.com Software Update Wizard

Release Update Confirm

You have selected:

Update Cisco Business Wireless APs to the recommended software
release

AP will be reset after all Access Points are updated

- =D

logble yvodle WLAN gds 9lz06 puuegdp 98w

Suwez JI 03l lUGuwe lousle Giodle ppdss Jlwddsé (WLANS).
IJg o9 1

SeIdu luusle guvods WLAN cldloedld 1Js lesble Jigeddss > guvodle WLAN. ©p
22 luols v, Jé WLAN/RLAN z>8>6.

aljial i
e c||sclo Cisco Business Wireless 140AC Access Point

@R Monitoring

1
ﬂ Wireless Settings

2 W1 ANe




IJ31096 2

wew edlps IJowsse gloc Bp el IUpedyple IJoldse:

+ 08,8 WLAN - 235 580l JJuvods 1Jppdss IJJlpuddss (WLAN)

1JO9E - ©2asd Uods WLAN

. |uufo ro.Jg9 |.Ju£)..5g9 - E_Q) l)aLJ Iu“r°‘ SO p u.J&l..S;Sl roJc SS|D g_;ogéuu |.J|u.uro. Scv

I SY9u Ul e a.é_,@.)lﬂJl Swozlys 31 2yl

op -;'.UGJ IJaLé_?J lJoldss J8sps Igé;",.Jlub@é Vs o3l IJpeld. _9qu Swp Juyd
lJowgws)lo s glds ol Bl Joo o e Bs wdgsuvol vuvdd pgodu.

- SSID - s pJ luwp IJoguos s ol Jeg 8 SSID. spdud wiss) o3l bl e, szu o

SI90 [Jluwpe B8l oldl sezles 31 2,8l

. enable - sz <ud 03l 1Jie, pedol JJuveds 1deedss IUJluvddss (WLAN) 2o

oEpd.

- owsluws 1U)bsg - gbo pl wyge Vs oy 03l Ydo zus swpdu IUgpdle 1U3s0 SEpdv
v 2.4 zseloyw 95 eselorws pu 19uosd s Iduvwds.

- Broadcast SSID - gl56 pl ¢y Os 1Joyuld SSID zos wygw Vs oy o3l Jppdu.

- pdO IJogrs Idpeds - wysd WEb wpdsy ol Idgsh Je)uo wble ldogvgsd 1Uss
S cubgsdo eds Igpsd ls Jeruo luve Ideuuctse.

Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN 1D | 2 v o
Type  WLAN v 9

Profile Name * Engineering

SSID * Engineering e

WLANs with same S5ID can be configured, unless
layer-2 security settings are different.

Enable ()
Radio Policy | ALL v 9
Broadcast SSID ()
Local Profiling (2]
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General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Network

Captive Network Assistant

MAC Filtering o
Security Type WPA2 Personal v
Passphrase Format ASCII v
Passphrase *  VerySecure e
Confirm Passphrase *  VerySecure 9

0 Show Passphrase

Password Expiry 9

o @
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Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

WLAN ID | 2 v o
Type  WLAN v 9

Profile Name * CBWGuest

©

WLANs with same 55ID can be configured, unless
layer-2 security settings are different.

S510 | CBWGuest

Enable ()

Radio Policy | ALL - 0

Broadcast 551D ()

Local Profiling (2]
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Add new WLAN/RLAN

General WLAN Security VLAN & Firewall Traffic Shaping Scheduling

Guest Netwark () o
Captive Network Assistant () 9

MAC Filtering

Captive Portal Internal Splash Page v e

Access Type  Social Login v
ACL Name(IPv4) None v 2]
ACL Name(IPv6)  None v 2]
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®R Monitoring

L Wwireless Settings
B WLANs

& Access Points >
N Active wLANs [
& WLAN Users

& Guest WLANs

¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssip Security Policy Radio Policy

2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2
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WLANSs

M Active WLANs |

Add new WLAN/RLAMN

Action Active Type M
' & 'x Enabled WLAN E.
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Edit WLAN

General

WLAN Security

VLAN & Firewall Traffic Shaping Scheduling

WLANID

Type WLAN

Profile Name *  MAP

S5ID* | MAP

WLANs with same SSID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL

Broadcast 551D ()
Local Profiling () (]

@
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Edit WLAN

WLAN Security  VLAN & Firewall Traffic Shaping Scheduling

General

WLAN 1D

Type

Profile Name *

SSID *

1

WLAN

MAP

MAP

WLANs with same $8ID can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL

Broadcast $51D ()
Local Profiling () ]
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General ~ WLAN Security ~ VLAN & Firewall  Traffic Shaping  Scheduling

Qos  Silver (Best Effort) v @

Switch to expert view to configure rate limit in Kbps.

Per-client downstream bandwidth limit [} Maximum
No 1 2 E 4 s 3 7 8 E 10 500
limit
Per-B55ID downstream bandwidth limit l Maximum
No 1 2 E 4 s 5 7 8 E 10 500
limit
Per-WLAN downstream bandwidth limit (] Maximum
No 1 2 z 4 s 5 7 2 s 10 500
limit
Per-client upstream bandwidth limit I Maximum
No 1 2 E 4 s 3 7 2 s 10 500
limit
Per-BSSID upstream bandwidth limit I Maximum
No 1 z 3 4 s 3 7 8 a 10 500
limit
Per-WLAN upstream bandwidth limit ' Maximum
No 1 2 E 4 s 3 7 8 a 10 s00
limit
Fastlane | Disabled v

Enabling Fastlane will update QoS value to platinum.

Application Visibility Control  Disabled v

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate

11096 5
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Per-WLAN upstream bandwidth limit [ ] Maximum
No 1 2 2 4 5 ) T 8 El 10 500
limit
Fastlane Disabled v

Enabling Fastlane will update QoS5 value to platinum.

Application Visibility Control ( Disabled -) o
AVC Profile (Enabled ) 9

Add Rule

Action S.L No. Application Action Average Rate
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Application Visibility Control | Enabled

AVC Profile ~ MAP

Add Rule

Action S.L No. Application Action Average Rate Burst Rate
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Applications ©

Applications ®| Groups @ Data Usage v Throughput
browsing 26 M8 1.1 Mops
outiook-web-service email 819.4 KB 233.1 kbps

isco voice-and-video 735.6 KB 00 ops
secul email 453.1 KB 0.0 bps
ms business-and-productivity-tools 238.2 KB 75.1 xops
web! eing  yoice-an d-video 1323 K8 0.0 bps
samsung browsing 79.4 KB 0.0 bps
backup-and-storage 74.0 KB 5.7 kbps
48.5 KB 0.0 bps
nnnnnnnnnn tarnet 47.3KB 0.0 bps
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Application icloud

DSCP | Silver (Bast Effort) »
Select Al [J

AVC Profile @ WLAN 551D
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[0 DEFAULT_RLAN nong
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Add AVC Rule

Application  icloud
Action  Mark
Hl  Silver (Best Effort) »

select AIJC
Custom

AVC Profile
s Platinum (Vaice)

Gold {Video)

Bronze (Background) 5
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Add AVC Rule

Application icloud

Action  Mark v

DSCP | Silver (Best Effort) »

Select Al ]

AVC Profile (¥ WLAN SSID

EZ1KWireless EF1KWirsless
CBWWirsless CBWWIireless

DEFAULT_RLAN none
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¥ Mesh Add new WLANRLAN

3 Management Action Active Type Name ssiD Security Policy Radio Policy

K2 AchEme @z % Enabled WLAN EZ1K Ez1K Personal(WPA2
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Edit WLAN

WLAM is in enable state. Editing the WLAN configuration will disrupt

the network momentarily. Do you want to continue.?

- e
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Edit WLAN

General WLAN Security VLAM & Firewall Traffie Shaping Scheduling

WLAN ID v
Type BIESN v
Profile Name * EZ1K

SS5ID *  EZ1K

WLANs with same 3510 can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy ALL * @

Broadcast 551D ()
Local Plofilingl::

131096 5
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Edit WLAN

General WLAN Security  WLAN & Firewall Traffic Shaping Scheduling

WLAN ID

Type DUEAHN
Profile Name * EZ1K

351D EZK

WLANs with same 551D can be configured, unless
layer-2 security settings are different.

Enable ()

Radio Policy = ALL v ©

Broadcast 551D ()
Local Profiling () (2]
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Client Identity - Device Type *  Usage ¥ * Throughput e

I & Anthonys-iPad Apple-iPad 1.0 GB 260.3 bps

2 @ Galexy-58 Android-Samsung-Galax 8.4 MB 1.2 kbps
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