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250,0" 0:USE @5U,2¥U,0f020+U UtUS U9 US oU,U, 0'Ut0 @50t @5U,0 @+USE ™
@8U,2¥U,Us0*@+U"UTUS.

@'U...USU, Microsoft XP/2000 VPN - USU...UfUT @8U, U@l U, @¥U, U% 28U, UtUeU, -
2000 Windows. U"USU...UfUt U, U,U...2°0°0®@ U...USUt @§U,8 @'US@ USUt
250,2°USUt US@*0?0®0 V..U Ut @ @+Ut@sU...0- @'U...USU, Microsoft VPN
25U,U"apUU, @¥U, 0% @50, UtU€U, U..Ut 2®U,080, 08U, 0+Ut@sU...0-.



Client To Gateway
Add a Hew Group VPN
) Tunnel ® Group VPN
Group Ma. 1
Tunnel Mame : Tunnel_2
Interface : WWARZ W
Enable : o
Local Group Setup
Local Security Group Type : Subnet W
IP Address : 192.168.1.0
Subnet Mask : 255255 2550
Remote Client Setup
-
Femote Client : Microsoft XPr2000 VPN Client W
Domain Mame(FQDM)
Emall -jjrnsmLJQEH FGDN
IPSec Setup
x v,
Keying Mode : |KE with Preshared key
Fhase 1 DH Group : Group 1-768 bit W

8V, 2eD-U"30 7. Z8UTU, g+ 31U, U% SU@0, U, U@ D, B8U,0¥0'0 080 B8@°.
D¥D'D D8D | PSec

@EU...28U1 @'@+U U UfU U, @8U, B¥Ut@d+U @R (1PSec) UTU” @' @+U AU UfUU,
@£U...08Ut @-0°U, 20 B8U, ®¥UTW+UT®3®§U @°*USUSU” UQ®+ @8U,0£U.. ®§UT
@8U,0@?8U...U, U...Ut ®®U,,®§U,, @8U,U.. ®p®§® U,20 U @8U,2°0 U€@USQ+
P£0«Ut080; O£US @-U,2°00 080°0udsu,,.

U...U, 2803 @o: USU,2?0... ZEUT USUFUUT U, 2-2+U€US 080,00 UfR©

®§U,,®®®§®p®© ®§U,(® ®§Ui®+US®© (VPN) UtU€2° 3-9+U, 28U,0°0 U€USo+ U” UQUf
08U,0°0"' U@USO+ U” @8U,U...0u280 U,00 @@2U%o UsSe'U., .U, IPSec. UfU...28 US@-@"
@£Ut USUFU Ut U..U€2°080 "’ USP© (Z)§U,,(Z)¥®+®3(Z)§U,, @8U,U...9«@8U,US" UfU"
UtU€@°Ut @'U,U%0 UfU,28 @-@8Ut@ " US @8U,UtU@U,.

@80, 2®0-U"30 1. BEGR®ZD+ @8V, U B2 @8U, U...UtD83*a" U, B¥D B§D+B0O

28U, U...U€080°US@ U,09U...08Ut @8U,@£U...Q8U1 U...Ut ®§U,,U 280 ' U...00
?80,U..Ut@%*0 U, 00 U"a12: @80, 3+@ @-. @8V, U D2t @8V, I8V D°*D+@8@9US UtU" IKE
O PsBPPRD B8U... P8V, U...U@2°0s@ @5U,U...0 @°0+Uf U...0°0 "U,d8.

USE U'USDs - UgTa @£U... 2801 U...oea@U, 2¥UTe @80 U...U€©0°080 @£U...08Ut -
2-0 USo @ UTU0(2)3UJ’U 2'9"U... 28U,0°U€ 08U 29 U...2" ©8U,U...U©2*08Q.



o¥UtUt 050,0£0€090, U,0,050°0°000 @SU... 0£0«U10S0; 0£0°0°Ufe @5Ue
25U,U...0"'0fU,250° U"0U,Ut@s U @sU,0 " US0' 00 @5U,0«350 " 0°00
25U,0p2°US0:00, 9¥Ut USO®0° 050+ PEUTD? U..0-U...U @' VPN UUS
2®0-U"00 1 U9US 0¥00sUe00 UtUeU, 0-0 USe™ U.0°U..0E Ut0°os
2®USEsD+ USD'0-02

IKE & 080°0°00@ @8U... 98U, U...U@@°050 @5U,U...0'0*@+Uf U...0°0 U, 05 - -
U32°U... 0¥0°0°0@@ @8U... 0" 0+U°2°U"UfU"U, 2°0" @80 U, U..U@0°050
250, 0¥Ut0*0+Ut@? (IKE) U,2¥Ut0 05@; U...Ue0°050 U...0'0*@+Uf U..0°0 " U,08
U"050°0°0" @ 08U, Ut @20, U,080 ! US@S U,0¥Ut0 080; 080°0u@sU, U...0ud U,

U,,U,,UTUQU
Subnet Mask : 255.255.255.0
Remote Client Setup
Remote Security Gateway Type : [P COnly W
IP Address Wi 192.168.1.2
IPSec Setup
Keying Maode : IKE with Preshared key W
IManual
Phase 1 DH Group IKE with Preshared key _
Phase 1 Encryption : DES "]
Phase 1 Authentication : MD5 W
Phase 1 34 Life Time : 28800 seconds
Perfect Forward Secrecy
Phase 2 DH Group : Group 1 - 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
Phase 2 5S4 Life Time : 3600 seconds

Preshared Key :
Minimum Freshared Key Complexity Enable

Freshared Key Strength Meter :

Ldvanced +

~ -

U fU"USUT U aat @80, U...U€ 0080 98U, US@ U~US

@8V, IRE-U G0 1. BEF @®U, @8V, U,USU...00 B8V, 3%0 @8@°U S0 8V, '0 3+USPO
28U, U@ 0+USP QO U,,U@U-’F(Z)HD3 U..2'U,U...080° (Z)§U,,(Z)£U @8Ut (Z)§U,,U ?80+@ PO
(SPI) UeUsS @u,U, sPl @80, Ugs@+@ . USgRU... UtU,U, SPl U@ US @+0£@3

@ @+U"@U"Ufu"u, @U...U" U,,®© ®§U,,®£U @8UTt ®§U,,®a®1]U USUT(ESP) @8U,@°US
USeo @ U..0'28 ®§U,,®U .28USgo U,U,09%U..00 98U,U"080+@ @©. USU...USUTUS
Q¥@ @®e8U, U...Ut 100 ®¥U,,U%o ffffff. USO-@ " @£UT @°0°0-@8@ U, SPI

@80,U" 080+ @0 U,U,U..U"@-Uf @8U,U...0U,US U...@" SPI ®§U,,®p®§® D+



u,U,U..U@-Ut 280,08 @"'USD ™.

@80, 2®3-U"00 2. BEF @®U, @8U, U, USU...00 B8U, Z3g @83USZ0 B8U, 24 @+USHO

78U, U 0+UST 0O U,,UQU#®+®3 U.. ®1U,,U .080° ®§U,,®£U .@8Ut ®§U,,®p®§® 0+0©
(SPI) UQUS oUu,U, il @8, D@80 O+ . USzU... UtU,U, SPl U€US 2°09U...USUT @+@£0D°
@ @+U"@°U"UfU"U, @U..U"U,00 @8U,0£U...08Ut (ESP) @8U,2°US US@0 @ U..0'08
@8U,0U...28US@© U,,U,,@@ZU .00 @8U,0u080 0+@0©. USU...UfUTUSf 2¥@ @®@sU, U...Ut
100 @¥U,U%o ffffff. US@-@~ @£UT @°0°@-@8@ U, U,USU...00 SPI ®§U,,®y®§® D+0©
?8U,0®082u00 @~ @8U,U...U@-Ut ®§U,,® @'US@~_ U..@" SP1 @8U,U"080+@
?8U,0®080u @ @8U,U...U"@-Ut @8U,U...0U,US.

Remote Client Setup

Remaote Security Gateway Type : IP Cnly W
IP Address Ll 192.168.1.2

IPSec Setup

Keying Maode : Manual W

s : .

Incoming 3P : 1004

Eutgning SP1 1BCD

Encryption : DES W

Authentication : MD5 ]

Encryption Key :

Authentication Key :

280, 200U 00 3. prgewdt PEzPU, U'd” @8U, 240 U@USP+ 98U, U...Ut0sp*0 "

u,u,o" US®§UT®§®"" U..Ut ®§U,(U 280 !U..00 @8U,U..Ut0*0 U,00 @8U, 2?7 U@USD+.
@8V, % U@US@+ @8U,U...U"@uU%0 @ Ut UtU" 3DES USperos@- UtU€U, VPN @¥U,U%o
YDV DSU... UtU€2°® 0£0°0,U 2" @8U,0°0 U@ USo+ U,,UfU 08

@80, ®+UOUSUT

DES- USZezz@@ U... U.. ®1USQ§Q+ 2y U@USO+ @8U,0 US@SUT@8@? (DES) 2@-U

u.. UQ®a®§® 56 @ @* U,0°0 UeUS@+ @8U,8 " US@8UT@8®?. DES U@ usU...

U US@-0" 0¥2*0*0®0 @8U..Ut U€@U,0- 0¥@°0s Uf@sut@? UtU,o- 20
UtUi08USP0O U" 0800 @O ©°0 @'U... DES U€U,0-.

3DES- U...gWUS@sd+ @ U€USQ+ @8U,0  US@sUT08@° @8U,B«U,, ®§®«US (3DES) -

U$U" @-9+USU,00 @°0 UQUS®+ 2" @*USP-0O 168 @~ @°. USU U~U... 3DES

Q" 0°0’ UeUSo+ 080,02 US@SUT@8P* @«U, 080« U.. @+®§®"’@CE U...U...®§

USU U€@+ @8U,U..2205@ U...Ut @8U,2£U...08Ut @«U... DES.



IPSec Setup

Keying Mode :
Incoming SPI :
Qutgoing SPI :
Encryption :

Authentication :

Encryption Key :

Manual

1004

1BCD

Authentication Key :

28U, 203-U g0 4. BEQRPD+ BEZRU, U D" @8U,U...0@8a U, @0 @8U,U...Ut@SZRa"
u,u,a US®§UT®§®3U Ut @8U,U,08@U.. Q@ @8U,U.. UT®3®_U @0 @8V, U.. ®§®_U ao.
@80, U.. ®®§Q—U 20 @80, U.. U @U%o a Ui@§ UtusS SHAl U, PEUTUIDS DEU f OB+
@Ey...28Ut@8 U...UT MD5. USZzRgsg- UtU€U, VPN ®¥U,,U%o Q¥D*D*PRD @8U...
?-@+USU,00 @8U,U...0u080 U,00 UtU€e@°Uies U,UfU,08 @8U,UtU+@8US@USUT.

MD5 - @eU @§@+22U...USgo U...U, ged1osU, +@3a8U, @0-5 (MD5) 2U...g«U,
U2, USU €00 0°0-0°0 ' 90 B*0 B8°US00 8'0 9+USE0 U...UfU"Utdo U...Ut 32
9+U,U..08 2°U U0+ 95U,0U..05U500 U,U,0 US@sUtese U,..Ut
250, Ut@-U"U... 950,09050+ 0" U"080°0-00 02°08@ " @5U,U...0-U...U° "
250, 080®0°0 " @50 US.
SHA1 - 2eU"28Z+@?U ... U3p0 @8V, 230-2°21a0 @8V, 2eU ... Ut3o 08U, OY¥Om D80+ 1 «
(SHAL) UU8 U@, USU€ D0 0°0-0?0 ' 9© 160 @~ @° @2UfU Ut BEUFD«Dt
@£U...08U1@5 U...UT MD5 U"U, UfUtU@8 0°2°0°0°0+0, @§U,U...22050 U...0t

@s8U0,U"U,@° U,U,00°080 .

IP5Sec Setup

keying Mode :
Incoming SPI :
Cutgoing SPI :
Encryption :

Authentication :

Encryption Key :

Authentication Key :

Manual

1004

1BCD

28U, 20@-U"d0 5. g PeU, ?8U,U...U90°050 U,0°0 U USo+ 08U,0 " USOSUTDsD?
u* UeUf 0°0’ UQUS@+U¢®§ UQUS QU,U, U..Ue0°0sg gsU,0°0 UQUS@+ D¥D°D§
DEQRDD+P PEDPU, U D" BD UOUS®+ DES Uf@£@°0, U0 @°0 U€USo+ U@US
28U0,200-U° 00 3®CE U€B£0 @®U, U,USU..00 2°0 080°USO0 0'0 @+US@O
U...UfU U@ U...Ut 16 @+U,U...08. 0¥0°08 B£0®D*D+0* @-B+USU,00 0°0 U USD+
3DES U€US 28U,200-U"00 30E UB£0 ?®U, U,USU...00 @0 08@°USQO

0'0'@+USOO B°@8@ 40 @+U,U...08.



28U, 20@-U"20 6. 28 ZeU, U...U€90°080 U.. 0 2°@+Uf U...2°0 "U,08 U, U...0u080 U,00
@@+Uf@© @8U,U...0+U @+ UQUS U U,, U..Ue 02080 @§U,,U .Qudsd U,00. PHD° D8
PEGRID+@P MDS5 U fa-@+USU, 20 U...2@sd U, 30 U€US 03U, 200-U 00 40E

U€Q£Q @®U, U,USU..00 @°0" (Z)§®3US(Z)© 2'9'9+USQO U.. UsU” Ut@o U...Ut 32
2+U,U...08. 0¥0°08 O£Q®D*@+0* SHA Uf@-9+USU,00 U...0u280 U,00 U€US
?8U,200-U"00 40E UQLD @®U, U USU...00 @@~ (Z)§(Z)3US(Z)© 00’ ?+USO© ®°(Z)§(Z)a 40
@+U,U...28. USOD*08D- UTUOU VPN @¥U,U%0 2¥2°*0*0®0 @8U... UtU €23
28U,U..Ue0°082 @8U,U..0° 2*0+Uf U...0°2 " U,28 U,UfU, 08 @ ®+UOU5Ui

IP5Sec Setup

keying Mode : Manual W

Incoming SPI 1004

Outgoing SPI ; 1BCD

Encryption : DES W
Authentication : MD5 W
= : ; e .
Encryption Key : ABCA1Z2675BCOACD
fauthenticatinn Key ACGTBCDO0AIZ28TECHE

28V, 203U 30 7. @8UTU, @+ @'U, U% SU€ 0, U, aU& D, 08U, 0¥0'0 080 B8@°.
IKE U...@* @0 fUUSUT U a1at 38U, U...U€ 0050 95U, U...0 0°0+Uf U...0°0 " U,05

@8V, 2®@-U @0 1. ZEGR®@+ U... @-U...U @0 DH @8U, U...Ut@82*d @0 U, U, U...0+3U, 3O
@8U, @EU"U, U%o U...UT. @§U U QQ@'U .90 @80, U.. Uteg U, @0 U.. Q—uU U ®1®© DH
U,U,U..2+aU, 20 @sU, @EUU, U%o. US@""U ®¥@3®®_®§U ®§U U...2+@U,30 1
U, 0t ®§®| ®¥®+®3@ D8D- Q§U SEU.. ®§UT @su,U...Ut@aU, US ®§U ﬁ®3US® (SA)

@USUt @-@+U€US ®§U,,UTUQU u,0 @'U... ®§U,,®§®a®p®§u,, @8U,@¢U...Ut

@80, U...0u@" U,. Diffie-Hellman (DH) UtU" 0 @+U"@*U"UfU"U, 2°0 082 U,

u.. U0®§®""US® U..0'Ue0+ USe?U... 0¥0*0°0®0 @8U..Ut U,0°00 US®™ U,U"Q0
@8U,U..Ue0°080 P£0«U1t08@; ©8U,U..0+0U,00 1 U UU" US@ @8@+Uf ®£US®1{®§
28U0,U..Ue0°080 ®§U,,®3®+US U,,U Du28Y U,00 @8U,080*@ud8U,,.

@8U,U...0-U.. .U @'JO 1 - 768 &'P* - @8U, 00 B8U, PED UtU% U, U, U...U@D*DED
U U., .2-U..U"0'90 28U,U..0u080 U,00 @8U,2£U,U, @£U.. ®§UT(Z)§ U, UfUt
20080 U..U€080°USQ IKE US(Z)3®""(Z)°®+U U"U,2°08 @£U,U,. USU€ 29U, UiD°D§
®§U,,®®US(Z)§(Z)+ D¥D°D8 Uf@sUt@° @°0+0" ]@ (Z)§U,,(Z) 2" Uf20 U..Uto®Ue2900.

280,U...2-U0...U 210 2 - 1024 '@ - @80, U...U@ 0080 @8U,0£8'U, U%0 U,U @O -
U~U..2-U..U"@'go U.. ®y®§® U,00 ®£Uf®«®+ @£U...28U1@8. U,,U.fUTUi®§ D2@-
0°080-U,0" @' @1] @80,U"U,2° U,,®®3®§® u.. U0®§®aUS® IKE.

28U,U...3-U...U' @30 5 - 1536 '@ - GU...0«U,, BEDW,U% U...U@D°DED
u.. ®a®§UT®© U~U..2-U..U@2'go 28U,U.. ®p®§® U, ®© ?8U,0£Uf@Q«D+
@£V...08Ut08. @*00°08@- @¥U,U%. U...2°US@_ U...Ut ®§U,,U u,0* U,,®®3®§®
U...U€©080°USP IKE. USU€¢@9U, U,U" UfosUt0? 2°0+0'00 ®§U,,® 2 Uf@o
@'@8U,USQo.



IPSec Setup

Keying Mode : IKE with Preshared key v
Phase 1 DH Group : Group 1-768 bit W
Fhase 1 Encryption : Grj.ulp .»:- 1EI.»I:4 .,J|t

Group 5 - 1536 bit
Fhase 1 Authentication : e
Fhase 1 SA Life Time : 28800 seconds
Perfect Forward Secrecy []
Phase 2 DH Group : Group 1- 768 bit W
FPhase 2 Encryption : CES W
Phase 2 Authentication : MO5 W
Phase 2 5A Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity Enahle

Preshared Key Strength Meter : D

Advanced +

280, 200U 20 2. PEged+ 23 U9USP+ @8U,U..0+0U,00 1 @8U,U..Ut0580°0 "
U,2°0'U€USo+ 98U, U..Ue0*082 U...Ut ©8U,U,080 ! U...00 @8U,U...Ut@2%°0 U,00
U, 227 U@US@+ 28U, U...0+0U,00 1. USU"Bli%. & 3DES U,, PEUTUID8 BEU f DD+ @-B+U,
@8V, 2?7 U US@+ P£U...08U1@8. USOD*D8D- UTUQU VPN @¥U,U%0 2¥2*0*0®0 @8U...
U1‘UOQ)3 @-9+USU,00© @8U,2°0 U€@US@+ U,UfU, U...UTt @-0+U€USUE.

DES- USZez?z@@ U... U.. ®1USQ§®+ 2y U@USO+ @8U,0 " US@SUT@8@? (DES) 2@-U
U.. UQ®a®§® 56 @ @° U,0°0 U@ US@+ @8U,0 " US@8Ut@8@?. DES U0 usU...
U US2-0" 0¥2*0*0®@ @8U..Ut U€U,0- 0¥@°0s UfasUte® UtU,o- 20
UtU+@8US00© U 0800 @0 @°0 @'U... DES U€U,0-.
3DES- U,..0/U5080+ 2?7 U@USQ+ @8U,2 " US@sUt080* @8U,0«U,, ®§®«US (3DES) -
U$U" @-9+USU,00 @°0 UQUS®+ 2" @*USP-0O© 168 @ @2 USU U~U... 3DES
Q" 2°0’ UeUSo+ 080,02 US@SUT@8P* @«U, 080« U.. ®+®§®a®CE U...U...®§
usu* UQ®+ @8U,U..2205@" U...Ut @8U,2£U...98Ut @«U.,. DES.
AES-128 - U...@"US@8D+ ®§U,,®3® UQUS®+ 28U0,U...2°0,@ " U... (AES) UtU" @- ®+USU DO -
2°Q’ UeUSo+ 128 @ @2 @°@"U...U, @'U,U%0 @*@U"USU, ®§U,,UT®p @8U,0'98@ US
®¥U,,U%o UT@p 00" UQUS®+ U.. UT P®U,28U, 2°Uf0+080+080° 10 @ U Q+@8@°.
AES-192 - U...@'US@sa+ @8V, 2?0 U€US@+ @8U,U...0°U,@ U... (AES) UtU" @-0+USU,00 -
2°0’'UeUSo+ 192 @~ @? ®a®1U .U, @2'U,U%o 220U USU,, ®§U,,U'l'(2)p @8U,0'080 US
@¥U,U%0 Ut@u 0°0'U€USo+ U...Ut 2®U,28U, 12 0°Uf0+@80+ U,0 U 0+@8@?. AES-
192 QEUS@«Q+ @£U..08U1@8 U...UT AES-128.
AES-256 - U...2"USZ80+ @8U, 20 UQUSQ)+ 280,U...2°0,@ " U... (AES) UiU~ @-@+USU,0© -
?°0’ UeUSP+ 256 @ @* ©°@"'U...U, 3'U,U%0 @*@U"USU, ®§U,,UT®|J ?8U,0'080 US
®¥U,,U%o Utdu 2°0'UeUS@+ U.. Ut @®U,28U, 14 @°Uf@+030+ @°UfD+D8D+
U,2 U @+@8@°. AES-256 UfU" ®£®3U,,U 2" 28U,0°0 U@ USO+ @8U,DEUFD«D+
@£U...08U108.



IPSec Setup

Keying Mode : IKE with Preshared key W

Phase 1 DH Group : Group 1- 768 bit "

Phase 1 Encryption :

Fhase 1 Authentication :

Phase 1 SA Life Time :

Perfect Forward Secrecy : ™

Phase 2 DH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phasze 2 Authentication : MD5 W
Phase 2 SA Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity Enahle

Preshared Key Strength Meter :

Advanced +

@8V, 2R®D-U @0 3. LRI+ PEZFU, UG U...0@8d U, 30 @8U,U...0+@U, @O

@8U, BEU” U,,U%o 280,U...Ut@szg" U... Ut ®§U,,U ®§®'U .20 @80, U.. UTWWU NG

U, U..2@8a U,30 @8U, U.. 2+ 3U, @O @8U, BEUU, U%. US®®3®§®—| Utu€U, VPN ®¥U,,U%o
D¥O*D* 00 @8U... O @+USU,00© @8U,U...0u080 U,00 UtU€@°Ui@s U,UfU, U...Ut
?-0+U€@USU*.

MD5 - @eU @§@+@?U...USZO U. ..U, ZRADEU, B+ @*dsU, 3O-5 (MD5) @U...g«U,
@ @8V, 90 BO-Z*Dp0 P°@ P53 USB0 3P @+US@0 U...UfU"Utgeo U...Ut 32
?+0,U...08 U U9 D+ 25U,2U...05U500 U,U,0" UsgsUtesee U...Ut @sU,Utg-U"U,,.
28U, 09050+ @ U 080°0-0© 02°050" @8U,U...0-U..U 3 95U, 080@0°0  @5@+US.
SHAL - @®U @8@+ZPU...USEO B5U, 27022070 @8U,@¢U ... UtB0 @8V, ¥Ho@ 08D+ 1
(SHAL) U1US U"0, USU€ D0 0°0-0°0 | 90 160 @~ @ @?UfU"Ut BEUF@«@+
@£U...08Ut@5 U...Ut MD5 U"U, UfUtU@8 0°2°0*0°0+, @8V, U...22050 U...0t
25U, U"U,0° U,U,00°080 .



IPSec Setup

Keying Mode : IKE with Preshared key Ly
Phase 1 DH Group : Group 1- 768 bit W
Phase 1 Encryption : DE= W
Fhase 1 Authentication : MDS W
Phase 1 SA Life Time : SHAT '
Perfect Forward Secrecy []

Phase 2 DH Group : Group 1-763 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MD5 W
Phase 2 SA Life Time : 3600 seconds

Preshared Key :

Minimum Preshared Key Complexity Enable

FPreshared Key Strength Meter :

Advanced +

@80, 200U @0 4. @EF @®U, U...U,d @80+ @38U, U U, 22 @ @8V, B«U"@8UTUS @8U, @US
ZUFUUT U@USU@S U.. UQ@§®3US® ®§U,,U ®+®U,,®© 1 ®|J®§U,,®®© U US@ U,
UtU€U, VPN Ut@'0-28 U@US @U,U, Uea°0+00 oUSDsr0 @sU, U.. 2+ o0, @0 1 SA,

@8V, IRD-U D0 5. 0T @ P®DEUTD0 B8U, 8F®G S8+ Perfect Forward Secret

U, 220" U€@USO+ @8U,U...0%°05@_ U...Ut @8U,0U..08US@0© U,U,U..U@0§0°USQ, US@*USD
U$@°08 (Z)§U,,®®USQ)§(Z)+ U,U,U..U"@-Uf @g¥Ut0 280; U..Ue 0080 0-0 US@™ U@US
QQ8U, P£O®D*@+@8U, @£US U...Ue0*080. U,08 USP?U... D£0®@D*D+D8U,

@8U,2 " US@sUt082® 28U,U..0 U€0+00 @¥U,25 U...Ut d®U, 28U, 25U, U.. Ue0°0s0
@8U,2°US @°U... 2¥@®@*@+@8U,Ut. U,@°U,Uf U@@¥UtU+ USU Ue 0+ 080°0ud8U,08
QEUfQ«@+ DFU.. ®§UTQ)§ U"U...0u08@ U,00 U,£UtU+ US@=U...Ut @8U,U...Ue0580°USD
?8U,2£0®0+U%0 @ @8U,0+@°U... U.. UT QE£0®?*@+@8U, U..Ue 0080 U...08. U@°Q8
Q¥D-0+@8@; U...U @pU%o@ Ut U,@£U1U+ USU U@+ @8U,U...0%°0S@~ U...Ut
@8U,2£U...08U1.



IPSec Setup

Keying Mode :

Phase 1 DH Group :

|KE with Preshared key

Group 2 - 1024 bit

W

W

Phase 1 Encryption : DES (¥
Fhase 1 Authentication : SHAM W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1 - 768 bit v
Phase 2 Encryption : DES W
Phase 2 Authentication : MDa v
Phase 2 SA Life Time : 3600 seconds

Preshared Key :
Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter :

Advanced +

@8U, 2R@-U @0 6. DE@®@@*D+ U...@-U...U"@@© DH @8U, U...Ut@83*@ @o U,U,U.. @+@U, 3O
2U...Ut @80, U,@8@U.. ®©®§U U.. UTW@_U @o @8U, U..@+@U, 30 2 U, U.. Q—uU U ®1@©
DH. ®3®3®@—U @8U, U.. 2+0U, ®©2®§U W+®§UT ®§U @EU... @80t U USQ"J‘U
NPPPPRD P8U...U U, WQ_ USQ_ @EU . ®§UT @2°U...00 @8V, T US@§UT®§®"" @£@«UT@§®|
U...2+Ue+ 022U... @80, 0" US@sU 1082r 00 @+ UTU, 0-2°US @8U, UTU@8USZe.

@8V, U...@-U...U'2'g0 1- 768 @' - @?U...o«U, @80, U... U080 @8U,0£U,U,
.2°08U1t@0© U"U..0-U..U"0'00 08U,U...0u080 " V.00 @8U,0£U,U, @£U...08U1@8.

U u,,u.fu+u¢®§ D*@@°D8@- @¥U,U%0 U" U @2 P£fU,U, U,,®®3®§Q) U...U©082°US@ IKE.
USU€@9U, @£Ut @2UfU Ut 0*0+0'00© 280,00 Uf@© U..Uto®Ue2900.

@80, U...0-U...U"G'D0 2 - 1024 &'ZR- ZU...3«U, U...U@ D080 0*USO8QD DO

u.. ®a®§um© U~U...2-U..U"@'go U.. DUo8D U.00© QEUSf@«@+ @£U...08UtQD8.
U,UfUtU+08 000080~ U,0 " @'09 25U, U"U,0? U,,®®3®§® U...U@080°US@ IKE.
«?8U,U...7-U...U @00 5 - 1536 &'@* - @U...0«U, BEGU,U%0 U...U@D°D8D
U...2°08Ut@o U U...2-U..U"2'90 @8U,U...0u080 U,00 @8U,B£Uf@«@+ B£U...08UT@S.
?*00°?80- @¥U,U%0 U...2°US@" U...Ut @3U,U°U,0° U,00°080 " U.. UQ®§®3US® IKE.
USUQ(Z)!]U,, U,U" Uf@sut@? 030+0'00 28U, @ Uf@© @'@sU,USDO.



IPSec Setup

Keying Mode :
Phase 1 DH Group :
Phase 1 Encryption :

Fhase 1 Authentication :

Phase 1 SA Life Time :

Perfect Forward Secrecy :

Phase 2 DH Group :
Phase 2 Encryption :

Phase 2 Authentication :

Phase 2 SA Life Time :

|[KE with Preshared key

Group 2 - 1024 bit
DES

SHAT

27600

seconds

Group 1-7G68 bit
-h.-ﬂ.'.\;t{_‘g.-{,gl!} x:-.o J:' LA

5 bit
Group 1 - 768

Group 2 - 1024 u|t
Gr:uup 5-1536 bit

I ||_P"\_r

3600

-

seconds

Preshared Key :

Minimum Preshared Key Complexity Enahle

Preshared Key Strength Meter :

Advanced +

280,000 00 7. 207+ 2%y U9USO+ @8U,U..0+0U,00 2 @8U,U...Ut080°0 "
U,,@""@ U@US@+ @8U,U.. U0®a®§® U...Ut 28U,0,080!U..00 ®§U,,U UT®3® U,,®©
U, 230 U@ USO+ @§U,,U @+@U,,@© 2. USU"@l%0 & ®§®3®_®§U . AES-256 U, @EUTUL
Q£Uf®«@+ @3+U, @8V, 7?0 U@USP+ O£U..08UT@S. USPDD8@- UTUQU VPN ®¥U,,U%o
Q¥D*D° PR ?8U... UTUQ®3 @-0+USU,00 @8U,2°0 UeUS@+ U,UfU, U...Ut @-0+U€USUE.

DES- USg*z?z®@ U... U.. ®1USQ§®+®9Q U€USo+ 98U, US@sUt@8@? (DES) @@-U
u.. U0®a®§® 56 @ @° U,0°0 UeUS@+ @8U,8 " US@8Ut@8@?. DES U0 UsU...

U US@-0" 0¥2*0*0®0 ?8U..Ut U€@U,0- 0¥@°08 Uf@sUt@? UTU - 20
UtU$@8US@© U0800 @0 @°@ @'U... DES UQU -

3DES- U...@WUS@sa+ @A U€@USQ+ 980,08 US@sUT080? @8U,0«U,, ®§®«US (3DES) -
U$U" @-9+USU,00 @20 UOUS®+ 2" @*USQ-00 168 @~ @2 USU U~U... 3DES
D 0D UQUS®+ 280,20 US@8Ut080? 0«U, 280« U.. (Z)+®§®a®CE U...U...®§
USU U@+ @8U,U...0°05@ U...Ut @8U,0£U...08Ut @«U.,. DES.

AES-128 - U...2"US280+ @8U, 20 UQUS®+ @8U,U...2°0,0 " U... (AES) UU" @- (Z)+USU DO -
?°0’ UeUS0+ 128 @ @2 @°@"U...U, @'U,U%0 @*@U"USU, ®§U,,UT®p ®§U,,® 280 US
®¥U,,U%o UT@p 0D UQUS®+ U.. UT @®U, 28U, 2°Uf0+080+@8@° 10 @ U Q10802

AES-192 - U...2"USP80+ @8U, 27 UQUS®+ 280,U...2°0,@ " U... (AES) UtU~ @-@+USU,0© -
?°0’ UeUSo+ 192 @@ @°@"U...U, @'U,U% @*@U"USU, ®§U,,UT®p ®§U,,®1®§® us
@¥U,U%0 Ut@u @°0" U€USo+ U...Ut 2®U,28U, 12 @°Uf@+@80+ U,0 U 0+@8@?. AES-
192 QEUSD«@+ @£U..08U1@8 U...UT AES-128.

AES-256 - U...2USZ8D+ ®§U,,Q"Q UQUS®+ 28U0,U...2°0,@ " U... (AES) UtU~ @-2+USU,00© -
00’ U€USP+ 256 @2 ©°@"U...U, 3'U,U%0 220U USU, ®§U,,UT®p @8U,0'080 US
@¥U,U%o Ut@p 0°0'U€US@a+ U.. Ut Q®U,28U, 14 @°UfQ+030+ @°UfQ+080D+
U,2 U @+@8@° AES-256 UfU" (Z)£(Z)3U,,U 2" 28U,0°0 U@ USO+ @8U,DE£Uf@«D+
D£U...08UT08.



IPSec Setup
Keying Mode : IKE with Preshared key W
Phase 1 OH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy
Phase 2 OH Group : Group 1- 768 bit W
i= -
Phase 2 Encryption : DES v]
NLJLL
Phase 2 Authentication :
EDES
Fhase 2 SA Life Time : AES-128
AES-192
Preshared Key : LAES'EEE al
Minimum Preshared Key Complexity : Enable
Preshared Key Strenagth Meter : L
Wdvanced +

@8V, 2R U B0 8. PEQRID+ BEZRU,UD” @8U,U.. ®@§®_U @0 @8V, U...Ut@szra” U...Ut
@80, U,280'U...00 @8U, U.. UTWWU,,@@ U,U..2@980 U, 20 ®§U,, uU.. ®+¢U,, %)

2. USﬁW§Q—u UtU€U, VPN @¥U, U%q ®¥®3®a®®® @8U... @-@+USU,00
28U,U...0u080 U,00 UtU€@*Utes U,UfU, D8 @§U,,UTU¢(Z)§US®’“‘USUT

MD5 - @eU @§@+z?U...USgO U. ..U, ZRA08U, B+ @*@8U, @0-5 (MD5) @U...g«U,
@ 28U, 90 ZO-Z*Dp0 P°F P53 US80 3ig @+US@0o U...UfU"Utgeo U...Ut 32
@:U,U...08 U U0+ 25U,0U...05U500 U,U,0" US@sUt@se? U...Ut 28U, Ut@-U"U...
28U, 09050+ 3" U 080°0-0© 02°050" @8U,U..0-U..U 3 98U, 080@0°0  @5@+US.
SHA1 - ZeU @8Z+ZrU...USEO @8V, 3°0-~220'0© @8U,@eU... Utdo @8V, D¥O@ 08D+ 1 »
(SHAL) UtU8 U@, USU€ D0 0°0-0?0 ' 9© 160 @~ @° @2UfU Ut BEUFD«Dt
@£U...08Ut@5 U...UT MD5 U"U, UfUtU@8 0°2°0°0°0+, @8V, U...22050 U...0t
@80, U"U,0° U,U,00°080 .
2e@8U, - U, 28 US... o¥raraead @sU... @eUS @EaeU, U'D V... o@sad U, 2o .



IP5Sec Setup

keying Mode : |[KE with Preshared key W
Phase 1 OH Group ; Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Fhase 1 Authentication : SHAT W
Fhase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group ; Group 1- 768 bit W
Phase 2 Encryption : DES W
Fhase 2 Authentication : MD5 W

NULL
Phase 2 SA Life Time : D5

SHA1

Preshared Key :

Minimum Preshared Key Complexity Enahble

Preshared Key Strength Meter : SRS

Advanced +

@8V, 2®Y-U"g0 9. BEF P®U, U...U,J B8a+ @8V, U U, 3° & @8U, 3«U @8UtUS @8U, ZUS
@UfUUT U@USUT@S U.. UQ®§®3US® ®§U,,U ®+®U,,®© 2 ®|J®§U,,®®© U~usS@" U U%o
UtU€U, VPN Ut@'@-0§ U€US @U,U, U@ 20+00 BUSEsso @sU, U... 2+ 30, @O 2 SA.

28U, 20@-U"30 10. ZEF @®U, U...U90°08005§ @°@°U... U...0 080+Uf@*Ut U...2°0 " U,08
@ USUt UtQ 280 | O+ IKE U, U.. DUDsQD U, ®© @8U,0£U,0+@8Ut U€@US @U,U,

28U, U.. U@ 080 @§U,,U 2'0DUSf . D%97U,08. USU...UfUt Q¥R @8U... U...08
US@U,, @¥U,U%0 30 U...UT @8V, U...U€080°USQ ®§U,,®3® ?80°USQ© ?8U,2'0’ ®+US®©
U 28U,20+U€ UfU..U€0°080 U..0' @°@+Uf U..2°0 " U,08. USO@°@8@- UtU€U, VPN
@¥U,U%0 0¥2*0*0®0 @8U... UtU€2* @8U,U..Ue 0080 ®§U,,U 0 0*0+Uf U..0°0 " U,08
u,UfU, 28 @- ®+UOUSUi

U...U, 2803 @0©: USU Qu%o 7Y T 20 @ PPUSUSH @8U, U...U€©0°*080 @8U,U...0 @@+ Uf
U.. (2)3(2) U,08 @@ UfU,, U...0°Uf@+@+ @ USUT Ut@ @89 | @+ IKE U,2°U,Uf @°0 U,
280,20 0" Uf@o© @8U,0®080u20C @8U,Q, 25U+ +USO© (VPN) U..g=0...Utgo.

@8V, 2®0-U"20 11. 07 & d®G8UTDO B8V, B5B®@USPES+ Minimum Presshared K ey
Complexity G¥3°d8 UfUTQaQY’Q+US®_®aU UfUSUt U...U,US@82° U, U"gO

28U, U...U€0°08@ @5U,U..0 0°@+Uf U...0°0 " U,@8. US@?U... ®¥®3®a®®® @8U...U¥
U,2°0@ US®~ U,U"0© @8U,U..Ue 02080 ®§U,kU N ®a®+UJ‘U 2°0"U, D8 U UT
o®U,28U, @ 0+?80 | @ ®§U,,U,,U Ut

U...U, 0809 00: USp, U+ U...U,US282° @8V, U, U B0 B8U, BEBD8@RUS @8U,, U...2N2°U"D-
u, U"g© ®§U U.. UQ®3®§® @8U,U..0'2°0+Uf U..0°0 " U,08 0'0" 0+ @8U,0£0 D+0-Q©
®§U,,U .U,U"UtQo. US@'US@+ @8U,U,U Ut @8U,@£0U...0+ @¥U,U% 090'U¢
28U0,U,U"00@E @ "USUtU...08 US@ US@+ @8U,U,U Ut @8U,B£0uU @0+ @¥U,U%o
@8U,U,U"go 98U0,U..U,0"U"U,00 U"US@ US@+ @8U,U,U Ut ®§U,,®£®®®11®+ @¥U,U%o
@sU,U,U"@o @8U,U,U" USge.



IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES= W
Phase 1 Authentication : SHA1 W
Phase 1 5A Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 DH Group : Group 1- 768 bit W
FPhase 2 Encryption : DES W
Fhase 2 Authentication : MD5 W
Irl;has':a 2 SA Life Time : 24005 sv:acunl:js_‘lI
FPreshared Key : ABC24580BCAD

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter : e e m ] |
Advanced +

@8V, o302 12. @8UTU, B+ 2'U, U% dU€0, U, JU€ 0, 08U,0¥0'0 080 @802,
IKE @8U,U...220,@ U... U...@t @UfUUSUT U'a12: U...U 90080 U...0 0°0+UF
U..0°0"U,08

28V, 203U 30 1. @8UTY, @+ @', U%e B®USBEB+@§32 U...0%0, & U...00 U, 3'\3+3

@8V, DNP'D P80 052 @8V, U... 27U, & U...30 U, IKE & B80°000g @8U... @80, U... U@ 0050
25U,U...0'0°0+ U5 U...0°0 " U, 25.



Advanced - |

Advanced

[ ] Aggressive Mode

[ ] Compress (Support IP Payload Compression Protocol{IPComp))
Keep-Alive

AH Hash Algorithm | MD5 | w

MetBIOS Broadcast

MAT Traversal

H B B BN

Cead Peer Detection Interval secands

@80, 2®0-U"D0 2. 0 & PRIV DO B8V, D8RI SPED+ Aggr essive M ode G¥Z°0§ U]‘@§U’r®“l
BB+ BP0 B8V, @ @' Uf0 U...UtzeUe2900. USU,U"U... U@°0s @ 2°0 082 U,
U..0'0+U€ 250 UtU 280 UtU@8USQ© ®§U,,UTUOU U€US Utou U 05290

QE£D«UtD80; ®§®a®p®§U SA (@8U,U...0+0U,90 1)@E U 28U,0°US US@°@-U,0"
U~U,0°08 2£U U, U,U0,0°0" 282 U, U,UfUTU$ o£U U, B£U...08U1@s.

U...U, 2809 @0: U,28 USzU" U0+ 28U, U 090" 8U,U€0'9sU, U,@'U...USU,,
®§U,,U 2-U..U0"2'0© U,U,280°0u@sU, 3" @@ Uf@© VPN U,U,0'0 " 080+00.

28U, 200000 3. 00 & 2edsU a0 @sU, 283eer)Sasd+ @10°0: (0 BU..
o°@+U'gUUful, @12°0- @U.,U'U, 30 IP (IPComp)) @¥2°@§ UfUtr g3+ USD a12°0.
27-U... U.. 000 00580 @ USESUT@s@R | P. IPComp UtU™ @'@:U @ UfU"U, @1e°g: IP
US0 ... o¥roroed ?8U... Ut U, @92°0- @2-U... U.. @@@@ @' 0S80 @82R |P. USUfU Ut
212°0- 1P U...U@USD™ @5 0¥03°0§ UfPsUtD? 0°0+0'00© @5U,0 0 UFPO

U...Ut0®U§ 2900 U UF@sUt 95U,U..0°0°000 U... US@:USE 0¥0+@@sU,

25U,0 US@sUT@s0° 0~ 3°0+0'00 @ U"Ut g£US UeU,0 U..Ut 2®U, 25U,

280,00 Uf@0 08U,0" 0-US@' @©@E U U, UfUtUt U,28 USU U@+ @£US @°@£U...USUT.

@8V, RD-UB0 4. 08 @ P®DEU DO BEU, DEI®GUSIED+ B8U, 080D € D80,

@ @8V, 0USOEBO DD D8 U{‘Uj@a Prp+USy @ ws@U. .08 PEUT USB,U, @8gPo@sy, UtU€U,

VPN UtQ @-08. US@*080'0™ "08U,2 " U,080; ®1U,,U%o u,US@~ ®§U,,®US®§®©" @'U,,U%o

Q¥Q'080 0O P¥UtD 08D ®§U,,®§®a®p®§U,,®§®a @'U,U%0 @8U,U€@U 0+ Q¥@°08
QEQUD @ PEUS @80*@ud8sU, @°USO+ Utd @-.



Advanced -

Advanced

<

Agaressive Mode

[«

Compress (Support IP Payload Compression Protocol{(PCaomp))

Keep-Alive

[ 1 AH Hash Algorithm |MD5 | »

[ ] MetBIOS Broadcast

[ ] MAT Traversal

[ ] Dead Peer Detection Interval seconds

280, 2R3-U'G0 5. 07 B e@sUTE0 @5V, 9sgRaAUSHss: U @sa+@2U...USPo
>°B~2°P'D0 AH P¥2*@§ UfUtge @i+ USE @?U. . UfUSUt @+@EdF @8U, U...0@80 U, 3O (AH).
20" U@+ AH @8U,U..0p28@ U,00 U,U,0"US0sUt0se° @sU,2£0pU, USOO
U"2°U,25U...00 98U,0 " Us@sUt@s0° U...Ut 0®U, 28U, 28U, U...0-U...U "

25U, 25000°0 " @50+US U085V, 0U..05US00 U9US @+@£@° IP. US@-0~ @£UT USUSU Ut
U,U,UtUeU, UtUe2® 28U,20U"080+0%U...US00 U,UfU, 08 @-08Utd " USUL.

MD5 - @®U"@§@+@2U...USge U...U, 0eZ@8U, B+@*@8U, @0-5 (MD5) @U. . .B<U,
U0, USU 00 0°0-0°0 ' 30 B°0 B50°USE0 @'9 9+USA0 U...UfU Ut@o U...Ut 128
2+U,U...08 2°U U0+ 95U,0U..95U500 U,U,0 US@sUtese® U,..Ut
25U, 0t0-U"U... 95U, 29050+ 0" U"050°0-00 00°08@ " @5U,U...0-U...U° "
28U, 080®0°0 " 050 +US.

SHA1 - ZeU @8z+z?U ... U30 @8V, 3°0-~220'?0 @8V, 2eU... Utdo @80, O¥D@ 08D+ 1 -
(SHAL) U1US U0 USU€ 20 0°0-0°0 | 00 160 @~ @° @°USU"Ut BEUFD«@+
@£U...08U1@s U...Ut MD5 U"U,UfUtU+@s 0°0°0°0°0+U, @80, U..2°050 V..Ut

@8U,U"°U,2° U, U, 00080 .

Advanced -

Advanced

[] Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPCaomp))

H E

Keep-Alive

[«

AH Hash Algorithm § MD5 | »

MD5

[ | NetBIOS Broadcast]| opyaq
[ ] MAT Traversal
[ | Dead Peer Detection Interval seconds

@80, 202U @0 6. 232U, U, U...UT @ @« NetBIOS @¥2°@8 UfU TR @42+USH @8U, 2°U ... 080



@ @@+U 2o @8U,U...@+U @+ @°USa+ @8U,U...U d-Ut@go U...Ut geU, @8U, UTUQU VPN.
®§U,,®¥®1® 280 ®§U,,®§U0®a®+®§®ﬂUS ®°US®+ U.. 00 @ . US@"‘U
O¥D*D* DD @s8U... NetBIOS U,,®§U.f®a® ®§U0 U.. U 080+ ®§U,,® D Uf®© U.. (D«U,,
08U,2-080" Q" (Z)§®a U (Z)E@-Ui®2®© ®§U,,UfU Q" USU 220+ U"U.. .08 ®¥U,,U%o ®°U,,U.f
U@US ®§U,,Q) D Uf@@ U...Ut (Z)®U,,(Z)§U,, 2"0'0 ?8U,0°0-@"USU,0802
25U,0" @+U...0-U500 UU...US@208@* Windows U...8«U, Network Neighborhood.

28U, 20-U"Z0 7. 00 . 2@D8UP0 @8V, 2s3er)S080+ NAT Traversal @¥a°@s UfUteR
@z+USp @50, U gli"U, @YU, Uk B8, @¥YUTEG+UTZR U, Ut & @"Uf@0 LAN 25U, o3SaE0

U...Ut 2®U, @8V, 21010 gsUt IP@@8U.... @¥Ut VPN USUFUUT U...0°0080~ 3000 USE
2eU,U¢ nat U...0 0@U,2E U9ODud® Uig°@s @@ U,USU, opUte U"U, @£Ut USU...UsUt
NAT @¥@-2°US@s02. US@-@~ @£UT USUSFUUT U, UFU, 08 @- @+u0us 25U, UtU€U,
UtU©@® 08U, 0¥0'0 080 050°.

@8V, 2e@-U"go 8. U, U, U.,.Ut @8U, UQQ§@pU,, ¢§U,,Q2U .UtUS 980, U5@8U...Ut
U, 05U50°0 058U6 05U, Ut0 USO+ U,U,2?2U,U, U...Ut aUSU"USZo UTUOU VPN U..Ut
@®U, 28U, Hello @£U" ACK(Z) X UfU,, @ U @+US. 2¥2°08 U,U..0° 0" 0°00 USQ™
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[ ] Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))

U

Keep-4live

<]

AH Hash Algorithm | MDS | v

MetBIOS Broadcast
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