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YLAM: ¥ Enabtde
Create VLAMS and as5ign the Quigeing Frame Type
Ugp to fowr new WLANS can be oreated. VLAMN IDs must Be in the range (4_4094)
VLAN Table Momst-3ef3 £ | porpage
WLAM ID Diescription Infer WLAN Rowting Desice Management  LAMA LAN2 LAH3 LAH4
1 Diedaun Disabled Enatiled Untagged Untagged Untagoed Untaggad
el Guest Disabled Disabled Tagged Tagged Tagged Tagged
100 Volce Disabled Disatled Tagged Tagged Tagged Tagged
10 Wirgless _lLan Digakied :1- Enabled v Tagged v: Tagged =| |Tagped _-_' Tagged :1 !
Nirsless_GUEST Disatded =] Enabled | =] Tagged [=] |Tagged [=] [Tagged [=] [Tagged [=]
Wireless_ENGNRING | | Disacied [=] Enabled  [=] Tagged  [=] |Tapged [=] [Tappes [=] [Tagpes [=]
AR | ':Pa.ae 1'-‘. {-r1:':

IJg96 2. 8o wouwesd IUsged [Js 1UbI6 [Jpuwless Jodase 1J9sw 925 Slisps DHCP >
lesl> DHCP. wlbo, Lowzs [eol> DHCP:
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DHCP Setup

| 1Pv4 [IP-.ﬁI

@ LA Option 82

WLAN ID: 10 |=|

Desice IP Address: 192.168.10.1

Subnet Mask 2565.255.255.0 L]

DHCP Mede Dizable '@ DHCP Server ' DHCP Relay

Remate DHCP Sarver: 0.0.0.0

Client Laase Time: 1440 min (Rangi: £
Range Start 192.168.10.100

Range End: 192.168.10.149

DNS Sarver Use DNSProwy ||
Static DNS 1: 0.0.0.0

Static DNS 2: 0.0.0.0

WINS Server: 0.0.0.0

TFTP Server and Configuration Filename (Option 661150 & 67):
TFTP Serser Host Name:

TFTP Server IF: 0.0.0.0

Configuration Filename:

[_sew_J[_conen ]
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802.1X Configuration

Configuration

/| Port-Based Authentication
RADIUS IP: 192.168.1.32
RADIUS UDP Port 1812

RADIUS Secret ciscorad

Port Table

Port Administrative State Port State

1 Farce Authorized :~r | Link Down

2 Force Authorized :v | Link Dawn

3 Farce Authorized ﬂ Link Down

< Force Authorized E| Authorized
| Save |  Cancel |
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IJg 96 JuivwIle VLAN 1 6le 20 9 30.
@ V0LAN
2 WLAN 1D 10
VLAM Name: |Wireless_MAIN|

Range

fhpply| | Close |
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Port to VLAN

Filterr VLANID equalsto | 10 [+]| AND Interface Type equalsto Fort [+] | Go

Interface GE1 GEZ2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10
Access

Trunk

General

Cuslomer

Forbidden

Excluded

Tagged @ (] a a -} Q a -} @ @
ntagged

Multicast TV VLAN

PVID

IJglogé 4. B Jog lJo oz 25 IJolpse > uuowd IJdb) . sop Bop Lowes RADIUS:

e bysés IJoede Vs 1J9uo9d 1Jos uwsep luvaeslel po Gud ¢be RADIUS. |l
IJozde B 1Jso9d JbbLé 19 1Jp o188 1Jpuuenss IUs 1dpods. ito, IJeede bs
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RADIUS

RADIUS Accounting for Management Access can only be enabled when TACACES+ Account

RADIE Accounting: @ Port Based Access Control (802.1%, MAC Based)
Management Access
Both Port Based Access Control and Management Access
Mone

IJglogs 5. s IJulwss Idos wbo. WO99p vodysy guslu IP 1JElo ?I.J'abp‘ WO 030
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Senver Definition: @ ByIP address By name

IF Version: Version 6 @ Version 4

& Server IP AddressMame:
&8 Priority:

Key String: @ Use Default
User Defined (Encrypted)

I User Defined (Plaintext)

IJg 1096 6. B Joz lJouoe: 235 Idelpse > 802.1X > IJgolks o, wbop Lodes 23856:

- e opdsu Jogugsd roual.),_éé 802.1X_9|'ao:) b)s9é lJpuol>96. WS 030 IJzlJs wzuw
ouwwgde gbe RADIUS JsJJ IBe,) IJgsh 1Jled 9 IJelus.
- bbby sbyd.

Fort-Based Authentication: || Enable

Authentication Method: 2 RADILE, Mone

RADILS
Mane
Guest VLARM: Enable
& GuestVLAN Timeout: @ Immediate
ser Defined

[—ﬁpﬁy—][ Cancel ]
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VLAN ID: 10 [ =]
YLAM Mame:  Wireless_MAIMN

Authentication: || Enable

ftpplye| | Close |
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9lzos 1J,>s9 Upl.)‘;.;é 9sbd ppdul bldel Jly IU)bsy ppdul. Jogbsd gpdss VAPO: seu
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Il Iquuua.)p vudysyuo. Jl spdu i SYIU JJEdsy pu u&lb lJsuo9d 1Jgluos IUblo,ss
(VAPs) 0w luwpe SSID. spdu wpdsu gpdsle o SSID I9 websdol vuvdd puwe§d
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oOue LoWed I,bs:

- o) eds ¢lus IJliRosh opdsy Jopdso 1U)bsy IUJlgvdIds.
- b 3b 36 2Bb. 9 see wed 3JY CubESd 1.

Radio

Global Settings

TSPEC Violation Interval: 300

Basic Settings

Radio: +| Enable

MAC Address: CC:EF:48:87:45:78
Mode: 802.11bign V|
Channel Bandwidth: 20MHz V|
Primary Channal: i

Channel: Auto ﬂ

lJglo9s 2.095 gje ldoudd: e3> Jluwdyds > Idgvodle. oo,y LoWes IJ v Jo:

Metworks
Wirtual Access Points (SSI0s)
VAP Mo, Enable VLANID 5510 Mame 5510 Broadcast  Security WAC Fiker Chanred lsolator
o ol 1 Cincol + WRA Persanal | | Disabled
o e I Cacad ! WPA Personal | [ Diaakied
- o -] Cicod ~ WFA Fersonal v B Disabled v
Add Edi
Save

pdlebbs: SSID Ul el os J VAPO o ciscosb. JJ u@lbs 9,09 luoldss o p louulel Jol
luve SSID BLE. spdo cdas SSIDs Jzese wdlb g0 1J¢l 06 IJblo,sé (VAPS)
998l JVse [s.

1Je195 3. s IJ VAP L iuds VLAN. 9lJes sop wessdol wpg,d VLAN (VID).
$e90 10 90 VID Ls Bespd pu 1 1Jes 4094, Liledl. s358p WAP121 gpiw ivodle VLAN
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ouwe uvodle VLAN Uil (& pluss Jovods WLAN olJluolds [Js sbods VLAN slzss
JJbLs).

I, losl IJ VID seso 1Js Idogidsd bbls J 1 WAP 116 1. ls lsool IJoduos,
untagged VID. | 116 VID 1J oo wel Iu 1J VID sgse [ds VAP, wes 3J3J 1J WLAN
JwsU Syowb pg 03l gluo VAP s walbse 1b1s I WAP 16, 131 Je 1Jle,: spdo lousle
Slisps wede Vs IJsoed (ACL) Juglbsd IUbL6 oo gpdle WLAN.

Sew logh IJgbsle IJeldss gds odo Iuulué:

od)y b edles 1deluis, 1de9z936 eds Izlow IJlsuuy Jozss, SSIDs:
38J 186 szolz 1Js 10 VLAN id G VLAN id o039 d
o) B9 15, 2Bl Lz 1o¢lJ SSIDs.

Networks
Virtual Access Points (SSIDs)
VAP No. Enable VLANID 551D Name S5ID Broadcast  Security MAC Filter Channel Isclation
o | I~ 10 Wireless_MAIN = WPA Personal 1 Diub‘mﬂ
Show Details
o o 20 VWireless_GLIEST c WPA Personal || Dls.ul}‘ﬂdﬂ
Show Details
o |+ 30 Wireless_ENGNRING i WPA Personal ' B Disabled 'V]

Show Details

| save

IJg 096 4. B zie IJoudd: 225 lplo IJuble > podds 802.1X. sop Bop LoWed podlds
802.1X:

2l p0 opdeu Vs 2 Isuoe IUbbs Jopdsu IJzols po 1dgpd Jbldo Bis puola s
802.1X.

- lges IJuse Idpoluve Jiuwdsw «9e999d 1Upuols 86 Idposume (EAP) pu IU8lises
lJpouwsde Vs z29d bysgs EAP.
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802 1X Supplicant

[ Supplicant Configuration )
Administrative Mode: «| Enable
EAR Method: MD5 [w]
Username: eaxample-usernams
Password: 0000 seseesses
b -

Certificate File Status Refresh I

Certificate Fie Present: Yas

Certificale Expration Date: Dec 26 18:43:36 2019 GMT

Browse to the location where your certificale file is siored and click the “Upload™ button.
Ta upload from a TFTP server, chick the TFTP radio button and &nter the TFTP server information.

Certificate File Upload

Transfer Methoed: @ HTTR
TFTP
Filename: [Choose Fie | Mo file chosen
Upload |
Save
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I,ou wibpe ldsse. Jblé uuobo SSL_9U-J_9.5U0| Lee lds 1Jpeslds b6 wolss by, 96 ,ol?)
lJo |JTo0,6 (SSL 9l WAP121 ¢ WAP321
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RADIUS. I>¢J IJpe el &p lod, B8 15, edb wez)s 1bgld pedple Radius Server.
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