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Initial Router Setup

System
Time
Log
Email

User Accounts
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User Groups

(+) =

O Group Web Login/NETCONF/RESTCONF
00 Ambassador Disable

O  admin Admin

U guest Disable
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User Groups

Group Name: | VPNUsers

Local User Membership List

+
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Local User Membership List

O
[+

(] H#H User

O 1 John |~

O 2 Kevin | v

2

O 3 Teri
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Client to Site VPN:

() @

O # Group Name

O 1 Client v |
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Apply Cancel
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Configuration Management \s

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: Startup Configuration v

lJglogs 1. gus wJBs Uoid@m o9y 899 p9ldG.

Information

e Running configuration saved to startup configuration
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Local Users

()@ 0 & L

0 Username

O John
0O  Kevin
O Ter

O cisco
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Add user account

A The current minimum requirements are as follows
* Minimal Password Length: 8

* Minimal Number of Character Classes: 3

Username:; o Dave

Mew Password: 9 SORPRRRRDRROOND

Confirm Password: 9 ssssssssessenee

Password Strength meter: - -

Group: ¢)| vPNusers ~

@ Apply Cancel
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Configuration Management

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration: 2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC
Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration |~

Destination: ~ Startup Configuration |+
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Information

e Running configuration saved to startup configuration

Sz £Jsd G louble zumle pucdse eds IJpsze RV160 Iy RV260.

od9su pJVd o s IPsec

U096 1. Guzd 10589 1Jes 1Jbs1s 1 puwlgss 1 puucoss 1Us 1dsse po ldesze RV160 I RV260
slze, VPN > IPSec VPN > o9 058l IPSec.
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IPSec Profiles

+ C

0 Name

O Default
O Amazon_Web_Services
O Microsoft_Azure

O VPNTest

pdlzlbé: Amazon_Web_Services: IJlWe,)los: 9 Microsoft_Azure os pJdle IJog s
lIJIe,loss.
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Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEvl O IKEv2
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Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ® IKEv1 Q IKEv2
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Add/Edit a New IPSec Profile

Profile Name: TheGreenBow
Keying Mode: ® Auto O Manual
IKE Version: ®|IKEv1 Q IKEv2
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Phase | Options

DH Group: Group?2 - 1024 bit v
Encryption: 3DES v
Authentication: MD5 v
SA Lifetime: 28800

IJe 96 2. o0 1J8lispd 1dpuuwsds IJoubdes lto, brsds wuvds) Jouvds) 2e9Jds Ilelu
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Phase | Options

DH Group: Group? - 1024 bit v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 28800
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Phase | Options

DH Group: Group? - 1024 bit v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800
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Phase | Options

DH Group: Group? - 1024 bit 7
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 28800
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Phase Il Options

Protocol Selection: ESP v
Encryption: 3DES v
Authentication: MD5 v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v
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Phase Il Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: MD5 v
SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit v
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Protocol Selection: ESP v
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Authentication: SHAT v
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Phase || Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: SHA1 v
SA Lifetime: 3600
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Phase Il Options

Protocol Selection: ESP v

Encryption: AES-128 v

Authentication: SHAT -

SA Lifetime: 3600

Perfect Forward Secrecy: & Enable

DH Group: Group?2 - 1024 bit E‘

Iz o96 11. bl 6 Sbwd.

Apply Cancel

1Jg 9o 12. 168, V98 eWdb Jeudb IUcdssy wuvdd slise.

ciscoladmin) [English v @ €@ (&

IJgb096 13. 1u@) 898 wlbwsd 06 1E)s Jewdb IJodsse 1Jzhs wuvésdo Bs odssy wae
lJouvgsd.

Configuration Management \b

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration; 2019-Jan-27, 23:00:07 UTC

Backup Configuration: ——

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source: Running Configuration ~

Destination: Startup Configuration  ~

lJglbesé 14. su> wdBs |Joid§>‘ l0&) 998 p9ld .



Configuration Management \-A

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration 2019-Jan-27, 23:00:07 UTC

Backup Configuration: --

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration ~

Destination: ~ Startup Configuration |+

Szw 1o odss B luwoese IJIu po wdssy pdd wg,sd IPsec wuzle eds [Jeszo RV160 19
RV260.

louble pJV ©g sV pu Epsd s pade
IJglogé 1. Iz, VPN>IPSec VPN>;5,90 |Js 93¢ -

VPN Setup Wizard
2

IPSec Profiles

3 Client-to-Site

OpenVPN

IUg 96 2. 108, lsdsus slis>.




IPSec Profiles

O Name Policy IKE Version
O  Default Auto IKEv1
O Amazon_Web_Services Auto IKEv1
0O Microsoft_Azure Auto IKEv1

IJg 096 3. cew edlps IJowssy lesble Iunluusé: 223 ¢lus IJlgesh cpdso Juoelo v pJwd
ogys VPN guib.

Add/Edit a New Tunnel

Basic Settings Advanced Settings
Enable:
Turnel Name: [ x

Uz b9 4. 136 luwe Jleuold VPN B 28 luwe 100G,

Basic Settings Advanced Settings

Enable: [T

Tunnel Name: [ Client ]

IPSec Profile: Default «  (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN v

|J'ab_96 5. i'ao_) ron u&_)gSk.9 IPsec |J).5 UISUP !uuo'a.ﬂroo 18] |JL9L5|00 |Jpouu.>J5 IPsec.

Basic Settings Advanced Settings

Enable: 4

Tunnel Name: Client

IPSec Profile: [ TheGreenBow V] (Auto Profile (IKEv1) is chosen.)

Configure higher lifetimes if this profile is used for Windows Clients.

Interface: WAN =

1J31096 6. 130 1Uslz06 oo 18l p6 1dpouwsds Islzo6.



Basic Settings Advanced Settings

Enable: ~
Tunnel Name: Client
IPSec Profile: TheGreenBow ~| (Auto Profile (IKEv1) is
chosen.)
Configure higher lifetimes if this profile is used for Windows Clients.
Interface: WAN v

pdlebd: cewps IUgshle eds bl Ideszo IUss ouwegspo. Os o3l ldpoldl sop losl) guvods
WAN.

IJgb9s 7. Tz, luudow puols 86 IKE. IJgshle os:

- p 0l pubend puvodl — uvsumer 03l dsh Cluwedsle IJes 19, pube,ds Jloold
VPN.

1Juiolss — suweesp 03l 1Jgsly Uvolsd 5888 wewss eds pedsple pod [Jlgup 19
euslu IP 9ld)8p IJouwduwds obst luwole Lodless [duiel>s 9o uwgs pu IJpdole
IUele Jzlod I wolss.

IKE Authentication Method

®| Pre-shared Key: x

Please enter a valid Preshared Key.

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: & Enable

O Certificate: Default

pdlzbo: spJdy o SY9u Idpclz dpuve,yd puwedl 09 pl wys0 Vel gdso [Jl puololeo Vs
lJe9 8¢ 9p€ IUgpsd guo leslso J GreenBow Client gJs zols IJJpwsye, IJElue wo.

IJeb96 8. sz JJps pio) IJleuold B pdd pbele puicsd puvedl

IKE Authentication Method

@ Pre-shared Key LLI S LI T T T
Show Pre-shared Key O Enable
Preshared Ky Strength bates
Minimum Preshared Key Compleity: ' Enabils

O Cedtificate Dhedawult

IJ21096 9. (I2osbis) B wlJéle oo Iz Idbos Jogldss Idpdlese Ieuivesds puvadl pdo



glus IJlzosh) po 1o odsu 12,6 eds luvaesle IJps e19) wuvsbs.

IKE Authentication Method

@ Pre-shared Key: 20080080000 0000

Show Pre-shared Key: O Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: |#)Enable

O Certificate: Default
pdlebs: B.s 03l 1Jpelds sop oud Ips Idbus Jogdess Idpdlose Idepuie,dé puvodl.

lJglo9eé 10. (lgwshs) e glud IUIgesl, show key IJpuve,yd puwedl enable Jlbol) JJped [Jpe,)9,)
s IJuue IJgbs.

IKE Authentication Method

@ Pre-shared Key: 20080080000 0000

Show Pre-shared Key: O} Enable

Preshared Key Strength Meter:

Minimum Preshared Key Complexity: & Enable

O Certificate: Default
‘oJ|2_.|b5: c_'9g§ o3l U,OOU‘ SUp oyd |bol, Upg'9o|a Ulpu'bo_)d Pu“v;él PEJOJI'
IJelo9s 11. Tec, perd prdis pu IJSlises IJpouwsds pesc peds. Igshle os:

- WAN IP 1 p2Js — suweise 03l 1Uzsh euslo IP 1Jgluo wslzos Liods IUpolb§s
IJslwe s (WAN) Juslos VPN.

- £09lu IP — suwpe 03l 1Jgsl) JJ olbgld guslu IP ss9sl Jlouold VPN. 03l 09 gu9lo
WAN IP IJ¢l o oldeozo B ldesde (Idpdou).

. FQDN — 58,0 o3 1Uzsh lsupl Gluwe ezl 1desed olJdled (FQDN). 509 Sosz Jo
lowesle luwe peld Jlpd Jzolj Jpwse) pesu eds IUluc)ue.

- FQDN Jdpwegse — sose Jd o3l 1Jgsh luvesle luve peld Jled Jeuwedse pesu
eds Jlowyue.

Local Identifier: IP Address v
24.
Remote Identifier: IP Address v

pdlebos: B 03l IJpeld sop lposh, gusle IP sbéld goslo IP Juswdle WAN IUgl o wldpszo



IS 1Jpde. Bs 03l Idpeld: wp 15gld 24 XXX ¢p wp9se Ideusly 1JIled Jig)lu‘a lJguo9,086.
IJglo96 12. 10, percd JJpuosd IJuess. IJgsble os:

s £09lo IP — suweise 03l 1Jgsly goslo IP Juvods WAN Uzl o6 wg psd Giods VPN.
Jeer 96 guslo WAN: sedud 52ld el 09 guslu IP 1JElue ws” Os puvcerue IUssw
IJzloo . 03l 09 g9l IP JJg psd.

- FQDN — I wp IJpzld 1psod wlddled. sose JI osl 1Jzsh lavessle luue pzld Jled
Jeoli Jewssw, pesu eds ldlue,ue.

+ FQDN JJpuwogrp — sose Jd o3l 1dgsh luvesle luve p2ld Jled Jpuwesp pesu
eds ldloo,ue.

pdlebbs: WO o3l Idpeldi swp lgosh) uslo IP 9sep beld gusly IPV4 1Jzlds JJedzo s p9 e
IJgesd- Spdu wpass 3dd pu edld lole e eu el 09 gugly IP 1U2lLo 8" B puveeruo
lJssw J>sd. spdu wess) 03l Ideuslo zos bl glzow publdd Os IUlouold wes odssu ulge:
B8 oIy 030 IJpulb§s pub s JJozdd puol 9oéssyol eds IJ pu lJgpsd sldesde.

Local Identifier: IP Address v
24.

Remote Identifier: IP Address v
108.233.

Uabgo 13. (IRosbs) g2 glus IJIResh Ideuob 86 1Jpsywes Jouuvshb 1des)é. gus cugbsbo:
umsﬁd.) o3l PUNEIS luoldsl U IJeuob s Subdu lu &99«0 UPu*JUEPPSU g > uua>~s«o

| Extended Authentication

O  Group Name

IJgloss 14. (Iosbes) 2o, 1dezeses IJos uvouwotse 1dewolb 88 1Jesuwes Lldud) B9é
ls 99056 jlks> 9235 IJpuwegsdpe pu lJBlised |Upuuwsds.

¥ Extended Authentication +

O  Group Name

O CiscoTest123
0O  KevGroupTest

O | VPNUsers

pdlzbbs: B o3l IJpeld: sop lgos), g9l VPNUsers.



IUgbogs 15. wpo wbls Idegpse Jueds LAN IJEl 06 Lidgpsd: 15¢d lad gusly IP sgusle IP
IJb, s 1J3s spdu wessuo Jepsd yiwds VPN. szo 1o sdyu 03l pzeses pu ldeolysy Idos
Jl owslgd pg golasu 1Upslde. 9spdu IUIuvlyé 1Js o030 IUslzole wluwe IJglzole IUblo,s6. 131
lovedeo Juwlds welzs IUs wgss) 9lzos bloyss: Wosl o9 IJpdly IU3s uwo@9p wluodle 3JY.

Pool Range for Client LAN:

Start IP: @ 021 ]
End IP- 9 [ 10.2.1.100 ]

IJglo96 16. 235 eJlpé IUo sy ledhle po 6.

Basic Settings [ Advanced Settings ]

IJ1096 17. (I2oshis) Be wldoessy Jiuwdd [Js Iuvdd Iduodzs 925 Isuse Iesliss. cose
JJ psjo "ldyoe Idesxglos” wedss ywpele g RADIUS Jubs) lely IP (IPsec) 9use iy o
lJsuoge 1Jexslus J Internet Key Exchange (IKE) pg o 8. Jpjss pu ldpgd9ple 29d
Aggressive Mode p$l.J Main Mode: |49 oul.

Additional Settings

Aggressive Mode
O Compress (Support IP Payload Compression Protocol (IPComp))

edlebé: sose pove IJIResh Iduséb Jdesze I8ele IUogb us woe lesuosd. s8Jd ol
lJen9waded pu zzp pebble wslule IP. 31,0 o ldpuwoesy 03l IUIGe,lz WJu s@9pe [Jpszo
wouISI g, £l sYU Ipszo 09 Idpumozse: Sluo sdod IUséb: zos Bl Jp sop
wedso lduséb. 3l Spo cupdsu 030 |._J|o.:§_j5 Jo3l lJeszo. B wepele IUs wepdsvel gds
lJegzo Idwgess (I 1JIE) pu lJud8). W6 o3l ldpold: oyd Idogb g8, pea>.

Iz bo9s 18. b§lo 86 sbwd.

Apply Cancel

IJs 96 19. bbb §6 pdkb.


https://community.cisco.com/t5/security-documents/main-mode-vs-aggressive-mode/ta-p/3123382

[0 SENB] cisco(admin) English  ~ 9 e

IJ21096 20. 168, 898 wlbwsd 06 IE)s Jewdb IJodsse 1Jzhs wuvésdo Bs odssy wae
lJouvgsd.

Configuration Management \

Configuration File Name

Last Change Time
Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration 2019-Jan-27, 23:00:07 UTC

Backup Configuration: ——

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots.

To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.
Source Running Configuration ~

Destination:  Startup Configuration |~

lJglb9es 21. gud wdBs lIJoldss b, B8 291L9.9.

Information
e Running configuration saved to startup configuration

See 1o odss @ locese 11y po ©dsss 088 pu lJgpsd [Js 1Jpsde eds Idpszo IUEluo
w&psd GreenBow VPN.

odosu gesd GreenBow VPN gds Jouwsoo) IJgled g0 g
odosu lesble 1Jeyzds 1
Jouisd lzse 1uosl) pu wyulez gesd VPN J GreenBow IPsec. 0,8 oul.

U096 1. 108, wiv [Jplow IJlspw £Js ls89uwé £psd GreenBow VPN. s9z5 o3l B 1U,Jd0
IJowsds Idlspu pu Uinsb Idpeole.


http://www.thegreenbow.com/vpn_products.html

lJglogs 2. 235 J9eo IJodysu.



pdlebes: 03l peld gds Jpousse,) Windows. (§> sgodd odl lJuge wlgedlv Idulez Ios
ouwogdpol.

1J¢ 195 3. 23> pelJz louble v IKE V1 IPsec.
& TheGreenBow VPN Client

Configuration Tools ?

THEGREENBOLL

VPN Client

[Z] VPN Configuration IKEV1

-[2] IKE V1 Parameters

| E-CD tgbtestlPV IKE V1 Configuration
v 0 tgbtestlPVe

=-{= IKE V2

| B3 kev2Gateway
ir0 Tkev2Tunnel
1:' SSL

[ IKE V1 IPsec tunnel creation wizard ]

€ Exportall IKE V1 tunnels

pdlzbs: -.95 o3l Idpelde sop wdssu ldluosh 1 pu IKE. Bl oo oséw L9..s odysu IJluosl) 2
ou IKE. OISO COUE lJgbgle de?'deQ.|QéJ i lJplogw |,J|\,:S|.OQ 999 pzd> IKE V2.
woeolz lsuol lJs wzass IKEV2 Jedwd og)sud IPsec gds 1dpszo WO 1Jpsde.



IJe9s 4. loJl gusle IP IJglue wuivwds WAN IJgles JJpsze Bis 1Jesde (IJpdon) 2 woe
ebe ldpdlo: gldpdclz IJpuve,d: 9ldeusly 1s1gds 1UElue JJuveds lJegs56 I 1Jp9de.
o) 9938 Next (IJolds). L9§ o3l IJpoldi IJp9 g 09 24.xX.X. wp luvowsld IUlubes 1o eluss
IJedles 1JIgs)6 (ezesele IULGle W gusly IP 03l) wedles x Jzpelss 030 Idvwds. spdud
>¢ld gusly IP IJIled.

VPN Configuration Wizard X

VPN tunnel parameters 2/3

Enter the following parameters for the VPN tunnel:

IP or DNS public (external) address: | 24. o
of the remote gateway

Preshared key: | eeeecsee ‘l 9

IPprivate (internal)address: | 10 . 2 . 0 . 0 ‘l e
of the remote network

< Previous Next > o Cancel

1J¢b9s 5. 16,9, B899 |wole.

You may change these parameters anytime directly with the main interface.

< Previous | Cancel

IJe 95 6 (Ieshis) spdud céss) pedele IKE V. spdo ool Idges UGl os sldbos
slJlyuos J GreenBow. W 03l 1Jps$e: spdud beld ublg Ie e, IUIdo,lgos 1Uds sedo
lJeogo lsl Jlu.



& TheGreenBow VPN Client

Configuration Teels 7

THEGREEMNBOLW

IKE V1 Parameters

IKE V1 Parameters
Lifetime (sec.)
Default Minimal Maximal
Eé"wq Authentication (IKE) | 28800 | | 120 | | 86400
oo tobtestPV4 Encryption (IPsec) | 3600 | [ 120 | | 28800
Ei?hd'ﬂ:lm
Lo tgbtestiPve
v [ Dead Peer Detection (DPD)
P ssL Check interval Elsec.
Max. number of refries El
Delay between refries Em
Miscellaneous
Retransmissions ‘Zl IXE Port |:|
X-Auth timeout NAT Port |:|
[Jisable Spiit Tunneling
@ VPN Chent ready

IJg1o96 7. 168, eds IJuslus Idos Toguleol.



Configuration Tools 7

THEGRHREEMNBOLW

IJg1096 8. B edled Iowssy Ipuob§6 luvdd IUgoliso puens Blisps puuwsds Lldgolsso
IJpedsé. spdud leosh sles Is weass bs « Jpl 09 p9oz bulo.

Configuration Tools 7

[E] VPN Configuration Authentication Advanced ~Certificate
=7~ KE V1
 ~[] e v1Parameters Addresses
Interface | Any v)
. E- tgbtestIPVe
o tobtestPVE Remote Gateway | |
-~ KE V2

IJg 196 9. Ibgd gwolo IJuslusd IJugsss B 28d IJeslos Idog$26. spdo o sdsw gwsly IP Ig
luwe DNS. 03l 09 gusly IP IJglo JJp9z0 B IJesde (IUpdon).



Configuration Tools 7

THEGREEMNBOLL

VPN
[

[Z] VPN Configuration Authentication Advanced Certificate
- IKE V1
Pk IKE V1 Parameters Addresses
o=
ioo TkeviTunnel(1) Interface | Any v
=3 tgbtestIPVe
| O tgbtestlPVE
E-F~ IKE V2

IJglo96 10. wew Ideuobdsé. ge, wae 1Jpuolb 6. IUgsble os:

Remote Gateway [24. ]

pdele Wpuinind pused] — ausese o3l 1gslh Jdsuwctse luvstsle Idps p15)
op wdysuvol gds w9lws VPN. seo oblod Jded 1de)9) po God ldeuwedse zos
Swedy pu logile o9 § VPN.

- IJgiolse — sywwgsp o3l 1Jgsl) yuolss JIJeld 1Upuoldze wsu gpsd VPN 909lL06

VPN.
THEGREEMNBOLL
VPN Client
I ——
[Z] VPN Configuration Authentication Advanced Certificate
B KEV1
IKE V1 Parameters Addresses
-3 TkeviGateway
. 10 IkeviTunnel(D) Interface |Any v
=~ tgbtestlPVe
b @ tgbtestlPV6 Remote Gateway | 24. }
B> KEV2
- Tkev2Gateway L
@ TkevZTunnel tication
~Jsst (®) Preshared Key sessssssesesnse ]
chﬁrl'n SRR RNN J
O Certificate

pdlgbs: O o3l ldpold: wp 152l IpBdelz Ideuvesd puwedl IUss wp wdssue eds [Jpszo
suldsso.

IJgbgs 1. cew IKE: §p vosssu leshle IJoubds) 9ldeuol> 86 9pze9es lJpdlose Jeblu§o
oJ9su IJeszo.



IKE

) F i’
Encryption | AES128 v
Authentication |SHA-1 g
Key Group |DH2 (1024) v,

IJgo96 12. 169, V993 edlpd lJowssy gsble podsps.

Authentication [Advanced] Certificate

IJgb9s 13. wew psile po806: w28 pu Elud IJIgwsl, mode config gstrong mode. wp wess>
"ldaoe Idpops)" eds RV160 WS pdud wg)ysu "ldgpsd 1Us 1Upsde" Josdl Idpeld. la,yd lesls
NAT-T |Js "odylss"

VPN Client

Authentication Advanced  Certificate

Advanced features
Redundant
o nde Config Gateway
9 ggressive Mode MAT-T | Automatic o

pdlebd: pe cpdsu dssu IJsuoe wsd9p gpsd GreenBow VPN wwzw Idlesble oo golyd
VPN Jeegleds louble w9 9. NAT-T sged logvle loold luw,e.

IUgss 14. (Rosbs) wee X-Auth spdud 1dozds eo elud IJiosh Idpuwe§é X-Auth
Juvze 0lwss oywesd IUsgsd oddlissl ews wae logold. bl oguzsd 1U529d 09 1Jpdlu 1Uss
Sded Vso lJpuwegse vslule IJlgwpls 1UElueé wo Jsdsu Iyl gds 1Jpld o .



& TheGreenBow VPN Client — O w
| Configuration Tools ?
1) e g p— p— —
LL-L—LE{-'_"JJ.—'.E]Ej]:i;]ﬂ.|
VPN Client
E_| VPN Configuration Authentication Advanced  Certificate
- IKEV1
----- IKE V1 Parameters Advanced features
i E-C kev1Gateway
: Redundant
b Thew 1Tunnel [ Mode Config Gateway
-y IKE V2
L Tkev2Gateway [+] agaressive Mode MNAT-T | Automatic ~
L 88l
X-Auth
{-Auth Popup Login
n Hybrid Mode Password

1Jg 098 15. (I2oshs) 131 Je o233 X-Auth oo Shsgd luve IJppwatse Bs 2dd cuwesd
IU>29d. 03l o9 |k_.}u|o lJpuweesp lUds wp Ibeldo sus logsle guwle puwegse Bs w9lws VPN
99Jpb 1Jp,9) Ss IJpsde.

X-Auth
[ ]x-Auth Popup Login [Teri
ﬂ Hybrid Mode Password | essssssssssssss | -

121096 16. oo Idegsd Idpedes Sldpesd Ideess Sp woessu Idperd 1dpeds sldee s
Iogss Jeblods leshle wslus VPN,

Local and Remote ID

Type of ID: Value for the ID:

Local ID | IP Address

Remote ID | IP Address

pdlebd: Os o3l IJpsld: sop wesso Id pu Idperd IUpeds sldeer 9 Iduess eds guslo IP
Jebluds leshle wslus RV160 Is RV260 VPN.

IJ21098 17. cow Sispé Jdpgsd. 1ed IUperd IUpeds aldperd Iugs> S 1eded gl 08
wopl. IJpg, 9 Idpeds 09 gugly WAN IP JJ&p@J.?@pdo lJewy) eds 03l po eJIJ !E)'C_VZO
g lJsw g "pl 09 guslu IP 1Jglue ws™. 1dperd Idwg s> 09 euslo WAN IP Jdpegze s
IJesSe-



Local and Remote ID

Type of ID: Value for the ID:
Local ID [P Address w | | 108.233.
Remote ID |IP Address v || 24,

IJgbgs 18. b b e oubdsd slge,w eldb.

&# ThelGreanBow VPN Chent — O *

Configuration | Tecls 7
Save Ctri+5

Import ﬂ ﬁllﬂ
Export

Move to USE Dnve -
it Advanced Automation Remote Sharing PG
Wizard... ndd
Quit restes
o Thew ITurned(1) VPN Cientaddress | 192 . 188 . 1 . 217 ||}
B bghbestIPVg ) :
O tphtestIPVE Address type | 5
=-F= KE V2 Sngle
S0 Toew2Gateway Remote hostaderess | 10 . 2 . 0 . 5%
O Dk TTurned ¥
7 sa Suibriet mask
ESP
Encryplion | AES123 b
Authenbcation |SHA-1 w
Mode | Tunnel -
PFS
fAPFs Group |DH2(1024) ~

odosu lesble IJud @

IJgbgs 1. 169, B899 IKeviTunnel(1) (9> sJ9u J>sY lywp pgodd) 9edles IJowsse IPsec.
SOp wEpSe EWIlU gpsd VPN odllssl bl §eo wopass Isuoe Config ws Idlesble 1dpe 308
J lkeviGateway. sg,u2 o3l euslu IP Idpeds JJdposseslddpossc, Idpzesd S ldesde
lJogso.

[E] VPN Configuration @ [[Psec Jadvanced Automaton Remote Sharing 1PV6 |
S IKE V1
[£] ™E v1Parameters Addresses
-1 TkeviGateway — S
O Co_tm tums) ettt |52 5 127 |

~ O3 tgbtestlPve |

IJglogs 2. 1zc) woe IJewslo 1Uss spdo Jepsd uvwds VPN Idsuosd Jso po 1dSlises



Upuuu>J° U9€ /J(Eu)/u nS,D'Ju |u -.S'Jﬁu Euﬁlu 3'&-‘ |3 ubld P-19] l\.JE_U'_S&SU |3 &uﬁlu u-Uu'JO
9,886, Suuoeu eudlu lduveds IV, es0 IUIWe)los od@lissl euslo gsz JvwdJo VPN
(ewslu IP 1Jpzds JJdpwsae)) seuslo uveds LAN IJogs6: 98ule Ui ds WI,es6. bl op
w2 ewdlu 9led 19 bl pu Iguls o Sumorzole 0o Iedsd IUs wewiswol $9sl. bed
euslu Idubods 1Uss Sz 1Jsuesd [dse woluwbs v § VPN Bs 28d guslo yiw s LAN
lJegs26 980le 1dubods 1J8,es6 JJuveds IJwess6 Vs edd Sule IduibeJé IJS,es6.

[Z] vPH Configuration IPsec | Advanced Automation Remote Sharing m IPV6
== IKE V1
[f] KE v1Parameters Addresses
0 IkeviGateway
5 Teew ITunnel(1) VPN Client address 19 | ESEA | |
O tgbtestIPV6 |

pdlebé: B o3l ldpolde wp losh guslo 9les slogld euslu IP IJpeds JJesze B 1Jpsde.

VPN B UPS&& (Upduv)

[Z] VPN Configuration IPsec  Advanced Automation Remote Sharing m‘
=/~ IKE V1
|8 | IKE V1Parameters Addresses
-~ IkevliGateway — — —
‘oo TkevITunnel(1) VPN Client address 192 . 168 . 1 . 21 I n
=2 tgbtestIPVe
O tobtestlPV6 Address type  |single address v
=-[F= IKE V2 . .
=3 Tkev2Gateway Remote host address ow . 2 .0 .56
L0 TkevZTunnel i
-7 ssL Subnet mask I - - - I

lJglbgo 4. (!'ao.,sb@).oao PFS: 25> ¢lué Ul'a;'.yggl) PFS Jopdsu Iduwyss [Jolpes Jlgls IJegzso
(PFS). 59> PFS puslose guishsss Joyvds) Ideduws. 22> leshs preses PFS oo IJ8lses
lJpouwsJdo Idezesgd. Bl wp wpdsuo eds IUpzo Bsew wpdsuo lsuol oul.

PFS

| PFS Group |DH2 (1024) e

IJg1096 5. (Igesbs) lody wiv IJelsuw Iispu eds luve eulé kevislud) eds Suve lehs
lJouwess bl Juo orgo Vs lehsé cuupswo.



& TheGreenBow VPN Client

Configuration Tools 7

THEGHREENBO

=] VPN Configuration

EI {Fj- IKE V1

------ s | IKE V1 Parameters
EI = Ikev 1Gateway

5 L Tkew 1Tunnel
EII:I Ikev1Gateway(2)
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