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Salecting this option will prompt Cisco IMC to generate Solf Signed Certificats.

WARNING: After successful certificate gensration, the Clsco IMC Web GUI will be restarted.

[~ with the may be and you will need ta re-lagin.
Even SEH, vKWM and vModia sessions will be disconnected.
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1296 1. $p wlouble pdulz RSA IglLe Jel 09 p9 o S 196,
<#root>

[root@redhat ~]#

openssl genrsa -out ca. key 1024

1296 2. $p wlogile yuol>é 09886 Slosl 22526 Jel 09 p9 oz Vs IUu29)6.


https://www.openssl.org/

<#root>
[root@redhat ~]#

openssl req -new -x509 -days 1095 -key ca.key -out ca.crt

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) [XX]:

us

State or Province Name (full name) []:

California

Locality Name (eg, city) [Default City]:

California

Organization Name (eg, company) [Default Company Ltd]:

Cisco

Organizational Unit Name (eg, section) []:

Cisco

Common Name (eg, your name or your server's hostname) []:

Host 01

Email Address []:
[root@redhat ~]#

1Jeo96 3. olds pu 1o wog IJubolss o9 IJglbe Jel 09 p9 08 B IJLo9)6.
<#root>

[root@redhat ~]#

echo "nsCert Type = server" > openssl.conf

lJglo9s 4. s9zo IJpsze Jpuo> 8 Jluwegsle pdd CSR IJElLo v Jluyile Guolso ¢lbp Jel 09
£ IS¢ IJueys.

<ffroot>



[root@redhat ~]#

openssl x509 -req -days 365 -in csr.txt -CA ca.crt -set_serial 01 -CAkey ca.key -out server.crt -extfile

1Jglb9s 5. IJoz 8y ppel 3l Jlvw IUguolss IJos we lugblgel pu 1Juge 1UEbe Jel 09 9oz B
1Juo96.

<#root>
[root@redhat ~]#

openssl x509 -in server.crt -purpose

Certificate purposes:
SSL client : No

SSL client CA : No
SSL server :

Yes

SSL server CA : No

Netscape SSL server : Yes

Netscape SSL server CA : No

S/MIME signing : No

S/MIME signing CA : No

S/MIME encryption : No

S/MIME encrypt1on CA : No

CRL signing : Yes

CRL signing CA : No

Any Purpose : Yes

Any Purpose CA : Yes

OCSP helper : Yes

OCSP helper CA : No

Time Stamp signing : No

Time Stamp signing CA : No

————— BEGIN CERTIFICATE-----
MIIDFzCCAoCgAwIBAgIBATANBgkghkiG9wOBAQsFADBoMQswCQYDVQQGEwIVUZET
MBEGA1UECAwWKQ2FsaWZvcm5pYTETMBEGALUEBwWwWKQ2FsaWZvem5pYTEOMAWGALUE
CgwFQ21zY28xDjAMBgNVBAsSMBUNpc2NvMQ8wDQYDVQQDDAZIb3NOMDEWHhCNMjMw
NjI3MjIONDE1IWhcNMjQwNjI2MjIONDE1W]jBgMQswCQYDVQQGEWIVUZETMBEGALIUE /Bej
DxenfCt6pBA709Gtk1tWUS/rEtpQX190hdTahjwbfG/67MYIpIEbidL1BCw55dal
LI7sguldnItnIGsJITL7h6IeFBu/coCvBtopOYUanaBl1BgxBWhT2FAnmBOwIVY]
5rMx95vWZXt3KGE8QTP+eGkmAHWASMOyhwHa

————— END CERTIFICATE-----

[root@redhat ~]#
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o Extarnal Certificate uploaded successfully

IJo2dl pu lduors
lwegae 03l 1dGuwe Joldss god Idodsse wuvdd Lorse.

loedd 1Js Admin > s Iuvoble 90288 eo ldbolss 1Jzldss Jel 09 p9 oz B 1JL09,6.

A/ .. [ Security Management / Certificate Management + Rafresh | Host Powar | Launch vivm | Ping | GIMC Reboot | LocatrLED | @ @

Certificate Management Secure Key Management Security Configuration MCTP SPOM

Ganarabe Canificate Signing Request | Upload Senver Canificats | Upload Extermal Cadtificals | Upload External Private Key | Activala External CamtSeate

Current Certificate

Serial NHumbor : 01

Subject Information:
Country Code {CC)
State (§)

Locality (L}
organization (O) [
Organizational Unit (0U) : Cisco
Cemmon Name (CH) t Hostd:

t Us
i California
+ CA

Issuer Information:

Country Code [CC) 1 Us

Stata (8) : Califsrnia

Locality (L) ¢ California

Grganization (O) i Cisco

Orgamizational Umit (0U) : Ciseo

Common Hame (CH) t Hostdl

valid From t Jun 27 22:44:15 2023 GHT
Valid To o Jun 26 22:44:15 2024 GHT|

Certificate Signing Request Status

Status: Mot in progress.

» External Certificate *» External Private Key
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