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Web Security Appliance is ge

st Cisco S100V

CISCO Web Security Virtual Appliance

A Repaorting Web Security Manager Security Services Network System Administration

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: IGOOQIB

Comments: (7 | [ yctom URL Category for Geogle

List Order: |4_

Category Type: | Local Custom Category

Sites: (7

O google.com, .google.com Sort URLs

Click the Sort URLs button to sort
all site URLs in Alpha-numerical

order.
Y
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
= Advanced | Regular Expressions: (7)
A
Enter one regular expression per line, Maximum allowed characters 2048,
Cancel

louble Wss gusly URL pg o0 J Google

Web Security Appliance i

vilialn Cisco S100V

CISCQ Web Security Virtual Appliance

By Reporting Web Security Manager Security Services Network Systermn Administration

Custom and External URL Categories: Edit Category

Edit Custom and External URL Category

Category Name: | | Captchaallow

Comments: (7) Custom URL Category for Google RECAPTCHA

List Order: |5

Category Type: | Local Custom Category

e @ Sort URLs

Click the Sort URLs butten to sort
all site URLs in Alpha-numerical
order.

Y
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
= advanced | Regular Expressions: (2)
www..google\.com/recaptcha/
A

Enter one regular expression per line., Maximum allowed characters 2048.
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Decryption Policy: Add Group

Policy Settings
Enable Policy

n - r’\ T
Policy Name: (2] I GoogleDecrypt

(e.g. my IT policy)

Description:

(Maximum sllowsd characters 256)

Insert Above Policy: | 1 (dropeiscospecific) v ]

Policy Expires:
[] set Expiration for Policy

On Date: ’7 MM/DD/YYYY

AtTime: | 00 ~ | 00 w

Policy Member Definition

Membership is defined by the combination of the following options. All criteris must be met for the policy to take effect.

Identification Profiles and Users: All Identification Profiles o I

If "Al Identification Profiles” is selected, at least one Advanced membership option must also be selected.
Authentication information may not be available at HTTPS connection time. For transparent
proxy traffic, user agent information is unavailable for decryption policies.

= Advanced  Use the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL

Category), or User Agents.

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

(see Web Security Manager > Defined Time Ranges)
URL Categories: Google

User Agents: Mone Selected
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Decryption Policies: URL Filtering: GoogleDecrypt

These URL Categories are defined a5 group membership criteria. All other categories are not applicable for this policy.

Use Owverride Global Settings
Global

Settings Pass Through | Monitor Decrypt Drcrp@ Quota-Based = Time-Based

Category

Category Type | Select all Select all Select all | Select all | Select all | (Unawvailable)
6 Google Custom (Local) — | ‘ V | ‘

(Unawvailable)
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Access Policy: Add Group

Policy Settings

Enable Policy

Policy Name: (2} | [ 550 qlecaptchanccessPalicy
(e.g. my IT policy)

Description:

y

(Maximum allowed characters 255)

Insert Above Policy: 1 (blockciscobuy) v

Palicy Expires:
[[] set Expiration for Palicy

On Date: li . —
AtTime: | 00 w ;l 00 W

Policy Member Definition

Membership is defined by the combination of the following options. ANl criteria must be met for the policy to take effect.

Identification Profiles and Usars: [ All Identification Profiles v]

IF "All Identification Profiles” is selected, at least one Advanced membership eption must also be selected.

= Advanced = Use the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
Category), or User Agents.

The fellowing advanced membership criteria have been defined:

Protocols: None Selected
Proxy Ports: None Selected
Subnets: Nene Selected
Time Range: No Time Range Definitions Available

{see Web Security Manager = Defined Time Ranges)
URL Categories: Captchaallow
User Agents: None Selected

wwsluws 1Jsuosd s psde Google Rerentcha

10ER 5% 4.1. 10933 W oog 1dsuasd 9lud) B9 eldes B Iduwlo) |Js wog GoogleCaptchAccessPolicy. g3 Wl B Iduwlo, Jdisé
Captchaallow. uod IJogss)le saois),

Access Policies: URL Filtering: GoogleCaptchaAccessPolicy

Custom and External URL Category Filtering
“ategaries are defined as group membership criteria. All ather cotegaries are not applicable for this p
Use Global Tve
Sl Block Rediract Allow (7]
Caleuoﬁ- Cmﬂﬂf\r Type Selact all Salect all Salect all Salect all
© captchaslion Custorn (Local) - o
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Access Policies: URL Filtering: Global Policy

Custom and External URL Category Filtering

No Customn Categories are included for this Policy.

| Select Custom Categories: |

Predefined URL Category Filtering
Thase URL Categorias are defined as group mambership critaria. All other catagories are not applicable for this policy.
Blaek

Category Selact all
©) Regional Restricted Sites (Poland)

€ religion

€ saas and B28

) safe for Kids

€ Seience and Technalagy

€ search Engines and Portals

) Sex Education
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-14-5/user-guide/wsa-userguide-14-5/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance/117792-technote-wsa-00.html
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