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IJpozo 3640

Current configuration

!

version 12.4

service tinestanps debug uptine

service tinestanps |og uptine

no service password-encryption

|

host nane 3640

|

! --- The username and password is used during local
authentication. username rtpuser password 0 rtpuserpass

! --- Enable AAA. aaa new-model

!--- Define server-group and servers for TACACS+. aaa
group server tacacs+ RTP
server 10.14.14.3

!--- In order to set authentication, authorization, and
accounting (AAA) authentication at login, use the aaa
authentication login command in gl obal configuration
node

aaa authentication login default group RTP local
aaa authentication login userauth local

aaa authorization exec default group RTP none
aaa authorization network groupauth local

aaa authorization auth-proxy default group RTP
enabl e secret 5 $1$CQHC3R/ 07u44E2JgVuCs OUWIGL
enabl e password ww

1
i p subnet-zero
!
!--- Define auth-proxy banner, timeout, and rules. ip
auth-proxy auth-proxy-banner http *C

Please Enter Your Username and Password:

AC

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify | og

ip audit po max-events 100

chs event-service server

!
!--- Define ISAKMP policy. crypto isakmp policy 10
hash md5

authentication pre-share

group 2

! --- These commands define the group policy that !--- is
enforced for the users in the group RTPUSERS. !--- This
group name and the key should match what !--- 1is

configured on the VPN Client. The users from this !---
group are assigned IP addresses from the pool RTP-POOL.
crypto isakmp client configuration group RTPUSERS

key ciscol23

pool RTP-POOL

!
!--- Define IPSec transform set and apply it to the
dynamic crypto map. crypto ipsec transform-set RTP-
TRANSFORM esp-des esp-md5-hmac




!
crypto dynamic-map RTP-DYNAMIC 10
set transform-set RTP-TRANSFORM
!
!--- Define extended authentication (X-Auth) using the
local database. !--- This is to authenticate the users
before they can !--- use the IPSec tunnel to access the
resources. crypto map RTPCLIENT client authentication
list userauth

!--—- Define authorization using the local database. !---
This is required to push the 'mode configurations' to
the VPN Client. crypto map RTPCLIENT isakmp
authorization list groupauth
crypto map RTPCLIENT client configuration address
initiate
crypto map RTPCLIENT client configuration address
respond
crypto map RTPCLIENT 10 ipsec-isakmp dynamic RTP-DYNAMIC
1
interface FastEthernet0/0

i p address 10.31.1.111 255.255.255.0

ip access-group 118 in

no ip directed-broadcast

!--- Apply the authentication-proxy rule to the
interface. ip auth-proxy list_a

no ip route-cache

no i p nroute-cache

speed auto

hal f - dupl ex

!--- Apply the crypto-map to the interface. crypto map
RTPCLIENT

1
interface FastEthernet1/0

i p address 10. 14. 14. 14 255. 255. 255.0

no ip directed-broadcast

speed auto

hal f - dupl ex

!

!--- Define the range of addresses in the pool. !--- VPN
Clients will have thier 'internal addresses' assigned !-
-- from this pool. ip local pool RTP-POOL 10.20.20.25
10.20.20.50

ip classless

ip route 0.0.0.0 0.0.0.0 10.14.14.15

ip route 10.1.1.0 255.255.255.0 10.31.1.1

!--- Turn on the HTTP server and authentication. !---
This is required for http auth-proxy to work. ip http
server

ip http authentication aaa

!

!--—- The access-1ist 118 permits ISAKMP and IPSec
packets !--- to enable the Cisco VPN Client to establish
the IPSec tunnel. !--- The last line of the access-1list
118 permits communication !--- between the TACACS+
server and the 3640 router to enable !--- authentication
and authorization. All other traffic is denied. access-
list 118 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111
access-list 118 permit udp 10.1.1.0 0.0.0.255 host
10.31.1.111 eq isakmp

access-list 118 permit tcp host 10.14.14.3 host




10.31.1.111
!
!--- Define the IP address and the key for the TACACS+
server. tacacs-server host 10.14.14.3 key cisco

!

line con O

transport input none

line aux O

line vty 0 4

password ww
|

end

oJ9su VPN Client 4.8

lope o3l steps in order to sudJe 1J VPN o9y 4.8:

1. 1pe,e wilsd>wyulpe>Cisco Systems VPN j.90>VPN L90.
2.108) eds 38> Jogvgsd IJlbl) "lugule loold VPN
S

# status: Disconnected | ¥YPM Client - Yersion 4.8.01.0300

Connection Entries _Status Certificates Log Options Help

=101 x|

o, ¥ |55 : W ¢
e g i 150 SYSTENS
- | "
Connect Impot B oy [elete ;
Connection Entries | Centficates | Log |
Connection Enty © Host Transport

4]

i

| Mot connected, |

&

3. gd luwe "beld IUleuold" pg 5,00, e gusle IP 1Ughzs JJpszo B IUpywe 1dpunsd.

&o bgd luve preses VPN 93dJps 1Ups): slud, eds



# ¥PN Client | Properties for "vpn™

Connection Entry: [HHg

Description:

Hozk: 110.31 1 111

Authentication ITranspnrt Backup Servers I Dial-Up |

¥ Group Authentication T Mutual Group Authentication
WET RTPUSERS
Pazgword: R

HEMNMENEE

Canfirm Password:

" Certificate Authentication

s amme:; I ;I

[~ Send C& Cetificate Chair

Eraze lUzer Pazsword | Save

I Cancel

Vb,

4. 108, eds IJlogold 1Uss ey luwesleo slud) Wl Ileuald pu 1Jlbl) 1 ssuvs

Jepsd ubods
VPN.
# status: Disconnected | ¥PN Client - Yersion 4.8,01.0300

Conneckion Entries. Stabus Cartificates Log Options Halp

=10/ x|

s B F w X

Cisco SrsTems

Connect Mew Import Miodify Delete
Cornechon Entres |I'.‘atifi|:atf== I Log I
Connection Enty Haost Transport
¥ 10.31.1.111 IPSec/UDP
4| ] 2l
| Not connected, | b

5. w3 Iebldus: bed pedsple luwe Idpuwcse 89Jeé 1deae) Jbuwld Slud) B9 9ld§

Jleuold ulduiods



» status: Disconnected | ¥YPN Client - Version 4.8, ! =101 x|

_onnechon Entries  Status  Cerbificates Log Optlons Help

£ = : Ciseo Srsrews

Cancel Conmect Mew Irnpeort b odify Delete
Connection Enties | Certficates | Log |

Connection Entry Host Transport

¥ 10.31.1.111 IPSec/UDP
# ¥WPN Client | User Authentication for “vpn™ x|

The sarver has requested the following information to complete the user
authentication.

Cisco Srsems ). .

Il:isn::u

« Pazsword I'“'"""

oK Cancel |

; : 2l
uthenticating W ANEEENENENEEEEEEEE 4

sop logold gpsd G ds VPN Cldeszo Ss Ipsde
lJe,dss.
# status: Connected | ¥PN Client - Yersion 4.8.01.0300 — =10 x|
Connection Entries  Stabus  Certificates Log  Options  Help

& £3

S # o
Disconnsct M Import Medify Delete
[Connection Enfries. | Centificates | Log |

Ciseo Svsrems

Connection Enty -/ Hiost Transport
#@ ¥pn 10.31.1.111 IPSec/UDP

=

{?—:@
(Connected ta "vpn', [Connected Time: 0 day(s), 00:09.44 [¥]

06’_9..5(; tb'o TACACS+ c,;|uuc‘at)|p ACS UTpo U Cisco
Iope o3l steps in order to LuJJo TACACS+ B cisco sloy, ACS:

1. Sze odssu Idpszo Jozass p9de puos) Idpzoss IUluolids IUlew pu Cisco JJozdd pu

wslulo leweb lJpuwogsp.eJs gwosd ldpold:
3640(config)#

aaa group server tacacs+ RTP



http://www.cisco.com/en/US/docs/ios/12_3/security/command/reference/sec_a1g.html#wp1073107

3640( config)#

tacacs-server host 10.14.14.3 key cisco

2. g0 Ui dd oubdsd eds IJsuwh sb$b$6 $uped p3td lo sups ot Jpuvele
0385 OGS lpl IJ TACACSH ubd Bless pelbosle. o) Blesrs wslule [Jghbe 909381 Jodsy

Network Configuration

IJpszo.
Cisco Svsrems

Uzer
Setup

Graup
E i “@Q AAA Clients 2]
o AAA Client AAA Client TP . .
Hostname Address Authenticate Using
Metwork
Q Configuration 3640 10.14.14.14 TACACS+ (Cisco
| — =
QnT1gQuUration .
— PIV-A 172.16.1.85 Rﬁggggm
| II:rll:-tn?fr;fgau?'itinn TACACS (c
+ ((izco
| samtton VPIT3000 172.16.5.2 0%
— EADITS (Cizco
-1 »Terna safF
3@ | Ea:abﬂl: M 172.16.1.51 ..":"._1.1'011Et:|
@ | Reportsand WLO Main  |172.16.1.50 mﬁfﬂégmm

5 | Online
| Dacurnentation

Add Entry | Searn::hl

3. swp luwedsle IUpdcle Jdpuold§6 wso IJpszo 3640 9¢lse ACS IJley pu Cisco. 3l Juo
SoEw B 0pdSd w99dsd TACACS+ JJp ol §6. blge, TACACS+ (Cisco I0S) W
L§|:5|41><") |quo|.)L§6 vlu.uoé_)lp |Jé|:5p6

|.JroQu.u).J6.
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Cisco SvsTems

Network Configuration

Edit
@ Uszer
| Setup
B | S Add AAA Client
% ghared F'r':ﬁle
Sl A AN Clent Hostname |3640
& Ut | | | 00s ctione 0 10.14.14.14 =
= Address
% ggﬁ:’?gl-l.lratinn ll
T Eey ciscol23
| Configuration
| Adminiztrstion| | | Authenticate Using TACACS+ (Cisca I0S) |
3{3 — - single Q-::-nnect TﬁCﬁCS+ AAA Chent (Fecord stop
> Databases accounting on falure).
% | EEF.T.?E and [T Log UpdateWatchdog Pacleets from this A28 A Client
" | Online M Log EADIUS Tunnelng Packets from thus A A A Chent
Docurnentation

Eeplace EADIUTS Pott info with Tsemame from this AA L
Chent

Submit

Submit + Bestart | Canc:ell

4. 5¢Jo 1J username B Ipuwog pd pzld B 1J cisco slew @lgss pebsle. wgs 3JI
b ¥l 96 suoSIlSE ) IS 03l IUpildi lyup IJpueése 09
rtpuser.




Cisco SrsTems User SEII]I]
el

Uzer
Setup

Group
ﬁ Setup Tser: |r’[puser
% Shared Profile Fiﬂdl Acdo/Edit
Cornponents
Metwark
Configuratiaon
=g | Systen i i i .
%%; D List users beginning waith letter/number:
— ABCDEFGHIJELH
Interface NOPQEREITOVINXYZ
| Configuration 012 3 4958 7 8 9
Administration
SR List All Users

i External User
atﬁ [atabases

@ Eack to Help
% Reportsand >

Aetivity

‘ Online

Crocurnentation

5. B IUlbly IJelds: bad Ips py9) ldeomwesse.ds 03l peld. 1Jddes rtpUserPass. s pdod

SeSSU euwlu IJpuwegsp lJs peeses I3l hre. gus IJluwole: 168, W99
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Cisco SYsTEMS USE[ SEII]I]

User Ssupplementary User Info Y |
Setup
e Eeal MNatne |r‘[puser
| Setup
Description |
% Shared Profile
Cornponents

Metwaork
Configuration

% T User Setup E

Configuration

Pazsword Authentication:

|Cisc:u:uSec:ure Database j

Interface
| Configuration

Sdministration Ciscosecure PAP (Also used for CHAPIVS-
CHAPAAEATD, if the Separate field 15 not checlked.)
i sternal User
3&3 | Ea:abaﬁlelﬁ-l Faszsword
% Hep_-:-r_'tg and Confirm
Activity Password
| gnnémentaﬁm [T Separate (CHAP/MS-CHAP/ARATP)
Password [|
iZ onfirm I
Password

When a toleen server 15 used for authentication,
supplying a separate CHAP password for a token
card user allows CHAP authentication. This 1s

Subimit Delete Cancel

od9su o8 IJuuwg IJlzoslbss

gwsel suowe ebp RADIUS il ws &) pole: uusop wrlss Susd Idesze IJs ¢lbp RADIUS
IJ.;,u;bJo lJolds Jdouwe IJICQ§Ib§. wSuvop) ldpsgo Vs luwedslpe ¢l RADIUS IJelyys
!J§ Jlos eos Bl Yly 1Jgbe 1Ulgslgus .oogg_éjl. ebé pl sJou IUgbp lUysssuws 09 1UEbe glds
IJble 9lJgb e I od. 131 Jp SYu 1Jgbe IJelugs polzle spdo luwwdsle Bless Idoslole
lJezdss Jdpuolb 96 wluweésle IJle, AAA authentication login default group rtp local .

IJozdd pu lJuogs
$98, 03l lJduwp pedsele Spdod [uvegsleol JJeids pu o ldedssy seed vuvdd Lorpse:

Gp wlogile 088 IPSec Lo zol I pws9e) Idubzuas Spsze 3640 pu Cisco.


http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_a1.html#wp1042072

oz puwogyue eds IJIdpusyo) ol i lJso gJs http://10.17.17.17. sg o o p9eo Cisco 3640
96 0,9, HTTP o030 955, 99dsd IJpob 96 9sbodo pud luwe puweise 99Jps 019 Souwd
Cisco 3640 luwp |Jpuwosrp/dded 1Ues9, [ds ebpe TACACSH Jdpuol> 96, Vs glds vezle
lJpuob 96 sgw lu wdou @byl eds H9so Uo;éalo lJosw gds gbp IUsse £Js 10.17.17.17.

SOp 38p wE2 18le) IJEr2 W9luwbd Lols ez
e -- 5,0z 120 IJg 0.

- show ip access lists — sg, 20 $9lispe IJozdp Vs 1U909d (ACL) IJBsluwso 9ldpes wed
lIJos wp wdysuvel gds pozo 2ob IJzelss (souppu beldle $slise Idozde W 19009
(ACL) IUssulpsdss). owp luolws beldle Glises [dogde Os |49u09J (ACL) IUssulpsdss
sbldwel wubvdd 39,5 luwoubl IJs el Bl Uly 1Jpuwegse sues8 19 Jl.ssyuo o3l 1UIE)lz
Slisps IUsosd 118 Yod wuvésd 9dsd IJpuolb$é:
3640#show ip access-lists 118

Ext ended | P access list 118
10 permit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (321 natches)

20 pernmit udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq isaknp (276 matches)
30 pernmit tcp host 10.14.14.3 host 10.31.1.111 (174 natches)
se&ue o3l Iz Slises 1Usuesd 118 wes wuvgsd 9dsd Idpuolb9s wuele pu Bwd
|.Jrouuo'a>roi
3640#show ip access-lists 118
Ext ended I P access |ist 118
permit tcp host 10.20.20.26 any (7 matches)
permit udp host 10.20.20.26 any (14 matches)
permit icmp host 10.20.20.26 any
10 pernmit esp 10.1.1.0 0.0.0.255 host 10.31.1.111 (379 matches)
20 permt udp 10.1.1.0 0.0.0.255 host 10.31.1.111 eq i saknmp (316 mat ches)
30 permt tcp host 10.14.14.3 host 10.31.1.111 (234 matches)

ooesd Ilgul, IJodles 1disds pu Blispes 1Usuosd B IJbgldle 1deessé Josl IJpuuegse
sldos we wyujsdol pu ¢lbp TACACSH.

. show ip auth-proxy cache — &, |0l b¢lJle 9dsd 1dpuol> 86 19 o Jsw 9dsd 1Jp ol §6
IJzbs cubgsdo. 1Jddes IUluwluuss 51,6 IJogsse Idedde Juws guslu IP Jdpuosd.
DI pud IJpuo35 9886 lJpods Jydsd Idpuol> 96 921Js IUleoldle Idos ouvese
9Jdsd Idpuob@e. bl Jluw 2lds 9dsd IJpuolb 96 ESTAB. wdyy puol> 96 IJpuegse wlzzo.

3640#show ip auth-proxy cache
Aut henti cati on Proxy Cache
Client P 10.20.20.26 Port 1705, tineout 5, state ESTAB

lweduld IJizble 9] oJlzol

bee 1Js 9dsd pool> 86 | wod vl iz ble ol odlzol Jisle, Idezdd sldouozst: wlJluplss
IJs pedople luweduldd IUigble 9l odlzol 1Jig)s.

pdlebs: sud luosl) Isle, ouoese IJigble. jlze | lo | Jp0p6 Bs lolp, wopsz IUIZble.
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