odysu w99 IPsec - 0,95 VPN 5000 o Cisco
IJs 2> eplsé 4.1 Ju9bs IJyo9J

Slhgizall

dwaioll
dawlw VI o lllaioll

o lllaioll

dwaziual]l oligSall

oMoy

aSuill ozl auw !

ol oSl

4.1 sl doss alo> la>

auall o asxill

Le>Nolg clasVl O LiuSiuwl

le>Moolo VPN 5000 S 10 elasl SLisSiwl 4oll
Checkpoint 4.1 alaxll 1oz clas] auxuai
dnell eVl auxas 21,31

o o3 ologles

dosall

I pidiy 999 . minols S | ploias W Lauo &S o auilioy IPSEC 345 (19S5 diS itual] 13D 2uiog,
4.1 sl dass glo> > J31 avls aSub JI (Cisco VPN 5000 (192.168.1.x 5S 0 J3b awvls aSui
U Uiniaill dass 319 (VPN) a @)l awldl aSuill 5550 J31 Go 9,0l &85> ol Losis, .(x.10.32.50)

oSl 138 Tag of L8 8825 (x.172.18.124 &Sy i)l 13D (8 alino) iVl

daw L) o lllasoll
olllaiall

Aol [ag) aol> olllbio 1295 Y

a0l & LSl

Wl aslall GligSally poldl wlhlasl JI siwedl 13D 9 65,l9)l wlogleall At

Cisco VPN 5000 ;S ,o -
5.2.19.0001 axus Cisco VPN 5000 S 0 zoli . -



4.1 Gusad] doks ala> la -
: 65e>VI o> ul.x.. o> dlazs diy 9 639>00ll 650>Vl 0o diwall 13D RN Slogleall clisi] pi
SV Joimall bl clagh oo 35T 6 pislo iSais calS 3] (_pioSl) ouns (oS Aitwall 13D 3 dorsiiuiall
ol

wbMaodl

Olaswall oMawvl Jo> wlogleall 0 30 Je Jaaxl dusill Cisco vl oWl g1,

il 13D 9 d@xisgall ol (655 wlogles el pai «puall 13D 9
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Checkpoint

VPNS000 1721812435128 172.18.124.154j28  Firewall
Concentrator l l "RTPCPVPN"

"cisco_endpoint” 1?2.13.174.15?!23
\ Internet /
Router

172.18.124.34/28

192.168.1.1/24 10.32.50.50/24
' I I I
Network Network
192.168.1.Xi24 10.32.50.X124
"inside_cisco" “"cpinside"
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[ 1P Ethernet 0:0 ]
Mode = Rout ed
Subnet Mask = 255.255.255.0
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| PAddr ess

Et her net Addr ess

Devi ceType = VPN 5002/ 8 Concentrator
Conf i guredOn = Ti neserver not configured
Conf i gur edFrom = Command Line, from Console
"Devi ceNane = "ci sco_endpoi nt

| PSecGat eway = 172.18.124. 34

Pr ot ecti on

[ Tunnel
KeylLi f eSecs

"Local Access

" Peer = "10.32.50.0/ 24
"Bi ndTo = "ethernet 1:0
" Shar edKey = "ciscorul es
KeyManage = Auto
(Transform = esp(sha, des
Part ner = 172.18.124. 157
Mbde = Main

[ 1P VPN 1]

Nunber ed = Of

Mbde = Rout ed

[ IP Ethernet 1:0 ]

| PAddr ess = 172.18.124. 35
Subnet Mask = 255. 255. 255. 240
Mbde = Rout ed

= 192.168.1.1

[ General ]
= 00: 00: a5: e9: c8: 00

[ IKE Policy ]
= SHA DES &

Partner VPN 1 ]
= 28800
= "192.168.1.0/ 24

[ IP Static ]
VPN 1 1 255.255.255.0 10.32.50.0

.Configuration size is 1131 out of 65500 bytes

4.1 sl dbss dlo> Hla>

4.1 Jaogll s dla> Hla> ueSid adll olglazdl Jasi

ol KeyLifeSeconds = 28800 go $lasW  gaxill dlasi) IPsec 6b> olid usil judis < Laskas >a> .1
gos)l 9 (IKE) co i)l aslio Jsls 6l olid Jisdl bl o sl :aa>Me. VPN S 0
ol 8Vl



Properties Setup

High&wailsbilty | IPPoalMAT |  Accesslists |  Desktop Securty |
Securty Policy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers ]
Authentication ] SN Defender ] LDAF Encryption l ConnectControl ]

SKIF td anual IFSEC

[ {Enable Egpartable SEIF _

L LTI I — 5 Pl a"':":atl':'n range [hE:.:]:
Change SKIP Session key
Every |1 n Seconds [0 for infinity) From |1 a0
or

Every  [10485760  Bytes (0O for infirity] To fi

143

Reneqgotiate [KE Securnty &zzociations eveny |'| 4410 minubes

FHenegatiate IPSEC Security Aszociationg eveny |EEEEIEI seconds

aF. Cancel Help

l> ("CPINSIDE") ayls Il aSuil o501 (08 éSaidl < Gaupm 9) oz < aSuidl olsls < 6,1] 52> .2
VPN)) a @)l awldl aSuill 3850 ol = jubaill go 138 §9lgi, ol vy - inisil] dlass



Metwork Properties |

General | MAT |

Mame:

P Address: [103250.0 Gt address |

Met Mask: |£05.250.205.0

Comment: Color: I ] vI

|' Lacation: |' Broadcast:

* |ntemnal ¢ Extemnal v Allowed O Dizallowed

Ok, I Cancel Help

""10.32.50.0/24
Ll ("RTPCPVPN Liniss dlais") 6 L)l dylg alaadl (ilsdl L, s < aspidl olsls < 6, sa> .3

VPN-1 (o iz g0ill 6,le 30>.2960)l Jawl LISI 32>.<partner = <ip LoVl (5 VPN S0 lJ] s,
olisgll Gaio 8,1yl dlaxey FireWALL-1 9




Workstation Properties |

General | Interfaces | SNMP | NAT | Certificates | vPN | Authe 4| »]

Mame: RTPCPVEM
IP Address: |172.18.124.157 Get addrezs
Comment: Firewalled gateway to internet
— Location: Type:
% |ntemal ¢ External ’7 " Host 1 Gateway
— Modules Inztalled
W WPM-1 & Fire'wiall-1 Verzion: |41 7 et
I_ FloodG ate-1 Werziars (4.1 [
I Compressioh Yesmn (41 =

¥ Management Station Color: I- 1r|

] I Cancel Help

("inside_cisco") 3l aSuil) SISl preSi) aSuill < Gz 9l) aaz < aSidl ol < 6,1 >a> .4
3,0 sol<LocalAccess = <192.168.1.0/24 g5 1i® 3919, ol w2 VPN S 0 ol




Metwork Properties Ed |

General IN,.-E.,T |

HEIITIE!Z inzide cizco

P Address: [192.1681.0 Get address |

Met Mask: |£55.200.205.0

Commett: Calor: I ] ~r|

|'L|:n::atin:|n: |'E!r|:|a|:|n:a3t:

i |nternal @ Esxternal @ Allowed © Dizallowed

k. I Cancel Help

VPN
a=>, I VPN S 50 dilgd 55 a9l Jae dlaze < 3o < aSuidl olsls < 6)b) >a> .5

13® 9) Jimiadl aasi, JLaiVl go VPN S 10 0 "ax,3JI" dg=loll 9 13@.("Cisco_Endpoint”)

53> .g8gall Jawl (=) >2>.(<IPAddress= <ip ,oVl 8 IP ylgic 172.18.124.35 Jia, cxituoll

VPN-1/FireWall- ¢ 0 gaxill pac :dla>No.gqill 6,Le




Workstation Properties Ed |

General | Interfaces | SNMP | NAT | wPN |

Mame: cizco_endpoint
IP Address: |172.16.124.55 Get addrezs
LCormrett;
— Locatior: Type:
i~ Internal % External [ " Host % Gateway
— Modules [nztalled
[~ WPM-1 & Fire'w/all-1 Version: |41 7 Get
I_ Flood(z ate-1 Wersiom |41 [
[ | Compression Yersmr 141 |~

[T Management Station Calor: I- ~r|

QK. I Cancel Help

A
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Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 4 | "I
— Domair: — Encmyption gchemes defined: ——

O Walid Addresses(of Interfaces) r ||'%‘| Manual IPSEC

+ Other: r SHIP

I [ Pz

[T Exportable for SecuRemote Edi... |

= et ot Legang
I | it rafhe Eentel Legaig
aFk. I Cancel Help

SHA_DES_G2 ;5,0 ol g0 §las\W SHA1 &9 DES Lusis JI IKE Laslas jusi 09 .7
Uiiaill dags ol @S] oLisYl (99 .2 ol 1 48, Diffie-Hellman dcgoxo _JI "G2" juiv :dka>Mo. VPN
oSl a3 o G853 laiall giogll 3oz paciclslacYl 03D ,ues."G1" 91 "G2" bo| s

wolwl e e i Juw o G dye 4l



Generall Interfacesl SNMF‘I MAT I Certificates  WPM |.-’-'-.uthE 1 | "I
|

General |
— Key Negotiation Encyption Method(z]: - — Hazh Method:
™ MDE

r CAST
r IDES F SHAT

— Authentication Method:
I Pre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigure..

[T Supports Aggresive Mode | Supports Subnets

k. I Cancel Help

a8>Laoll
35,0 sol<SharedKey = <key go §lisW Laso J inoll 2lisall i) JLuwVl 25 §e8 sl .8




Workstation Properties ¥

Generall Interface&l SNMF'I MNAT I Certificates  WFM |.-'3-.uthE 1 | "I
|

IKE Properties h
General |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

HEEE

CIZCO E!r'lljl:":llrlt Eljlt

Remove

(] % I Cancel |

ak. | Cancel | Help |

QK. | Cancel | Help |

VPN
25 3T 535> Jall e VPN "cisco_endpoint cussil dode Lzl 2 < aSyidl oWls < 6,1 53> .9
il g5 JKE 335 o2y ol uivis e .("inside_cisco” _aus) VPN S0 éSuis J515 32>




Workstation Properties |

Generall Interface&l SNMF'I MAT - WPN |

— Domair: — Encmyption gchemes defined: ——
€ Disabled M B2 Manusl IPSEC
O Walid Addresses(of Interfaces) ~ & _
+ Other: r SHIP
I % inzide_cizco j
I | Exportatie fan Secut eminte Edi... |
= et ot Legang
I | it rafhe Eentel Legaig

aFk. I Cancel Help

HI
SHA_DES_G2 ;S0 ol 2o $lsMW SHA1 29 DES usis | IKE Laslas jusi 08 .10
Jiniaill dass ol o oLasYl aicg .2 91 1 08, Diffie-Hellman dcgaze JI "G2" ,uis tdla>MNo.VPN
Sl a3 o a3 laiall giogll pazs paciclblacyl 0i® Lues."G1" 91 "G2" Lo| s
wolwl e lapue itino juw o §ax.dS 0l




Generall Interfacesl SHMF‘I MAT I Certificates  WFM |.-'-‘-.uthE 1 | "I
|

General I
— K.ey Megatiation Encroption Method[z]: - — Hash Method: —
I~ MD3

r CAST
r IDES IF SHAT

— Authentication Method:
I Fre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigune..

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel | Help |
.a9>Laoll
58 0 _,oi<SharedKey = <key go §lasW lapwo Jjiinall plisoll cueid Ll iy G99 ail .11
IKE Properties
General |
Shared Secret I
— Shared Secrets List;
Shared Secret
RTPCFYPM s E i
Remove
aF. I Cancel |
] | Cancel | Help |
VPN

) "cpinside”y "inside_cisco"y "dg=gll9 jauaall" o JSu 6acl8 2l)oL 68 Maeill 0" 6396 9 .12
set service=any. action=encrypt .(olx)I
track=longs



?‘f"'FITPl'_'P\I"PH - Check Pomnt Policy Editos
File Edit Yiew Manage Policy ‘Window Help

HMEQRo e B8558 €%

EEFg lag i BEYG

55 Secuity Policy - Standard | £9 Address Transiation - Standard | [ Bancwidtn Poiicy - Standard |

d|

1

Source |D351ina’riun| Service |

% ingide_cisco
i, cpinside

£ nside_cisco

&) any

Action

Encrypt

For Help, press F1

RTPCPYPN

[ReadAwiite

G ||

Sl 883 paskasdl 2 5359 a3V kil doayl Lle sail ezl olgic wxs .13

[ty Palicy - Standard [#53 Address Translation - Standard | £E7 Bandwidth Policy - Standard |

o~

Pewt P Host

Pt P Host

i | dap-Servers

" Logical-Servers

£1F) 1dap

Sl |od_agent

FA

% inside_cisco
B cpinside

%‘ Crinside

B inside_cisco

l?j Ay

iﬂ dest-unreach
b echo-reply
b echo-request
b lemp-proto
b info-reply

EMp [nfg-rme

@Any
|

@ Ay

5’2 mask-rephy
MP el v smnd

'|g|
I -
-
| v

Encryption Properties

General |

— Encrephion zchemes defined: —

o

Manual IPSEC

=

™[] SKIP
O [ Pz

Ok,

Cancel

Help

25 sl9 (AKE >a> .14

esp(sha.des) = Jygxill 55,0 yol 20 §9l9d) Laslazll 0i® i p8 IKE Laslas 6386 (8 .15



ol w9 DES il dwojles 955 ol wxy (ESP) oblwl JolSs + jaeiall 52> «Jioxill i VPN
o) &, VPN S50 6,ke Loy zoouuall subaill dlss oS5 Ol v SHAT o Lll JolSs ¢S5
999 Laslg .("Cisco_Endpoint"

IKE Properties | x| |

General |

Transform:
L\\s & Encryption + Data Integrity [ESP)

™ Data Integrity Only [2H)

E ncrvphion &lgornthm:

D ata Integrity

Allowed Peer ateway:

[T Use Perfect Forward Secrecy

Ok, I Cancel Help |

OK
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- " . - __!I
onsSIl 13D a0 oo B8l ez | W 229, Y

Le>Moly cllas VI BLiSiwl

Le>Nole VPN 5000 S 0 clas | OLlissuwl olsl

w22 (OIT) L3Vl a2 i 8151 paskial .ShOW Lolol asy (Jaad ulxualleNasl)) 2131 a2 is 6131 ac
. Show oVl 2,50 Jul>s

.debug ol9l plaziw| J:8 zaxaill olol Jo> dago wlogles JI &>l tdla>Vo

Jo> wlogleo W3 (9 lay asylanll VPN oYlasl gua> Jo> wlogles o,2— VPN Trace Dump all -
ool b3 92> A (39 sivaill goll Jusits 5 illy ubail) (aiaxl IP wlgics VPN @9 .cdgll
ol &0 eu> golill oy slow pd)s

B ) e8g0dl el wlgize o2 —show system log buffer -

dgaaill 5 lal)) .0 S Jle2 Vg eS8 uilly poaziuuel) wlogleoall 01 o2, — show vpn statistics -
oVla¥l —  (duel elasVl g 23] pawd Jl @)l ddass 63>9 axid JSJ lowsd o2l youniy
éslel 3T io dioljinll alouidl oYLV (o sac lel— LaJldl dauogladll oYlasVl - . aJ I o]
cllas] Did s a Ll Byl sae — ok Jasiws dslel 3T e Wl o¥la¥l sac oz l— . Jaiss
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Wlis LisT Juasl oleba>ly ISAKMP oglas olsla>| o2, —show vpn statistics verbose -
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aSwidl ol

Lilak lpasils 5lgl pody 38 ( saxdl dass e adill Jlro S 8xasio 6,91xin &3l oSk (usSs aiy Loxic
ol Joixall 0 3l (VPN) a,liall anlsdl aSaill 3550 (oS5 i pd 13] 630001 59,0l 45,5 (3lsi Lad
5 Lgisoui) 24/ 10.0.1.0 9 24/ 10.0.0.0 (0 als il oSl (655 i 131 Jliadl Juww e . 3l i,
23/10.0.0.0 _JI lgasshi iy 128 gl

Checkpoint 4.1 aloxJl 1oz elbs| aoas

dolaxl (9 pioge 98 WS) el e 6390 (9 aasill usid |las Microsoft Windows NT cuis 138 o8
aeai o el Jle Joall Syl (o)le (5 eVl sl dingd sall 1950l &S ,> gl ol v (12
WS Lo didanll elias VI

C. \ W NNT\ FWL\ 4. 1\ f wst op
C\A\WNNT\ FW\ 4. 1\ fw d -d

raslb 6396 99

C.\WNNT\ FW\ 4. 1\ fwst art
sl alagi le (SAS) oVl o blLidl auus) 5ol9Vl 0i® Sluol, pd

fwtab -t IKE_SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound_SPlI -x
fwtab -t | SAKMP_AH table -x

N EHp

duell clasV auuas zl5|

ci sco_endpoi nt #vpn trac dump all

-- seconds -- stepmgr trace enabled 4
new script: lan-lan primary initiator for <no id> (start
i | | i initi f id
(manage @38 seconds :: lan-lan-VPNO: 1:[172.18.124.157] (start

(seconds doing I2lp_init, (0O @O 38
(seconds doing |2l p_do_negotiation, (0 @0 38

(new script: | SAKMP secondary Main for |an-1an-VPNO: 1:[172.18. 124. 157] (start
(seconds doing isa_i_min_init, (0 @0 38

(manage @38 seconds :: lan-lan-VPNO: 1:[172.18. 124.157] (done
(manage @38 seconds :: lan-lan-VPNO: 1:[172.18.124.157] (start
(seconds doing isa_i_main_process_pkt_2, (0 @0 38
(manage @38 seconds :: lan-lan-VPNO: 1:[172.18. 124.157] (done
(manage @38 seconds :: lan-lan-VPNO: 1:[172.18.124.157] (start
(seconds doing isa_i_main_process_pkt_4, (0 @0 38
(manage @38 seconds :: lan-lan-VPNO: 1:[172.18. 124.157] (done
(manage @39 seconds :: lan-1an-VPNO: 1:[172.18.124. 157] (start

(seconds doing isa_i_main_process_pkt_6, (0 @0 39
(seconds doing isa_i_main_last_op, (0 @0 39
(end script: | SAKMP secondary Main for |an-lan-VPNO: 1:[172.18.124.157], (0 @O
(next script: lan-lan primary initiator for lan-lan-VPNO: 1:[172. 18. 124. 157], (0 @O
(seconds doing |2l p_phase_1_done, (0 @0 39
(seconds doing |2l p_start_phase_2, (0 @0 39
(new script: phase 2 initiator for lan-1an-VPNO: 1:[172. 18. 124. 157] (start
(seconds doing iph2_init, (0 @0 39
(seconds doing iph2_build_pkt_1, (0 @0 39



(seconds doing i ph2_send_pkt_1, (0 @0 39
(manage @39 seconds :: lan-lan-VPNO: 1:[172.18. 124.157] (done
(manage @39 seconds :: lan-lan-VPNO: 1:[172.18.124.157] (start
(seconds doing iph2_pkt_2 wait, (0 @0 39
(seconds doing i hp2_process_pkt_2, (0 @0 39
(seconds doing iph2_build_pkt_3, (0 @0 39
(seconds doing i ph2_config_SAs, (0 @0 39
(seconds doing i ph2_send_pkt_3, (0 @0 39
(seconds doing iph2_last_op, (0 @0 39
(end script: phase 2 initiator for lan-lan-VPNO: 1:[172.18.124.157], (0 @0
(next script: lan-lan primary initiator for lan-lan-VPNO: 1:[172. 18. 124. 157], (0 @O
(seconds doing |2l p_open_tunnel, (0 @0 39
(seconds doing |2l p_start_i_maint, (0 @0 39
(new script: initiator maintenance for |an-1an-VPNO: 1:[172.18. 124. 157] (start
(seconds doing imt_init, (0 @0 39
(manage @39 seconds :: lan-lan-VPNO: 1:[172.18. 124.157] (done

ci sco_endpoi nt #show vpn stat

Current In Hi gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners 1 0 1 1 1 0 0
Tot al 1 0 1 1 1 0 0
10OP slot 1
Current In Hi gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners O 0 0 0 0 0 0
Tot al 0 0 0 0 0 0 0

ci sco_endpoi nt #show vpn stat verb

Current In Hi gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error

Users 0 0 0 0 0 0 0

Partners 1 0 1 1 1 0 0

Tot al 1 0 1 1 1 0 0

Stats VPNO: 1

W apped 13

Unwr apped 9

BadEncap 0

BadAut h 0

BadEncr ypt 0

rx IP 9

rx I PX 0

rx O her 0

tx IP 13

tx I PX 0

tx O her 0

| KE rekey 0

I nput VPN pkts dropped due to no SA: 0O
I nput VPN pkts dropped due to no free queue entries: 0O

| SAKMP Negotiation stats



Current In

Active Negot

Runni ng Tunnel
Starts K Error

Adm n packets in

Fast swi tch packets in
No cooki e found

Can't insert cookie
Inserted cookie(L)
Inserted cookie(R)
Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad I nitiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Adm n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped

No UDP PBuf

No Manager

Myr w no cooki e
Cooki e Scavenge Add
Cooki e Scavenge Rem
Cooki e Scavenged
Cooki e has ngr err
New conn linmnited

O OO O0OPFRPOO0OO0ODO0DO0ODO0DO00DO0DO0DO0D0D0D0D0DO0D0D0D0DO0DO0DO0DO0OO0D0DO0DO0OOFr OO0OoO M

:1OP slot 1

Tunnel Tunnel

Users
Part ners
Tot al

0
0

o
o
o
o

Stats

W apped
Unwr apped
BadEncap
BadAut h
BadEncr ypt
rx | P

rx | PX

rx G her
tx IP

tx I PX

tx O her
| KE rekey

I nput VPN pkts dropped due to no SA: 0O



I nput VPN pkts dropped due to no free queue entries: 0O

| SAKMP Negotiation stats
Adm n packets in

Fast swi tch packets in
No cooki e found

Can't insert cookie
Inserted cookie(L)
Inserted cookie(R)
Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad I nitiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Adm n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped

No UDP PBuf

No Manager

Myr w no cooki e

Cooki e Scavenge Add
Cooki e Scavenge Rem
Cooki e Scavenged
Cooki e has ngr err
New conn linmnited

do old ol

O OO O0OPFRPOO0OO0ODO0DO0ODO0DO00DO0DO0DO0D0D0D0DO0DO0DO0DWODODODODOOO0OODOPFr OO0 wOo
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