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VPN5001_4B9CBA80

<#root>
VPN5001_4B9CBA8O>
show config

Enter Password:

Edited Configuration not Present, using Running

[ General ]

EthernetAddress = 00:02:4b:9c:ba:80

DeviceType = VPN 5001 Concentrator

ConfiguredOn = Timeserver not configured

ConfiguredFrom = Command Line, from Console
EnablePassword

Password =

[ IP Ethernet 0 ]

Mode = Routed
SubnetMask = 255.255.255.0
IPAddress = 172.18.124.223

[ IP Ethernet 1 ]
Mode = Off

[ IKE Policy ]
Protection = MD5_DES_G1

[ VPN Group "rtp-group" ]

BindTo = "ethernet0"
Transform = esp(md5,des)
LocalIPNet = 10.1.1.0/24
MaxConnections = 10

IPNet = 0.0.0.0/0

[ RADIUS ]

BindTo = "ethernet0"
ChallengeType = PAP
PAPAuthSecret = "pappassword"
PrimAddress = "172.18.124.108"
Secret = "radiuspassword"
UseChapl6 = Off
Authentication = On

[ Logging ]

Level =7

Enabled = On
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Configuration size is 1065 out of 65500 bytes.
VPN5001_4B9CBA80#
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¥PN5000 Properties 7| x|

Sethings |

Friendly name for chent;
VPNED00)

— Client address

Addrezz [I[F or DMS]:
17218.124.223

Werifuy... I

Client-endar: I Cizco b

[T Client must alwaps zend the signature attibute in the request

EE T

Shared secret:

EE T

Canfirmn shared secret:

| Q. I Cancel Apply
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Allow access if dial-in permission is enabled

Sethings

Palicy name: Bllow access if dial-in permiszion i enabled

Specify the conditions to match:

D ay-And-Time-Aestrictions matches "Sun 00:00-24:00; Mo 00;00-24:00;

«| | i

Add. . Hemowve Edit...

— |t a user matches the conditions

* Grant remote access permission

" Deny remate access permission

Bocesz will be granted with the profile vou specify, unless access
Iz overmdden on a per-uzer basis.,

Edit Profile. .. I

k. Cancel Apply
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Edit Dial-in Profile d 4

Dialin Constraints | P | M ultilink
Authentication | E nicrpption I Advanced

Check the authentication methods which are allowed for thiz connechion.

1 Estensible Authentication Protacal

Select the EAP type which iz acceptable for thiz palicy.

t05-Challenge * | LEantigure,

™ Microzoft Encrypted Authentication verzion 2 [MS-CHAP +2)
™ Microzoft Encrypted Authentication [M5-CHAP)

[T Encrypted Authentication [CHAP)
W Unencrypted Authentication [PAP, SPAF)

- Unauthenticated &ccess

Allow rermote PPP clients to connect without negatiating
ary authenhication method.

| H] A I Cancel Spply
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A Edit Dial-in Profile

P |

Dish Constrains |
[ Aulhantation |

! Specily addiional cannecton afiibutes to be rebumed to the Femote

Adhanced

Brcess Servel
(Add atributes R .
| Parameters: -
1 H ame: |'ul'ﬂ To add an sitrbube to the Profie, select the sfirbute and ciick Add,
RADILS stribubes:
| Name | Vendor | Descipaon =
Flaph-Message RADILS Standard  Message o be duplayed bo use when suthenbca
Sannce-Type RS Stamdard  Type of service used has isqusshed =
Tunnsl&sagroant-1D RADMUS Stamdard  Tunnel bo which & seseon iz 1o be sssgned
Turnrel-Chent-Auth-10 RAlNUS Standard  Mame wed by the tunnel indiator dunng the authen
TurralChant-£ ndpt RADIUS Standard  |P address of the mitiabor end of the unnel
TunneHdedium-Type FRADIUS Siandard  Transport medim io use when ciesting a unnel io
TunrelFassvoid RADIUS Standard  Passwond for suhenboating bo & semobe seniel
Tunrel-Fisfererce RADIUS Standard  Relstive predersnce astigned to sach iunnal wiben
| Turmrel-PyiGoupdD RaliUs Standard Guouwp |D for 2 pafcula unneled segmaon
Tumnel-Server-dagdD RalUS Standard  Mame wzed by the unnel bemminaton dunng the st
Add, I A erioe I Tunrel-Sarve-Endpl RADIUS Standard  |F addvess of the serves end of the tunmesl
= | Tunrel-T FADIUS Standard  Tunneling protocols 1o be wsed
RADILS Standard  Used bo support pecprstany MAS leahues
Ciwoo-A Pai Ciseo Coseo Al Pair VA
LISR-ACCH-Type 1.5, Robobcs, | Drersonpion rié avealable
USA-AT-Call-input-Fites 1I.5. Robobics, | Drmacriphon ot avalables
USA-AT-Call-DutpunFiles U5, Robobcs, .. Desciplion not svalable
USR-AT dnput-Fiber U5 Robobics. |... Descrplion not avalable
OF | USR-AT-Qutput-Fiter U.5. Robatics. |,  Descripion not avalable
— | USR-AT-ATMPArgui-Fies U5 Robalics, |..  Desciphon rol svalble o
| | C
A | Ol |
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Atribunte numbar Spacily nedwark access sener vendor
[® ™ Selact hom st JRADIUE Standand =
Altibuse format & ErieiVend Code |25
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o Juluve wdosy VSA (pwyld g PE RFC). i)'a.J 4 e lduwped IJpeso pu Yod 1Jpe9)s:6.
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Configure ¥SA (RFC compliant) =y il_lﬂ

YWendor-azzigned attribute number:;

|4

attribute format;

| Strikig -

attrnibute value:

Irtp-grnud

| H]S I Cancel

20 Pt IJeab odsse VSA (ecsld e RFC): I¢d 4 Uy 1duwes 1dpeso pu ST,
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Configure ¥SA {RFC compliant) ; 7] =]

Vendor-aszigned attribute number:

|5

attribute format:

I String il

attribute value;
|cmcn123

| LIE, I Cancel
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Edit Dial-in Profile =5 7 x|

Diakin Constraints | P | bl
Authentication I Encryption Advanced

Specifty additional connection attributes to be returned to the Bemote
Aoocezs Server.

Farameters:
M arne Wendor W alue
Yendor-5 pecific RAaDIUS Standard  rip-group, ciscol 23

add. Remove | Edi. |

ak. Cancel Apply
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Generall b ember Dfl Prafile  Ciakin I

— Remote Access Permizsion [Dialin ar YPM] 1

i Allow access

" Deny access

™ Werify Caller-D:
— Callback Ophionz

* Mo Callback
(™ Set by Caller [Routing and Femote Access Service anly)

" Always Calback to;

I Aszsign a Static P Address

1 Apply Static Boutes

Define routes to enable far this Dial-in CEAE e |
connechion,

| . I Canicel | Bpply
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show radius config—sg, 2 1Jlgsble 1dgldss Jesdelo RADIUS.
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03l 09 pg,rz pw lp, show radius statistics.

<#froot>
VPN5001_4B9CBA8O>

show radius statistics

RADIUS Stats

Accounting Primary Secondary
Requests 0 na
Responses 0 na
Retransmissions 0 na
Bad Authenticators 0 na
Malformed Responses 0 na
Packets Dropped 0 na
Pending Requests 0 na
Timeouts 0 na
Unknown Types 0 na

Authentication Primary Secondary
Requests 3 na
Accepts 3 na
Rejects 0 na
Challenges 0 na
Retransmissions 0 na
Bad Authenticators 0 na
Malformed Responses 0 na
Packets Dropped 0 na
Pending Requests 0 na
Timeouts 0 na
Unknown Types 0 na

VPN5001_4B9CBA80O>

03l 09 p¢,z IJie, show radius config.

RADIUS State UDP CHAP1l6
Authentication On 1812 No

Accounting off 1813 n/a

Secret 'radiuspassword’

Server IP address Attempts AcctSecret
Primary 172.18.124.108 5 n/a

Secondary Off

oJdosu gpsd VPN



Souind o3l IUlple #JIJ odsso gpsd Uvods VPN,

pU poo 1o gpsd Lo ds YPN. 2> edlpd IJowgse wdosu. wes 3JI: pu pyog IJesl)y1.
VPN Client-Prompt for Secret. bgJ IJuw,y Jpuvo,d Jopo e VPN IJ VPN o900 sunl,d
) 1JB8ses s¢de J IU VPN JJpes oo wes 5 8Os IJ VPN p,9;.

Pl

Configuration | Lu:uggingl Generall Eertificatesi About I

Login Configuration N

I ame Fartrer Login Methiod Add...
arnar 1721812425 Manual
omar 17218124223 Shared Key A
Edit...
Yo Clent- Prompt forsecret
Lagir M arme: orfar Ok I
WPM Server: 17218.124.223 ol
Shared Secret; ||
4| | ﬂ Advanced...

[ Auto-Connect to Default when Openad

[ Auto-Connect to Default before Logon

Connecting user omar to 172.18.124.223
Hide E wit

> beld 1duw deuve, " s9g) [dsd obeld JJed pi9) sumy puol$6. JJpes 1Jpr9) 0s2.

JJpd p9) RADIUS 1J¢l oo o J3JI Idpuwegse 9uv) [dpuo> 806 09 L)y puol> 96 PAP
WOS Yuwp [ RADIUS> oy o) VPN.



YPM Client x|

Configuration | Logging | General | Centificates | sbout |

Login Cenfiguration
Mame Fartrer Login Methiod Add...
arnar 17218124215 Manual
amar 7218124223 Shared Fey Hemoye
Edit...
i)
Pazzword; || aF. I
Authentication Secret; I Cancel | =
4| | _u Advanced...
I Auto-Connect to Default when Opened
I Auto-Connect to Default before Logon
Connecting user omar to 172.18.124.223
Hide E wit
chbo 09

Notice 4080.11 seconds New IKE connection: [172.18.124.108]:1195:0omar
Debug 4080.15 seconds Sending RADIUS PAP challenge to omar at 172.18.124.108
Debug 4087.52 seconds Received RADIUS PAP response from omar at 172.18.124.108, contacting server
Notice 4088.8 seconds VPN 0:3 opened for omar from 172.18.124.108.
Debug 4088.8 seconds Client's local broadcast address = 172.18.124.255
Notice 4088.8 seconds User assigned IP address 10.1.1.1
Info 4094.49 seconds Command Tloop started from 10.1.1.1 on PTY2
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