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Login: admin

The password must be "admin". Password:***** Welcome to Cisco Systems VPN 3000 Concentrator ---!
Series Command Line Interface Copyright (C) 1998-2005 Cisco Systems, Inc. 1) Configuration 2)
Administration 3) Monitoring 4) Save changes to Config file 5) Help Information 6) Exit Main ->
1 1) Interface Configuration 2) System Management 3) User Management 4) Policy Management 5)
Tunneling and Security 6) Back Config -> 1 This table shows current IP addresses. Intf Status IP
Address/Subnet Mask MAC AddresSs ——————————————————— -
——————————————— Etherl-Pri| DOWN | 10.1.1.1/255.255.255.0 | 00.03.A0.89.BF.D0 Ether2-Pub|Not
Configured| 0.0.0.0/0.0.0.0 | Ether3-Ext|Not Configured| 0.0.0.0/0.0.0.0 | ---------—-—-—-———————-
—————————————————————————————————————————————————————————— DNS Server (s): DNS Server Not
Configured DNS Domain Name: Default Gateway: Default Gateway Not Configured 1) Configure
Ethernet #1 (Private) 2) Configure Ethernet #2 (Public) 3) Configure Ethernet #3 (External) 4)


http://www.ietf.org/rfc/rfc1918.txt?number=1918

Configure Power Supplies 5) Back Interfaces -> 1 1) Interface Setting (Disable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MTU 7) Set Port Routing Config 8) Set Bandwidth Management 9) Set Public Interface IPSec
Fragmentation Policy 10) Set Interface WebVPN Parameters 11) Back Ethernet Interface 1 -> 1 1)
Disable 2) Enable using DHCP Client 3) Enable using Static IP Addressing Ethernet Interface 1 ->
[ 1 3 This table shows current IP addresses. Intf Status IP Address/Subnet Mask MAC Address ----
——————————————————————————————————————————————————————————————————————————— Etherl-Pri| DOWN |
10.1.1.1/255.255.255.0 | 00.03.A0.89.BF.D0 Ether2-Pub|Not Configured| 0.0.0.0/0.0.0.0 | Ether3-
Ext |Not Configured| 0.0.0.0/0.0.0.0 | ———--——-———mmmmm oo
————————————————————— DNS Server(s): DNS Server Not Configured DNS Domain Name: Default Gateway:
Default Gateway Not Configured > Enter IP Address Ethernet Interface 1 -> [ 10.1.1.1 ]
172.16.124.1 20 02/14/2007 09:50:18.830 SEV=3 IP/2 RPT=3 IP Interface 1 status changed to Link
Down. 21 02/14/2007 09:50:18.830 SEV=3 IP/1 RPT=3 IP Interface 1 status changed to Link Up. 22
02/14/2007 09:50:18.950 SEV=3 IP/1 RPT=4 IP Interface 1 status changed to Link Up. > Enter
Subnet Mask 23 02/14/2007 09:50:19.460 SEV=3 IP/2 RPT=4 IP Interface 1 status changed to Link
Down. Ethernet Interface 1 -> [ 255.255.255.0 ] 1) Interface Setting (Disable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MTU 7) Set Port Routing Config 8) Set Bandwidth Management 9) Set Public Interface IPSec
Fragmentation Policy 10) Set Interface WebVPN Parameters 11) Back Ethernet Interface 1 -> 11
This table shows current IP addresses. Intf Status IP Address/Subnet Mask MAC Address ----------
————————————————————————————————————————————————————————————————————— Etherl-Pri| Up |
172.16.124.1/255.255.255.0 | 00.03.A0.89.BF.D0 Ether2-Pub|Not Configured| 0.0.0.0/0.0.0.0 |
Ether3-Ext |Not Configured| 0.0.0.0/0.0.0.0 | —————--—————mmmm oo
———————————————————————————— DNS Server (s): DNS Server Not Configured DNS Domain Name: Default
Gateway: Default Gateway Not Configured 1) Configure Ethernet #1 (Private) 2) Configure Ethernet
- #2 (Public) 3) Configure Ethernet #3 (External) 4) Configure Power Supplies 5) Back Interfaces
<
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This section lets you configure the VFET 3000 Concentrator's network interfaces and power supples

In the table below, or m the picture, select and chck the mterface you want to conhgare:

Interface | Status IP Address Subnet Mask MAC Address Default Gateway
Ethermnet 1 (Private) | TP 172.16.124.1 |255.255.255.0 00.03 A0 85 BF.DO
Ethernet 2 (Public) | TF 10.0.0.1 2552552550 00,03 A08% BF.D1|10.0.0.2
Ethernet 3 (External) [Mot Configured 0.0.0.0 0.0.0.0

DNS Server{s) |DNS Server Not Configured
DS Domain Mame
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Configure and add a user authentication server.

Selectng Internal Server wall let you add users tc
Server Type IFU—‘«DILIE =| database. If you are using EADITS authenticatior
additonal authonzaton check, do not configure ar

Authentication

Emmrh 72161245 Enter IP address or hostnamne
Used For | User Authentication = | Zelect the operation(s) for whuch this RATTUS se
Server Port[l Enter 0 for default port (1645),
Timeout Iﬂ_ Enter the timeout for this server (seconds)
Retries IE_ Enter the number of retries for this server.
Server Secret | Enter the RADIUS server secret.
Verify [==== Fee-enter the secret.

Add Cancel |
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Thiz zection lets you add a group. Checle the Inherit? box to set a feld that wou want to default to the base group valne.
Tcheck the Inherit? box and enter a new walne to override base group wahies.

Identity | General  IPSec  Client Config | Client FW - HW Client " PPTP/LZTP | WebVPN | NAC

Identity Parameters
Description

Enter a unique name for the group

Enter the password for the group.
Venfiy the group's password,
I—_]' External groups are configured on an external authentication server (e g BADIITS)
Wi L] Mtersad groups are confipured on the VER 3000 Concentrator's Internal Database.

[ Add | Cancal |
590 @alS -850 dals 3ol IPsecUsers (Jliall Juw _le .acgazall punl iS| -acgazall pusl
138 J il -absIl. gaxil) anlSIl wacl—cads IKE Jac dudx) s il plisall o 130 .dcgazol
‘ol ols
IPsec._J>1>

Configuration | User Management | Groups | Mod

Check the Inherit? bosx to set a field that you want to default to the base group walue, Tncheck the Inherit? box and enter

Identity | General  IP5err | Client Config | Client FW T HUW Client | PPTP/LZTP | WebWPN | HALC

IPSec Parameters
Attribute Value Inherit?| Des
IPSec ESF-3DES-hDS j v Select the group’s IPSec Secunty Aszociat
[EE P'm;; Idenhl:ll If suppored by cadificata _ﬂ v |Zelect whether or not to vabdate the wdentit
IKE Keepalives| ¥ i Check to enable the uze of [FE keepalves
{seconds) Enter how long a peer 15 permith
Confid Inte 300 [ .
niifetEe || Y checks te gee it iz sndl connected.
T | Type [Flemnta A:mss_ﬂ . v Select the type of tunnel for tus group. Tps
teedad
Remote Access Parameters
Group Lock| ™ ¥  |Lock users into thiz groug
—
c ‘-;'n'r} - Zelect the authentcaten methed for memba
Authenticafion[ FADIS = > D |appip to Endividnal Tiees Anthemsieation.
It members of thiz group need authonzatior
Authorization Type | Mone 'I ¥  |awthorzabon method, I wen configure thos |
Server
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This section lets you configure groups. A group iz a collection of users treated as a single entity.

Clck the Add Group button to add a group, or select a group and chick Delete Group or Modify Group. To
group patrameters, select a group and click the appropnate butten

Actions Current Groups Modify

R = et e ™ o e ol —'-_'_'_ _\_\-\_‘-
ssecgroup (Intemalky Configurad) < Authenlication Servers '\-I

Authonzation Sensars

I Accounting Sersers
address Fools

Add Group

Modity Group |

Delete Group I

Banohwidth Assignment

YWebWVPM Servers and LIBLs
WebYFr Fort Forwarding

|
|
|
Client Update |
|
|
|

asls J 5l . JsL Windows RADIUS J ACS 0, cisco J plso 13 il (RADIUS ggi pall o i
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Tz sechon presents Address Assignment ophons, Each of the tollowmg methods are tned, m order, unbl an address 1= foun

Checl: to use the [P address supplied by the chent, This can be overndden by

Use Client Addre
& LaEn ress [ user/group configraton

Use Address from Authentication
Server

Use DHCE [T Check to uge DHOCY to obtam an [P address for the client
Use Address Poals Cheecle to use internal address peol confipuration to obtain an IF address for the

v hecls to use an IF address refneved from an authenbcaton server for the client

chent
[P Heuse Enter the length of hme m munutes (0-480) that a released mternal
Delay address pool [P address will be held before being reassigned,

Apphy | Cancel

RADIUS p315 1055
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.RADIUS
Cigce SvaTems

Network Configuration

User
Setup

Eroup =
S5 ‘Cﬂ.q AAA Clients v
S ?u:m“ | AAA Client Hostname | AAA Client [P Address | Authenticate Using
—EM | FLm =l C 192,168.11.24 | RADIUS (Cisco Alronet)
Configuration
| WLC 172.16.1.30 BADIUS (Cisco Alrespace)

%% | mmral om

Dl il:'r:'}rllz;.:"al v

Add Entry | Saarch]

VPN 3000 5,01 clalzall 030 ddlol, pb
RO B
Network Configuration

Edit

Add AAA Client

Aas Client Hostname |VF‘N3EIEIEI
172.16.124.1 ]
Adh Client IP Address
Key ciscol23
Authenticate Using RADIUS {Cisco YPMH 3000/ASA/PLL 7.1+ j

[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure),

[T Log Update/watchdog Packets from this ass Client

[T Replace RADIUS Port info with Username fram this Asa Client

Submit Submit + Apply | Cancel |
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Interface Configuration

Edit

RADIUS (Cisco VPN 3000/ASA/PIX 7.x+)

User Group

A RIIR R R KR

LI T e R I (R B B B

<

W [026/3076/001]

[026/3076/002] Simultaneous-Logins
[026/3076/005] Primary-DNS
[026/3076/006] Secondary-DMNS
[026/3076,/007]

[026/3076/008] Secondary-WINS
[026/3076/009] SEP-Card-Assignment
[026/3076/011] Tunneling-Protocols
[026/23076/012]
[026/3075/013]
[026/30756,/015] IPSec-Bannearl
[026/23076/016] IPSec-Allow-Passwd-Store

Access-Hours

Primary-WINS

[PSec-S5ec-Association

[PSec-authentication

Subirmit Cancel
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Group Setup

Group |1 Group 1 ~]
Users in Group Edit Settings |

Fename Group

X .dcgarall
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Group Setup
Jump To

Group Settings : ipsecgroup :I

Access Restrictions

Group Disabled E

- Members af this group will be denied access to the
netwoark.

Callback 2]

)

Mo callback allowed

" Dialup client specifies callback number

Use Windows Database callback settings (where
possible)

Subrmit Submit + Restart Cancel
sl RS

Cisco u.9 oo ximal | graz) Slwlbadl S 505 W z2ui _ilg «Cisco VPN 3000 J RADIUS wlow &)L
J Secure ACS




Group Setup
Jump To

Cisco ¥YPN 3000 /ASA/PIX v7.%x+ RADIUS ﬂ
Attributes

| »

I [20764001] Access-Hours

™ [30764002] Simultaneous-Logins

0

™ [30764005] Primary-DNS

0.0.0.0 -
[T [30764006] Secondary-DNS

0.0.0.0
™ [3076%007] Primary—'WINS

0.0.0.0
[T [20764008] Secondary-WINS

0.0.0.0

I~ [z0764009] SEFP-Card-Assignment

|any-sEP =] | =
Submit Subrmit + Restart Cancel

Mo .Windows
o9 Ball dcgow slac] a5 Ll VPN 3000 RADIUS wlaw (1955 ok ¥ causll a0 ala>
oblacyl o VPN S50 (8 duulwdl dcgazxall 2 Vg VPN 3000 Series 5,0 (955 oo 3 églazll
DNS o35y oI IP ylgic 31 —Primary-DNS:lg; _w09a)l VPN 3000 lowws. LoVl ayol iV
Jz>1 —Primary-WINS. &, Lol sesldl DNS el Lol IP glgie J3sl—geilidl DNS. bVl
WINS g3y Lol IP glgic J3si—sesl WINS. LawluwVI WINS o315 Lol IP lgic

w 2oous nt .1add IPsec Juac oVYlasl zowy 1399 .IPsec izl — sl JuasVl & VY9S959 . 5ol
IPsec eMoc gua> Jlail oiny 1329 .ESP-3DES-MD5 = >i—IPsec-sec ol :8l.L2TP ol PPTP
bézy opoastimall powy Y cuxy plawdl pac iz —IPsec-allow-password-store.zlio juiis el
pazimall | angass pi) wu> s b, lei J3si—IPsec jlei. VPN Juoe 8 og a3l 49,0)1 dols
bgas dwolxl (VPN) d,alall avll éSuidl J] Jewog)l (9 el b " (Jball Juw e .JLasVl s
Jiodl Jauw e . diS,i Jro punl J3s—IPsec J LiolyidVl Jrall"! iS i

saclall ol aSlio e il oSy Ol Ol ue a9, e Clawll (o dcgazall 0i®."mycompany.com"
Jioas ollac: )l 13 JSuis cil ol Lwogs Cisco <lls azy S0 VPN 3000 JI (o sl ju2i dCgazo
pavly auss c89)l (9 Jo3 I Jwmuiy paciiuwol) lgd zows il oluall sae 3ol — disljiall Jgsall
_i>| —Any-SEP.IPsec-mode-config ,is|—SEP-Card-Assign.2 9l 1 _.® awogill .duss pastiuall




acgazall 01D 8 morsiuuall Jlasl a5 S 131 V] Jaiull Blay] i3] —UDP e ON.IPsec

Jibass e 8;aa)l VPN &S Jaos) Jhw (" Jasis" 3yaxi <od 13] .UDP JgS559,1 ue IPsec plasiwl,
9 UDP isio p8, 50>—UDP iais e IPsec. sub JSuin JLasVlg UDP JgS6i9 . e Llxo IPsec
acgazoll Lllai. Jyinll 48 UDP ue IPsec olS 13| Lnad 138 plaziw] oy 49151 _J] 4001 o §laill
Ay o9 . pgolaziow] Go Sas ol Jd Yol VPN S0 e b e i baway pois ol Lasbazdl o aJull
VPN ;S50 Jle Jsog)l olebw oo §las slael ells Lllay, —Jgwog)l olelw.1asd uorsioll (puoriiuall
Soizall jua0" 9 6,961l "Jawogll wlebn" paziwl w3 o Y .duwludl 8,15] < £ueSHl a0 3000
slac] 13 Llay, —IPsec-split-tunnel-list. dou! 03 6,15Y Windows J "Cisco (o 0Vl SloVl
il aasld 0 .oblwl 49,0 &,> 6I5] < dwluwall 6,13] < oSl e VPN S0 e asii ansld
aoslall 8 8302 00)l il el JI o bl jusisy Jsool Luss Lile Jwasdl JI Ll ] o5 il
Loaiwa) IP ouolic usid AAA plgs oz o pusill Lax99 dcgazall slac] (9 IP puss jisl.laad

o5 Ol 5,20, VPN iac
Group Setup
Jump To

IP Assignment ? |

" Mo IP address assignment
" Assigned by dialup client
" Assigned from AAA Client pool

& Assigned from Ass server pool

Purailable Pools Selected Pools
)
=

g I LCrarun |

Jup dalhsbbg Jasiwe ygsj VPN J &S IP wsals in order to & IP<JsSuis ol



System Configuration

MNew Pool E
MName pooll
Start Address 10.1.1.1
End Address 10.1.1.10

m‘ Cancel
System Configuration

AAA Server IP Pools E
Pool Name Start Address End Address |In Use
pooll 10,1.1.1

: 10.1.1.10 0%
< Jbu,] izl

olegazall o A jall 8loY Clghail 03® 8613l dcgazall laviisg cuoSll aas) Jsiiall 8slel
pazmuall slae] =1 Windows J Cisco e o9l L SloYl sexall yuae Lle roasimall (055 .3

899 i1y (paiuuo awl J3>l9



User Setup

User: lipsecuser]
Find | [ add/edit

List users beqginning with letter/number:
A BCDEFGcHTIJELHN

List all users |

Femave Dynamic Users |

Juladlo]
slacl pusd oo olalsall 01
Iro.\k'i.u.m.”



User Setup

"

User: ipsecuserl {(New User)

T Account Disabled

Supplementary User Info ? |
Feal Name [useri
Dascription |u:-,erl
User Setup hd

Password Authentication:

|.&CE [nternal Databasa E|

CiscoSecure PAP (also used for CHAR/MS-CHAP/ARAP, if the Separate field is not
checked.)

|1-4-1f1--|-1-4¢-1--|-

Password

|:|-++c:nc::u-+4c:c:¢

Confirm Password

[T Separate (CHAP/MS-CHAP/ARAP)

Password |

Confirm Password |
When a token server 15 used for authentication, supplying a separate CHAP
password for 3 token card user allows CHAP authentication. This is especially useful
when token caching 15 enabled.

_——Group to which the uzer i assigrimdh—__
% ___[lp'—:ecgn:uup _T_L_f’

—— o —

Submit Cancel

190 dalS Cisco oo oVl PAP U5 ,.ad3 10l ACS olly sacld Lisl — 9,0l dalS @85Las

il dasgazall. yazdl pasimel) 59,001 daolS J1ss| acl -)9,all dals 25T - Cisco Secure PAP. ool
Lax) Jlwl §o8 Lisl.aalul sglazl 9 lglisl cwd Lill dcgomoll puul 30> -lg) paisall uss iy
cmdlo] ot d8loY wlglazl 0 S lelaiiisy pasiumall Glslac]

Jasiwe 65 VPN JI JI Suiliw] o Slw glgic cuae

;@ olglasdl Jas

VPN dcgoxol 22> IPsecgrp clis] .1

Olsig)l g0 Suliw] Sl Cloie cu=s o i3] IPSECGRP Lisly colil IP il 4y, pactiuus clisl a8 .2
olgie uo il e cie 0eSe ol (Swliw] Sl



User Setup

[T Separate (CHAP/MS-CHAP/ARAP)

Paseward H ko ko ok ok ok o sk ok
Canfirm T,
Password

When a token server is used for authentication,
supplying a separate CHAP passwaord for a token card
user allows CHAP authentication. This is especially useful
when token caching is enabled.

Group to which the user is assigned:
IPSECGRP -]

Callback

Lse group setting

O

Mo callback allowed

Callback using this number

Dialup client specifies callback number

O 0

Use Windows Database callback settings

Client IP Address Assignment

Use group settings
Mo IP address assignment

Assigned by dialup client

O NN S IS |

Assigh static IP address |192.168.1.55 W

)

Assigned by Adh client pool

Submit Deleta Cancel
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VPN @i Jsos il (0S5 pundl] 13D cia,

.8ty VPN<gyj Cisco Systems VPN<gol,y<dylay o i3 .1
J3 a0 Juogi VPN 0> create JI calbl in order to x> calaab .2
.6390

# status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Entries  Stabus Certificates Log Opbions  Help

=K. £E = X Cisco Srsteus

= o, -

Connect Mew Impioet W clifyy Delete I
Connechon Eniries |Eertificateg | Log I

I Connection Entryg | Hozt | Tranzport

4 | 2]
Mok connected,

o8 35,0 VPN 3000 JI cuise .35 S 3] oy JBol Loyl eliSay .clz5Y punl sy o wlidlas xic .3

25,50l d0lSy acsanall il sdoh @5 a5 . 9B & dfgane <519 2sac cavall 3 Olic ple



# YPN Client | Create New YPN Connection Entry

Connechion Enty: | vprivzer

Dezcrphion: |Headoffice

Hoszt: 110.0.0.1

Authentication ITranspnrt Backup Servers I Dial-Up |

f* Group Authentication 7 Mutual Group Authentication
M ame: IpEECgroLp
PaSSWDrd: HEEENEEENY

HEHEEEEREX

Confirm FPazzward:

{7 Certificate Authentication

M arne: -
[T Send Ca& Certificate Chain

Eraze Uzer Pazzword Cave I Canicel

h>No B
VPN S50 9 leioSs a5 Lill 49,0)l dalS9 dcgozall puwl Guss plasiwY VPN Jiac (0S5 oo S :d
.Cisco ,» 3000 Series

duwlo 9lo|
awlxo dlac @lo] cliSay (@8>Lanll Joc rsy

Windows J ACS ¢,0l; cisco Jl casly (ol wlu><psls<plini< JSuis o i3l VPN 3000 JI e .1
.Job

Jou wolegaze < pasiwmall 6] < (9SG Lz baie degazo S JI 43,9 duulro polgs @8lo] Ui, .2
S 2o dwlzall o3y Lo IP glgic 3l o6 . polgzl .Jswosll Jiass (§98 kil dcgazo
eI



Configure and add a EADIUS user accounting server.

Accounting Server |172.16.1245 Enter IP address or hostname.
Server Port [1646 Enter the server TTDP port number.
Timeout[I Enter the timecut for this server (e
Retries[3 Enter the number of retries for this
REFVEr Secret [Hos= Enter the BEADITS server secret.
Verify [ooee* Ee-enter the server secret.
Add Cancel |

138 2i06s oS duwlxall &M gl Windows J Cisco o oVl (SLoYl sgixall jua0 9
2L

RADIUS Accounting active.csv [ Befrash [l Dowrioad

Regular Exgression Stast Date & Time End Date B Time Fows per Page
| ||'r mydd vy yy.hhimmiss ||'r T dd vy b mmiss |t a j

Apply Filter Cleas Filter |

Filtering is not appled.

P calling- At - At - Ak - Barvice- | Eramed- Avcd-  Acrd- Acct- A
Dale Time #  Lser-Mame N.—trr:~ "ilnrillrlg—lrl Blatus- Session- Session- lwom | Probocol Imput- Oulpul- Tnput- O
S S ——r Hype i limg 0% FOUUEE oorars Octets Packets Po
HLE2Z2005 18 238:20 ipsecuser] ipsecgroup 192,165, 1.2 Start ESFOO000T ., Framed PPF A, T . .
- YR 3000 [ fault Accounting
TS [ =
10/27/2005 18:38:20) - 1o o nerator Group : o :
g L L 1 I.‘!efauI: ) .Eft_cc.lntini; )
e Concentrataor Group off

2o Sy oueSil Jac 4Tl punsl] 138 paciuwl

2,2 (OIT) 2L3VI a2 io 6131 paiawl .ShOW Lolol aes (lad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 Jul>s

VPN S50 0 gl

655 clis] oo izl Jasdl olul> 8,05 < 6)b] i1 VPN) 3000) dy,oUall dolsdl daildl 55,0 wl> le
syl VPN


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

[ LAM-to-LAM Sessons | Management Sessions |

Femote Access Sessions
' Assigned TP Clione | BEES | NAC
Fsername Address Crou Protocol | Login Tune Tvoe Tx Hesult Actions
- Public IP =1oup Encrvption | Duration Vﬁn Evies Posture

Address Bx Token

Oct 27 :

. 10.1.1.% . IFZec TWmtTT ] .
ipsecuser] 192 168 1.2 | APSECEFOUP [arro jco 1555211{4 a8010300| 8056 His [ Logout| Ping ]

VPN &Sy o Bl

.Jwac VPN JI .ad> steps in order to 13® caail

VPN oly in order to lay ,, dalails .1
_ Jwogi
= B

# status: Disconnected | VPN Client - Version 4.8.01.0300

Conmeckion Entries Status Certificates Log Options Help

Eﬁ ﬁ @ M Cisco SysTems

Lornect M e |rriport Idadiy Delete
Connection Entries |I:ert'h:ates ] Log I
Connechion Entry Host Tranzpart
10.0.0.1 IPSec/UDP

Ypnuser

| i3

J

fiot connected

Jlail elivy o 9,0 dalS9 P Ao ,a.w| J>)| .p.\iima” a9>Lan) 6390 |.\D_)€Ja.a 2
.VPN



status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Enkries  Status  Certificates Log Ophions  Help

@ @ @ M Cisco SYSTEMS

Cancel Connect M [rnport b odify Delete )
Connection Entries I Certificates | Log |

Connection Entry 7 Huast

Ypnuser 10.0.0.1

# VPN Client | User Authentication for "vpnuser” |E|

Enter Uzername and Pazsword.

Cisco SysTems

Jzemame: |ipsecuzer]

HEHEEEEX

« FPazzword:

|
“Authenticating I.IEEE} (T[]

g8gall (5 VPN) 3000) o)l dwll aSuidl 550y (VPN) d@lall dawldl dSuildl Jne Juwosi aiy .3
S5Sell

ak. Cancel |
[ |




# status: Connected | VPN Client - Version 4.8.01.0300

Connection Entries  Status  Certificates Log Ophions Help

% ﬁ @ E Cisco SYSTENS

Dizsconnect Hew [rport b adify Delete

Cornection Entries Certificaes | Log I

Conncotion Entgy

YNUser

| 12

Route Dealls I Firewaall |

Address Information Connection Infoimation
Client: 101.1.9 Entry: WPRLIZET
Server. 100,07 T, 0 dapl=], 00,07 .33
Bytes Crypto
Recerved: 448 Enicrpphion: 168-bit 3-DES
Sent: 314 Athentication: HMALC-MDE
Packets Tranzport
Crcrppted: S0 Transparsnt Tuwneling: lnactve
Decrypted: 3 Local LaM: Dizabled
Dizzcarded: 18 Compression: Mone

Evpazzed: 31

Reszeat

Cloze

U9

Le>Nolg cllas VI OLiSwl




ALSuis > steps in order to 1i® sl

RADIUS JI ¢, dlowogall o | steps in order to 13® cuasly d,09 o< b l<plri<JiSuis sl 1
999 il @i sl 52> 35 0 VPN 3000 9 Usb
sl
Sliig

Thiz section lets you configure parameters for servers that authenticate users.

Tou should have a properly configured EADITS, T Domain, DI or Eerberos/Active Direci
configure the mternal server and add users to the nternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or

Authentication
Servers Actions

172 16,1245 (Badius/User Authentication]
Internal (Intermal)

Add

Modify

Delete

hdowe Lp

tAoe Down

Test

Lle 4519 RADIUS 9,0 @alS9 pastiume puwl Jsol
Blso

Enter a username and password with which to test. Please wait for the operation

Username |ipsecuser]

Password [======

I, I Cancel |

@ Authentication Successful

Continue |

ax>b d9skas gl
39290l "aliblall oV9lxall Jmw" o g8 laol ddgoge ip_9i LSin alSline Lol JUd 9@ Juingy ol .2



Joixall a8 (Jzaudl 138 (5 Sl sl el o) 13]. Jinall g ddlsiall Jilu I e lixy ACS pols e
olinell o Béxs .RADIUS w35 _JI RADIUS Ulb Juay ¥ IP Jlasl (6 alSine JLd 955 o
I51.29,%ls Js>JL; (RADIUS (1645 p2) poussi | duawlioll VPN 3000 S 0 dg>ly e dannll

Baad «Jaall (8 VPN 3000 55,0 _Jl Jo3 il U izl ollac aiwsg dx>b LYl @8skas cols

olsl olis Lol diSad YoVl Jass pl 3] oSl 5359 idio e dyanail) Jlall SVl Sz oo
80lal) Jpaeill < oliall < SVl < pladl < (083l a5 xie VPN ;5,0 I IPsec g IKE 9 AUTH
iIKEDBG 9 AUTHDECODE g AUTHDBG 3 LS .(3-1= a8zl 6259 _JI 6,0kl (9-1=_Jzuudll JI
<slS 3] x> 6,88 Slogleo Lg5 ol Say L)y IPSECDECODE g IPSECDBG s iKedecode g
AUTHDECODE o6 (RADIUS p315 (0 8,505 piy il olowl Jo> duluais ologles I d>l> Jid

6,93l Sgimo Sgiuws Sgiue Sgiue Sgiue Sgiuw Aic 13D ,9¢5 IPSECDECODE 9 iKedecode 9

13-1=Jzw I
Jow < adlall (o SVl Jouw 5wl £8.3
FARCSY!
1513 1002712006 18:37:25.330 SEY=0 IKEDB3/81 RPT=4T 19216812 ;_|
SEMDING Message (msQid=6679165e) with pavloads .
HOR + HASH (8) + NOTIFY (11}

total length @ 80

1815 1002712006 18:37,35.830 SEV=8 IKEDBGIE1 RPT=48 192 168.1.2
RECENED nMessage (msgid=84575bed6) with payloads ;

HOR + HASH {8) + NOTIFY (11) + NOKNE {0}

otal length - 80

1517 1002712006 18:37:35 B30 SEV=1 [KEDBGM RPT=120 192 168 1_2
Group [ipsecgraup] Lser ipsecusert])
processing hash

1818 1072712006 18:37:35.830 5EV=08 IKEDBGMO RPT=121 192 168.1.2
Group [ipsecgroup] Wser ipsecuser |
Processing Motify pasdoad

1519 1002712006 18:37:35.830 SEY=9 IKEDB36 RPT=10 1221681 2
|Group ipsecgroup] User ipsecuserd ]
Sending keep-alive oftype DPD R-U-THERE-ACK (seq number 0x6532486d)

1521 1002712006 18:37:35.830 SEV=0 IKEDBGH RPT=122 192.168.1.2 j

Pause Display | Clear Display | Restan | Receiving

Windows J le>Mwolg VPN Client 4.8 clias| O LiSiwl

Windows J 4.8 (9,5 VPN ¢y, steps in order to [3® cusl

VPN JI (8 Sgiame Jmuull ciSo in order to slae] ddoe Jaw< Jaw o il .1



# VPN Client | Log Settings X

Changing logging levels will take effect immediately and will cause the curent log
window to be cleared.

IKE: SN ~ | [LOGLIKE |

Connection Manager: | 1 - Low j [LOG.CHM ]

Diaemon [cvpnd]: | 1 - Low | [LOG.CYPND |

User Authentication: | 3-High | [LOGXAUTH ]

Certificates: | 1- Low | [LOG.CERT ]
IPSec: | 3-High | [LOG.IPSEC]
Command Lines | 1-Low =] [LOG.CLI]
GUI: | 1-Low =] [LOG.GUI]
PPP: | 3-High | [LOG.PFP]
Firewalt | 1-Low = | [LOG.FIREWALL |

aF. Canccl

U9
VPN JI % J30 log JI wadli in order to 6380 Jaw<Jmw o i3l .2
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# YPN Client | Log Window

Cizco Systemsz VWPM Client Verzion 4.8.01.0300

Copyright [C] 1933-2005 Cizco Systemsz, Inc. &ll Rights Reserved.
Chent Typelz]: Windows, WinkT

Running or: 5.1.2600 Service Pack, 2

Config file directony: C:MProgram FilezhCizco Systems'\WPM Client

1 12:26:29.234 10308 Sev=wWamning/2  |KE/D«A30000E7
Received an IPC meszage durng invald state [[KE_MalM:507)

2 1226:36.109 104106 Sev=warming/2  CVPMND/0=E234000713
AddRoute falled to add a route; code 87
Dreztination 192.168.1.26856

Metmaszk, 250,200, 205.255
Gateway 101.1.9
[nterface 101.1.9

3 122636109 103106 Sev=wamning?  ChA0xA3100024
Unable to add route. Metwork: cOa8071F, Metmazk: FEFEE, Interface: a010709, Gateway: a010703

Cizco Systemz VPM Client Version 4.8.01.0300

Copyright [C] 1998-2005 Cizco Systems, Inc. &l Rights Reserved.
Chent Type(z]: Windows, WinMT

Running or: 5.1.2600 Service Pack 2

Config file directony: C:\Frogram FilezhCizco Systemns'\WFM Client

1 122731640 103106 Sew=Info/4IPSEC/OxE3700013
Activate outbound key with SPI=0x2c3afdd5 for inbound kew with SP1=0xc3c1b7d5

2 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal key with SPI=0wc3c1b7db

3 1327426086 10/31/068 Sev=Info/dIPSEC/0xE370000C
K.ey deleted by 5Pl Oxc3c1bydb

4 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal key with SP1=0x2c9afd45

122742656 10/31/06 Sev=Info/41PSEC/ 0637 0000C
F.ey deleted by SPI 0w2c3afddh

do ol ol

Cisco VPN 3000 Series jS 0 p£> daxéu0 -

Cisco ;0 VPN aSub Juo€ o8> éxéuo -

IKE &¥9Sg59 u/IPSec dioglas -

Windows ac> dxiual CiSco o 50l , SLoYl (sgixall jaa0 -
RADIUS o5 e aSuolisal &l o)l 9SS -
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