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Bidministration | Certificate Management | Enroll

Thiz zection allows you to create an S5L or identity certificate request The identiby certficate request allows the
VPN 3000 Concentrator to be enrolled into the PEI The certificate request can be sent to a CA, which wil
1ssue a certificate. The CA's corfificate must be installed as o Cortificate Authority before inctalling the
cerfificate you requesied,

Choose the type of cerbficate request to create:

& Tdentity certificate
o SEL certficate

2« Go back to Certificate Manasement

i'ao_, 31,6 > b6 Idubobsle > wywesd > Uuolsé 1Jogsé 9lud, wouvesd vy bdo PKCS102.
($29)-

Administration | Certificate Management | Enroll | ldenti

Select the enroliment method for the identity certficate. To install a certificate wath SCEP, the issuing CA's
certficate must also be installed with SCEP. Click here to install a new CA usme SCEP before enrolling

Ta_ EE(:-LI wia PECS510 Ragest Eganual} -
e Enroll wa SCEP at REAVSTRootMDSsrvCI
o Enroll ma SCEP at TestCAG-8 at Cisco

<= Ga back and choose a different type of certificate

loJi IUzdsd 1Jpbdsws: &p lod) 998 wuvesd-3.
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pdlebé: 3l bdow lel uolsé SSL l9 Liol>é 0956 oluwogsle wy9usded wuwesd [dyuolsé
lJouwslo (SCEP): Wodo os gshlo RSA IJgzsso [Jpwlzs.

gedle oo RSA 512 -
RSA768 o

sevlo v RSA 1024 -
9zole oo RSA 2048 -
DSAS512 Lo
DSA768 o *

9236 we DSA 1024

Enter the mformation to be mchided in the certficate request. The CA F certificate must be installed as a Certificate Authority
before mstalling the certificate yvou reguested. Please wait for the operation to finish.

Common Name (CIN) |anigu3[l

Organizational Unit (OU) [FSECCERT

Organization () ||:IEI:I:| Systams

Locality (L) |[RTF
State/Province (SF) [NorhCarolins
Comntry (C) |US
Subject Alternativel ame |
(FQDN)
Subject AlternativeName (E- I
Mail Address)

Eey Size |RS4 512 bits *I

Enrall Cancel |

Enter the commeon name for the VP 3000 Concentrator
to be used n thus PEI

Enter the departrent

Enter the Organization or company
Enter the city or town

Enter the State or Frovmee,

Enter the twro-letter country abbrewmation (& g Unted
States = TIS)

Enter the Fully Cualfied Domen Mame for the VP
3000 Concentrator to be used m this PET

Enter the E-IMal Address for the VEH 3000
Concentrater to be used o thas PEI

Select the key size for the generated ESADSA key parr.

w83 IJud) W98 wuwesd: wbo, g6 blle. s3ds 1Ulbl IJisd Iud bduo Juolss.4.



Administiation | Centificate Managemant | Enfollment | Reguest Generated

A certificate request has been generated. In a few seconds, a new browser window wall open up with the certficate request The
request can be saved as a fle, or copaed then pasted mto a CA's management mterface.

The request iz located on the VP 3000 Concentrator with the Glename pkes0001.tt . When you are done, you should delete
thus hle; go to the Fde Management page to delete the cerheate reguest.

s Go to Certificate Management
e o to Certificate Enrollment
e 30 to Cerhificate Installahon

SO ulW3s puLoWE 28 lsuol 9880 pJd bu PKCS IU¢lo LY.

B hittps: /17218124214 FILE/ phocsDDOL bt - Microsolt Inbermet Explorer

File Edt ‘View Favorkes Took Help |

w=rech e = - (D A Qoeswch [EFevorites FMede 3 N DT D@
Address | &) hittps:[J172. 18.124.21 4/FILEjpkes000]_bet =| 6o |Lrlu"

jwon - P - I} | Coglel | e @B iwon - [S1Emal FManey ~ More ¥

NASDALR"® - | [ [ ea| ~ 3% BIC 150671 1584 = 1.13% | INDU 858751 711 = »
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BAQTDUSvenRoQZ Fybe xphmEx CzAJEgNVEAYTALVTHFowlOYIKoZ ThaweHACQEBBOQAD
SOAVREIEAT S+t J/ Uo e THHwO 1 oMM gudlmy Th IGZE/ BIZe+xokGae Bp l 104Dkl
JIXWEEBYLUkz vdlgh+okn)Ealgys ISCAQUeDOYIKoZ ThweNAQEEEQADQOAUE nDE
DOdRVT g/ dVeGANEZREGrLTd 1o IVGex TEXLEo0IERer U4 TOCr higaSHv LedLeQF PRV
eVleLhhpRECAIhW]

=
] Done | 15 @ imeme 4
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Welcome

o s this wab site o request & certificate for your web browser, a-mail chant, of other sacure program. Onces you acquene & cartficate, you
will b= able to sacuraly identify woursall 1o olfver people over the web, Sign your & mail messages, encrypl your s-masl messages, and mons
Qepanding upon B bype of Cerbilicabe wou reguest

Select a task:
© Retmieve the CA carficate or certificate revocation list

® Reques! a cenificale
 Chack on a pending certificate

st >

2 bdo po@rp slud) IJolds.6.

Jiﬁﬂ_m“rﬁ

et - % - D DD Qewn e Frew D D

_!“mrmjllr:.:n.:.etﬂonluw_mp.up :J e _i

Choose Regquest Type

Flease select the bype of réquest you would klos to miake

© Lar Cormifcaie nisuaest

& Advanced nequest

[Swev]

2> buwld bde Jvolss luwegsle pJwd PKCS #10 0,05 JJigwl wb4 1y bdo opassT.
Noweisle pdd PKCS #7 py05 Jiowlwbd: &p lod, Idolds.
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| dmtak = = - Q] A | Qsewch [Girwermss (Jemy | - O -
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Advanced Certificate Requests

You can request & cetificals for yoursell | anaBver uSer, oF 8 compluler using one of the followeng methods . Nole that the polcy of B cetiication
suhority [CA) vall daterming the certificalas thal wou can abilain

© Submil a cemificale request 1o this CA wsing a form
& Submita cemificale fequest using & basetd ancoded PKCS #10 file or @ renewal request using 8 baseid encoded FHCS 87 ik

« Riequest a cerificale for @ smant card on behall of another user using the Smart Card Enroliment Stalion
¥ow musl have an ervoliment sgent cetfcate fo subimil » requesl for snother user

S 9Juo§ pdd PKCS 1Jgluo wd Vs 28d Iduue wee Guwe IUbdw 1Jpzdsb. & 08.
lud, B98 buwld.

R

P BE Vew Fevotes Tok  Heb

dumak e - QD ) A Dsewch [sifweraes Petmery | - -

_Jﬂﬂmmm.:l.mwﬁnmmm 3 e ;]
Submit A Saved Reguest

Faste a basetd encoded PECS #10 cerrhcate requast or PKCS #T renewal request gensrated by an estemal applicaion (Such a5 a web
sanver) info the requast field to submit the request to the certficaion authanty (CA)

S aved h'-:
TrENGG mummmn-ucm-m-:wmnmﬂ
GLET) SuTEILepgEl iqF LIB0Ead L3 Th+wHEEpaded
Basefd Encoded |Bgé4ihkh
Carificate Request |--——-— ENI WEW CERTIFICATE FEQUEST-——-
(PHLS #10) o o)

Eepwsa for a file 10 insert

9p wluosly yvolsé 1Jogsé gds glbp CAL9.



I Cotiication Authorty

e g || = DE B F

[ Certication Aubarty (Local]

= E'_""""“
b et b
10 D il

Ip wouisd gvoble 1degs) 9ldegss. gds glp CAlJElLo o 2as 1oz 88 pu uuol>610.
pedBé.9lu, IJolds.
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| Fis B Vew Ferls Toss Hep

et -+ - DA 4 Qe [lfete Py L

L,unu_ﬁ[ ik U T2, DB A2, Do ey

=] fe |
(Microsof Conficate Sevvces — fiabmpe s
Welcome

Yo use this web site to request a cerificate for your weeb browser, e-mail chent, or other secure program. Once you Scquine @ cerificate, you

will i b (o Sacunily ety yoursedl 1o other people over the wib, SION YOUF @- Ml Mess Bges, encrypl your a-mail Mestages, and mon
dapanding upon the bpe of cartificate ywou regquest

Select a task:
 Rafriéea tha CA cerbficate of Cerbficald rineoCalion |ist

© Request a canficate
& Check on a pending certificale

[ ]

22 wyps) Base 64 91u9) wujsd uwolxs Idesze IUpuod8 eds Elbp CA1.

L

2| @ |

| wemad = - ) N sewdh [giFeeress (gemary Uy b

.h E] S (] FD VAL | R e e o gl i

Hosnie

Certificate Issued

The cermificate you requestad vas issued o you

© DEH encoded oF * Base 6l ancoded
0 : 1

9p vthéb wwolxé 1Jogsé gds peydd Ui,j_)luo lJpeeds.12.



Save in: I @ Desktop :‘l

My Docurnents

My Compuker
Hiztom My Metwark Places

File narme: Gitnei cei El Save
5&‘;&-63@“5&1 | Security Certificate j Eﬂhﬂﬂ

2

eds ebpe CA 23 luwaele Ubol>é CA |3 Slisps |Jgle Iduuolsé JJzuosd eds [Jywol>613.
Iz & lod) B93 Idelds.

v “lkroscd? hfermet Daploren

ey = R T . .
ek~ = - (D A Qoewch gifeais Jratey | - O
| Meadvmna ] it 172 381 24 et = o ||

Welcome

fou wuse this web site to request & cerificate for your weab browser, a-mail chent, or other secure program. Once you acquine 8 certificate, you
willl (e il 10 Securshy ety Yoursell 10 o DoOpis el Thi wab, 5IgN your &msll Massages, encrypl your émal Mmessages, and more
depanding wpon the bype of certificate wou request

Select a tagh:
& Ratrieve the CA cartficate or cartificate revoc ation Rst
T~ Haquest a carmncale
 Check on a pending certiicals

Gp wedb I uolys 1zs, eds peud 1JIG)lue 1Jpeds. 14.



certnew.cer

File name:

Save a3 tups:

| Security Certificate j 3ﬂ55r‘iﬁ_&'|='

Ip voduse guoble 1dgs) 9ldesss eds ey VPN 3000. JJbsle widd:gas bhé > p3s,15.
wwoblo>oouse>yuobé lJovwse Idos sup ldzuosd edsol so) IJogwesd. wew eldé
lJouwzsd: lu@) W98 wovse.

Select a enrcllment request to mstall

Enrollment Status

r_“ “Suhjut - ._.| Issum—'-| Date
laligad0 at Cisco Systems A4 |05/22/2003

|Use | Reason | Method | Stams | Aetions

 Actions
|]]:!l Lrutial |Manua] In Progress E"-’lﬂll:mtﬂﬂi'e:ele

<< (3o back and chooze a different tvpe of cerhficate

0@y V938 weesd lJpdd pu pebd IJged.16.



 Ciseo Systems, Inc. VPR 3000 Concentrator [2.2.2.7] - Microsolt Internet Explorer _dm&l
Fle Edt Vew Favortes Tools Help |

sback - = - (D 4] A Dsewch [alFavortes FMeds F - B H @ .
hddress [#8] hitps: /172,18, 124.134faccess. himi =] @Pe0 s
jwon - 0 - [ | Coglels| e gDiwen » [SIEmsl BdMorey - More ¥
NASDAR"® - | | | Sa] - * 147% | INDU 300453 B1.58 * 091X | SPX 9766 504 - >
. Lo A YIEMN 3000 Kain | Help | Support | Logout
- Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
5 Administration Administration | Certificate Management | Ingtall | Identity Certificate
——Adminisler SeEsiong
—ESotware Undale Choose the method of mstallabon:
——Svystem Reboct
E—— « Cut & Paste Tesnt
——tdoniboring Betrech s Upload File from "Workstahaon
—EhAccess Righls
e Manageinerd =< Go back to and choose a different mepe of cerificate
1560 ars

lod) eds luvee)luo 923 pdd Iduielss 1z 1U3s Ypo wedbo gds pz)d Ui,j_)lua17.
Ieeds.

T wousu Juduse guolxs 1Jogss eds oy VPN IJLL6 | sbo, Ibly s Idguolsle
Joldss gubbo, Juolss 09 sed 1Uzr$36 B 239J Uvoble [Jogss.

Enter the name of the identity certficate file

Filename | Browse...

nstall | Cancel |

pdlzbo: iGJpJ IJgbsle IJoldse Jlogile ol 830 Vs zldo W iud I ielse.
2 bhé > blhé IJgvoble.a.
lud) eds 238 B puwe Idlplele JSlspes wigsuo SSL.b.
22 blLis > ghé wubvgsd IJuble.c.

23 b IJodssy IJougivl Bs 98¢ lelss e poss: 9lge, IUlu: 9lud) cbusd.d.
SpJdud [Jle louble Juolsé g3836 wed 1Jwpld [gls oz psd.



oouwsw guoble SSL gds o395 VPN

bl Jow cguesp loualdlTeol wso Ipuwctrs Sezet 1w ds 10106 1Ublo)ss (VPN). Bly
s 1duvods 1Ugluos 1blo,ss (VPN) selbdy uiolss SSL. weole lsuol [Js Uiolss SSL gds

IUslz06 1Jos auveeseol Jbbé prd; Iduvods IUgluos [Jblo,ss (VPN) sJWebVPN. sJJJ slzos
o@9p wluoele 1l § WebVPN.

Sup logule guolble SSL JJglzoesd: I3l Jp oy 092956 wd@lissl gus lglhé wposs pyd; VPN 3000
w8 &8ss wulpg pydj VPN 3000. ool Jio lJuivol>o 1Je9 €6 Slosl we logilyel slosl Wlu
030 IJuiolss &) Bluds JJozdd. Je wuopw ls 206 L0386 09swol. 9JJy 030 IJiolsé o wee
Jd e logald lads pe erds Iuivods 1Jglo6 1dbloyss (VPN) Clgwesle IJppwogrue. Bl
Jouo o8 luwowsldel ouuol>s SSL s3less [Jwgdse 1@)s: 1dpd IUgbsle IJeldss:

2 1L > 56 I bolsle. 1.

Hetreshif]
Thas sechion lets Tou e and manage cerificates on he VPN 2000 Concentrator
o Click heseto ergoll with a Certsficate Awthority
w ik heT ~ rrtif bl
Certificate Anthorities [ View 80 CRL Cackes | Clewr 810 CEL Caches ] (ourent: 1, masimam: 20
Subject Iszuer Expiratien SCEP Isguer Arthons
ms-rool-sha-06-2001 at cisco ms-roob-shali-2001 at cisco Oe4r022 Ho View | Confizne | Dieleie

It]rll‘i';'r' Cernbic ates (ourent: |, maxinaun: 20)

Subject Issurer | Expiration Acbons
Gatavray A at Cisco Syvetemns fma-to ob-gha-06-2001 af ciaco |I12.-1:I¢I.-'EIZID4 Wisng | Bawerw | Delate

S8L Certificates

Intcrface Bubject Imauer Expiration Aetions
Provate 10561 aithsco F‘-}'slr ms, Ine, 10541 atCisca H}rs‘.:ms__ Ine. 02012006 .r-.r:-ll.-'| Renewr | Delete | Fxpord |llf;'-r1|-| 1?-'1 Enmoll | [mport

S5H Host Kev

Ery Size Erey Type Daole Generated | Artinns
[1024 bita RSA D1/05/2004 [Er—

oy eds louvle Jgyuo [Juvol>s 1Uzas$36 WO 229d Lvoldé SSL gl wewsld 1diel>e2.
|Jpe92956.

Suvpee 03 ulss lue lu susdd peld J SSL uolss IJ VPN Concentrator sJ> wJ8lkssl.
odoo Uvolsle SSL e3e JJslzole 9Je9liws 1Jizeld.



You are about o generate & cerhbicate for the Pubbe Inferface . The cerifcate will have the followang DI for both Sebgect and Lesuer

The certficate will be walbd for 3 vears from vesterday

Common Name (CI7) |'I 0BE.194.175 Enter the Commeon Mame, usually the TP or DS address of this mi=rface
Organizational TTnit (010 |"J'I"N 3000 Concentratar Enter the departrent
Organization (1) [Da*j st Enter the Organization of Compary
Localiy (L) |F'clnldl" Enter the cly or bown
StateProvince [ST) |Huss:-:husalxs Enter the State or Frovince
Coundry () IE Enter the two-letter country abbreviation (e.g TUnited States =T73)
ESA Key Size W welect the key size Tor the generated E3A key pair,

GenerMEl Cancel I

Bl oo wyss IJzuesd &Ls uuobo SSL KYION Uuadd puol (Ls uwolxé Lols,y8 g0 pze
Pu2d9): lze & J3 VPN s o3l ldp oo
Jlgwegsle oo Idlg)le 1U3s u,_,uu@roo Jdeuesd EJ5 uwoble [Jogss. 9JJu o030 IJp,6.
O ulwse IJbLs > e [duvoble > 1Jouwesd: oy eJs Uvol>s SSL (wadl pu ol
|J09s6).

pdlebs: Lze IUs 1UbLé | Guwpe bLé Iduuolbsle oo VPN 3000 o,z Jj | > lJolos:
151,06 905l 906 Il o051, 4.7 Jdeue9d eJs pedople Jleds god Iduuobsle |JJdp50 _9,_}uo|)|u
SSL.

oS> gvoble SSL gds o9 VPN

S9uoe 03l 1dBuwpe Jsdss weass uoble SSL:

131 Il 031 Juiolss SSL IJes op lugbldel woluwbs oyds VPN. Bloodd 1Js IJlbbs > blyé
IJuioble Os Guwpe SSL. 1ud) 898 ¢sb 1oz 98z 3JY Jolss SSL.

131 JIg 031 Juivolssé ppei9zs pu Buwd Ebp pize pu2sd thes: 1Ypd IUgbsle IJolss:

igey bhs > bbls Iduuebsle >e38 wew Uuoble SSL Jgidd I voble puwoss IJuodlzsé pul.
lJslzoo IJglpb.
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Ailmindstration | CenEicate Management Wednesday, 19 September, 2000 D001
Refresh(®

Thas section lets you view and manape certficates on the YPM 3000 Concentrator.

* Click here o enroll with a Cerbificate Authonty
# Click here to install & certificate

Subject Issuer )Eqmm:lm ISCEF I Actions

Thawie Test C4 Root al Thawte Thawte Test Ca Food at Thawie
Certification Certification

| .
12731/2020) Mo :'IMIMﬂmmg

Identity Certificates { current: 0, masemum: 23

Subject | Issner Il Expiration | Actions

Mo ldentity Certifirates
BEL Certificates
Interface Subject Issuer |Expiration | Actions

s 10 IG3 116, 116 at Cisco 10 168 116 116 at Cisco | [
Private [Systems, Inc. [Systenss, Inc. ."IIIWITIEDIU:,IMIMHWID.@ | Expont | Gemnulhmﬂlm.:

: peariygates. ocp org at ruifax Secure Certificate | .

il e gl e 08/1 ﬁFEDUEEih_WIch:M Export | Genemte | Enoll| Ipont |

I

bbb e ugpe inorder to 1dse 1g3d o IJ SSL iolss.

dministration | Certificate Management | Delete

Subject Issuer
CN=pearlygates.ocp.org OU=Equifax Secure Certificate Authorty
OU=Domain Control Validated - QuickSSL Premium(R) O=Equifax
OU=5ee wwmw geotmast comfresowrces/cps ()07 C=1I5
OU=GT4524223
O=pearlygates ocp.org
C=1J5
Serial Numher 07E267

Signing Algorithm SHA|WithRSA
Public Key Type ESA (1024 bits)
Certificate Usage Digital Signature Mon Repudiation Key Encipherment Data Encipherment
MWZE:EE:BD:BB:E:SE: GD: FE:04:A0:B2: 1B:C5:09: 94: 27
SHAL Thumbprint 5E: SA: 7C:D3: 023 FE: LO: LC: 75:73: 00 AR 6A: 731 841 541 CZ: DO BE: 95
Validity 8/16/2007 at 17:26:35 to &/16/2008 at 17:26:35
CRL Distribution Point http:/crl geotrust. comferls/secureca. crl

Are you sure you want to delete this certificate?

I it |] Mo ]




2, bhs > s Iuvoble > [ousle Jlouble suvolss SSL 2356.2.

Ailmdnistration | Certmicate Management

Wednesday, 19 Septerher 20007 00045

Refresh(
This section letz you view and manage certificates on the VP 3000 Concentrator.
# Chek here to enroll wath a Ceraficate Authoniy
+ Click here to @nstall a cerlificate
Certificate Authorities [ View All CRL Caches | Clear Al CRL Caches ] { current: 1, massmuen: 6)
Subject  p— lElpimtim“ Arthons
Thawte Test CA Root ab Thawte Thawte Test CA Root at Thawte |- |
Certificalion Certification :Itmmm“ iowr | Configos | Delets)
Tdentity Certificates (current 0, masamimm: 2)
Subject IL Tssuer L Expiration | Actions |
' No Identity Certificates ;
SaLl Certificates
Interface Subject _ Issuer [Expiration | Actions
; [[10.168.116.116 at Cisco 10.163.116.116 at Cisco L. :
Private | Spbems, Toe: Sytenns; Tuo " 09/1 ?mlui View | Rerww| Delete | Export | Generste | Enzoll | :IM
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