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Check the Inherit? box to set a field that you want to default to the base group value. Uncheck
the Inherit? box and enter a new value to override base group values.

Identity | General | IPSec | Mode Config | Client FW | HW Client " PPTP/LZTP

Identity Parameters

Attribute Value Description
Group .
Name ndowsuser [Enter a unique name for the group.
Passmord [<oss—— Enter the password for the group.
Verify Verify the group’ = password

External groups are configured on an external authentication server

Type| Intermal = {e.g. RADIUS). J[miermal groups are configured on the VEN 3000
Concentrater ¢ Internal Datasbase.

Apply | cancal |
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Identity * General |PFSer | Mode Config | Client FW ~ HW Client | PPTP/LZTP
IP5ec Parameters
Attribute Value Inherit? Description
IFSec 5,&|ESF-1DES-MD5 j = S:lm::: t]:le group s IPSec Security
Association
\ Select whether or not to validate the
IEE Peer ldentity N . . .
?ﬂidltimhrsupparﬁmwmmmj [~ identity of the peer using the peer’s
certificats,
. Check to enable the use of IKE keepalives
IEE Eeepalives| =2 For bers of this group.
Select the type of tunnel for this group.
Tunnel Typ:lﬂemnteﬂccessﬂ 1= lpdate the Remote Access parameters below
az needed.
Eemote Accesa Parameters
Group Lock|l =3 Lock users into this group.
Select the authentication method for
- . . members of this group. This parameter does
huth:n‘tl-:atlunlﬁﬁﬁllﬂ win Eiflﬂ"].l'_ﬂ = not apply to Individual User
Authentication
Select the method of IP Compression for
[ h
IPCnln| ang :I"' W mepbers of this group.
Reauthentication - 7 Check to reauthenticate the user on an IEE
on Rekey (Fhaze-1) rekey.
Check to initiate the exchange of Node
Tode Configuration parameters with the client.
Confi ation [ = Thizs must be checked if version 2.5 l(or
i earlier) of the the Altiga/Cisco client
are being used by members of this group.
| Acehy | cance |

RADIUS JI ciss in order to 98 duo<Jsbi<plai< s o sl .3
Job

Change a configured user authentication server.

Selecting fmrternal Server will let you add users
rver |FF.A.DII._I5 I
S Type = to the internal user database.

Authentication (177535 50 Enter IP address or hostname.

Server Port [1645 Enter 0 for default port (1645).
Timeout |47 Enter the timeout for this server (seconds).
H:tri:sli_ Enter the nusber of retries for this server.
Server Secret [Sessssse Enter the RADIUS server secret.
?arify[‘""‘"‘“"""""‘" Re-enter the secret.
Apply | Concel |
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onfiguration | System | Address Management | Assignment

This section presents Address Assignment options. Each of the following methods are tried, in
order, uwntil an address is found

Check to use the IP address supplied by the client. This can be

overridden by user/group configuration
Use Address from Check to use an IP address retrieved from an authentication
Authentication Server  server for the client.
Uze DHCP T Check to wse DHCP to obtain an IP addrese for the client.

Check to use internal address pool configuration to obtain an
IP address for the client,

lUse Client Address [

Use Address Pools =

Apply | cancel |
o9lic gax vaxi p9 .5
AP
onfiguration | System | Address Management | Pools
Savel
This section lets you configure IP Address Pools.
Click the Add button to add 2 pool entry, or select a pool and click Nodify, Delete or Howve.
IF Pool Entry Actions
Add
helicdity |
N
Wove Lip
hbae: Diown
Microsoft IAS -6
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| % Console  Window el D@ B 8x
| acton wew Fawortes || &= o @@ XEFE @ |
Tree | Favorites | [ Friendly ame ___Ljfuddress | Pratocol | Chent-vendor
) Consel [roo-s030 roperties — T
= @ Inkernat Authentication

3 Chanks Settings |

{_1l Remote Access Log [
i?é’_n.-mhkmhi Frierdhe name fon client

Chent address

Address (IP of DNSE
|1?z151?235

Clignt\endar  Microsol =l

™ Clent must always serd the signature attrbube in the reguest

Shared secrel i
Corfir thated secrel =
o | Ll | i
| [ ok ] coet | 2 | |
L i | T R R
2> Lle gz il Windows dcgamo xam piy gl 138 5] (8.02 o Jsog)l duwluw 1z .2
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Tree | Favarites | ame [ord=r ]
|_] Console Root & radus 1
2 ?E’g:t! ookion Service fud radius Propetiies Fx]
(] Remobe Access Logging Setings I
I 5¥ Remobe hccess Polldes
Pabcy nare: |l!'-i4=
Specify the condlions to mstch:
e
IF & uses matehas the condibans
% Grant remobe access pemisEon
" Dery remoke access prmizsion
Acoers wil be granted with the profile you specfp, unless access
i overidden an & per-utes badt,
4 | Ml edpoie. |
| |
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£ Active Directory Users and Comput ers — Iﬂljl
| Console  Window  Help | =1®] x|
Laton yow |+ =» A@E XHFLE 2  CEETETE
Tree | | Users 25 objects
E Active Diractory Users and Compaters [ciec | Name | Type Im B
= ,ﬁgm_m_:m ﬂ wprne lient Eac Progpesrbies ﬂﬂ
| Builtin [ 5§ : _
(B Corgubers Remote contiol | Terminal Services Profie
(] Domain Controllers Genesal | Address | Accourt | Profle | Telephones | Drpanization
) ForeigriSecurityPrincipals Member OFf Diakin Enviorment | Sessions
< - Rremate Access Pemission (Diakrtts VEN)
 {hlloy access
" Deny access
€ Cornirol acergs tinugh Remate Access Pobey
m ™ Wesily Calar D
| 5 Callback Dptians
4 | I | & o cameck
™ Set by Caller [Fouting and Flemole Access Service only)
™ Always Callback to: |
T Assipn a Static IF Addess I
Spply Skatic Boutes
Define roubes to anable for thiz [ialan Stalic Floutes |
connechion
[ ok | caes | coy |
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# Cisco Systems ¥YPN Client |

Gisco SrsTems

Connection Entry:

radiustest b

Mew... Optionz

Host narme or IP address of remote server:
[172.16.172.35

. Lonnect E| Close |

Cisco VPN e Jigisiy 09 .1
999 il o5 .Jo> | Jazauid 59,0l dalS9 paiuumall puwl CiST .2

m User Authentication For radius

13
E @ Enter Usermname and Passward.

Uzemame:

wphLzer]

Pazsword:

xxxx71
[T Save Fassword

Diomair:

—l

™ =

=

| Ok | Cancel OK




User Authentication for radiustesk

@ Your pagaword expired

MNew Pazsword:

HEMERENEE

Confirmn Pazsward:

EE et

ak. I Cancel |
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SEV=8 AUTHDBG 1 RPT=263 16: 45:40. 920 08/ 06/ 2002 1
AUTH_Open() returns 102

SEV=7 AUTH 12 RPT=264 16: 45: 40. 920 08/06/2002 2
Aut henti cati on session opened: handle = 102

SEV=8 AUTHDBG 3 RPT=302 16:45: 40. 920 08/ 06/ 2002 3
(AUTH_Put At tr Tabl e( 102, 742784

SEV=8 AUTHDBG 6 RPT=183 16: 45: 40. 920 08/ 06/ 2002 4
(AUTH_Gr oupAut henti cat e(102, 9aa2e24, 4983ac

SEV=8 AUTHDBG 59 RPT=302 16:45: 40. 920 08/ 06/2002 5
(AUTH_Bi ndSer ver (9a03fcc, 0, O

SEV=9 AUTHDBG 69 RPT=302 16:45:40. 920 08/ 06/ 2002 6
Aut h Server 18cdfa4 has been bound to ACB 9a03fcc, sessions =1

SEV=8 AUTHDBG 65 RPT=302 16: 45: 40. 920 08/ 06/ 2002 7
(AUTH_Cr eat eTi mer (9a03fcc, 0, 0O

SEV=9 AUTHDBG 72 RPT=302 16:45: 40. 920 08/ 06/ 2002 8
Reply tinmer created: handle = 5A0C001B

SEV=8 AUTHDBG 61 RPT=302 16:45: 40. 920 08/ 06/2002 9
(AUTH_Bui | dMsg(9a03fcc, 0, O

SEV=8 AUTHDBG 64 RPT=302 16:45:40.920 08/06/2002 10



Reply timer started:

(AUTH_St art Ti ner (9a03fcc, 0, O

SEV=9 AUTHDBGE 73 RPT=302 16: 45:40. 920 08/ 06/ 2002 11
handl e = 5A0C001B, tinestanp = 355273988, timeout = 30000

SEV=8 AUTHDBG 62 RPT=302 16:45:40.920 08/ 06/ 2002 12
(AUTH_SndRequest (9a03fcc, 0, 0O

SEV=8 AUTHDBG 50 RPT=477 16:45:40.920 08/ 06/ 2002 13
(I nt DB_Decode(62f d1a8, 146

SEV=10 AUTHDECODE/ 12 RPT=1 16: 45: 40. 920 08/ 06/ 2002 14
IntDB: Type = 1 (0x01) User- Nane

SEV=10 AUTHDECODE/ 13 RPT=1 16: 45: 40. 920 08/ 06/ 2002 15
(IntDB: Length = 11 (0x0B

SEV=10 AUTHDECODE/ 14 RPT=1 16: 45: 40. 920 08/ 06/ 2002 16
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=1 16: 45: 40. 920 08/ 06/ 2002 17
77696E64 6F777375 736572 wi ndowsuser : 0000

SEV=10 AUTHDECODE/ 12 RPT=2 16: 45: 40. 920 08/ 06/ 2002 18
IntDB: Type = 5 (0x05) NAS-Port

SEV=10 AUTHDECODE/ 13 RPT=2 16: 45: 40. 920 08/ 06/ 2002 19
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=1 16: 45: 40. 920 08/ 06/ 2002 20
(I'ntDB: Value (Integer) = 0 (0x0000

SEV=10 AUTHDECODE/ 12 RPT=3 16: 45: 40. 920 08/ 06/ 2002 21
IntDB: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 13 RPT=3 16: 45: 40. 920 08/ 06/ 2002 22
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=2 16: 45: 40. 920 08/ 06/ 2002 23
(I'ntDB: Value (Integer) = 2 (0x0002

SEV=10 AUTHDECODE/ 12 RPT=4 16: 45: 40. 920 08/ 06/ 2002 24
IntDB: Type = 7 (0x07) Franed-Protocol

SEV=10 AUTHDECODE/ 13 RPT=4 16: 45: 40. 920 08/ 06/ 2002 25
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=3 16: 45: 40. 920 08/ 06/ 2002 26
(I'ntDB: Value (Integer) = 1 (0x0001

SEV=10 AUTHDECODE/ 12 RPT=5 16: 45: 40. 920 08/ 06/ 2002 27



IntDB: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

SEV=10 AUTHDECODE/ 13 RPT=5 16: 45: 40. 920 08/ 06/ 2002 28
(I'ntDB: Length = 12 (0x0C

SEV=10 AUTHDECODE/ 14 RPT=2 16: 45: 40. 920 08/ 06/ 2002 29
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=2 16: 45: 40. 920 08/ 06/ 2002 30
3137312E 36392E38 392E3930 171.69.89.90 :0000

SEV=10 AUTHDECODE/ 12 RPT=6 16: 45: 40. 920 08/ 06/ 2002 31
IntDB: Type = 4118 (0x1016) Authentication-Server-Type

SEV=10 AUTHDECODE/ 13 RPT=6 16: 45: 40. 920 08/ 06/ 2002 32
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=4 16: 45: 40. 920 08/ 06/ 2002 33
(I'ntDB: Value (Integer) = 5 (0x0005

SEV=8 AUTHDBG 47 RPT=477 16:45:40.920 08/ 06/ 2002 34
(I'nt DB_Xmt (9a03f cc

SEV=9 AUTHDBG 71 RPT=302 16:45:40.920 08/ 06/ 2002 35
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=478 16:45: 40.920 08/ 06/ 2002 36
(I'nt DB_Xmt (9a03f cc

SEV=8 AUTHDBG 49 RPT=239 16:45:41.020 08/ 06/ 2002 37
(I nt DB_Mat ch(9a03fcc, 62f 1c4c

SEV=8 AUTHDBG 63 RPT=302 16:45:41.020 08/ 06/ 2002 38
(AUTH_RcvRepl y(9a03fcc, 0, O

SEV=8 AUTHDBG 50 RPT=478 16:45:41.020 08/ 06/ 2002 39
(I nt DB_Decode(62f 1c4c, 170

SEV=10 AUTHDECODE/ 12 RPT=7 16:45:41. 020 08/ 06/ 2002 40
IntDB: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 13 RPT=7 16:45:41. 020 08/ 06/ 2002 41
(I'ntDB: Length = 11 (0x0B

SEV=10 AUTHDECODE/ 14 RPT=3 16:45:41. 020 08/ 06/ 2002 42
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=3 16:45:41. 020 08/ 06/2002 43
77696E64 6F777375 736572 wi ndowsuser : 0000

SEV=10 AUTHDECODE/ 12 RPT=8 16:45:41. 020 08/ 06/ 2002 44
IntDB: Type = 4109 (0x100D) | PSec-Authentication

SEV=10 AUTHDECODE/ 13 RPT=8 16:45:41. 020 08/ 06/ 2002 45
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=5 16:45:41. 020 08/ 06/ 2002 46
(I'ntDB: Value (Integer) = 6 (0x0006

SEV=10 AUTHDECODE/ 12 RPT=9 16:45:41. 020 08/ 06/ 2002 47
IntDB: Type = 4123 (0x101B) Split-Tunnel -1 ncl usi on-Li st

SEV=10 AUTHDECODE/ 13 RPT=9 16:45:41. 020 08/ 06/ 2002 48
(IntDB: Length = 4 (0x04



SEV=10 AUTHDECODE/ 14 RPT=4 16:45:41. 020 08/ 06/ 2002 49
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=4 16:45:41. 020 08/ 06/2002 50
test 74657374 :0000

SEV=10 AUTHDECODE/ 12 RPT=10 16:45:41. 020 08/ 06/ 2002 51
IntDB: Type = 4151 (0x1037) Split-Tunneling-Policy

SEV=10 AUTHDECODE/ 13 RPT=10 16:45:41. 020 08/ 06/ 2002 52
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=6 16:45:41.020 08/ 06/ 2002 53
(I'ntDB: Value (Integer) = 1 (0x0001

SEV=8 AUTHDBG 48 RPT=239 16:45:41.020 08/ 06/ 2002 54
(I'ntDB_Rcv(9a03fcc

SEV=8 AUTHDBG 66 RPT=302 16:45:41.020 08/ 06/ 2002 55
(AUTH_Del et eTi mer (9a03fcc, 0, 0O

SEV=9 AUTHDBG 74 RPT=302 16:45:41.020 08/ 06/ 2002 56
Reply timer stopped: handl e = 5A0C001B, timestanp = 355273998

SEV=8 AUTHDBG 58 RPT=302 16:45:41.020 08/ 06/ 2002 57
(AUTH_Cal | back(9a03fcc, 0, O

SEV=6 AUTH 41 RPT=218 171.69.89.90 16:45: 41. 020 08/ 06/ 2002 58
,Aut henti cati on successful: handle = 102, server = |nternal
group = wi ndowsuser

SEV=8 AUTHDBG 4 RPT=288 16:45:41.020 08/ 06/ 2002 59
(AUTH Get At t r Tabl e(102, 742a30

SEV=8 AUTHDBG 2 RPT=263 16:45:41. 020 08/ 06/ 2002 60
(AUTH_Cl ose(102

SEV=8 AUTHDBG 60 RPT=302 16:45:41.020 08/ 06/ 2002 61
( AUTH_Unbi ndSer ver (9a03fcc, 0, O

SEV=9 AUTHDBGE 70 RPT=302 16:45:41. 020 08/ 06/ 2002 62
Aut h Server 18cdf a4 has been unbound from ACB 9a03fcc, sessions = 0

SEV=8 AUTHDBG 10 RPT=263 16:45:41. 020 08/ 06/ 2002 63
(AUTH_I nt _Fr eeAut hCB( 9a03f cc

SEV=7 AUTH 13 RPT=264 16:45:41. 020 08/ 06/ 2002 64
Aut henti cati on session closed: handle = 102

SEV=8 AUTHDBG 1 RPT=264 16:45:46.610 08/ 06/ 2002 65
AUTH_Open() returns 103

SEV=7 AUTH 12 RPT=265 16: 45: 46.610 08/ 06/ 2002 66
Aut henti cati on session opened: handle = 103

SEV=8 AUTHDBG 3 RPT=303 16: 45: 46. 610 08/ 06/ 2002 67
(AUTH_Put At tr Tabl e( 103, 7429b8

SEV=8 AUTHDBG 5 RPT=56 16:45:46.610 08/ 06/ 2002 68
(AUTH_Aut henti cat e(103, 500a278, 4cad38

SEV=8 AUTHDBG 59 RPT=303 16:45:46.610 08/ 06/ 2002 69
(AUTH_Bi ndSer ver (9aa46fc, 0, 0O



SEV=9 AUTHDBGE 69 RPT=303 16: 45:46. 610 08/ 06/ 2002 70
Aut h Server 18celad4 has been bound to ACB 9aa46fc, sessions 1

SEV=8 AUTHDBG 65 RPT=303 16:45:46.610 08/ 06/ 2002 71
(AUTH_Cr eat eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 72 RPT=303 16:45: 46.610 08/ 06/ 2002 72
Reply timer created: handle 5A0E0016

SEV=8 AUTHDBG 61 RPT=303 16:45:46.610 08/ 06/ 2002 73
(AUTH_Bui | dMsg( 9aa46fc, 0, O

SEV=8 AUTHDBG 27 RPT=64 16:45:46.610 08/ 06/ 2002 74
(Radi us_Bui | d(9aa46f c

SEV=8 AUTHDBG 64 RPT=303 16:45:46.610 08/ 06/ 2002 75
(AUTH_St art Ti ner (9aa46fc, 0, 0O

SEV=9 AUTHDBGE 73 RPT=303 16: 45:46. 610 08/ 06/ 2002 76
handl e 5A0E0016, tinestanmp = 355274557, timeout = 4000

Reply timer started:

SEV=8 AUTHDBG/62 RPT=303 16:45:46.610 08/06/2002 77
(AUTH_SndRequest (9aa46fc, 0, 0

SEV=8 AUTHDBG 31 RPT=127 16:45:46.610 08/ 06/ 2002 78
(Radi us_Decode( 62f 1c4c, 156

SEV=13 AUTHDECODE/ 0 RPT=5 16: 45: 46. 610 08/ 06/2002 79

.. 0122009C 7F70A83B E37B9B27 31668A07 eoepes {0t 1f 20000
. 1089C0A4 010A7670 6E757365 72310506 vpnuser1l :0010
................ 0000041C 06060000 00020706 00000001 : 0020
.420E3137 312E3639 2E38392E 39301A18 B.171. 69. 89. 90 : 0030
.......... 0B12BE14 D10DA7ED 8AO00FD25 ... 7 00000137 :0040
.. 47B90956 3B191A3A 00000137 19340000 G.V, : 0050
..... 62B6A996 DD4962AE O5FASAAF FDDA9GA9 b.... .Z :0060
T I, 3CA2008E AO03CABCF 00000000 00000000 : 0070
73FB28E0 D1560A01 D96AAE3B BFB6DD42 s.(..V...j.;...B :0080
0406AC10 AC243D06 00000005 :0090

SEV=10 AUTHDECODE/ 1 RPT=1 16: 45: 46.610 08/ 06/ 2002 89
(Radi us: Code = 1 (0x01

SEV=10 AUTHDECODE/ 2 RPT=1 16: 45: 46.610 08/ 06/ 2002 90
(Radius: Identifier 34 (0x22

SEV=10 AUTHDECODE/ 3 RPT=1 16: 45:
(Radi us:

SEV=10 AUTHDECODE/ 4 RPT=1 16: 45:

SEV=10 AUTHDECODE/ 0 RPT=6 16: 45:
7F70A83B E37B9B27 31668A07 1089C0A4

SEV=10 AUTHDECODE/ 5 RPT=1 16: 45:
Radi us: Type

SEV=10 AUTHDECODE/ 6 RPT=1 16: 45:

(Radi us:

SEV=10 AUTHDECODE/ 7 RPT=1 16: 45:

= (Radi us:

46. 610 08/06/2002 91
Lengt h 156 (0x009C

46. 610 08/ 06/ 2002 92
:Radi us: Vector

46. 610 08/06/2002 93
.p.;.{."1f :0000

46. 610 08/ 06/ 2002 94
1 (0x01) User- Name

46. 610 08/ 06/ 2002 95
Length = 10 (Ox0A

46. 610 08/ 06/ 2002 96
Value (String



SEV=10 AUTHDECODE/ 0 RPT=7 16:45: 46.610 08/ 06/2002 97
76706E75 73657231 vpnuser1l : 0000

<SEV=10 AUTHDECODE/5 RPT=2 16: 45: 46. 610 08/ 06/ 2002 98
Radi us: Type = 5 (0x05) NAS- Port

SEV=10 AUTHDECODE/ 6 RPT=2 16:45:46.610 08/ 06/ 2002 99
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=1 16: 45: 46.610 08/ 06/ 2002 100
Radi us: Val ue (Hex) = 0x41C

SEV=10 AUTHDECODE/ 5 RPT=3 16:45:46.610 08/ 06/ 2002 101
Radi us: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 6 RPT=3 16:45:46.610 08/ 06/ 2002 102
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=2 16: 45: 46.610 08/ 06/ 2002 103
Radi us: Val ue (Hex) = 0x2

SEV=10 AUTHDECODE/ 5 RPT=4 16:45:46.610 08/ 06/ 2002 104
Radi us: Type = 7 (0x07) Franed- Protocol

SEV=10 AUTHDECODE/ 6 RPT=4 16:45:46.610 08/ 06/ 2002 105
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=3 16: 45: 46. 610 08/ 06/ 2002 106
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=5 16:45:46.610 08/ 06/ 2002 107
Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

SEV=10 AUTHDECODE/ 6 RPT=5 16:45:46.610 08/ 06/ 2002 108
(Radi us: Length = 14 (OxOE

SEV=10 AUTHDECODE/ 7 RPT=2 16:45:46.610 08/ 06/ 2002 109
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=8 16:45:46.610 08/ 06/2002 110
3137312E 36392E38 392E3930 171. 69. 89. 90 : 0000

SEV=10 AUTHDECODE/ 5 RPT=6 16:45:46.610 08/ 06/ 2002 111
Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=6 16:45:46.610 08/ 06/ 2002 112
(Radi us: Length = 24 (0x18

SEV=10 AUTHDECODE/ 10 RPT=1 16: 45: 46. 610 08/ 06/ 2002 113
(Radi us: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/ 5 RPT=7 16:45:46.610 08/ 06/ 2002 114
Radi us: Type = 11 (0x0B) Ms- CHAP- Chal | enge

SEV=10 AUTHDECODE/ 6 RPT=7 16:45:46.610 08/ 06/ 2002 115
(Radi us: Length = 18 (0x12

SEV=10 AUTHDECODE/ 7 RPT=3 16:45: 46. 610 08/ 06/ 2002 116
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=9 16:45: 46. 610 08/ 06/2002 117

.; BE14D10D A7EDSBAOO FD2547B9 09563B19  ......... % .V : 0000

SEV=10 AUTHDECODE/ 5 RPT=8 16:45:46.610 08/ 06/2002 118



Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=8 16:45:46.610 08/ 06/ 2002 119
(Radi us: Length = 58 (0x3A

SEV=10 AUTHDECODE/ 10 RPT=2 16: 45: 46.610 08/ 06/ 2002 120
(Radi us: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/ 5 RPT=9 16:45:46.610 08/ 06/ 2002 121
Radi us: Type = 25 (0x19) MsS- CHAP2- Response

SEV=10 AUTHDECODE/ 6 RPT=9 16:45:46.610 08/ 06/ 2002 122
(Radi us: Length = 52 (0x34

SEV=10 AUTHDECODE/ 7 RPT=4 16:45: 46.610 08/ 06/ 2002 123
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=10 16: 45: 46. 610 08/06/2002 124

... 000062B6 A996DD49 62AEOS5FA SAAFFDDA ..b....I'b...Z :0000
S > 96A90000 00000000 00003CA2 O08EAO3C : 0010
.., . ABCF73FB 28E0D156 OAO01D96A AE3BBFB6 ..S.(..V...j 10020

DD42 . B :0030

SEV=10 AUTHDECODE/ 5 RPT=10 16: 45: 46. 620 08/ 06/ 2002 128
Radi us: Type = 4 (0x04) NAS-| P- Address

SEV=10 AUTHDECODE/ 6 RPT=10 16: 45: 46.620 08/ 06/ 2002 129
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 9 RPT=1 16:45: 46.620 08/ 06/ 2002 130
(Radius: Value (IP Address) = 172.16.172. 36 (OxACLO0AC24

SEV=10 AUTHDECODE/ 5 RPT=11 16: 45: 46. 620 08/ 06/ 2002 131
Radi us: Type = 61 (0x3D) NAS-Port-Type

SEV=10 AUTHDECODE/ 6 RPT=11 16: 45: 46. 620 08/ 06/ 2002 132
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=4 16: 45: 46. 620 08/ 06/ 2002 133
Radi us: Val ue (Hex) = 0x5

SEV=8 AUTHDBG 28 RPT=64 16:45:46.620 08/ 06/ 2002 134
(Radi us_Xnt (9aa46fc

SEV=9 AUTHDBG 71 RPT=303 16:45: 46.620 08/ 06/ 2002 135
xmt_cnt =1

SEV=8 AUTHDBGE 30 RPT=64 16:45:46.710 08/ 06/ 2002 136
Radi us_Mat ch(9aa46fc, 5004a10), id = 0x22, rcvd = 0x22

SEV=8 AUTHDBG/63 RPT=303 16:45:46.710 08/06/2002 137
(AUTH_RcvReply(9aad46fc, 0, O

SEV=8 AUTHDBG 31 RPT=128 16:45:46.710 08/ 06/ 2002 138
(Radi us_Decode(5004a10, 42

SEV=13 AUTHDECODE/ 0 RPT=11 16: 45: 46. 710 08/ 06/ 2002 139

....0322002A CCDF6607 AB8B6D51 9B17CFE1l JUtoF o fL o nQ 1 0000
6A11AE2E 1A160000 01370210 00453D36 Jooeoon 7...E=6 :0010
30302056 3D33 48 R=0 V=3 34382052 : 0020

SEV=10 AUTHDECODE/ 1 RPT=2 16:45:46.710 08/ 06/ 2002 142
(Radi us: Code = 3 (0x03



SEV=10 AUTHDECODE/ 2 RPT=2 16:45:46.710 08/ 06/ 2002 143
(Radius: ldentifier = 34 (0x22

SEV=10 AUTHDECODE/ 3 RPT=2 16:45:46.710 08/ 06/ 2002 144
(Radi us: Length = 42 (0x002A

SEV=10 AUTHDECODE/ 4 RPT=2 16: 45: 46. 710 08/ 06/ 2002 145
:Radi us: Vector

SEV=10 AUTHDECODE/ 0 RPT=12 16: 45: 46. 710 08/ 06/ 2002 146
... CCDF6607 AB8B6D51 9B17CFE1 6A11AE2E foo.mQ .. .j 0000

SEV=10 AUTHDECODE/5 RPT=12 16:45:46.710 08/06/2002 147
Radius: Type = 26 (0x1lA) Vendor-Specific

SEV=10 AUTHDECODE/6 RPT=12 16:45:46.710 08/06/2002 148
(Radius: Length = 22 (0x16

SEV=10 AUTHDECODE/10 RPT=3 16:45:46.710 08/06/2002 149
(Radius: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/5 RPT=13 16:45:46.710 08/06/2002 150
Radius: Type = 2 (0x02) MS-CHAP-Error

SEV=10 AUTHDECODE/ 6 RPT=13 16:45:46.710 08/ 06/ 2002 151
(Radi us: Length = 16 (0x10

SEV=10 AUTHDECODE/ 7 RPT=5 16:45:46. 710 08/ 06/ 2002 152
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=13 16: 45: 46. 710 08/ 06/ 2002 153
00453D36 34382052 3D302056 3D33 . E=648 R=0 V=3 :0000

SEV=8 AUTHDBG 29 RPT=64 16:45:46.710 08/ 06/ 2002 154
(Radi us_Rcv(9aa46fc

SEV=8 AUTHDBG 66 RPT=303 16:45:46.710 08/ 06/ 2002 155
(AUTH_Del et eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 74 RPT=303 16:45:46.710 08/ 06/ 2002 156
Reply timer stopped: handl e = 5A0E0016, timestanp = 355274567

SEV=8 AUTHDBG 58 RPT=303 16:45:46. 710 08/ 06/ 2002 157
(AUTH_Cal | back(9aa46fc, 0, O

SEV=3 AUTH/5 RPT=42 171.69.89.90 16:45:46.710 08/06/2002 158

Authentication rejected: Reason = Password expired
= handle = 103, server = 171.69.89.60, user = vpnuserl, domain

SEV=8 AUTHDBG 4 RPT=289 16:45: 46. 710 08/ 06/ 2002 160
(AUTH Get At t r Tabl e(103, 743aa8

SEV=8 AUTHDBG 4 RPT=290 16:45: 46. 710 08/ 06/ 2002 161
(AUTH Get At t r Tabl e(103, 743ad8

SEV=8 AUTHDBG 60 RPT=303 16:45:46.710 08/ 06/ 2002 162
( AUTH_Unbi ndSer ver (9aa46fc, 0, O

SEV=9 AUTHDBG 70 RPT=303 16:45:46. 710 08/ 06/2002 163



Aut h Server 18celad4 has been unbound from ACB 9aa46fc, sessions = 0

SEV=8 AUTHDBG 3 RPT=304 16: 45:50. 480 08/ 06/ 2002 164
(AUTH_Put At tr Tabl e( 103, 742898

SEV=8 AUTHDBG 5 RPT=57 16:45:50. 480 08/ 06/ 2002 165
(AUTH_Aut henti cat e(103, 500a278, 4cad38

SEV=8 AUTHDBG 59 RPT=304 16: 45:50.480 08/ 06/ 2002 166
(AUTH_Bi ndSer ver (9aa46fc, 0, 0

SEV=9 AUTHDBGE 69 RPT=304 16: 45:50.480 08/ 06/ 2002 167
Aut h Server 18celad4 has been bound to ACB 9aa46fc, sessions =1

SEV=8 AUTHDBG 65 RPT=304 16: 45:50.480 08/ 06/ 2002 168
(AUTH_Cr eat eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 72 RPT=304 16: 45:50. 480 08/ 06/ 2002 169
Reply timer created: handle = 5A100016

SEV=8 AUTHDBG 61 RPT=304 16:45:50.480 08/06/2002 170
(AUTH_Bui | dMsg( 9aa46fc, 0, O

SEV=8 AUTHDBG 27 RPT=65 16:45:50.480 08/ 06/ 2002 171
(Radi us_Bui | d(9aa46f c

SEV=8 AUTHDBG 64 RPT=304 16:45:50.480 08/ 06/ 2002 172
(AUTH_St art Ti ner (9aa46fc, 0, 0

SEV=9 AUTHDBG 73 RPT=304 16: 45:50. 480 08/ 06/ 2002 173
Reply timer started: handle = 5A100016, tinmestanp = 355274944, timeout = 4000

SEV=8 AUTHDBG 62 RPT=304 16: 45:50.480 08/ 06/ 2002 174
(AUTH_SndRequest (9aa46fc, 0, 0O

SEV=8 AUTHDBG 31 RPT=129 16: 45: 50. 480 08/ 06/ 2002 175
(Radi us_Decode(9a03ba8, 726

SEV=13 AUTHDECODE/ 0 RPT=14 16: 45: 50. 480 08/06/2002 176

.012302D6 E8317738 275469B7 A7D230C5 L#...Iw8' Ti... 0 10000
.. 50CC8DEO 010A7670 6E757365 72310506 P..... vpnuser1l :0010
................ 0000041C 06060000 00020706 00000001 : 0020
.. 420E3137 312E3639 2E38392E 39301AFF B.171. 69. 89. 90 : 0030
.. 06F90601 000164BF 9A72CBB1 R d..r 00000137 :0040
.. $. FEIF1FFA 7D66A600 45BD9769 DD24BAAF ....}f..E..i :0050
D68FCDF2 BA9F9B2C FABE2BCC 0D66CF62 ....... ,..+..f.b :0060
.. 51F6E280 F37502AD 53E5D6FB 7648C8D7 Q...u..S...vH : 0070
. [ 68CCCOOF D1B186C8 7217E6DB 7E4A55DB4 h....... r...~E :0080
..... EAB2FEOC 2F09C25A 359F4DCA FE15B816 ....l..Z5. M :0090
. 00A0: 5B113D39 1101444C BBES85BE4 7BDD367F [.=9..DL..[.{.6

R (PR 00BO: 145D5786 38A3A8DC 8D07A029 911DC3D8 W8

SEV=10 AUTHDECODE/ 1 RPT=3 16: 45:50. 480 08/ 06/ 2002 188
(Radi us: Code = 1 (0x01

SEV=10 AUTHDECODE/ 2 RPT=3 16: 45: 50. 480 08/ 06/ 2002 189
(Radius: ldentifier = 35 (0x23

SEV=10 AUTHDECODE/ 3 RPT=3 16: 45: 50. 480 08/ 06/ 2002 190
(Radi us: Length = 726 (0x02D6

SEV=10 AUTHDECCODE/ 4 RPT=3 16: 45: 50. 480 08/ 06/ 2002 191
:Radi us: Vector



SEV=10 AUTHDECODE/ 0 RPT=15 16: 45: 50. 480 08/06/2002 192
. E8317738 275469B7 A7D230C5 50CC8DEO .AIw8' Ti...0.P : 0000

SEV=10 AUTHDECODE/ 5 RPT=14 16: 45: 50. 480 08/ 06/ 2002 193
Radi us: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 6 RPT=14 16: 45:50.480 08/ 06/ 2002 194
(Radi us: Length = 10 (O0xO0A

SEV=10 AUTHDECODE/ 7 RPT=6 16:45:50. 480 08/ 06/ 2002 195
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=16 16: 45: 50. 480 08/06/2002 196
76706E75 73657231 vpnuser1l : 0000

SEV=10 AUTHDECODE/ 5 RPT=15 16: 45: 50. 480 08/ 06/ 2002 197
Radi us: Type = 5 (0x05) NAS- Port

SEV=10 AUTHDECODE/ 6 RPT=15 16: 45:50. 480 08/ 06/ 2002 198
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=5 16: 45: 50. 480 08/ 06/ 2002 199
Radi us: Val ue (Hex) = 0x41C

SEV=10 AUTHDECODE/ 5 RPT=16 16: 45:50. 480 08/ 06/ 2002 200
Radi us: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 6 RPT=16 16:45:50.480 08/ 06/ 2002 201
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=6 16: 45:50.480 08/ 06/ 2002 202
Radi us: Val ue (Hex) = 0x2

SEV=10 AUTHDECODE/ 5 RPT=17 16: 45: 50. 480 08/ 06/ 2002 203
Radi us: Type = 7 (0x07) Franed- Protocol

SEV=10 AUTHDECODE/ 6 RPT=17 16:45:50.480 08/ 06/ 2002 204
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=7 16: 45:50. 480 08/ 06/ 2002 205
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=18 16: 45: 50. 480 08/ 06/ 2002 206
Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

SEV=10 AUTHDECODE/ 6 RPT=18 16: 45: 50. 480 08/ 06/ 2002 207
(Radius: Length = 14 (OxOE

SEV=10 AUTHDECODE/ 7 RPT=7 16: 45:50. 480 08/ 06/ 2002 208
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=17 16: 45: 50. 480 08/06/2002 209
3137312E 36392E38 392E3930 171. 69. 89. 90 : 0000

SEV=10 AUTHDECODE/5 RPT=19 16:45:50.480 08/06/2002 210
Radius: Type = 26 (0x1lA) Vendor-Specific

SEV=10 AUTHDECODE/6 RPT=19 16:45:50.480 08/06/2002 211
(Radius: Length = 255 (O0xFF

SEV=10 AUTHDECODE/10 RPT=4 16:45:50.480 08/06/2002 212
(Radius: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/5 RPT=20 16:45:50.480 08/06/2002 213



Radius: Type = 6 (0x06) MS-CHAP-NT-Enc-PW

SEV=10 AUTHDECODE/ 6 RPT=20 16: 45:50.480 08/ 06/ 2002 214
(Radi us: Length = 249 (OxF9

SEV=10 AUTHDECODE/ 7 RPT=8 16: 45: 50. 480 08/ 06/ 2002 215
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=18 16: 45: 50. 480 08/06/2002 216

64BF9A72 CBB1FE1F 1FFA7D66 R« PR }f 06010001 : 0000
........ $. A60045BD 9769DD24 BAAFD68F CDF2BA9F ..E..i :0010
9B2CFABE 2BCC0OD66 CF6251F6 E280F375 syt f.bQ .. u 0020
..... 02AD53E5 D6FB7648 C8D768CC COOFD1B1 ..S...VvH .h : 0030
N A [86C87217 E6DB7E45 5DB4EAB2 FEOC2FO09 ..r...~E : 0040
.. C25A359F 4DCAFE15 B8165B11 3D391101 .Z5.M....[.=9 :0050
. 444CB8E8 5BE47BDD 367F145D 578638A3 DL..[.{.6..]W8 :0060
..... A8DC8D07 A029911D C3D839D6 12880394 cee..)....9 10070
. #. BFCB86DA F5DE706B 616FA285 6BOF2312  ...... pkao. .k :0080
5BA566D2 153D9A88 D970EAA7 EEAE2453 [.f..=..p....$S :0090
.?...00A0: DC28ECC7 COB4F4C4 8BF04712 D68F3FCA B (P G
|..00BO: 89F11100 3FA76070 2EE793E9 4EE10B7C ....?2.7°p....N

SEV=10 AUTHDECODE/5 RPT=21 16:45:50.480 08/06/2002 228
Radius: Type = 26 (0x1lA) Vendor-Specific

SEV=10 AUTHDECODE/6 RPT=21 16:45:50.480 08/06/2002 229
(Radius: Length = 255 (O0xFF

SEV=10 AUTHDECODE/10 RPT=5 16:45:50.480 08/06/2002 230
(Radius: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/5 RPT=22 16:45:50.480 08/06/2002 231
Radius: Type = 6 (0x06) MS-CHAP-NT-Enc-PW

SEV=10 AUTHDECODE/ 6 RPT=22 16:45:50.480 08/ 06/ 2002 232
(Radi us: Length = 249 (OxF9

SEV=10 AUTHDECODE/ 7 RPT=9 16: 45: 50. 480 08/ 06/ 2002 233
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=19 16: 45: 50. 480 08/ 06/2002 234

........ 424D1964 EOFCDAA8 DEO20FCF ....BMd 06010002 : 0000
.141848C6 3080EE8C 098DCBOE C5FD7ADO oHO L z :0010
${771E909B 78C84AA0 89CEAASE D2727D24 wo..x.J...."r :0020
... 67D195F9 85F8602E AABB5548 DOF29BS5E g..... *...UH :0030
.. E16380AF 941D7DCO BD842962 5673BDBD .C....}...)bVs :0040
.. EBB18EBE 271C7BAF 9E52A02F 8AGAAASE ....".{OR/.j :0050
D3E142B7 C60FDCES AECCAF81 7B926351 .Boo O {.cQ :0060
.. 375530C5 F8BFD23C 5E737129 4164C119 7U0. . ..<"sqg)Ad :0070
..... 4BF7C116 4EB4F82C 5FC2639E 2EAB8DD9 K..N.,_.c :0080
............. (.. 8DD129AC 84B21DOF 96E11B94 BBB78214 : 0090
.(.& .00A0: B2CED1D2 1758E20C 8462F884 26C3292E  ..... X...b
. 00B0: D4BAC7F6 7812C981 B5309BE5 509877ES5 oo X .. 0. Pow

SEV=10 AUTHDECODE/5 RPT=23 16:45:50.480 08/06/2002 246
Radius: Type = 26 (0x1lA) Vendor-Specific

SEV=10 AUTHDECODE/6 RPT=23 16:45:50.480 08/06/2002 247
(Radius: Length = 42 (0x2A

SEV=10 AUTHDECODE/10 RPT=6 16:45:50.480 08/06/2002 248
(Radius: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/5 RPT=24 16:45:50.480 08/06/2002 249



Radius: Type = 6 (0x06) MS-CHAP-NT-Enc-PW

SEV=10 AUTHDECODE/ 6 RPT=24 16: 45:50. 480 08/ 06/ 2002 250
(Radi us: Length = 36 (0x24

SEV=10 AUTHDECODE/ 7 RPT=10 16: 45: 50. 480 08/ 06/ 2002 251
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=20 16: 45: 50. 480 08/06/2002 252

, . 47TFD5DOE 1840ACO0A F345102C ....G]..@..E 06010003 : 0000
.. $ED6971DC 1F5CB1D7 609C5101 4724A804 .ig..\.. . QG :0010
9B9C : 0020

SEV=10 AUTHDECODE/ 5 RPT=25 16: 45:50. 480 08/ 06/ 2002 255
Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=25 16:45:50.480 08/ 06/ 2002 256
(Radi us: Length = 24 (0x18

SEV=10 AUTHDECODE/ 10 RPT=7 16: 45: 50. 480 08/ 06/ 2002 257
(Radi us: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/ 5 RPT=26 16:45:50.480 08/ 06/ 2002 258
Radi us: Type = 11 (0x0B) Ms- CHAP- Chal | enge

SEV=10 AUTHDECODE/ 6 RPT=26 16:45:50.480 08/ 06/ 2002 259
(Radi us: Length = 18 (0x12

SEV=10 AUTHDECODE/ 7 RPT=11 16: 45: 50. 480 08/ 06/ 2002 260
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=21 16: 45: 50. 480 08/06/2002 261
... A7129F8C 8F87FA68 3D3DOA73 E7OE3ABO  ....... h==.s :0000

SEV=10 AUTHDECODE/5 RPT=27 16:45:50.480 08/06/2002 262
Radius: Type = 26 (0x1lA) Vendor-Specific

SEV=10 AUTHDECODE/6 RPT=27 16:45:50.480 08/06/2002 263
(Radius: Length = 76 (0x4C

SEV=10 AUTHDECODE/10 RPT=8 16:45:50.480 08/06/2002 264
(Radius: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/5 RPT=28 16:45:50.480 08/06/2002 265
Radius: Type = 27 (0x1B) MS-CHAP2-CPW

SEV=10 AUTHDECODE/ 6 RPT=28 16: 45:50.480 08/ 06/ 2002 266
(Radius: Length = 70 (0x46

SEV=10 AUTHDECODE/ 7 RPT=12 16: 45: 50. 480 08/ 06/ 2002 267
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=22 16: 45: 50. 480 08/06/2002 268

. 07014E5D FC26F8E9 2F90A59B C04963DA ..N.&./....1c :0000
...048662B6 A996DD49 62AEOS5FA SAAFFDDA ..b....Ib...Z :0010
....96A90000 00000000 OOOOEF4A 06BB0405  ........... J :0020
.. AOO3F44A F8B81EO5 B22506A4 6259979C N % . bY :0030

.. 5F510000 _Q :0040

SEV=10 AUTHDECODE/ 5 RPT=29 16: 45:50. 480 08/ 06/ 2002 273
Radi us: Type = 4 (0x04) NAS-| P- Address

SEV=10 AUTHDECODE/ 6 RPT=29 16: 45:50.480 08/ 06/ 2002 274
(Radi us: Length = 6 (0x06



SEV=10 AUTHDECODE/ 9 RPT=2 16: 45:50. 490 08/ 06/ 2002 275
(Radius: Value (IP Address) = 172.16.172. 36 (OxACLO0AC24

SEV=10 AUTHDECODE/ 5 RPT=30 16: 45:50.490 08/ 06/ 2002 276
Radi us: Type = 61 (0x3D) NAS-Port-Type

SEV=10 AUTHDECODE/ 6 RPT=30 16:45:50.490 08/ 06/ 2002 277
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=8 16: 45: 50. 490 08/ 06/ 2002 278
Radi us: Val ue (Hex) = 0x5

SEV=8 AUTHDBG 28 RPT=65 16:45:50.490 08/ 06/ 2002 279
(Radi us_Xnt (9aa46fc

SEV=9 AUTHDBG 71 RPT=304 16:45:50.490 08/ 06/ 2002 280
xmt_cnt =1

SEV=8 AUTHDBGE 30 RPT=65 16: 45:50. 680 08/ 06/ 2002 281
Radi us_Mat ch(9aa46fc, 71e7df4), id = 0x23, rcvd = 0x23

SEV=8 AUTHDBG/63 RPT=304 16:45:50.680 08/06/2002 282
(AUTH_RcvReply(9aad46fc, 0, O

SEV=8 AUTHDBG 31 RPT=130 16:45:50.680 08/ 06/2002 283
(Radi us_Decode( 71e7df 4, 213

SEV=13 AUTHDECODE/ 0 RPT=23 16: 45: 50. 680 08/ 06/ 2002 284

. 022300D5 EF3B5E72 2E31AF7C 7D305207 .#...;”r.1.]}0R :0000
............ 27ADA143 07060000 00010606 00000002 '..C :0010
>AB45593C R 7...EY 01370001 05160000 19204920 :0020
#.oo. . 01C2037B 9CB17432 00000000 00000023 ...{..t2 :0030
. 1A2A0000 01371124 80293506 D58538BE L*...7.$.)5...8 :0040
93D9BB03 17133616 C55D4C6F CE5D8848 ... .. 6..]Lo.].H :0050
82BAB54B DF490416 84271A2A 00000137 oK o 007 20060
. 1024802A F7F3DO30 56008345 580C49D5 .$.*...0V..EX | :0070
.. 414E8B6F 4FABD2EB 65A99BB3 2032E3DB AN.oO ..e... 2 :0080
792C0750 1A330000 01371A2D 01533D33 y,.P.3...7.-.5=3 :0090
00AO0: 37333630 41343233 44384145 42423132 7360A423D8AEBB12
00BO: 33324239 36413545 36433741 45443938 32B96ASE6C7AED98

SEV=10 AUTHDECODE/ 1 RPT=4 16: 45:50.680 08/ 06/ 2002 296
(Radi us: Code = 2 (0x02

SEV=10 AUTHDECODE/ 2 RPT=4 16: 45:50. 680 08/ 06/ 2002 297
(Radius: ldentifier = 35 (0x23

SEV=10 AUTHDECODE/ 3 RPT=4 16: 45:50. 680 08/ 06/ 2002 298
(Radi us: Length = 213 (0x00D5

SEV=10 AUTHDECCODE/ 4 RPT=4 16: 45: 50. 680 08/ 06/ 2002 299
:Radi us: Vector

SEV=10 AUTHDECODE/ 0 RPT=24 16: 45: 50. 680 08/06/2002 300
EF3B5E72 2E31AF7C 7D305207 27ADA143 37r.1.]}0R .. C : 0000

SEV=10 AUTHDECODE/ 5 RPT=31 16:45:50. 680 08/ 06/2002 301
Radi us: Type = 7 (0x07) Franed- Protocol

SEV=10 AUTHDECODE/ 6 RPT=31 16: 45:50. 680 08/ 06/ 2002 302
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=9 16: 45: 50. 680 08/06/2002 303



Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=32 16: 45:50. 680 08/ 06/ 2002 304
Radi us: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 6 RPT=32 16:45:50. 680 08/ 06/ 2002 305
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=10 16: 45: 50.680 08/ 06/ 2002 306
Radi us: Val ue (Hex) = 0x2

SEV=10 AUTHDECODE/ 5 RPT=33 16: 45:50. 680 08/ 06/ 2002 307
Radi us: Type = 25 (0x19) d ass

SEV=10 AUTHDECODE/ 6 RPT=33 16: 45:50. 680 08/ 06/ 2002 308
(Radi us: Length = 32 (0x20

SEV=10 AUTHDECODE/ 7 RPT=13 16: 45: 50. 680 08/ 06/ 2002 309
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=25 16: 45: 50. 680 08/06/2002 310
.. >0001AB45 593001C2 I 7...EY 00000137 49200516 : 0000
#.oo. . 037B9CB1 74320000 00000000 0023 .{..t2 :0010

SEV=10 AUTHDECODE/ 5 RPT=34 16: 45:50. 680 08/ 06/ 2002 312
Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=34 16:45:50. 680 08/ 06/ 2002 313
(Radi us: Length = 42 (0x2A

SEV=10 AUTHDECODE/ 10 RPT=9 16: 45: 50. 680 08/ 06/ 2002 314
(Radi us: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/ 5 RPT=35 16:45:50. 680 08/ 06/ 2002 315
Radi us: Type = 17 (0x11l) Ms- MPPE- Recv- Key

SEV=10 AUTHDECODE/ 6 RPT=35 16:45:50. 680 08/ 06/2002 316
(Radi us: Length = 36 (0x24

SEV=10 AUTHDECODE/ 7 RPT=14 16: 45: 50. 680 08/ 06/ 2002 317
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=26 16: 45: 50. 680 08/06/2002 318

. D58538BE 93D9BB03 17133616 )58, 6 80293506 : 0000
.. C55D4C6F CE5D8848 82BAB54B DF490416 .]JLo.].H ..K 1 :0010
' 8427 :0020

SEV=10 AUTHDECODE/ 5 RPT=36 16:45:50.680 08/ 06/ 2002 321
Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=36 16:45:50.680 08/ 06/ 2002 322
(Radi us: Length = 42 (0x2A

SEV=10 AUTHDECODE/ 10 RPT=10 16: 45:50.680 08/ 06/ 2002 323
(Radi us: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/ 5 RPT=37 16:45:50. 680 08/ 06/ 2002 324
Radi us: Type = 16 (0x10) Ms- MPPE- Send- Key

SEV=10 AUTHDECODE/ 6 RPT=37 16:45:50. 680 08/ 06/ 2002 325
(Radi us: Length = 36 (0x24

SEV=10 AUTHDECODE/ 7 RPT=15 16: 45: 50. 680 08/ 06/ 2002 326
= (Radius: Value (String



SEV=10 AUTHDECODE/ 0 RPT=27 16: 45: 50. 680 08/06/2002 327

802AF7F3 D9305600 8345580C 49D5414E .*...0V..EX.|1.AN : 0000
, 8B6FAFAB D2EB65A9 9BB32032 E3DB792C .00 ..e... 2..y :0010
P. 0750 :0020

SEV=10 AUTHDECODE/ 5 RPT=38 16: 45:50. 680 08/ 06/ 2002 330
Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=38 16: 45:50. 680 08/ 06/ 2002 331
(Radi us: Length = 51 (0x33

SEV=10 AUTHDECODE/10 RPT=11 16:45:50.680 08/06/2002 332
(Radius: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/5 RPT=39 16:45:50.680 08/06/2002 333
Radius: Type = 26 (0x1lA) MS-CHAP2-Success

SEV=10 AUTHDECODE/ 6 RPT=39 16: 45:50. 680 08/ 06/ 2002 334
(Radi us: Length = 45 (0x2D

SEV=10 AUTHDECODE/ 7 RPT=16 16: 45: 50. 680 08/ 06/ 2002 335
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=28 16: 45: 50. 680 08/ 06/ 2002 336

01533D33 37333630 41343233 44384145 . S=37360A423D8AE : 0000
BB1232B96ASE6C7A 36433741 36413545 33324239 42423132 :0010
ED9SE18AE02 453032 45313841 45443938 : 0020

SEV=10 AUTHDECODE/ 5 RPT=40 16:45:50.680 08/ 06/ 2002 339
Radi us: Type = 26 (0x1A) Vendor- Specific

SEV=10 AUTHDECODE/ 6 RPT=40 16:45:50.680 08/ 06/ 2002 340
(Radi us: Length = 14 (OxOE

SEV=10 AUTHDECODE/ 10 RPT=12 16: 45: 50. 680 08/ 06/ 2002 341
(Radi us: Vendor ID = 311 (0x00000137

SEV=10 AUTHDECODE/ 5 RPT=41 16: 45:50. 680 08/ 06/ 2002 342
Radi us: Type = 10 (0x0A) Unknown

SEV=10 AUTHDECODE/ 6 RPT=41 16: 45:50. 680 08/ 06/ 2002 343
(Radi us: Length = 8 (0x08

SEV=8 AUTHDBG 29 RPT=65 16:45:50.680 08/ 06/ 2002 344
(Radi us_Rcv(9aa46fc

SEV=9 AUTHDBG 32 RPT=8 16:45:50. 680 08/ 06/ 2002 345
Radi us: Di scardi ng unknown Vendor Specific Attribute: vid = 311, type = 10

SEV=8 AUTHDBG 66 RPT=304 16:45:50.680 08/ 06/ 2002 346
(AUTH_Del et eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 74 RPT=304 16: 45:50. 680 08/ 06/ 2002 347
Reply timer stopped: handl e = 5A100016, timestanp = 355274964

SEV=8 AUTHDBG 58 RPT=304 16: 45:50. 680 08/ 06/ 2002 348
(AUTH_Cal | back(9aa46fc, 0, O

SEV=6 AUTH/4 RPT=18 171.69.89.90 16:45:50.680 08/06/2002 349
sAuthentication successful: handle = 103, server = 171.69.89.60

user = vpnuserl

SEV=8 AUTHDBGE 3 RPT=305 16: 45:50. 680 08/ 06/ 2002 350



(AUTH_Put At t r Tabl e(103, 19bfc54

SEV=8 AUTHDBG 60 RPT=304 16:45:50.680 08/ 06/2002 351
(AUTH_Unbi ndSer ver (9aa46fc, 0, O

SEV=9 AUTHDBGE 70 RPT=304 16: 45:50. 680 08/ 06/ 2002 352
Aut h Server 18celad4 has been unbound from ACB 9aa46fc, sessions = 0

SEV=8 AUTHDBG 59 RPT=305 16: 45:50. 680 08/ 06/2002 353
(AUTH_Bi ndSer ver (9aa46fc, 0, 0

SEV=9 AUTHDBGE 69 RPT=305 16: 45:50. 680 08/ 06/ 2002 354
Aut h Server 18cdf a4 has been bound to ACB 9aa46fc, sessions =1

SEV=8 AUTHDBG 65 RPT=305 16: 45:50. 680 08/ 06/ 2002 355
(AUTH_Cr eat eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 72 RPT=305 16: 45:50. 680 08/ 06/ 2002 356
Reply timer created: handle = 5A110016

<SEV=8 AUTHDBG 61 RPT=305 16: 45: 50. 680 08/ 06/ 2002 357
<( AUTH_Bui | dvsg(9aa46fc, 0, O

SEV=8 AUTHDBG 64 RPT=305 16: 45:50. 680 08/ 06/2002 358
(AUTH_St art Ti ner (9aa46fc, 0, 0O

SEV=9 AUTHDBG 73 RPT=305 16: 45:50. 680 08/ 06/ 2002 359
Reply timer started: handle = 5A110016, tinestanp = 355274964, tinmeout = 30000

SEV=8 AUTHDBG 62 RPT=305 16: 45:50. 680 08/ 06/2002 360
<( AUTH_SndRequest (9aa46fc, 0, O

SEV=8 AUTHDBG 50 RPT=479 16:45:50.680 08/ 06/2002 361
(I nt DB_Decode(2eal004, 57

SEV=10 AUTHDECODE/ 12 RPT=11 16: 45: 50. 680 08/ 06/ 2002 362
IntDB: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 13 RPT=11 16: 45: 50. 680 08/ 06/ 2002 363
(I'ntDB: Length = 11 (0x0B

SEV=10 AUTHDECODE/ 14 RPT=5 16: 45:50. 680 08/ 06/ 2002 364
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=29 16: 45: 50. 680 08/ 06/ 2002 365
77696E64 6F777375 736572 wi ndowsuser : 0000

SEV=8 AUTHDBG 47 RPT=479 16: 45:50. 680 08/ 06/ 2002 366
(I nt DB_Xmt (9aa46fc

SEV=9 AUTHDBG 71 RPT=305 16:45:50.680 08/ 06/2002 367
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=480 16:45:50. 680 08/ 06/2002 368
(I nt DB_Xmt (9aa46fc

SEV=8 AUTHDBG 49 RPT=240 16:45:50. 780 08/ 06/ 2002 369
(I nt DB_Mat ch(9aa46fc, 62f1lc4c

SEV=8 AUTHDBG 63 RPT=305 16:45:50. 780 08/ 06/ 2002 370
(AUTH_RcvRepl y(9aa46fc, 0, O

SEV=8 AUTHDBG 50 RPT=480 16:45:50.780 08/06/2002 371
(I nt DB_Decode(62f 1c4c, 170



Reply timer stopped:

SEV=10 AUTHDECODE/ 12 RPT=12

16: 45: 50. 780 08/06/2002 372

IntDB: Type = 1 (0x01) User- Nane

SEV=10 AUTHDECODE/ 13 RPT=12

SEV=10 AUTHDECODE/ 14 RPT=6

SEV=10 AUTHDECODE/ 0 RPT=30

77696E64 6F777375 736572

SEV=10 AUTHDECODE/ 12 RPT=13
IntDB: Type =

SEV=10 AUTHDECODE/ 13 RPT=13
SEV=10 AUTHDECODE/ 15 RPT=7
(I nt DB:

SEV=10 AUTHDECODE/ 12 RPT=14
IntDB: Type = 4123 (0x101B)

SEV=10 AUTHDECODE/ 13 RPT=14

SEV=10 AUTHDECODE/ 14 RPT=7

SEV=10 AUTHDECODE/ 0 RPT=31

t est

SEV=10 AUTHDECODE/ 12 RPT=15

4109 (0x100D)

16: 45: 50. 780 08/ 06/ 2002 373
(IntDB: Length = 11 (0x0B

16: 45: 50. 780 08/ 06/ 2002 374
= (IntDB: Value (String

16: 45: 50. 780 08/ 06/ 2002 375
wi ndowsuser : 0000

16: 45: 50. 780 08/ 06/ 2002 376
| PSec- Aut henti cati on

16: 45: 50. 780 08/ 06/ 2002 377
(IntDB: Length = 4 (0x04

16: 45: 50. 780 08/ 06/ 2002 378
Val ue (Integer) = 6 (0x0006

16: 45: 50. 780 08/ 06/ 2002 379
Split-Tunnel - I ncl usi on- Li st

16: 45: 50. 780 08/ 06/ 2002 380
(IntDB: Length = 4 (0x04

16: 45: 50. 780 08/ 06/ 2002 381
= (IntDB: Value (String

16: 45: 50. 780 08/ 06/ 2002 382
74657374 : 0000

16: 45: 50. 780 08/06/2002 383

IntDB: Type = 4151 (0x1037) Split-Tunneling-Policy

SEV=10 AUTHDECODE/ 13 RPT=15
SEV=10 AUTHDECODE/ 15 RPT=8
(I nt DB:

SEV=8 AUTHDBG 48 RPT=240

SEV=8 AUTHDBG 66 RPT=305

(AUTH_Del et eTi ner ( 9aa46f c,

SEV=9 AUTHDBGE 74 RPT=305
handl e =

SEV=8 AUTHDBG 58 RPT=305

SEV=6 AUTH 41 RPT=219 171.69. 89. 90
,Aut henti cati on successful :

SEV=8 AUTHDBGE 3 RPT=306

5A110016,

(AUTH_Cal | back( 9aa46f c,

handl e =

16: 45: 50. 780 08/ 06/ 2002 384
(IntDB: Length = 4 (0x04

16: 45: 50. 780 08/ 06/ 2002 385
Value (Integer) = 1 (0x0001

16: 45: 50. 780 08/ 06/ 2002 386
(I nt DB_Rcv(9aa46fc

16: 45: 50. 780 08/ 06/ 2002 387
0, O

16: 45: 50. 780 08/ 06/ 2002 388
ti mestanp = 355274974

16: 45: 50. 780 08/ 06/2002 389
0, O

16: 45: 50. 780 08/ 06/ 2002 390
103, server = Internal

group = wi ndowsuser

16: 45: 50. 780 08/06/2002 391

(AUTH_Put At t r Tabl e(103, 19bfc54

SEV=8 AUTHDBG 60 RPT=305

( AUTH_Unbi ndSer ver ( 9aa46f c,

16: 45: 50. 780 08/ 06/2002 392
0, O



SEV=9 AUTHDBGE 70 RPT=305 16: 45:50. 780 08/ 06/ 2002 393
Aut h Server 18cdf a4 has been unbound from ACB 9aa46fc, sessions = 0

SEV=8 AUTHDBG 59 RPT=306 16:45:50. 780 08/ 06/ 2002 394
(AUTH_Bi ndSer ver (9aa46fc, 0, 0

SEV=9 AUTHDBGE 69 RPT=306 16:45:50. 780 08/ 06/ 2002 395
Aut h Server 18cdf a4 has been bound to ACB 9aa46fc, sessions =1

SEV=8 AUTHDBG 65 RPT=306 16:45:50. 780 08/ 06/2002 396
(AUTH_Cr eat eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 72 RPT=306 16:45:50. 780 08/ 06/2002 397
Reply timer created: handle = 5A120016

SEV=8 AUTHDBG 61 RPT=306 16:45:50.780 08/ 06/2002 398
(AUTH_Bui | dMsg( 9aa46fc, 0, O

SEV=8 AUTHDBG 64 RPT=306 16:45:50. 780 08/ 06/2002 399
(AUTH_St art Ti ner (9aa46fc, 0, 0O

SEV=9 AUTHDBG 73 RPT=306 16:45:50. 780 08/ 06/2002 400
Reply timer started: handle = 5A120016, tinestanp = 355274974, tinmeout = 30000

SEV=8 AUTHDBG 62 RPT=306 16:45:50. 780 08/ 06/2002 401
(AUTH_SndRequest (9aa46fc, 0, 0O

SEV=8 AUTHDBG 50 RPT=481 16:45:50. 780 08/ 06/ 2002 402
(I nt DB_Decode(2e8aa34, 57

SEV=10 AUTHDECODE/ 12 RPT=16 16:45:50. 780 08/ 06/ 2002 403
IntDB: Type = 1 (0x01) User- Nane

SEV=10 AUTHDECODE/ 13 RPT=16 16:45:50. 780 08/ 06/ 2002 404
(I'ntDB: Length = 11 (0x0B

SEV=10 AUTHDECODE/ 14 RPT=8 16: 45:50. 780 08/ 06/ 2002 405
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=32 16: 45:50. 780 08/ 06/ 2002 406
77696E64 6F777375 736572 wi ndowsuser : 0000

SEV=8 AUTHDBG 47 RPT=481 16:45:50. 780 08/ 06/ 2002 407
(I nt DB_Xmt (9aa46fc

SEV=9 AUTHDBG 71 RPT=306 16:45:50.780 08/ 06/2002 408
xmt_cnt =1

SEV=8 AUTHDBG 47 RPT=482 16:45:50. 780 08/ 06/ 2002 409
(I nt DB_Xmt (9aa46fc

SEV=8 AUTHDBG 49 RPT=241 16: 45:50.880 08/ 06/ 2002 410
(I nt DB_Mat ch(9aa46fc, 62fdla8

SEV=8 AUTHDBG 63 RPT=306 16:45:50.880 08/ 06/2002 411
(AUTH_RcvRepl y(9aa46fc, 0, O

SEV=8 AUTHDBG 50 RPT=482 16: 45:50.880 08/ 06/ 2002 412
(I nt DB_Decode(62fd1a8, 170

SEV=10 AUTHDECODE/ 12 RPT=17 16: 45:50.880 08/ 06/ 2002 413
IntDB: Type = 1 (0x01) User- Name



SEV=10 AUTHDECODE/ 13 RPT=17 16: 45: 50.880 08/ 06/ 2002 414
(IntDB: Length = 11 (0x0B

SEV=10 AUTHDECODE/ 14 RPT=9 16: 45: 50. 880 08/ 06/ 2002 415
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=33 16: 45: 50. 880 08/06/2002 416
77696E64 6F777375 736572 wi ndowsuser : 0000

SEV=10 AUTHDECODE/ 12 RPT=18 16: 45: 50. 880 08/ 06/ 2002 417
IntDB: Type = 4109 (0x100D) | PSec-Authentication

SEV=10 AUTHDECODE/ 13 RPT=18 16: 45: 50. 880 08/ 06/ 2002 418
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=9 16: 45: 50. 880 08/ 06/ 2002 419
(I'ntDB: Value (Integer) = 6 (0x0006

SEV=10 AUTHDECODE/ 12 RPT=19 16: 45: 50. 880 08/ 06/ 2002 420
IntDB: Type = 4123 (0x101B) Split-Tunnel -1 ncl usi on-Li st

SEV=10 AUTHDECODE/ 13 RPT=19 16: 45: 50. 880 08/ 06/ 2002 421
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 14 RPT=10 16: 45:50.880 08/ 06/ 2002 422
= (IntDB: Value (String

SEV=10 AUTHDECODE/ 0 RPT=34 16: 45: 50. 880 08/06/2002 423
t est 74657374 : 0000

SEV=10 AUTHDECODE/ 12 RPT=20 16: 45:50.880 08/ 06/ 2002 424
IntDB: Type = 4151 (0x1037) Split-Tunneling-Policy

SEV=10 AUTHDECODE/ 13 RPT=20 16: 45:50.880 08/ 06/ 2002 425
(IntDB: Length = 4 (0x04

SEV=10 AUTHDECODE/ 15 RPT=10 16: 45:50.880 08/ 06/ 2002 426
(I'ntDB: Value (Integer) = 1 (0x0001

SEV=8 AUTHDBG 48 RPT=241 16: 45:50.880 08/ 06/ 2002 427
(I nt DB_Rcv(9aa46fc

SEV=8 AUTHDBG 66 RPT=306 16:45:50.880 08/ 06/2002 428
(AUTH_Del et eTi nmer (9aa46fc, 0, 0

SEV=9 AUTHDBG 74 RPT=306 16:45:50.880 08/ 06/ 2002 429
Reply timer stopped: handl e = 5A120016, timestanp = 355274984

SEV=8 AUTHDBG 58 RPT=306 16:45:50.880 08/ 06/2002 430
(AUTH_Cal | back(9aa46fc, 0, O

SEV=6 AUTH 41 RPT=220 171.69.89.90 16:45: 50. 880 08/ 06/ 2002 431
,Aut henti cati on successful: handle = 103, server = |nternal
group = wi ndowsuser

SEV=8 AUTHDBG 4 RPT=291 16: 45: 50. 880 08/ 06/ 2002 432
(AUTH Get At t r Tabl e(103, 743aa8

SEV=8 AUTHDBG 4 RPT=292 16: 45: 50. 880 08/ 06/ 2002 433
(AUTH Get At t r Tabl e(103, 743ad8

SEV=8 AUTHDBG 4 RPT=293 16: 45: 50. 880 08/ 06/ 2002 434
(AUTH Get At t r Tabl e(103, 742a30



SEV=8 AUTHDBG 2 RPT=264 16:45:50.880 08/ 06/ 2002 435
(AUTH_Cl ose(103

SEV=4 | KE/ 52 RPT=19 171.69.89.90 16:45:50.880 08/ 06/ 2002 436
[ Goup [w ndowsuser] User [vpnuserl
. User (vpnuserl) authenticated

SEV=8 AUTHDBG 60 RPT=306 16:45:50.880 08/ 06/2002 437
(AUTH_Unbi ndSer ver (9aa46fc, 0, O

SEV=9 AUTHDBGE 70 RPT=306 16:45:50. 880 08/ 06/ 2002 438
Aut h Server 18cdf a4 has been unbound from ACB 9aa46fc, sessions = 0

SEV=8 AUTHDBG 10 RPT=264 16:45:50.880 08/ 06/ 2002 439
(AUTH_I nt _Fr eeAut hCB( 9aa46f c

SEV=7 AUTH 13 RPT=265 16: 45: 50. 880 08/ 06/ 2002 440
Aut henti cati on session closed: handle = 103

SEV=6 | KE/ 130 RPT=30 171.69.89.90 16:45:50.900 08/ 06/ 2002 441
[ Goup [w ndowsuser] User [vpnuserl
Recei ved unsupported transaction node attribute: 5

SEV=4 AUTH 22 RPT=286 16:45:50.930 08/06/2002 443
User vpnuserl connected

SEV=4 | KE/ 119 RPT=23 171.69.89.90 16:45:50.930 08/ 06/ 2002 444
[ Goup [w ndowsuser] User [vpnuserl
PHASE 1 COWVPLETED

SEV=6 | KE/ 121 RPT=23 171.69.89.90 16:45:50.930 08/ 06/ 2002 445
Keep-alive type for this connection: DPD

SEV=5 | KE/ 25 RPT=27 171.69.89.90 16:45:50.930 08/ 06/ 2002 446
[ Goup [w ndowsuser] User [vpnuserl

:Received rempte Proxy Host data in | D Payl oad

Address 10.10.10.1, Protocol 0, Port O

SEV=5 | KE/ 24 RPT=23 171.69.89.90 16:45:50.930 08/ 06/ 2002 449
[ Goup [w ndowsuser] User [vpnuserl

:Received | ocal Proxy Host data in ID Payl oad

Address 172.16.172.36, Protocol 0, Port O

SEV=5 | KE/ 66 RPT=27 171.69.89.90 16:45:50.930 08/ 06/ 2002 452
[ Goup [w ndowsuser] User [vpnuserl
| KE Rermot e Peer configured for SA: ESP- 3DES- MD5

SEV=5 | KE/ 75 RPT=27 171.69.89.90 16:45:50.930 08/ 06/ 2002 454
[ Goup [w ndowsuser] User [vpnuserl
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 seconds

SEV=4 | KE/ 49 RPT=27 171.69.89.90 16:45:50.940 08/ 06/ 2002 456
[ Goup [w ndowsuser] User [vpnuserl
(Security negotiation conplete for User (vpnuserl

Responder, |nbound SPI = 0x36291f3d, CQutbound SPI = 0x07345e3e

SEV=8 AUTHDBG 1 RPT=265 16:45:50.940 08/ 06/ 2002 459
AUTH_Open() returns 104

SEV=7 AUTH 12 RPT=266 16:45:50.940 08/ 06/ 2002 460
Aut henti cati on session opened: handle = 104



SEV=8 AUTHDBG 3 RPT=307 16:45:50. 940 08/ 06/ 2002 461
(AUTH _Put At t r Tabl e(104, 1b3b748

SEV=8 AUTHDBG 7 RPT=31 16:45:50. 940 08/ 06/ 2002 462
(AUTH_Accounting(104, 0, O

SEV=4 | KE/ 120 RPT=27 171.69.89.90 16:45:50.940 08/ 06/ 2002 463
[ Goup [w ndowsuser] User [vpnuserl
(PHASE 2 COWPLETED (nsgi d=ed3clf7c

SEV=8 AUTHDBG 59 RPT=307 16:45:50. 940 08/ 06/ 2002 464
(AUTH_Bi ndSer ver (9a9blec, 0, 0

SEV=9 AUTHDBGE 69 RPT=307 16: 45:50. 940 08/ 06/ 2002 465
Acct Server 1811f a4 has been bound to ACB 9a9blec, sessions =1

SEV=8 AUTHDBG 65 RPT=307 16:45:50. 940 08/ 06/ 2002 466
(AUTH_Cr eat eTi nmer (9a9blec, 0, O

SEV=9 AUTHDBG 72 RPT=307 16:45:50. 940 08/ 06/ 2002 467
Reply timer created: handle = 5A180017

SEV=8 AUTHDBG 61 RPT=307 16:45:50. 940 08/ 06/ 2002 468
(AUTH_Bui | dMsg(9a9blec, 0, O

SEV=8 AUTHDBG 27 RPT=66 16:45:50.940 08/ 06/ 2002 469
(Radi us_Bui | d(9a9blec

SEV=8 AUTHDBG 64 RPT=307 16:45:50. 940 08/ 06/ 2002 470
(AUTH_St art Ti ner (9a9blec, 0, 0

SEV=9 AUTHDBG 73 RPT=307 16:45:50. 940 08/ 06/ 2002 471
Reply timer started: handle = 5A180017, tinmestanp = 355274990, tinmeout = 1000

SEV=8 AUTHDBG 62 RPT=307 16:45:50. 940 08/ 06/ 2002 472
(AUTH_SndRequest (9a9blec, 0, 0

SEV=8 AUTHDBG 31 RPT=131 16:45:50. 940 08/ 06/ 2002 473
(Radi us_Decode( 62f 2324, 140

SEV=13 AUTHDECODE/ 0 RPT=35 16: 45: 50. 940 08/ 06/ 2002 474

.. 043A008C O0A49A1AF C3022A50 B74B0B97 oo . *PoK 20000
.. 887AFEC1 010A7670 6E757365 72310506 .Zz....vpnuserl :0010
................ 0000041C 06060000 00020706 00000001 : 0020
08060A0A 0A011920 49200516 00000137  ....... o 7 :0030
.. 0001AB45 593C01C2 037B9CB1 74320000 .. EBY<o {12 10040
2C0A3345 ... .. #(... .. , . 3E 00000001 00232806 00000000 : 0050
3144420E 3137312E 36392E38 50001DB. 171. 69. 8 35303030 : 0060
..... (.....392E3930 2D060000 00012906 00000000 9.90- :0070
..... =$..... 0406AC10 AC243D06 00000005 :0080

SEV=10 AUTHDECODE/ 1 RPT=5 16:45:50.940 08/ 06/ 2002 483
(Radi us: Code = 4 (0x04

SEV=10 AUTHDECODE/ 2 RPT=5 16: 45:50. 940 08/ 06/ 2002 484
(Radius: ldentifier = 58 (0Ox3A

SEV=10 AUTHDECODE/ 3 RPT=5 16: 45:50. 940 08/ 06/ 2002 485
(Radi us: Length = 140 (0x008C

SEV=10 AUTHDECCODE/ 4 RPT=5 16: 45: 50. 940 08/ 06/ 2002 486
:Radi us: Vector

SEV=10 AUTHDECODE/ 0 RPT=36 16: 45: 50. 940 08/06/2002 487



. 0AA9A1AF C3022A50 B74B0B97 887AFECL oo *PoKL oz 10000

SEV=10 AUTHDECODE/ 5 RPT=42 16:45:50. 940 08/ 06/ 2002 488
Radi us: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 6 RPT=42 16:45:50. 940 08/ 06/ 2002 489
(Radi us: Length = 10 (O0xO0A

SEV=10 AUTHDECODE/ 7 RPT=17 16: 45: 50. 940 08/ 06/ 2002 490
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=37 16: 45: 50. 940 08/06/2002 491
76706E75 73657231 vpnuser1l : 0000

SEV=10 AUTHDECODE/ 5 RPT=43 16: 45: 50. 940 08/ 06/ 2002 492
Radi us: Type = 5 (0x05) NAS- Port

SEV=10 AUTHDECODE/ 6 RPT=43 16:45:50. 940 08/ 06/ 2002 493
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=11 16: 45:50. 940 08/ 06/ 2002 494
Radi us: Val ue (Hex) = 0x41C

SEV=10 AUTHDECODE/ 5 RPT=44 16: 45:50. 940 08/ 06/ 2002 495
Radi us: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 6 RPT=44 16:45:50. 940 08/ 06/ 2002 496
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=12 16: 45: 50. 940 08/ 06/ 2002 497
Radi us: Val ue (Hex) = 0x2

SEV=10 AUTHDECODE/ 5 RPT=45 16: 45:50. 940 08/ 06/ 2002 498
Radi us: Type = 7 (0x07) Franed- Protocol

SEV=10 AUTHDECODE/ 6 RPT=45 16:45:50. 940 08/ 06/ 2002 499
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=13 16: 45: 50. 940 08/ 06/ 2002 500
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=46 16:45:50. 940 08/ 06/ 2002 501
Radi us: Type = 8 (0x08) Franed-| P-Address

SEV=10 AUTHDECODE/ 6 RPT=46 16:45:50. 940 08/ 06/ 2002 502
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 9 RPT=3 16: 45:50. 940 08/ 06/ 2002 503
(Radius: Value (IP Address) = 10.10.10.1 (0x0AO0AOA01

SEV=10 AUTHDECODE/ 5 RPT=47 16: 45:50. 940 08/ 06/ 2002 504
Radi us: Type = 25 (0x19) d ass

SEV=10 AUTHDECODE/ 6 RPT=47 16:45:50. 940 08/ 06/ 2002 505
(Radi us: Length = 32 (0x20

SEV=10 AUTHDECODE/ 7 RPT=18 16: 45: 50. 940 08/ 06/ 2002 506
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=38 16: 45: 50. 940 08/06/2002 507
.>0001AB45 5930C01C2 I 7...EY 00000137 49200516 : 0000
#.oo. . 037B9CB1 74320000 00000000 0023 .{..t2 :0010

SEV=10 AUTHDECODE/ 5 RPT=48 16: 45: 50. 940 08/06/2002 509



Radi us: Type = 40 (0x28) Acct- Status-Type

SEV=10 AUTHDECODE/ 6 RPT=48 16:45:50. 940 08/ 06/ 2002 510
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=14 16: 45:50. 940 08/ 06/ 2002 511
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=49 16: 45:50. 940 08/ 06/ 2002 512
Radi us: Type = 44 (0x2C) Acct-Session-ld

SEV=10 AUTHDECODE/ 6 RPT=49 16: 45:50. 940 08/ 06/ 2002 513
(Radi us: Length = 10 (O0xO0A

SEV=10 AUTHDECODE/ 7 RPT=19 16: 45: 50. 940 08/ 06/ 2002 514
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=39 16: 45: 50. 940 08/ 06/2002 515
3E50001D 30303144 33453530 : 0000

SEV=10 AUTHDECODE/ 5 RPT=50 16:45:50. 940 08/ 06/ 2002 516
Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

SEV=10 AUTHDECODE/ 6 RPT=50 16:45:50.940 08/ 06/ 2002 517
(Radi us: Length = 14 (OxOE

SEV=10 AUTHDECODE/ 7 RPT=20 16: 45:50. 940 08/ 06/ 2002 518
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=40 16: 45: 50. 940 08/ 06/2002 519
3137312E 36392E38 392E3930 171. 69. 89. 90 : 0000

SEV=10 AUTHDECODE/ 5 RPT=51 16: 45:50. 940 08/ 06/ 2002 520
Radi us: Type = 45 (0x2D) Acct-Authentic

SEV=10 AUTHDECODE/ 6 RPT=51 16:45:50. 940 08/ 06/ 2002 521
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=15 16: 45: 50. 940 08/ 06/ 2002 522
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=52 16:45:50. 940 08/ 06/ 2002 523
Radi us: Type = 41 (0x29) Acct-Del ay-Tinme

SEV=10 AUTHDECODE/ 6 RPT=52 16:45:50. 940 08/ 06/ 2002 524
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=16 16: 45:50. 940 08/ 06/ 2002 525
Radi us: Val ue (Hex) = 0xO0

SEV=10 AUTHDECODE/ 5 RPT=53 16: 45:50. 940 08/ 06/ 2002 526
Radi us: Type = 4 (0x04) NAS-I| P- Address

SEV=10 AUTHDECODE/ 6 RPT=53 16:45:50. 940 08/ 06/ 2002 527
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 9 RPT=4 16: 45:50. 940 08/ 06/ 2002 528
(Radius: Value (IP Address) = 172.16.172. 36 (OxACLO0AC24

SEV=10 AUTHDECODE/ 5 RPT=54 16: 45:50. 940 08/ 06/ 2002 529
Radi us: Type = 61 (0x3D) NAS-Port-Type

SEV=10 AUTHDECODE/ 6 RPT=54 16:45:50. 940 08/ 06/ 2002 530
(Radi us: Length = 6 (0x06



SEV=10 AUTHDECODE/ 11 RPT=17 16: 45:50. 940 08/ 06/ 2002 531
Radi us: Val ue (Hex) = 0x5

SEV=8 AUTHDBG 28 RPT=66 16:45:50.940 08/ 06/ 2002 532
(Radi us_Xnt (9a9blec

SEV=9 AUTHDBG 71 RPT=307 16:45:50. 940 08/ 06/ 2002 533
xmt_cnt =1

SEV=8 AUTHDBGE 30 RPT=66 16:45:51. 040 08/ 06/ 2002 534
Radi us_Mat ch(9a9blec, 500aacc), id = Ox3A, rcvd = Ox3A

SEV=8 AUTHDBG 63 RPT=307 16:45:51. 040 08/ 06/ 2002 535
(AUTH_RcvRepl y(9a9blec, 0, O

SEV=8 AUTHDBG 31 RPT=132 16:45:51. 040 08/ 06/ 2002 536
(Radi us_Decode(500aacc, 20

SEV=13 AUTHDECODE/ 0 RPT=41 16: 45:51. 040 08/06/2002 537
...].& 053A0014 7DE07642 671D26FA 5B2E1904 ....}.vBg :0000
.2, 943FA41A : 0010

SEV=10 AUTHDECODE/ 1 RPT=6 16:45:51.040 08/ 06/ 2002 539
(Radi us: Code = 5 (0x05

SEV=10 AUTHDECODE/ 2 RPT=6 16:45:51. 040 08/ 06/ 2002 540
(Radius: ldentifier = 58 (0Ox3A

SEV=10 AUTHDECODE/ 3 RPT=6 16:45:51.040 08/ 06/ 2002 541
(Radi us: Length = 20 (0x0014

SEV=10 AUTHDECODE/ 4 RPT=6 16:45:51. 040 08/ 06/ 2002 542
:Radi us: Vector

SEV=10 AUTHDECODE/ 0 RPT=42 16:45:51. 040 08/06/2002 543
..?....].& 7DEO7642 671D26FA 5B2E1904 943FA41A }.vBg : 0000

SEV=8 AUTHDBG 29 RPT=66 16:45:51.040 08/ 06/ 2002 544
(Radi us_Rcv(9a9blec

SEV=8 AUTHDBG 66 RPT=307 16:45:51. 040 08/ 06/ 2002 545
(AUTH_Del et eTi mer (9a9blec, 0, 0

SEV=9 AUTHDBG 74 RPT=307 16:45:51. 040 08/ 06/ 2002 546
Reply timer stopped: handl e = 5A180017, timestanp = 355275000

SEV=8 AUTHDBG 58 RPT=307 16:45:51. 040 08/ 06/ 2002 547
(AUTH_Cal | back(9a9blec, 0, O

SEV=6 AUTH 10 RPT=31 171.69.89.90 16:45:51. 040 08/ 06/ 2002 548
Accounting successful: handle = 104, server = 171.69.89. 154, user = vpnuserl

SEV=8 AUTHDBG 2 RPT=265 16:45:51. 040 08/ 06/ 2002 549
(AUTH_Cl ose(104

SEV=8 AUTHDBG 60 RPT=307 16:45:51. 040 08/ 06/ 2002 550
( AUTH_Unbi ndSer ver (9a9blec, 0, O
SEV=9 AUTHDBG 70 RPT=307 16:45:51. 040 08/ 06/ 2002 551

Acct Server 1811f a4 has been unbound from ACB 9a9blec, sessions = 0

SEV=8 AUTHDBG 10 RPT=265 16:45:51. 040 08/ 06/2002 552



(AUTH_I nt _Fr eeAut hCB(9a9blec

SEV=7 AUTH 13 RPT=266 16: 45:51. 040 08/ 06/ 2002 553
Aut henti cati on session closed: handle = 104

SEV=5 | KE/ 50 RPT=37 171.69.89.90 16:45:54.890 08/ 06/2002 554
[ Goup [w ndowsuser] User [vpnuserl

(Connection term nated for peer vpnuserl (Peer Term nate
Renmot e Proxy 10.10.10.1, Local Proxy 172.16.172. 36

SEV=8 AUTHDBG 1 RPT=266 16:45:54.890 08/ 06/ 2002 557
AUTH_Open() returns 105

SEV=7 AUTH 12 RPT=267 16:45:54.890 08/ 06/ 2002 558
Aut henti cati on session opened: handle = 105

SEV=8 AUTHDBG 3 RPT=308 16:45: 54. 890 08/ 06/ 2002 559
(AUTH_Put At t r Tabl e( 105, 1b3b730

SEV=8 AUTHDBG 7 RPT=32 16:45:54.890 08/ 06/ 2002 560
(AUTH_Accounting(105, 0, O

SEV=4 AUTH 28 RPT=23 171.69.89.90 16:45:54.890 08/ 06/2002 561
:User [vpnuserl1] disconnected

Duration: 0:00:03

Bytes xnt: O

Bytes rcv: O

Reason: User Requested

SEV=8 AUTHDBG 59 RPT=308 16: 45: 54.890 08/ 06/ 2002 563
(AUTH_Bi ndSer ver (9a043f0, 0, O

SEV=9 AUTHDBGE 69 RPT=308 16: 45:54. 890 08/ 06/ 2002 564
Acct Server 1811f a4 has been bound to ACB 9a043f0, sessions =1

SEV=8 AUTHDBG 65 RPT=308 16: 45:54.890 08/ 06/ 2002 565
(AUTH_Cr eat eTi ner (9a043f0, 0, O

SEV=9 AUTHDBG 72 RPT=308 16: 45: 54.890 08/ 06/ 2002 566
Reply timer created: handle = 5A19001B

SEV=8 AUTHDBG 61 RPT=308 16: 45: 54. 890 08/ 06/ 2002 567
(AUTH_Bui | dMsg(9a043f0, 0, 0

SEV=8 AUTHDBG 27 RPT=67 16:45:54.890 08/ 06/ 2002 568
(Radi us_Bui | d(9a043f0

SEV=8 AUTHDBG 64 RPT=308 16: 45: 54.890 08/ 06/ 2002 569
(AUTH_St art Ti ner (9a043f0, 0, 0O

SEV=9 AUTHDBG 73 RPT=308 16: 45: 54.890 08/ 06/ 2002 570
Reply timer started: handle = 5A19001B, tinmestanp = 355275385, tinmeout = 1000

SEV=8 AUTHDBG 62 RPT=308 16: 45: 54.890 08/ 06/ 2002 571
(AUTH_SndRequest (9a043f0, 0, O

SEV=8 AUTHDBG 31 RPT=133 16: 45: 54.890 08/ 06/ 2002 572
(Radi us_Decode(630894c, 176

SEV=13 AUTHDECODE/ 0 RPT=43 16: 45: 54. 890 08/ 06/2002 573
+#043B00B0 295505F0 864A0A1F 6345232B .;..)U ..J..cE :0000
.. 81D315E5 010A7670 6E757365 72310506  ...... vpnuser1l :0010
................ 0000041C 06060000 00020706 00000001 : 0020
08060A0A 0A011920 49200516 00000137  ....... o 7 :0030



.. 0001AB45 593C01C2 037B9CB1 74320000 .. EBY<o {12 10040
e YH#. L. 2A060000 00000002 00232806 00000000 : 0050
00002B06 00000000 2C0A3345 35303030 N , . 3E5000 : 0060
. 31442E06 00000004 2F060000 00003006 1D. ... .. [ .. 0 :0070
. 0001420E 3137312E P B.171 31060000 00000000 : 0080
N G 36392E38 392E3930 2D060000 00012906 69. 89. 90- :0090
..... =$. .. 00AO0: 00000000 0406AC10 AC243D06 00000005

SEV=10 AUTHDECODE/ 1 RPT=7 16:45:54.890 08/ 06/ 2002 584
(Radi us: Code = 4 (0x04

SEV=10 AUTHDECODE/ 2 RPT=7 16:45:54.890 08/ 06/ 2002 585
(Radius: ldentifier = 59 (0x3B

SEV=10 AUTHDECODE/ 3 RPT=7 16:45:54.890 08/ 06/ 2002 586
(Radi us: Length = 176 (0x00BO

SEV=10 AUTHDECCODE/ 4 RPT=7 16: 45: 54.890 08/ 06/ 2002 587
:Radi us: Vector

SEV=10 AUTHDECODE/ 0 RPT=44 16: 45: 54.890 08/06/2002 588
....+#295505F0 864A0A1F 6345232B 81D315E5 )U...J..cE :0000

SEV=10 AUTHDECODE/ 5 RPT=55 16:45:54.890 08/ 06/ 2002 589
Radi us: Type = 1 (0x01) User- Name

SEV=10 AUTHDECODE/ 6 RPT=55 16:45:54.890 08/ 06/ 2002 590
(Radi us: Length = 10 (O0xO0A

SEV=10 AUTHDECODE/ 7 RPT=21 16: 45:54.890 08/ 06/ 2002 591
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=45 16: 45: 54. 890 08/06/2002 592
76706E75 73657231 vpnuser1l : 0000

SEV=10 AUTHDECODE/ 5 RPT=56 16:45:54.900 08/ 06/ 2002 593
Radi us: Type = 5 (0x05) NAS- Port

SEV=10 AUTHDECODE/ 6 RPT=56 16:45:54.900 08/ 06/ 2002 594
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=18 16: 45: 54. 900 08/ 06/ 2002 595
Radi us: Val ue (Hex) = 0x41C

SEV=10 AUTHDECODE/ 5 RPT=57 16:45:54. 900 08/ 06/ 2002 596
Radi us: Type = 6 (0x06) Service-Type

SEV=10 AUTHDECODE/ 6 RPT=57 16:45:54.900 08/ 06/ 2002 597
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=19 16: 45: 54. 900 08/ 06/ 2002 598
Radi us: Val ue (Hex) = 0x2

SEV=10 AUTHDECODE/ 5 RPT=58 16: 45:54. 900 08/ 06/ 2002 599
Radi us: Type = 7 (0x07) Framed- Protoco

SEV=10 AUTHDECODE/ 6 RPT=58 16: 45:54. 900 08/ 06/ 2002 600
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=20 16: 45:54.900 08/ 06/ 2002 601
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=59 16:45:54. 900 08/ 06/ 2002 602
Radi us: Type = 8 (0x08) Franed-| P-Address



SEV=10 AUTHDECODE/ 6 RPT=59 16:45:54.900 08/ 06/ 2002 603
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 9 RPT=5 16: 45:54. 900 08/ 06/ 2002 604
(Radius: Value (I P Address) = 10.10.10.1 (0x0AO0AOA01

SEV=10 AUTHDECODE/ 5 RPT=60 16:45:54.900 08/ 06/ 2002 605
Radi us: Type = 25 (0x19) d ass

SEV=10 AUTHDECODE/ 6 RPT=60 16:45:54.900 08/ 06/ 2002 606
(Radi us: Length = 32 (0x20

SEV=10 AUTHDECODE/ 7 RPT=22 16: 45: 54. 900 08/ 06/ 2002 607
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=46 16: 45: 54. 900 08/06/2002 608

<..>0001AB45 593001C2 I 7...EY 00000137 49200516 : 0000

#.oo. . 037B9CB1 74320000 00000000 0023 .{..t2 :0010

SEV=10 AUTHDECODE/ 5 RPT=61 16: 45:54. 900 08/ 06/ 2002 610
Radi us: Type = 40 (0x28) Acct- Status-Type

SEV=10 AUTHDECODE/ 6 RPT=61 16:45:54.900 08/ 06/ 2002 611
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=21 16: 45:54.900 08/ 06/ 2002 612
Radi us: Val ue (Hex) = 0x2

SEV=10 AUTHDECODE/ 5 RPT=62 16: 45:54. 900 08/ 06/ 2002 613
Radi us: Type = 42 (0x2A) Acct-Ilnput-Cctets

SEV=10 AUTHDECODE/ 6 RPT=62 16:45:54. 900 08/ 06/ 2002 614
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=22 16:45:54.900 08/ 06/ 2002 615
Radi us: Val ue (Hex) = 0x0

SEV=10 AUTHDECODE/ 5 RPT=63 16: 45:54. 900 08/ 06/ 2002 616
Radi us: Type = 43 (0x2B) Acct-Qutput-Cctets

SEV=10 AUTHDECODE/ 6 RPT=63 16:45:54. 900 08/ 06/ 2002 617
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=23 16: 45:54. 900 08/ 06/ 2002 618
Radi us: Val ue (Hex) = 0x0

SEV=10 AUTHDECODE/ 5 RPT=64 16:45:54.900 08/ 06/ 2002 619
Radi us: Type = 44 (0x2C) Acct-Session-ld

SEV=10 AUTHDECODE/ 6 RPT=64 16:45:54.900 08/ 06/ 2002 620
(Radi us: Length = 10 (O0xO0A

SEV=10 AUTHDECODE/ 7 RPT=23 16: 45: 54. 900 08/ 06/ 2002 621
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=47 16: 45: 54. 900 08/06/2002 622
3E50001D 30303144 33453530 : 0000

SEV=10 AUTHDECODE/ 5 RPT=65 16: 45: 54. 900 08/ 06/ 2002 623
Radi us: Type = 46 (0x2E) Acct- Session-Tinme

SEV=10 AUTHDECODE/ 6 RPT=65 16: 45:54. 900 08/ 06/ 2002 624
(Radi us: Length = 6 (0x06



SEV=10 AUTHDECODE/ 11 RPT=24 16:45:54.900 08/ 06/ 2002 625
Radi us: Val ue (Hex) = 0x4

SEV=10 AUTHDECODE/ 5 RPT=66 16:45:54.900 08/ 06/ 2002 626
Radi us: Type = 47 (0x2F) Acct-| nput-Packets

SEV=10 AUTHDECODE/ 6 RPT=66 16:45:54.900 08/ 06/ 2002 627
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=25 16: 45:54. 900 08/ 06/ 2002 628
Radi us: Val ue (Hex) = 0xO0

SEV=10 AUTHDECODE/ 5 RPT=67 16:45:54.900 08/ 06/ 2002 629
Radi us: Type = 48 (0x30) Acct- Qutput-Packets

SEV=10 AUTHDECODE/ 6 RPT=67 16:45:54.900 08/ 06/ 2002 630
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=26 16:45:54.900 08/ 06/ 2002 631
Radi us: Val ue (Hex) = 0xO0

SEV=10 AUTHDECODE/ 5 RPT=68 16:45:54. 900 08/ 06/ 2002 632
Radi us: Type = 49 (0x31) Acct-Term nate-Cause

SEV=10 AUTHDECODE/ 6 RPT=68 16:45:54. 900 08/ 06/ 2002 633
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=27 16:45:54.900 08/ 06/ 2002 634
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=69 16: 45:54. 900 08/ 06/ 2002 635
Radi us: Type = 66 (0x42) Tunnel -d i ent-Endpoi nt

SEV=10 AUTHDECODE/ 6 RPT=69 16:45:54. 900 08/ 06/ 2002 636
(Radi us: Length = 14 (OxOE

SEV=10 AUTHDECODE/ 7 RPT=24 16: 45: 54. 900 08/ 06/ 2002 637
= (Radius: Value (String

SEV=10 AUTHDECODE/ 0 RPT=48 16: 45: 54. 900 08/06/2002 638
3137312E 36392E38 392E3930 171. 69. 89. 90 : 0000

SEV=10 AUTHDECODE/ 5 RPT=70 16:45:54.900 08/ 06/ 2002 639
Radi us: Type = 45 (0x2D) Acct-Authentic

SEV=10 AUTHDECODE/ 6 RPT=70 16:45:54.900 08/ 06/ 2002 640
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=28 16: 45:54. 900 08/ 06/ 2002 641
Radi us: Val ue (Hex) = 0x1

SEV=10 AUTHDECODE/ 5 RPT=71 16:45:54.900 08/ 06/ 2002 642
Radi us: Type = 41 (0x29) Acct-Delay-Tinme

SEV=10 AUTHDECODE/ 6 RPT=71 16:45:54. 900 08/ 06/ 2002 643
>(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=29 16: 45:54.900 08/ 06/ 2002 644
Radi us: Val ue (Hex) = 0x0

SEV=10 AUTHDECODE/ 5 RPT=72 16:45:54.900 08/ 06/ 2002 645
Radi us: Type = 4 (0x04) NAS-| P- Address



SEV=10 AUTHDECODE/ 6 RPT=72 16:45:54.900 08/ 06/ 2002 646
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 9 RPT=6 16:45:54.900 08/ 06/ 2002 647
(Radius: Value (IP Address) = 172.16.172. 36 (OxACLO0AC24

SEV=10 AUTHDECODE/ 5 RPT=73 16:45:54. 900 08/ 06/ 2002 648
Radi us: Type = 61 (0x3D) NAS-Port-Type

SEV=10 AUTHDECODE/ 6 RPT=73 16:45:54. 900 08/ 06/ 2002 649
(Radi us: Length = 6 (0x06

SEV=10 AUTHDECODE/ 11 RPT=30 16: 45:54.900 08/ 06/ 2002 650
Radi us: Val ue (Hex) = 0x5

SEV=8 AUTHDBG 28 RPT=67 16:45:54.900 08/ 06/ 2002 651
(Radi us_Xnt (9a043f0

SEV=9 AUTHDBG 71 RPT=308 16:45:54.900 08/ 06/ 2002 652
xmt_cnt =1

SEV=6 | KE/ 38 RPT=31 171.69.89.90 16:45: 54. 900 08/ 06/ 2002 653
(Header invalid, mssing SA payload! (next payload = 8

SEV=8 AUTHDBGE 30 RPT=67 16: 45:54. 990 08/ 06/ 2002 654
Radi us_Mat ch(9a043f 0, 5009d58), id = 0x3B, rcvd = 0x3B

SEV=8 AUTHDBG 63 RPT=308 16: 45: 54. 990 08/ 06/ 2002 655
(AUTH_RcvRepl y(9a043f0, 0, O

SEV=8 AUTHDBG 31 RPT=134 16:45:54.990 08/ 06/ 2002 656
(Radi us_Decode(5009d58, 20

SEV=13 AUTHDECODE/ 0 RPT=49 16: 45: 54. 990 08/ 06/2002 657
@53B0014 A7C83B83 2EA5C679 FBOB4540 .y -e..3....y..E 10000
... 4F1A83EB O : 0010

SEV=10 AUTHDECODE/ 1 RPT=8 16:45:54.990 08/ 06/ 2002 659
(Radi us: Code = 5 (0x05

SEV=10 AUTHDECODE/ 2 RPT=8 16: 45:54. 990 08/ 06/ 2002 660
(Radius: ldentifier = 59 (0x3B

SEV=10 AUTHDECODE/ 3 RPT=8 16: 45:54.990 08/ 06/ 2002 661
(Radi us: Length = 20 (0x0014

SEV=10 AUTHDECCODE/ 4 RPT=8 16: 45: 54. 990 08/ 06/ 2002 662
:Radi us: Vector

SEV=10 AUTHDECODE/ 0 RPT=50 16: 45: 54. 990 08/06/2002 663
... A7C83B83 2EA5C679 FB0B4540 4F1A83EB ..;....y..E@ :0000

SEV=8 AUTHDBG 29 RPT=67 16:45:54.990 08/ 06/ 2002 664
(Radi us_Rcv(9a043f0

SEV=8 AUTHDBG 66 RPT=308 16:45:54.990 08/ 06/ 2002 665
(AUTH_Del et eTi mer (9a043f0, 0, O

SEV=9 AUTHDBG 74 RPT=308 16: 45: 54. 990 08/ 06/ 2002 666
Reply timer stopped: handl e = 5A19001B, timestanp = 355275395

SEV=8 AUTHDBG 58 RPT=308 16: 45: 54. 990 08/ 06/ 2002 667
(AUTH_Cal | back(9a043f0, 0, 0



SEV=6 AUTH 10 RPT=32 171.69.89.90 16:45:54.990 08/ 06/ 2002 668
Accounting successful: handle = 105, server = 171.69. 89. 154, user = vpnuserl

SEV=8 AUTHDBG 2 RPT=266 16:45:54.990 08/ 06/ 2002 669
(AUTH_Cl ose( 105

SEV=8 AUTHDBG 60 RPT=308 16:45:54.990 08/ 06/ 2002 670
(AUTH_Unbi ndSer ver (9a043f0, 0, O

SEV=9 AUTHDBGE 70 RPT=308 16: 45:54. 990 08/ 06/ 2002 671
Acct Server 1811f a4 has been unbound from ACB 9a043f0, sessions = 0

SEV=8 AUTHDBG 10 RPT=266 16:45:54.990 08/ 06/ 2002 672
(AUTH_I nt _Fr eeAut hCB(9a043f 0

SEV=7 AUTH 13 RPT=267 16: 45:54. 990 08/ 06/ 2002 673
Aut henti cati on session closed: handle = 105

do olbd ol
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