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Allow access if dial-in permission is EI'I-Elh: ed b

Settings

Palicy name: Bllow access F dialin permizzion iz enabled

Specify the conditions to match:

D ay-And-Time-Bestrictions matches "Sun 00:00-24:00; Mon 00:00-24:00;

d | 2

sdd. | Remove | Edt.

—If a uzer matches the conditions
% Grant remote acces: permission
™ Deny remote access permission

Aocess will be granted with the prafile you specify, unless access
iz overmidden on a per-user basis.
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test Properties : it 2| x|

General Meml:uerl:lf] Profile  D'iakin l

Remote Access Pemizsion [Dialkin or YN
" Allow access
" Deny access

" Control access through Remote Access Palicy

[ Verify Caller-ID:
Callback Optionz

(* Mo Calback
(™ Set by Caller [Fouting and Femote Access Service anly)

(™ Alwaps Callback to:

[ Azzign a Static IP Address

[ Apply Static Routes

Define routes to enable for this Dialin e e |
connechion.

UK Cancel I
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Save Needeidls

This section lets you configure parameters for servers that authenticate users

Tou should have a properly configured BEATTITS, HT Domean, SCT or Ferberos/Actre Directory server to access, or you
can confgure the internal server and add users to the internal database.

Click the Add butten to add a server, or select a server and click Modify, Delete, Move, or Test

Authentication
Bervers Artions
— Emity — Add
Modify |
Dalets
Mowe Lip

caanll punl 91 IP Glsic = d@83Lanll p35RADIUS = o313l goi.5lac] dlac 13D JSuing Laiay daladls 2
L9 8 sglazdl L9 59200l awis = o3| w(default=1645=0) 0 = p3LxJI 3aio(RADIUS (IAS el

2315 1eSs e 39>0all pudll
RADIUS

Configuration | System | Servers | Authentication | Add

Clonfigure and add a user authenhcahon server.

Selecting Mtermal Server will let your add uszers to the intemal user
Server Type |RADIUE | database. I you are using BADITE authenncation or do nob requoe an
addhonal authonzaton check, do not configure an avthonzation server.

Authentication |mirud|u5.|:|:|rnpurr5r.|:l:|m Enter [F address or hostname.
Server
Used For | Llsar Authentication j Select the operation(s) for which this FADTTS server wnll be used
Server Port |IZI Enrer 0 for defaudt port (16457,
T ivoe ot |=1 Eriter the tineout for thag server (seconds).
Betries IE Enter the mumber of retnies for this server
Server Secrot [sesssses Eniker the BADIUS server secret.
Yerify |nnnn| E.e-enter the secret

[ 2dd | cancel |

i )bl oSl | ol a9LoY adlio] 35 il .3
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Confpure and add a user authenticanon server.

Server Type | Intamal Sarver j Selechng fnfersmal Server wil let you add users to the mternal user databasze.

Agply I Cancel |

steps in order to 13® cuslVPN.PPTP Jioc oaiwol 9l PPTP _oasiual VPN S50 (08 pd .5
il doMe 899 iy bl dcgaze < pasiuall )] < eSS i3I PPTP (oasima) il
85020 ©Y9S9i9 5 pud L8 5,3V ddslanll V9599 Az 2llg MSCHAPV2 ,i31.PPTP/L2TP
PPTP

guration | User Management | Base Group

General | IPSec | Client Config | Client FW | HAf Client " FPTELZTF | WebWPH | NAC

FPTF/L2TP Parameters
Atrtribute Valoe Description
Tse Client Address| ™ Check to accept and uze an IF address recenred from the clisnt
M EAD
FPTP|IC CHAF Check the avthenhicabon protocols allewed. Eefer to the onhne help for

Aunthentication| [~ S CHAPY] authentication protocol dependencies. Tnchecking @il options means that
Protocols| & pLSCHADYD mo anthentication is required.

[T EAE Proay

™ Bequred

FPTY Encryption| [ Eeoqure Stateless |Select the alowed encryption methods for FETE connections for this group.

W 40kt [ 128-bat

FPTP Compression| [~ Check to enable MEPPC compression for PFTE comnechions for thes group.
I BAFR
L2TP| & CHAF Check the authenncation protocols allowed Eefer to the online help for

Authentication| & KMECHARY] authenhcation protocel dependencies. Unchecking aff options means that
Protocols| ™ MESCHAR? no authenbication is required.

I EAF Proay
I Becquired

L2TP Encryption| I Eequire Stateless |Select the allowed encryption retheds B LT connecnons Bor thiz grog.
M 40-kit ¥ 128-bit
L2TP Compression| ™ Check to enable MFFC compression for LETF commechions for this group

| Apply I Cancel I
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Configuration | User Management | Groups
Save Neededfs

This section lets you configure groups. A group 13 2 collechon of users treated as a sngle enhby

Chele the Add Group bulton to add a group, or select a proup and chek Dolete Group or Modify Group. To modify
other group parameters, select a group and click the appropnate button,

Artions Cmrent Groups Modify

—Empty — Autherticetion Serers

Authorization Saners

|

|

T I Accounting Semners |
Pre— I Addrass Poolz I
Client Updaie I

Delete Group I Bandwidih Assignment I

WWakivPH Sarvers and URLs |
\WabPN Part Forwarding |

aalSg (IPsecUsers (JloJl Juw _dc) dcgazo puwl LS|
290

This section Itz you add a group. Check: the Inherit? box to set a field that you want to default to the base group vahie
Tncheck the Inherit? box and enter a new wahie to override base group values.

Identity | General | IPSec | Client Config | Client FW | HW Client | PPTR/LZTP | WebWPN | NAC
Ldentity Parammeters
Attribute Value Description

Enter a wrique hame for the group

Enter the password for the group.

I—j' Extersal groups are configured on an extemal authentication serrer (e.g, EADITTS).
cor [ Iniernal groups are configured on the VFIT 3000 Concentrator's Intemal Database.

Wenfy the group's passwaord,

add | cancel |
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Configuration | Administration | Monitoring

I | il‘:-l:h’:l'i'i' as needed -
Remote Access Parameters
Group Lock| ™ ¥  |Lock weers inbo ths groug.
Zelect the auhentication methad for members
Authentication|| RADILS j ™ Jof this group, Thes paremeter does not apply
to Indivddual TTser Authentication.

If members of thes group need authonzation in
addihon to authentication, select an

STy T I]:h"ll:“'l'&' "’E ¥ lasthorzaton methed. IEvou confipure this
ype held, sou st also conhmure an
Autherizanon Jerver,
humnm_nun C W  |Check to require successful authonzation.
Required
For certificate -based users, select the subject
. Diztinguizhed Iame (DI field that is wsed as
il |
DN Tield | Chcthersce OU ﬂ = the uzemame. Thes feld 1= used for user
Authonzaton,
celect the methed of [P Compresaon ber
IPC |M - [¥ .
amip | Hane mermbers of this group.
Reanthentication Check to reaithenticate the uzer on an IEE
C [+
on Rekey (Phaze-1) rekey

Tt oo cdmrre TTENT Tt mm e mdivne b hd
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SECURE DESKTOP for WEBVPN

This computer does not match any location.
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