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Configuration | User Management | Base Group
General | IPSec * Client Confly | Client FW | HW Cliem ~ PPTP/L2TP

PPTP/L2TP Parametiers
Antribute W alae Description
Use Clhent Address| [ Checle bo accept and use an [P address recerved from the chent.
W PAF
. .. |k CHAP Checl: the authenncation pretecols alowed, Eefer to the anline help fer
Lt ﬁm;:;:::{: F WSCHAT1 authenncation pretecel deppendemies. Unchecking ¢f options ians that ra
M aSCHAPY?  |authentication is reguired.
T EAF Proxy
I Required

PPTF Encryption| [ Eequre Statelesz |Select the allowed encreption methods for FFTE connections for this group
F ai-bit # 128-kae
PPTP Compression| ™ Checlz to enable MPPC compression for FETF connsctions for this group.

23 wubdsd > uble > 9osdedle IleLold IJudds > PPTP geids o ppdy sdau3.
Oz Low.

Configuration | System | Tunneling Protocols | PPTP

This section lets you confipure system-wade PPTP (Pomt-to-Pomnt Tunnelng Protocol) eptions.
& Chzablng PPTP wall termunate any active PPTP sessions.

Enabled

Maximum Tunnel ldle I'-"-— seconds

Time

Packet Window Size |IE packets

Limit Transmit to - Check to hmit the transmatted packets based on the peer's
Window receive window

Max. Tunnels |0 Enter 0 for unlrmited tannels.
Max. Sessions/Tunnel IIZI Enter 0 for unlmited sessions

Pacleet Processmg Delay II 105 of ceconds
Acknowledgement Delay (500 milhseconds

Acknowledgement IH— ceconds

Timeout

Apply | Cancel |

23 odosu > bl [dpuuweigsp > peesele > |LolWvs 9 vdJo pgpsgs PPTP. WOs o3l IJpeld 4.
luwe IJpze9es o9 "pptpgroup” 93Jes 1Jess) (91dwzdd pu Jdes Ie)9)) os "Cisco123".



onfiguration | User Management | Groups | Add

This section lets you add a group. Check the Inherit? box to set a field that you want to default to the
base group value. Uncheck the Inherit? box and enter a new value to overnde base group values.

ldentity | General | IPSec | Mode Config | Client FW | HW Client | PPTP/L2TP

Identity Parameters
Attribute Value Description
Group :
Namellpptpgmup Enter a unique name for the group.
Pasmrﬂll”‘*“‘““ Enter the password for the group.
1in;rlal'ifyl|"“""““"““""‘ Venfy the proup's password.
External groups are configured on an external authenticaton server
Typa" Internal "I (e.g BADIUS) ntermal groups are confipured on the VPN 3000
Concentrator's Internal Database.

Add Cancel |

oo edled Idowssy "gle" JJpzeses: olds pu cedsu tsh PPTP B wiscsdsdics.

Configuration | User Management | Base Group
Ganegral  IPSec ” Client Config | Client FU ~ HW Cliend " PETP/LZTP
General Parameters
Attribute Value Description
Access Hours|| Mo Restrictions- :J Select the access hears for this group
Simultaneous Lnﬁm'a— Enter the aumber of sirmiltanesus logms for users o tus
Erenps,
Mininvom Fassword ] Enter the msmrmmm passward length far users in this group.
Length
Allowr Alphahbetic- - Enter whether to allowe uzers with alphabetic-only passweerds
Only Passwords to be added to this growp.
Idle Timneout||30 otz Enter the 1dls imeout for this group.
Maximum CIII'II!.BI.'-t i} (trusates) Enter the masamum cotnect time for this group,
Filter||—one— j Sel=ct the Alter assigned to this group.
Pri DNS Enter the IF address of the primary DFE server for this
EToUp.
Secondary DIV Enter the IF address of the secondary DTS server.

P W]HS'— E-t::.l;s;the IF address of the prmary WIS setver Lot thus

Secondary ‘.“.']I‘ISI Enter the [F address of the secondary WIHE server,




W SEF 1 F SEF 2
W SEF 3 ™ SEF 4
¥ FFTF
IFLETP
W IPSec
™ L2TF ower IPSec

SEP Card Assignment, Select the SEF cards this group can be on

Tunneling Protocols Select the tunneling protocols tus group can connect with

Check to remove the realm quakfier of the uzemame dunng

Strip Realm| [~ .
authenticaton,
1 Enter the [F sub-networl to wlhuch users wathin thes groug
DHCF R Scape | will be assigned when usmg the concentrator as a DHCT

FProsy

Apply | Concel |

oo £dled IJowsse PPTPIL2TP. $e wopdso puobds PAP. soebsd lJo iud.s 6.
(SpIdu wpdsu lIdognids) Vs ls 98w Vs IJpuvodud).

Configuration | User Management | Groups

Checl: the Inherit? box to set a Seld that vou want 1o default to the base group valhie. Uncheck the
Inherit? box and enter a new value to overnide base group values.

Identity * General | IPSec | Client Config | Client FW ~ HW Client " PP TR T

PPTP/L2TP Parameters
Anribute Value Inherit? Description
Uszse Chent r = Check to accept and use an IF address recemwed
Address| from the client
& PAP Check the authentication protocels allowed by this
PPTR| @ cHAD group. The cheices avalable are deterrined by
Authenticationl ¥ MSCHAP 1 F base group sethngs. Befer to the online help for
Protocols| [ LIS CH AR authentic afion protocal dependencies
- B - __‘ - Unchecking «ff options means that ma
eor Prody authentication is required.

I Reguired

Select the allowed encryphion meths ds far PPTE

B B | IS e

T 40-tit T 128 it
PPTP Check to enable Enmpr:saim for PPTF

Compression| 2 e connectons for this group

23 odosy > bls ldpguwegsp > puweisrpso > luolds. 9 bdJde puwegsel pedsl (SuwesT.
"pptpuser"”) wJJpes p,9, Cisco123 Jpeol> 96 PPTP. Jog IJpwegs e WS "pptpgroup”
lUper98 puuedl:



Configuration | User Management | Users | Add

Thiz zection lets vou add a user. Uncheck the Inherit? box and enter a new value to overnde group
values.

ldentity | General | IPSec | PPTP/LZTP

Identity Parameters
Attribute Value Description

User Name Ippipussrr Enter a uruque uger name.

Password [~ Enter the user's password The password must sansfy the group

[password requirements.
Venfy [ Venfy the user's password.
Group|| pptpgroup 3 Enter the proup to which this user belongs.
IP Address|| Enter the IP address assigned to this user.
Sﬁj{h:s'i{tl Enter the subnet mask assigned to this user.
Add | Cencal |

oew edled lJowssy "gle" JJpuwogse olds oo wpdse ¢sh PPTP Bs w)y9093sJ1e8.
Jlouold IJows$s.



onfiguration | User Management | Users | Modify pptpuser

Check the Inherit? bozx to set a field that ywou want to default to the group value. Uncheck the Inherit?
box and enter a new value to overnde group values.

ldentity General | IPSec | PPTP/LZTP

General Parameters
Attribute Value Inherit? Description
: Select the access hours
Access Hnm"-hlu Restictions- =| v e s Lt
: Enter the number of
Sm“lt;r:t!uslh ¥ |stmultanecus logins for this
s juser.
v (mimates) Enter the idle

Idle menutllSIJ timeout for this user.

(minutes) Enter the massnmm

Maxdmurn I':'
cotnect ime for this user.

Connect Time

Fi]terll—Nnne— o | lEnter the filter assigned to this
LSer.
¥ FPTP
Tunneling| ¥ L2TP v Select the tunneling protocols
Protocols| ¥ [PSec [this user can connect with.
T L2TP over IPSec

Apply | Cancel |

22> wdssu > uble > bls ldeolisu > wepele Jupsrss wepe eoldso JbLé Idgulsw.9.

Configuration | System | Address Management | Pools

This section lets you configure [F Address Fools.

Chek: the Add button o add a peel entry, or select 2 pool and chck Modify, Delete or Move.

1P Pool Entry
17216.1.10-172.168.1.20




e IJodssy > IJouble > bhlho Idguslo > dogssy _9ir0_) e Iduveds 1Uglos |Jblo,s610.
(VPN) wlgwepsle oot IJgolsso.

This section presents Address Assignment ophons. Each of the followmng methods are tned, in order,
until an address is found,

Checlc to use the [P address supplhed by the chent. This can be
ovemdden by user/group configuration.

Use Address from Checlk: to use an [P address retneved trom an authentcaton
Authentication Server server for the client,

Use DHCP [T Check to use DHCP to obtain an IP address for the client.

Checlc to use mternal address pool configuraton to obtamn an [P
address for the client.

Use Chent Address [

Use Address Pools

Apply Cancel

odysu gpsd Microsoft PPTP

pdlebs: Jl o9zs lsé pedsple po9d)s ool 29d wdosy wlez Microsoft o oz9us wls Loply i9
>ep Julpz Microsoft. >g o )lpz Microsoft po9e9, oo Microsoft.

Windows 98 - vowse psié PPTP godgsuol
IJio, Install
lop 03l steps Io s, Jo IJ PPTP Lupd.

&) |g_1)i > |esble > Jggo Ideedp > | oo iao)é 23836 (Idolds) > weass pu ldBlispes >1.
peod lduve ds (Idelds).

2>> Microsoft ws 1JJ9zs IJsuwys 9polsis VPN oo Microsoft s 1UJ9es [Jseus.2.
IJodssy
lop o3l steps o syuvdd IJ PPTP Lupé.

T Ig_,>i > 1dwlez > Idpdedle > 1Jloooldle > bodle Idbde 1dolowds > [g)le louolJl.
TI80.

lJesoosd wluwwgsle pzed Microsoft VPN W p9zo weass zols. I VPN wlsd ip 1J 30002.
U8 udbo yolss.
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Windows 2000 - v J9su psjé PPTP
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2 sl > 1dolez > 1dpdzéle > 1Jlouoldle > louoldle IJuiwds sldelbldus > gpd1.
OIS 2280

oy W99 IJelds: 9235 IJeyuosd wuveds Eluos pu gJIJ IJlueyue > bdo louolJ2.
puvold (Jlhogss o3l Bl oo ouuedse suodé ppdsd).

bbb wes 3JY p)6 126 9bgd luwp lJpLos3 19 IP o0 IJud$ 0@bs wolss: s sJou3.
UL ébes pu IJ VPN 3000 p,d5. B o3l IJpold: gusly IP 09 161.44.17.1.

293 ks > wleso JUlouald > padsp JIuplds voe Ides psy I PAP. IJIGe,l o 09
MSCHAP g MSCHAPV2. 9J.s_w CHAP iy PAP.

ouvds) IJuslole Blod Jdodssy Bs 03o lJpub §s. spdud websdol Bs IUwslss.
IS lu os

Spdod 1suo9J [Js pedsple 2o lesls g pdle Windows NT J PPTP gJ.s po.8g Microsoft g, ).s
Lo

uble Windows Vista
Iope o3l steps Iy syuIdJ 1 PPTP L eb.
oL J) lusle i'a.:.u w9uosd IJs 1.
2 lesls eouosd Iy uvods.2,
l2ene wovosd IUs pdlo god 9b b 9s wes 3J9.3.
2oy luwoesle louold Idloeoe (VPN).A4.

edlebs: I3l bdo pod "od wuss luweesle louold 09295 sy wldded" lge, Jl Bp
clogile lopold 2oss 9lod, W98 IJelds.

WIS 28d gudlu Idlve,yue 1Yo pptp.vpn.univ.edu: Js ywosd IJpeld.5.
WIS 29d luwpe 1J9zos: oo UNIVPN: eds ywosd IJpeld.6.

B el luwp Idpuwedse IJow pe)d wuwesd 1589 1Jpses. $e> per8 wuwesd 1J>geJ7.
1J 92> 1Uglue od el po £09lo Idenss IUIUde,90s 1JEloe wd God @univ.edu.

B edd JJpé 1de,9) oo IJpé 019, perd ouwesd 1Usgsd 1Jese>.8.
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béb@de inorderto jube JJs IJ VPN obd wes o sgdd lue 1 VPN e9sosd: swsl10.
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9we> 3Jd sHob lds.

igese IJ VPN o9 osd B 1Joldss 9b gl s w9 osJ.11.
lolwé MPPE (o ud.s))

ol pu 16 logald PPTP sgpd w290 cuids) God 1Uold8 IJouids). eds gnwsd Ipeld.
lod) eds i IJlouold s gpsd PPTP JJolds oo 1depld Ileuold. I3l Gpe bl lJouivdes).
OSew luwedsle puob 86 MSCHAP. gJs IJ VPN 3000: 23> wouvdsd > puwegpd D)6 > pgpyes.

Epe oo £dlps 1Jowsso PPTPIL2TP JJpzeses: Bp wlJéle wpsss PAP. 90z 0 MSCHAPVA,

9922 pbdsw Juulds, PPTP.

Check the Inherit? box to set a field that wou want to default to the base group value. TIncheck: the Inherit?
o and enter a new value to overnde baze group walues.

PPTPAZTP
PPTP/L2TP Parameters
Anribute Value Inherit? Description
Use Chent r v Check to accept and use an IF address recerved from
Address the client.
T PAP Check the authenhcaton protocols allowed by ths
PPTE| T CHAP group. The choices avalable are determined by bage
Authentication| ¥ MSCHATw] [ |group settngs. Eefer to the onlne help for authentication
Protocols| [T 112 CHATY protocol dependencies. Unchecking «ff options
P EAF Prosoy means that mo authentication is required.
W Eecuired . i
FETP Enc ion| ™ Recuire Stateless| I S;};f:t?fnzﬂ;?&imc;ypmt methods for FFTP
W 40-bis ¥ 128-bit ’ e
PPTP = - Checl to enable compression for PPTE connections for
Compression this group

sew lebs odsso gpsd PPTP Joopsu IJuslule IJizoshs Is 1delbdse 9 MSCHAPV1 (15l
Jly 2> 1Jgsblw).

lJozol pu lduoes
S99, 03l IJ9wpe ped9ple Spdud |puegslpol JJolds oU i lJodssy sgpd wuvdd Logse.
IJozdd pu oy VPN

Spdud woe eduwsd PPTP oo ¢Jld bdo 0e9sz gpsd PPTP IUss wp luublio puwwdl Bs Suwe
wJ9sy g psJ Microsoft PPTP.

Iowegse IJbLé >0l sl IJedusle eds pyds VPN Jesuo Idpedele sldlzuolssle Jeese
eduwle PPTP IJobbs.



lIJo2dd pu lddposso)

Se wluosly I, ipconfig W s og 1ie) LIdIpwsse, IUuiguos Jeerss 1o IUdpuss,
IJubtuos sewss eds eusluso IP. lzsoel 09 guglu IP 1Uglue wo 9lJlE) sop wessue po Sud
o5 1dubods 1Ugluos 1Ublo,ss (VPN) pu pzesesd susle IP. B o3l IJpeld. gusle IP
172.16.1.10 09 £09lu IP 1U3s wp wesswo pu Svd s Iduvedd 1UElLos Idblo,sé (VPN).

W INNT sy stemn3 2 cmd.ene
| oottt Windows Z2HEH [Version SH.8H.219%)
Gy GCopyright 1985-2808 Hicrosoft Corp.
CisvDocuments and HSettingssAdminiztrator:ipecont ig
Windows ZHHE [P Cont iguration
Ethernet adapter Local Area Connection:

Connection—specific DHE Swuffix .

IP fiddress. . . . « v om0 o= o« 3 1M.6T7.89.129
subnet Ma: . s on s e s o= s s A LD edadda
Default Gatewaw . I s

PPP adapter pptpusep:

Lonnectlon—specitic DN:E Swubfax

IF Addre e e e e e . = 172.16.1
Subnet Mo . . - - o« @ 255 255, 2!
Default Ga FUﬂu , e e - T . 3 T

C:sDocuments and Settings“Adminiztrator?

ouoese IJigble

I3l Jp suee lJlouold: spdu Iuoldo OUOTST Iablc W50 2w PPTP |Js roJ-JJ VPN. 255 odsy
ublp > |a)|u > k.9§|u ue)LS.J |_9 IUDILSO (LSJDO_) Oul) uu_9L.9_) |6u0| k.QLSIU |a)|u PPTPDBG_9
PPTPDECODE. gJJyol @5 w99, pedyple Jos,o gol.



onfiguration | System | Events | Classes | Add

Thiz screen lets vou add and configure an event class for special handling,

Class Name | PPTP | Select the evert class to configure.
Enable ¥ Checl to enable special handling of this class.
Severity to Log | 1-13 'l Select the range of severity values to enter i the log,
Severity to Iﬁ_ = Select the range of severity values to display on the
Console L console,
Severity to lﬁ' Select the range of severity values to send to a Syslog
Syslog RS Server.
. Select the range of severity values to send via email to the
Seventy to Email | Mone "l R
Tt Al m SS;SI;:;:I the range of severity values to send to an SHMP

Add | cancal |

SpIdu luwals pved IUlesle po IJpldus > pued Uizl 1U8lud JJouodss.
Monitoring | Filterable Event Log

Select Filter Options

Event Class all Classes ~| Severities
ALTH
AUTHDOBS
AUTHDECODE
Client IF Address ||II.I].I].I] Events/Page | 100 'I
Group | —All— *|  Direction |Oldestio Newest *|

H‘ll ﬂl Pl"l I-HI GetLog I EweLugI Cfleanugl

1 09302004 09:34:05.550 SEV=4 FPTF/47 RPT=10 171.69,.689.129
Tunnel to peer 171.602.89.120 escablizhed

2 09/30/2004 09:34:05.550 SEV=4 PPTPJf42 RPT=10 171.69.89.129
Jession started on tunnsl 171.65.69.129

3 097302004 09:34:08.750 SEV=5 PPP/08 BPT=0 171.69.89.129
Uaer [pptpuser]
Auchencicated successfully with PAP

4 097302004 09:34:12.590 SEV=4 AUTH/22 BPT=6
Uaer [pptpuser] Group [pptpgroup] connected, Seasion Type: FPPTP

ouoese leble VPN 3000 - ool 86 2536



1 09/28/2004 21:36:52.800 SEV=4 PPTP/47 RPT=29 171.69.89.129
Tunnel to peer 171.69.89.129 established

2 09/28/2004 21:36:52.800 SEV=4 PPTP/42 RPT=29 171.69.89.129
Session started on tunnel 171.69.89.129

3 09/28/2004 21:36:55.910 SEV=5 PPP/8 RPT=22 171.69.89.129
User [pptpuser]
Authenticated successfully with MSCHAP-V1

4 09/28/2004 21:36:59.840 SEV=4 AUTH/22 RPT=22
User [pptpuser] Group [Base Group] connected, Session Type: PPTP

lud) eds wlWss vl osd 2lds puwegse PPTP JJwzdd pu ldpsdele 1Ue9z956 eds
Jpoosye, Windows.



pptpuser Status d A

General Detalls

Froperty W alue -
Buthentication M5 CHAF

Encryphion MFFE 123

Compreszion [riore]

FFF rultilink framing 1l

Server [P address 167.44.17 1

Chent [P addrez= 172.16.1.10 —
J | o

Cloze

oo duuls 1Jisble sl oJlzol
030 itblc pzwpdd spdud polgowol:
luwe Ideuwetse Iy 9Jps 1Jps) Esy Lozses *

&z wuoese lgble 0,95 VPN 3000:

1 09/28/2004 22:08:23.210 SEV=4 PPTP/47 RPT=44 171.69.89.129
Tunnel to peer 171.69.89.129 established

2 09/28/2004 22:08:23.220 SEV=4 PPTP/42 RPT=44 171.69.89.129
Session started on tunnel 171.69.89.129




3 09/28/2004 22:08:26.330 SEV=3 AUTH/5 RPT=11 171.69.89.129
Authentication rejected: Reason = User was not found
handle = 44, server = (none), user = pptpusers, domain = <not specified>

5 09/28/2004 22:08:26.330 SEV=5 PPP/9 RPT=11 171.69.89.129
User [pptpusers]
disconnected.. failed authentication ( MSCHAP-V1 )

6 09/28/2004 22:08:26.340 SEV=4 PPTP/35 RPT=44 171.69.89.129
Session closed on tunnel 171.69.89.129 (peer 32768, local 22712, serial 40761),

reason: Error (No additional info)

8 09/28/2004 22:08:26.450 SEV=4 PPTP/34 RPT=44 171.69.89.129
Tunnel to peer 171.69.89.129 closed, reason: None (No additional info)

lLuwlds IJes o)lol ldpuweése (o Windows 98):

Error 691: The computer you have dialed in to has denied access
because the username and/or password is invalid on the domain.

lLuwlds IJes slol Ildpuwadse ( po Windows 2000):

Error 691: Access was denied because the username and/or
password was invalid on the domain.

Sop o "ldogvds) Idebdss" eds IJdpwsses sdIJo Jsuw eds wuds Iduveds
IUglLo6 1Jbloyss (VPN)

Iyuwlds 1des solol ldpuueése (po Windows 98):
Error 742: The computer you're dialing in to does not support the data
encryption requirements specified.

Please check your encryption settings in the properties of the connection.
If the problem persists, contact your network administrator.

IuwlJs IJes o)lol ldpuwesse (e Windows 2000):

Error 742: The remote computer does not support
the required data encryption type



SOp w38 "Tdoguds, Iebds" (128 wo) eds pds Iduuvods 1Ugluos [Uble,ss (VPN)
pE 2ol Jposoe) $dgp wub IS 40 Lo Vb

&z wuoese leble 0,35 VPN 3000:

4 12/05/2000 10:02:15.400 SEV=4 PPP/6 RPT=7 171.69.89.129 User [ pptpuser ] disconnected.
PPTP Encryption configured as REQUIRED.. remote client not supporting it.

luwlds IJes solol Ildpuwedse (oo Windows 98):

Error 742: The remote computer does not support
the required data encryption type.

Iuwlds IJes solol IJpuwadse (oo Windows 2000):

Error 645 Dial-Up Networking could not complete the connection to the server.
Check your configuration and try the connection again.

op od9su 5 VPN 3000 J MSCHAPV sop odssu IJdpussc, J PAP. 9 I JI
Seduop 1Jesld 86 eds bysds IJpuol>$s

&z wuoese leble 0,95 VPN 3000:

8 04/22/2002 14:22:59.190 SEV=5 PPP/12 RPT=1 171.69.89.129

User [pptpuser] disconnected. Authentication protocol not allowed.

Iuwlds IJes solol IlJpuwadse (oo Windows 2000):

Error 691: Access was denied because the username and/or password
was invalid on the domain.

sl Microsoft |Jep o eds Jluwed sl IJizble gl odlzol

Jsso Idlzovslb Llouoldle RAS wuubs wgs ouwesd IJE)oe °



gws> vuvesd IJese pu gpsd 2208 IU9uesd gu we> [Js Windows™ (RAS). swpe Sbg
louold ls logoldlo RAS wddlissl. §p vopdsy pole KeepRasConnections s
IJwed eds epsd RAS Jsbd pouodl wes oumesd U9z Jlee 2816 §lead pelid
Microsoft - 1568909 JJzo9d £Js pis> pu IJpgdyple.

Jlsop cuwso ldpuwogspe g0 ougwesd 1Uxg9d wluwedsle vslule Idlgwels [Jeg o6 e
IR

ooy lg)lup 030 IUp v dJs g0 p2lads wuwzsd 10589 IJs peld pu pzbs gpd I ¢hp
£P9 Suwows [Js Windows ssegs) wzass p98E 92268 IJoede wldezld 9l soe £rue lsé
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wslole Idlgs el 1pg 06 pddol. lze p8lls bless pgl,d Microsoft - 242536 JJz o9
eds s pu ldpgdyplo.

Jsds6 Julué pdd LMHOSTS Jpuwlisd 1Jeedd po woed Idpzld 9596 IUlguele 1JiE)s

Spdu o odsy ould eldle wuves Yol puuldJ oadtﬂs\_]: Jluwe eds yuods TCP/IP
IJgluod v geeolz s luwedsle pddle LMHOSTS Jzd lwpels NetBIOS. sul§ui 03l
IJpldld 1,896 1Jpoluwed Idpuuegsps Jlouile pdd LMHOSTS JJdewless Bs wedsd
IJluwe 9ldez 8l po uozo Idpzld. Hlze p8lds 8lgss pgl,d Microsoft - 180094 JJz 09U
eds pis> pu ldpedyplo.
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