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Set the time on your device. The correct time is : --
,very inportant
so that |ogging and accounting entries are : --

.accurate

:Enter the systemtime in the following format : --
HH: MM SS. Exanple 21:30:00 for 9:30 PM

Tine <

[ Quick -> [ 13:02:39

.Enter the date in the following format : --

MM DDY YYYY Exanple 06/12/1999 for June 12th : --

. 1999

Date <




[ Quick -> [ 10/09/2000

Set the time zone on your device. The correct tine : --
zone i s very

i nportant so that |ogging and accounting entries : --
.are accurate

Enter the time zone using the hour offset from: --

T GVIr

Kwaj al ein -11 : Sampa -10 : Hawaii : -12 : --

-9 : Alaska

PST -7 . MST -6 : CST: -8 : --

-5 : EST

Atlantic -3 : Brasilia -2 : Md-Atlantic : -4 : --
-1 : Azores

GMr +1 : Paris +2 : Cairo: O To--

+3 : Kuwait

Abu Dhabi +5 @ Karachi +6 : Almaty @ +4 @ --
+7 : Bangkok

Si ngapor e +9 : Tokyo +10 : Sydney : +8 : --
.+11 : Solonmon Is

.Marshall Is : +12 : --

Ti me Zone <
Quick ->[ -5] -5

Enabl e DST Support (1
Di sabl e DST Support (2

[ Quick ->[ 1

. This table shows current |P addresses

Interface | P Addr ess/ Subnet Mask
MAC Addr ess
Ethernet 1 - Private | 0.0.0.0/0.0.0.0 |
I
Et hernet 2 - Public | 0.0.0.0/0.0.0.0 |
I
Et hernet 3 - External | 0.0.0.0/0.0.0.0 |

** _An address is required for the private interface **
Enter | P Address <

Quick Ethernet 1 ->[ 0.0.0.0 ] 10.31.1.59

...Waiting for Network Initialization

Enter Subnet Mask <

Quick Ethernet 1 -> [ 255.0.0.0 ] 255.255.255.0

Et her net Speed 10 Mops (1

Et hernet Speed 100 Mops (2
Et her net Speed 10/ 100 Mops Auto Detect (3




[ Quick Ethernet 1 ->[ 3

Enter Duplex - Half/Full/Auto (1
Enter Duplex - Full Duplex (2
Enter Duplex - Half Duplex (3

[ Quick Ethernet 1 ->[ 1

(Modify Ethernet 1 IP Address (Private (1
(Modify Ethernet 2 I P Address (Public (2
(Modify Ethernet 3 I P Address (External (3
Configure Expansion Cards (4

Save changes to Config file (5

Continue (6

Exit (7

Quick -> 2

. This table shows current |P addresses

Interface | P Addr ess/ Subnet Mask
MAC Address
Ethernet 1 - Private | 10. 31. 1. 59/ 255. 255. 255. 0 |
| 00.90. A4.00.1C B4
Et hernet 2 - Public | 0.0.0.0/0.0.0.0 |
I
Et hernet 3 - External | 0.0.0.0/0.0.0.0 |

Enter | P Address <

Quick Ethernet 2 ->[ 0.0.0.0 ] 172.18.124.134
Enter Subnet Mask <

Quick Ethernet 2 -> [ 255.255.0.0 ] 255.255.255.0

Et her net Speed 10 Mops (1
Et hernet Speed 100 Mops (2
Et her net Speed 10/ 100 Mops Auto Detect (3

[ Quick Ethernet 2 -> [ 3

Enter Duplex - Half/Full/Auto (1
Enter Duplex - Full Duplex (2
Enter Duplex - Half Duplex (3

[ Quick Ethernet 2 -> [ 1

(Modify Ethernet 1 IP Address (Private (1
(Modify Ethernet 2 I P Address (Public (2
(Modify Ethernet 3 I P Address (External (3
Configure Expansion Cards (4

Save changes to Config file (5

Continue (6

Exit (7

Quick -> 6




.Assign a systemnanme to this device : --
System Nanme <
Qui ck -> vpn3000
Specify a |l ocal DNS server, which lets you enter : --
host nanes
.rather than I P addresses while configuring : --
DNS Server <

[ Quick -> [ 0.0.0.0

Enter your Internet donmin name; e.g., : --
your conpany. com

Donai n <

<- Quick

Def ault Gateway <
Quick -> 172.18.124.1

. Configure protocols and encryption options : --
This table shows current protocol settings : --

| PPTP | L2TP
| Enabl ed | Enabl ed |
| No Encryption Req | No Encryption Req |

Enable PPTP (1
Di sabl e PPTP (2

[ Quick ->[ 1

PPTP Encryption Required (1
No Encryption Required (2

[ Quick ->[ 2

Enable L2TP (1
Di sabl e L2TP (2

[ Quick ->[ 1
L2TP Encryption Required (1
No Encryption Required (2

[ Quick ->[ 2

Enable 1PSec (1
Di sabl e I PSec (2

[ Quick ->[ 1

Configure address assignnent for PPTP, L2TP and : --
.1 PSec

Enabl e Cient Specified Address Assignment (1
Di sable Cdient Specified Address Assignment (2




[ Quick -> [ 2

Enabl e Per User Address Assignnent (1

Di sabl e Per User Address Assignnent (2

[ Quick ->] 2

Enabl e DHCP Address Assignment (1

Di sabl e DHCP Address Assignment (2

[ Quick ->] 2

Enabl e Configured Pool Address Assignnent (1
Di sabl e Configured Pool Address Assignment (2
Quick ->] 21 1

Configured Pool Range Start Address <

Quick -> 192.168.1.1
Confi gured Pool Range End Address <
Quick ->[ 0.0.0.0 ] 192.168.1.100
Specify how to authenticate users : --

Server
Server

I nternal Authentication
RADI US Aut henti cation

NT Donmai n Aut henti cation Server
SDI Aut hentication Server

(1
(2
(3
(4

Current Users

Current Users

Continue (5

Add a User (1
Delete a User (2
Continue (3
Qick -> 1

User Nane <

Qui ck -> 37297304

Password <

khkkkkkhkkk <o

Qui ck

*kkkkkkexk < \erify




Add a User (1
Delete a User (2
Continue (3

Quick -> 3

| PSec Group Nane <
Qui ck -> vpn3000

| PSec Group Password <

khkkhkkhkhkk <_ QJiCk
khkkkkhkkdk <_ Verify

We strongly reconmend that you change the password : --
.for user adnmin

Reset Adm n Password <

[ * Kk kK k ] <- QJle
<- Verify

Goto Main Configuration Menu (1
Save changes to Config file (2
Exit (3

Quick -> 2

Goto Main Configuration Menu (1
Save changes to Config file (2
Exit (3

Quick -> 3

Done
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onfiguration | User Management | Groups | Modify
pn 3000

Check the Inherit? box to set a field that you want to default to
the base group value. Uncheck the Inherit? box and enter a new
value to override base group values.

oo \dentity Parameters
_Attribute  Value | Description
v Enter a unique name for the
group.

Enter the password for the

Group Name (vpn3000

Password jﬁ* S

\ferlfyj{******** Verify the group’s password.

External groups are
configured on an external
authentication server (e.g.
Type Internal - RADIUS). internal groups are
é configured on the VPN 3000
Concentrator Series’s
Internal Database.

Aoply I Cancel
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onfiguration | User Management | Users | Modify
37297304

Check the Inherit? box to set a field that you want to default to
the group value. Uncheck the Inherit? box and enter a new value

to override group values.

lddentity General

oo Identity Parameters
_Attribute  Value  Description
User Name 13?29?3{14 Enter a unique user name,

Enter the user's password.

The password must satisfy
HAERRARERN
Password |I the group password
_________________________________________________ ... requirements.
Verify [###snwsns f”'u’erlf',f the user's password.

| Enter the group to which
il ————————— this user belongs.

I Enter the IP address
assigned to this user.

[ Enter the subnet mask
assigned to this user.

Group vpn3000

mpply | cancel |
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Select an Active Proposal and click Deactivate to make it
Inactive, or click Move Up or Move Down to change its
priority.
Click Add or Copy to add a new Inactive Proposal. IKE
Proposals are used by Security Associations to specify IKE
parameters.
Active Inactive
Proposals Actions Proposals
IKE-3DES-MD5 IKE-3DES—MD5—-RSA
IKE-3DES—-MD5-DH1 IKE-3DES-SHA-DSA
IKE-DES—MD5 IKE-3DES—MD5—-RSA-DHI1
<< Actvale |
Deaciwale == |
Move Ug |
Move Down |
Add |
Madify |
Copy |
Delste |
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.493Lanll Liz| < SecureSight < gol; 52> .2

VPN 3000 ;S0 _JI &axill SDI/User 955

VPN 3000 5,0 go cuaxll SDI/USET (05i) ] lolazll pasiiwl

2231 PIN @09 9 Ludly "oSen” jsaall so,ll Gl o 3835 Gaaall SDI 315 5,25 o, diliv e .1
saall 50,)1 e PIN gusi9 ssaall 5ol disljo 83l (§98 il 2
I

Edit Token

Key Fob with b digits, changing every b0 seconds.
aserial number: 000037297304
Assigned to: 37297304 37297304
Mext tokencode mode: Off

Lost Status: Mot Lost

...........................

Last login date (UCT): 16/09/2608 , 17:15 ¥ Enabled
Token start date: 8573872888 , 20:00
Token shutdown date: 1EIBHIEBI§ . 19:00 [ New PIN mode

Resynchronize Token... Clear PIN
Set PIN to Next Tokencode... Edit Assigned User...
Unassign Token
Delete Token Edit Lost Status...
Edit Token Extension Data... Assign Heplacement Token...
OK Cancel Help

09 clisl zlowdl" axi pac o (§8=59 (paZimoll juoo jo) sy P—9 el | > ddliv u—g 3
P(PIN iy G

VPN S50 caoiai o 3859 Jsasll lawisi ollas §99 il .4
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Edtvser @
First and last name: [EEPEIEID] [37297304

Default login: |3?29?3ﬂ i

Default shell: |l::

& Local User © Femote User

Serial Number Type Slalus
Tokens: | P98B37297304  Key Fob Enabled

N I

0: Original token R: Replacement for previous token

Role: <none>

Assigned Profile: %
[~ Temporary user

atart date: 125311985 ., 19:68 End date: 1273171985 . 12:0@
™ Allowed to create a PIN r

Assign Token... Administrative Aole...

Group Memberships... Client Activations... Edit User Extension Data...

Set{Change User Password... Edit Access Times...
Assign Profile... Delete User

OK | cancel | ApplyLss Changes| setanus | Help |
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Change a configured user authentication server.

Server

‘ Selecting Internal Server will
SDI =+ let you add users to the
Type internal user database.

Authentication |; 5
server |172-18.124.99

Server Port [0

Timeout |4

Retries |2

Apply J Cancel I

Enter IP
address or
hosthame.

Enter O for
default
port
(5500).

Enter the
timeout
for this
server
(seconds).

Enter the
number of
retries for
this server.

Lol &3]0 39lgo S99 ,iils boLiall &3Le < Sl &80 < il I Jisl SDI (o .2
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This section lets you configure parameters for servers that
authenticate users.

You should have a properly configured RADIUS, NT Domain, or
SDI server to access, or you can configure the internal server and

add users to the internal database.

Click the Add button to add a server, or select a server and click
Modify, Delete, Move, or Test.

Authentication
Servers Actions

Internal (Internal)
1172.18.124.99 (SDI);

Maodify
R

Up

L

Test
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SDI e JI ollall Jlw,Y "VPN3000" puwl lede Lialbl Ll Jos)l dcgoxo Jiass

Configuration | User Managament | Groups | Mod pn 00

Check: the Inherit? box to set a beld that vou want to defal to the base group value, Uncheck the Inherit? box and enter a new|

vahie fo svemmde base group values.

Ideniity Genaral IPSec

PPTPAITP

IPSec Paraometers

Artribuate Valae

Iniherit? Deseription

[PSec SA|| ESF-IDES-MDS *I

F  |Selectthe group's [FSec Securty Associaion

Tunnel Type|| Remote Access 7|

E

Selact the type of tunmel for this group. Tpdate
=] Eemote Access paramefers below as
needed

Remote Access Parameters

Group Loek| ™

F  |Lack uzers mia this group

Authentication| S0 -

Zelect the authenteaton methed for wsers in

a thus group.

Muode Configuration| &

Check bo wse Mede Confizuraton for users of
K |this group. Tpdate parameters below

checked.

Banner|

Mode Confizuration Parameters

—

=1

F  [Eater the banner for thas group.
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Authdbg -
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This screen lets you add and configure an event class for special
handling.

Select the event class to

Class Name  Select Class "I configure.
Enable [~ pandling of this class.
SEVEI'“IL;ﬂ 1-5 - | ?EEE;;TE[EEE?;ZMH in
Severity to ', _, _ gifee?'tit;h:aﬁgﬁoﬂzlispla?

Console
on the console.

Select the range of

52";":}" o \one - | severity values to send to
ysiog a Syslog server.

Select the range of

Severity to severity values to send

Email None = | via email to the recipient
list.
Select the range of
Seuer_i_t'];tu None - | severity values to send to
P an SNMP system. -
Add | Cancel | .

sVl aouas ddac gl yoyel Jaw Jle Jgaxdl §99 sl



Select Filter Options

Event Class

Client IP
Address

Direction

| | o | ori]

All Classes © Severities ALL'j
AUTH T
AUTHDBG
: !
[0.0.0.0 Events/Page 100

Oldest to Newest - |

Get Log | Sang| E.Ieaanql

dudxall @95Lanll plasiwl 2> JSuiy IPSec clasi aonas

SEV=8 | KEDECODE/ 0 RPT=1 161.44.17.135 17:12:32.560 10/ 10/2000 1
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): 00 00 00 00 00 00 00 0O

(Next Payl oad SA (1

Exchange Type : Cakl ey Aggressive Mde
Fl ags : 0

Message | D : 0

Lengt h : 307

SEV=8 | KEDBG 0 RPT=1 161.44.17.135 17:12:32.560 10/ 10/ 2000 7

RECEI VED Message (nsgi d=0) with payl oads

(HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + NONE (O
total length : 307 ...

SEV=9 | KEDBG 0 RPT=2 161.44.17.135 17:12:32.560 10/ 10/2000 10
processi ng SA payl oad

SEV=8 | KEDECODE/ 0 RPT=2 161.44.17.135 17:12:32.560 10/10/2000 11
SA Payl oad Decode

(DA : | PSEC (1
(Situation Identity Only (1
Lengt h 120

SEV=8 | KEDECODE/ 0 RPT=3 161.44.17.135 17:12:32.560 10/ 10/ 2000 14

: Proposal Decode
Proposal # : 1
(Protocol 1D | SAKMP (1
of Transforns: 4#
Spi 00 00 00 00
Lengt h : 108

SEV=8 | KEDECODE/ 0 RPT=4 161.44.17.135 17:12:32.560 10/10/2000 18
:Transform # 1 Decode for Proposal # 1

Transform # : 1

(Transform 1D I KE (1



Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=5 161.44.17.135 17:12:32.560 10/10/2000 20
:Phase 1 SA Attribute Decode for Transform# 1

(Encryption Al g: DES-CBC (1

(Hash Al g : MD5 (1

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDECODE/ 0 RPT=6 161.44.17.135 17:12:32.560 10/ 10/ 2000 24
:Transform # 2 Decode for Proposal # 1

Transform # : 2
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=7 161.44.17.135 17:12:32.560 10/10/ 2000 26
:Phase 1 SA Attribute Decode for Transform# 2

(Encryption Al g: Triple-DES (5
(Hash Al g : MD5 (1

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDECODE/ 0 RPT=8 161.44.17.135 17:12:32.560 10/ 10/2000 30
:Transform # 3 Decode for Proposal # 1

Transform # : 3
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=9 161.44.17.135 17:12:32.560 10/10/2000 32
:Phase 1 SA Attribute Decode for Transform# 3

(Encryption Al g: Triple-DES (5
(Hash Al g : SHA (2

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDECODE/ 0 RPT=10 161.44.17.135 17:12:32.560 10/ 10/ 2000 36
:Transform # 4 Decode for Proposal # 1

Transform # : 4
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=11 161.44.17.135 17:12:32.560 10/ 10/ 2000 38
:Phase 1 SA Attribute Decode for Transform# 4

(Encryption Al g: DES-CBC (1

(Hash Al g : SHA (2

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDBG 0 RPT=3 161.44.17.135 17:12:32.560 10/ 10/ 2000 42
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=4 161.44.17.135 17:12:32.560 10/ 10/ 2000 47
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class Encryption Alg
Rcv' d: DES- CBC
Cfg'd: Triple-DES

SEV=8 | KEDBG 0 RPT=5 161.44.17.135 17:12:32.560 10/ 10/2000 50
Proposal # 1, Transform# 2, Type | SAKMP, Id | KE



:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=6 161.44.17.135 17:12:32.560 10/ 10/ 2000 55
Proposal # 1, Transform# 3, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=7 161.44.17.135 17:12:32.560 10/ 10/ 2000 60
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg' d: M5

SEV=8 | KEDBG 0 RPT=8 161.44.17.135 17:12:32.560 10/ 10/ 2000 62
:Phase 1 failure against global |IKE proposal # 3
:Msmatched attr types for class Encryption Alg
Rcv' d: Tripl e- DES
Cfg'd: DES-CBC

SEV=8 | KEDBG 0 RPT=9 161.44.17.135 17:12:32.560 10/ 10/ 2000 65
Proposal # 1, Transform# 4, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=10 161.44.17.135 17:12:32.560 10/ 10/2000 70
:Phase 1 failure against global I|IKE proposal # 2
:Msmatched attr types for class Encryption Alg
Rcv' d: DES- CBC
Cfg'd: Triple-DES

SEV=8 | KEDBG 0 RPT=11 161.44.17.135 17:12:32.560 10/ 10/2000 73
:Phase 1 failure against global I|IKE proposal # 3
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=7 | KEDBG 0 RPT=12 161.44.17.135 17:12:32.560 10/ 10/ 2000 75
Cakl ey proposal is acceptable

SEV=9 | KEDBG 0 RPT=13 161.44.17.135 17:12:32.560 10/ 10/ 2000 76
processi ng ke payl oad

SEV=9 | KEDBG 0 RPT=14 161.44.17.135 17:12:32.560 10/ 10/ 2000 77
processing | SA KE

SEV=9 | KEDBG 1 RPT=1 161.44.17.135 17:12:32.560 10/ 10/ 2000 78
processi ng nonce payl oad

SEV=9 | KEDBG 1 RPT=2 161.44.17.135 17:12:32.560 10/ 10/ 2000 79
Processing I D

SEV=9 | KEDBG 1 RPT=3 161.44.17.135 17:12:32.560 10/ 10/ 2000 80
processing vid payl oad



SEV=9 | KEDBG 23 RPT=1 161.44.17.135 17:12:32.580 10/ 10/ 2000 81
Starting group | ookup for peer 161.44.17.135

SEV=7 | KEDBG 0 RPT=15 161.44.17.135 17:12:32.680 10/ 10/ 2000 82
(Found Phase 1 Group (vpn3000

SEV=7 | KEDBG 14 RPT=1 161.44.17.135 17:12:32.680 10/ 10/ 2000 83
Aut henti cation configured for Internal

SEV=9 | KEDBG 0 RPT=16 161.44.17.135 17:12:32.680 10/ 10/ 2000 84
constructing | SA_SA for isaknmp

SEV=9 | KEDBG 0 RPT=17 161.44.17.135 17:12:32.680 10/ 10/ 2000 85
constructing ke payl oad

SEV=9 | KEDBG 1 RPT=4 161.44.17.135 17:12:32.680 10/ 10/ 2000 86
constructing nonce payl oad

SEV=9 | KE/ 0 RPT=1 161.44.17.135 17:12:32.680 10/ 10/ 2000 87

.. Cenerating keys for Responder

SEV=9 | KEDBG 1 RPT=5 161.44.17.135 17:12:32.680 10/ 10/ 2000 88

constructing ID

SEV=9 | KEDBGJ 0

SEV=9 | KEDBG 0 RPT=19 161. 44.

SEV=9 | KEDBG 1 RPT=6 161. 44.

RPT=18 17:12:32. 680 10/ 10/2000 89
construct hash payl oad

17.135 17:12:32.680 10/ 10/ 2000 90
conputing hash

17.135 17:12:32. 680 10/10/2000 91

constructing vid payl oad

SEV=8 | KEDBG 0 RPT=20 161.44.17.135 17:12:32.680 10/ 10/ 2000 92
SENDI NG Message (nsgi d=0) with payl oads
HDR + SA (1) total length : 248

SEV=8 | KEDECODE/ 0 RPT=12 161.44.17.135 17:12:32.730 10/ 10/ 2000 93
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad HASH (8

Exchange Type : Cakl ey Aggressive Mde
( Flags : 1 ( ENCRYPT
Message | D 0

Lengt h 52

SEV=8 | KEDBG 0 RPT=21 161.44.17.135 17:12:32. 730 10/ 10/ 2000 99
RECEI VED Message (nsgi d=0) with payl oads
HDR + HASH (8) + NONE (0) total length : 48

SEV=9 | KEDBG 0 RPT=22 161.44.17.135 17:12:32.730 10/ 10/2000 101
processi ng hash

SEV=9 | KEDBG 0 RPT=23 161.44.17.135 17:12:32.730 10/ 10/ 2000 102
conputing hash

SEV=8 | KEDECODE/ 0 RPT=13 161.44.17.135 17:12:33.410 10/ 10/ 2000 103
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad HASH (8
Exchange Type : Cakl ey Quick Mode
( Flags ; 1 (ENCRYPT



48687cal
308

Message I D
Lengt h

SEV=9 | KEDBG 21 RPT=1 161.44.17.135 17:12:33.410 10/ 10/ 2000 110
Del ay Qui ck Mode processing,

Cert/Trans Exch/RM DSID in progress

SEV=9 | KEDBG 0 RPT=24 161.44.17.135 17:12:33.410 10/10/2000 111

constructing bl ank hash

SEV=9 | KEDBG 0 RPT=25 161.44.17.135 17:12:33.410 10/10/2000 112

constructing gm hash

SEV=8 | KEDBG 0 RPT=26 161.44.17.135 17:12:33.410 10/ 10/ 2000 113
SENDI NG Message (nsgi d=f c2ceb5eb) with payl oads

HDR + HASH (8)

total length : 68

SEV=8 | KEDECODE/ 0 RPT=14 161.44.17.135 17:12:44.680 10/ 10/ 2000 115

(

Initiator Cookie(8):
Responder Cooki e(8):

Exchange Type :

| SAKMP HEADER :

( Flags

( Version 1.0
9D F3 34 FE 89 BF AA B2
B7 AD 34 D2 74 4D 05 DA

(Next Payl oad HASH (8
Cakl ey Transacti onal

1  (ENCRYPT

Message | D fc2cebeb
Lengt h 92

SEV=8 | KEDBG 0 RPT=27 161.44.17.135 17:12:44.680 10/ 10/ 2000 122
RECEI VED Message (nsgi d=fc2ceb5eb) with payl oads

HDR + HASH (8) + ATTR (14) + NONE (0)

total length : 85

SEV=9 | KEDBG 1 RPT=7 17:12:44.680 10/10/2000 124

I process_attr(): Enter

SEV=9 | KEDBG 1 RPT=8 17:12:44.680 10/10/2000 125

.Processing cfg reply attributes

SEV=7 | KEDBG 14 RPT=2 161.44.17.135 17:12:44.980 10/10/2000 126

Aut

[ User [ 37297304
hentication configured for Internal

SEV=4 | KE/ 52 RPT=7 161.44.17.135 17:12:44.980 10/ 10/ 2000 127

SEV=9
(Cptai ned | P addr (192.168.
SEV=9 | KEDBG 0

| KEDBG 0

| KEDBG 0
SEV=8

| KEDBG 0

SEV=8 | KEDECODE/ 0

| KEDBG 31 RPT=1 161.

1.1) prior

RPT=28 161.

RPT=29 161.

RPT=30 161.

to

44.

44.

44.

44.

[ User [ 37297304
. User (37297304) authenticated

17.135 17:12:44.980 10/ 10/ 2000 128
[ User [ 37297304
initiating Mbde Cfg (XAuth enabl ed

17.135 17:12:44.980 10/ 10/ 2000 130
[ User [ 37297304
constructing bl ank hash

17.135 17:12:44.980 10/10/2000 131
COA80101 F0010000 00010004 :0000

17.135 17:12:44.980 10/ 10/ 2000 132
[ User [ 37297304
constructing QM hash

RPT=31 161.44.17.135 17:12:44.980 10/ 10/ 2000 133
SENDI NG Message (nsgi d=f c2ceb5eb) with payl oads

HDR + HASH (8)

total length : 80

RPT=15 161.44.17.135 17:12:44.990 10/ 10/ 2000 135



( | SAKMP HEADER : ( Version 1.0
Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad : HASH (8

Exchange Type : Cakl ey Transacti onal
( Flags : 1 ( ENCRYPT
Message | D : fc2cebeb

Lengt h : 68

SEV=8 | KEDBG 0 RPT=32 161.44.17.135 17:12:44.990 10/ 10/ 2000 142
RECEI VED Message (nsgi d=fc2ceb5eb) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 64

SEV=9 | KEDBG 1 RPT=9 17:12:44.990 10/ 10/ 2000 144
I process_attr(): Enter

SEV=9 | KEDBG 1 RPT=10 17:12:44.990 10/ 10/ 2000 145
Processing cfg ACK attributes

SEV=9 | KEDBG 1 RPT=11 17:12:44.990 10/10/2000 146
I Recei ved | PV4 address ack

SEV=9 | KEDBG 1 RPT=12 17:12:44.990 10/10/2000 147
I Recei ved Save PW ack

SEV=4 AUTH 21 RPT=18 17:12:44.990 10/ 10/ 2000 148
User 37297304 connected

SEV=7 | KEDBG 22 RPT=1 161.44.17.135 17:12:44.990 10/ 10/ 2000 149
[ User [ 37297304
Resune Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl et ed

SEV=8 | KEDBG 0 RPT=33 161.44.17.135 17:12:44.990 10/ 10/ 2000 151

RECEI VED Message (nsgi d=48687cal) with payl oads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0
total length : 304 ...

SEV=9 | KEDBG 0 RPT=34 161.44.17.135 17:12:44.990 10/ 10/ 2000 154
[ User [ 37297304
processi ng hash

SEV=9 | KEDBG 0 RPT=35 161.44.17.135 17:12:44.990 10/ 10/ 2000 155
[ User [ 37297304
processi ng SA payl oad

SEV=8 | KEDECODE/ 0 RPT=16 161.44.17.135 17:12:44.990 10/ 10/ 2000 156
SA Payl oad Decode

(DA : | PSEC (1
(Situation : Identity Only (1
Lengt h : 180

SEV=8 | KEDECODE/ 0 RPT=17 161.44.17.135 17:12:44.990 10/ 10/ 2000 159
: Proposal Decode

Proposal # : 1

(Protocol ID : ESP (3

of Transforns: 1#

Spi : 99 15 18 B4
Lengt h : 28

SEV=8 | KEDECODE/ 0 RPT=18 161.44.17.135 17:12:44.990 10/ 10/ 2000 163
:Transform # 1 Decode for Proposal # 1

Transform # : 1

(TransformID : DES- CBC (2

Lengt h : 16



SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

RPT=19 161.44.17.135 17:12:44.990 10/ 10/ 2000 165
:Phase 2 SA Attribute Decode for Transform# 1

(HVAC Al gorithm MD5 (1

(Encapsul ation : Tunnel (1
RPT=20 161.44.17.135 17:12:44.990 10/ 10/ 2000 167
: Proposal Decode

Proposal # : 2

(Protocol ID : ESP (3

of Transforns: 1#

Spi : 99 15 18 B4

Lengt h : 28
RPT=21 161.44.17.135 17:12:44.990 10/ 10/ 2000 171
:Transform # 1 Decode for Proposal # 2

Transform # : 1

(TransformID : Triple-DES (3

Lengt h : 16

RPT=22 161.44.17.135 17:12:44.990 10/ 10/ 2000 173
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm MD5 (1
(Encapsul ation : Tunnel (1
RPT=23 161.44.17.135 17:12:44.990 10/ 10/ 2000 175
: Proposal Decode
Proposal # : 3
(Protocol ID : ESP (3
of Transforns: 1#
Spi : 99 15 18 B4
Lengt h : 28
RPT=24 161.44.17.135 17:12:44.990 10/ 10/ 2000 179
:Transform # 1 Decode for Proposal # 3
Transform # : 1
(TransformID : DES- CBC (2
Lengt h : 16
RPT=25 161.44.17.135 17:12:44.990 10/ 10/ 2000 181
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm SHA (2
(Encapsul ation : Tunnel (1
RPT=26 161.44.17.135 17:12:44.990 10/ 10/ 2000 183
: Proposal Decode
Proposal # : 4
(Protocol ID : ESP (3
of Transforns: 1#
Spi : 99 15 18 B4
Lengt h : 28
RPT=27 161.44.17.135 17:12:44.990 10/ 10/ 2000 187
:Transform # 1 Decode for Proposal # 4
Transform # : 1
(TransformID : Triple-DES (3
Lengt h : 16
RPT=28 161.44.17.135 17:12:44.990 10/ 10/ 2000 189
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm SHA (2
(Encapsul ation : Tunnel (1

RPT=29 161.44.17.135 17:12:44.990 10/ 10/2000 191



SEV=8 | KEDECODE/ 0

SEV=8 | KEDECODE/ 0

SEV=8 | KEDECODE/ 0

SEV=8 | KEDECODE/ 0

SEV=8 | KEDECODE/ 0

SEV=9 | KEDBG 1

SEV=9 | KEDBG 1

SEV=5 | KE/ 25

SEV=7 | KEDBG 1

SEV=9 | KEDBG 1

RPT=30 161.

: Proposal Decode

Proposal # : 5

(Protocol ID : ESP (3

of Transforns: 1#

Spi : 99 15 18 B4
Lengt h : 28

44.17.135 17:12:44.990 10/10/2000 195

:Transform # 1 Decode for Proposal # 5

RPT=31 161.
: Phase 2

RPT=32 161.

RPT=33 161.

Transform # : 1
(TransformID : NULL (11
Lengt h : 16

44.17.135 17:12:44.990 10/ 10/2000 197

SA Attribute Decode for Transform# 1
(HVAC Al gorithm MD5 (1
(Encapsul ation : Tunnel (1

44.17.135 17:12:44.990 10/ 10/2000 199
: Proposal Decode

Proposal # : 6

(Protocol ID : ESP (3

of Transforns: 1#

Spi : 99 15 18 B4
Lengt h : 28

44.17.135 17:12:44.990 10/10/2000 203

:Transform # 1 Decode for Proposal # 6

RPT=34 161.
: Phase 2

RPT=13 161.

RPT=14 161.

RPT=13 161.

Transform # : 1
(TransformID : NULL (11
Lengt h : 16

44.17.135 17:12: 44.990 10/ 10/2000 205

SA Attribute Decode for Transform# 1
(HVAC Al gorithm SHA (2
(Encapsul ation : Tunnel (1

44.17.135 17:12:44.990 10/ 10/2000 207
[ User [ 37297304
processi ng nonce payl oad

44.17.135 17:12:44.990 10/ 10/2000 208
[ User [ 37297304
Processing I D

44.17.135 17:12: 44. 990 10/ 10/ 2000 209
[ User [ 37297304

:Received rempte Proxy Host data in | D Payl oad
Address 161.44.17.135, Protocol 0, Port O

RPT=15 161.

RPT=16 161.

44.17.135 17:12: 44.990 10/ 10/2000 212
[ User [ 37297304
I Modi fying client proxy src address

44.17.135 17:12:44.990 10/ 10/2000 213
[ User [ 37297304
Processing I D

SEV=5 | KE/ 24 RPT=7 161.44.17.135 17:12:44.990 10/ 10/ 2000 214

[ User [ 37297304

:Received | ocal Proxy Host data in ID Payl oad
Address 172.18.124. 134, Protocol 0, Port O

SEV=9 | KEDBG 0 RPT=36 161.44.17.135 17:12:44.990 10/10/2000 217



[ User [ 37297304
Processing Notify payl oad

SEV=8 | KEDECODE/ 0 RPT=35 161.44.17.135 17:12:44.990 10/ 10/ 2000 218
Noti fy Payl oad Decode

(DA : | PSEC (1

(Protocol : | SAKMP (1

(Message : Initial contact (24578

Spi : 9D F3 34 FE 89 BF AA B2 B7 AD 34 D2 74 4D 05 DA
Lengt h : 28

SEV=8 | KEDBG 0 RPT=37 17:12:44.990 10/ 10/ 2000 224
M | sRekeyed ol d sa not found by addr

SEV=5 | KE/ 66 RPT=13 161.44.17.135 17:12:44.990 10/ 10/ 2000 225
[ User [ 37297304
| KE Rermot e Peer configured for SA: ESP- 3DES- MD5

SEV=9 | KEDBG 0 RPT=38 161.44.17.135 17:12:44.990 10/ 10/ 2000 226
[ User [ 37297304
processi ng | PSEC SA

SEV=8 | KEDBG 0 RPT=39 17:12:44.990 10/ 10/ 2000 227
Proposal # 1, Transform# 1, Type ESP, |d DES-CBC
:Parsing received transform
:Phase 2 failure
:M smatched transform | Ds for protocol ESP
Rcv' d: DES- CBC
Cfg'd: Triple-DES

SEV=7 | KEDBG 27 RPT=1 161.44.17.135 17:12:45.000 10/ 10/ 2000 232
[ User [ 37297304
| PSec SA Proposal # 2, Transform# 1 acceptable

SEV=7 | KEDBG 0 RPT=40 161.44.17.135 17:12:45.000 10/ 10/ 2000 233
[ User [ 37297304
I'l KE: requesting SPI

SEV=6 | KE/0 RPT=2 17:12:45.000 10/ 10/ 2000 234
AM recei ved unexpected event EV_ACTI VATE_NEW SA in state AM ACTI VE

SEV=9 | PSECDBG 6 RPT=1 17:12:45.000 10/ 10/2000 235

, | PSEC key nessage parse - nsgtype 6, len 164, vers 1, pid 00000000, seq 13
,err 0, type 2, nmode 0, state 32, |abel 0, pad O, spi 00000000, encrKeyLen O
, hashKeyLen 0, ivlen O, alg O, hmacAlg O, lifetype 0, lifetimel 300
lifetime2 2000000000, dsld 2

SEV=9 | PSECDBG 1 RPT=1 17:12:45.000 10/ 10/2000 239
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=1 17:12:45.000 10/10/ 2000 240
Reserved SPI 1773955517

SEV=8 | KEDBG 6 RPT=1 17:12:45.000 10/ 10/ 2000 241
| KE got SPI from key engi ne: SPlI = 0x69bc69bd

SEV=9 | KEDBG 0 RPT=41 161.44.17.135 17:12:45.000 10/ 10/ 2000 242
[ User [ 37297304
oakl ey constructing qui ck node

SEV=9 | KEDBG 0 RPT=42 161.44.17.135 17:12:45.000 10/ 10/ 2000 243
[ User [ 37297304
constructing bl ank hash



SEV=9 | KEDBG 0 RPT=43 161.44.17.135 17:12:45. 000 10/10/2000 244

[ User [ 37297304

constructing | SA_SA for ipsec

SEV=9 | KEDBG 1 RPT=17 161.44.17.135 17:12:45.000 10/10/2000 245

[ User [ 37297304

constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=18 161.44.17.135 17:12:45.000 10/10/2000 246

[ User [ 37297304
constructing proxy ID

SEV=7 | KEDBG 0 RPT=44 161.44.17.135 17:12:45.000 10/10/2000 247

Renot e host:
Local host:

[ User [ 37297304
:Transmitting Proxy |d

192.168.1.1 Protocol 0 Port O

172.18.124.134 Protocol 0O Port O

SEV=9 | KEDBG 0 RPT=45 161.44.17.135 17:12:45.000 10/10/2000 251

[ User [ 37297304
constructing QM hash

SEV=8 | KEDBG 0 RPT=46 161.44.17.135 17:12:45.000 10/ 10/ 2000 252
SENDI NG Message (nsgi d=48687cal) with payl oads
HDR + HASH (8) ... total length : 136

SEV=8 | KEDECODE/ 0 RPT=36 161.44.17.135 17:12:45.010 10/ 10/ 2000 254

(1 SAKMP HEADER :
Initiator Cookie(8):
Responder Cooki e(8):

Exchange Type :

( Flags

( Version 1.0
9D F3 34 FE 89 BF AA B2
B7 AD 34 D2 74 4D 05 DA

(Next Payl oad : HASH (8
Cakl ey Quick Mode

1 ( ENCRYPT

Message I D : 48687cal
Lengt h : 52

SEV=8 | KEDBG 0 RPT=47 161.44.17.135 17:12:45.010 10/ 10/ 2000 261
RECEI VED Message (nsgi d=48687cal) with payl oads
HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 | KEDBG 0 RPT=48 161.44.17.135 17:12:45.010 10/10/2000 263

SEV=9 | KEDBG 0 RPT=49

SEV=9 | KEDBG 1 RPT=19

SEV=9 | KEDBG 1 RPT=20

SEV=7 | KEDBG 0 RPT=50

SEV=4 | KE/ 49 RPT=13

161. 44.

161. 44.

161. 44.

161. 44.

161. 44.

17.

17.

17.

17.

17.

135

135

135

135

135

[ User [ 37297304
processi ng hash

17:12:45. 010 10/ 10/ 2000 264
[ User [ 37297304
| oading all |PSEC SAs

17:12:45. 010 10/ 10/ 2000 265
[ User [ 37297304
I Generating Quick Mbde Key

17:12:45. 010 10/ 10/ 2000 266
[ User [ 37297304
I Generating Quick Mbde Key

17:12:45. 020 10/ 10/ 2000 267
[ User [ 37297304
: Loadi ng host

Dst: 172.18.124.134

Src: 192.168.1.1

17:12: 45. 020 10/ 10/ 2000 268
[ User [ 37297304



(Security negotiation conplete for User (37297304
Responder, |nbound SPI = 0x69bc69bd, Cutbound SPI = 0x991518b4

SEV=9 | PSECDBG 6 RPT=2 17:12:45.020 10/ 10/2000 271

, | PSEC key nessage parse - msgtype 1, Len 536, vers 1, pid 00000000, seq O
,err 0, type 2, node 1, state 64, |label 0, pad 0, spi 991518b4, encrKeylLen 24
, hashKeyLen 16, ivlen 8, alg 2, hnmacAlg 3, lifetype 0, lifetinel O

lifetine2 0, dsld 2

SEV=9 | PSECDBG 1 RPT=2 17:12:45.020 10/ 10/ 2000 274
! Processi ng KEY_ADD MSG

SEV=9 | PSECDBG 1 RPT=3 17:12:45.020 10/ 10/ 2000 275
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=4 17:12:45.020 10/ 10/ 2000 276
No USER filter configured

SEV=9 | PSECDBG 1 RPT=5 17:12:45.020 10/ 10/ 2000 277
KeyProcessAdd: Enter

SEV=8 | PSECDBG 1 RPT=6 17:12:45.020 10/ 10/ 2000 278
KeyProcessAdd: Addi ng out bound SA

SEV=8 | PSECDBG 1 RPT=7 17:12:45.020 10/ 10/ 2000 279
KeyProcessAdd: src 172.18.124.134 mask 0.0.0.0, dst 192.168.1.1 nask 0.0.0.0

SEV=8 | PSECDBG 1 RPT=8 17:12:45.020 10/ 10/ 2000 280
KeyProcessAdd: FilterlpsecAddl keSa success

SEV=9 | PSECDBG 6 RPT=3 17:12:45.020 10/ 10/ 2000 281

, | PSEC key nessage parse - msgtype 3, Len 292, vers 1, pid 00000000, seq O
,err 0, type 2, node 1, state 32, label 0, pad 0, spi 69bc69bd, encrKeylLen 24
, hashKeyLen 16, ivlen 8, alg 2, hnmacAlg 3, lifetype 0, lifetinel O

lifetine2 0, dsld 2

SEV=9 | PSECDBG 1 RPT=9 17:12:45.020 10/ 10/ 2000 284
I Processi ng KEY_UPDATE MSG

SEV=9 | PSECDBG 1 RPT=10 17:12:45.020 10/ 10/ 2000 285
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=11 17:12:45.020 10/ 10/ 2000 286
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=12 17:12:45.020 10/ 10/ 2000 287
No USER filter configured

SEV=9 | PSECDBG 1 RPT=13 17:12:45. 020 10/10/ 2000 288
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=14 17:12:45. 020 10/ 10/ 2000 289
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=1 17:12:45.020 10/10/2000 290
| KE got a KEY_ADD MSG for SA: SPI = 0x991518b4

SEV=8 | KEDBG 0 RPT=51 17:12:45.020 10/ 10/ 2000 291
pi tcher: rcv KEY_UPDATE, spi 0x69bc69bd

dudxall @95Lanll plasiwl 2> JSaiw IPSec clasi aouas

SEV=8 | KEDECODE/ 0 RPT=1 161.44.17.135 17:12:32.560 10/ 10/ 2000 1
( | SAKMP HEADER : ( Version 1.0



Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2
Responder Cookie(8): 00 00 00 00 00 00 00 0O

(Next Payl oad : SA (1

Exchange Type : Cakl ey Aggressive Mde
Fl ags : 0

Message | D : 0

Lengt h : 307

SEV=8 | KEDBG 0 RPT=1 161.44.17.135 17:12:32.560 10/ 10/ 2000 7

RECEI VED Message (nsgi d=0) with payl oads

(HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + NONE (O
total length : 307 ...

SEV=9 | KEDBG 0 RPT=2 161.44.17.135 17:12:32.560 10/ 10/ 2000 10
processi ng SA payl oad

SEV=8 | KEDECODE/ 0 RPT=2 161.44.17.135 17:12:32.560 10/10/2000 11
SA Payl oad Decode

(DA : | PSEC (1
(Situation : Identity Only (1
Lengt h : 120

SEV=8 | KEDECODE/ 0 RPT=3 161.44.17.135 17:12:32.560 10/ 10/ 2000 14
: Proposal Decode

Proposal # : 1

(Protocol ID : | SAKMP (1
of Transforns: 4#

Spi : 00 00 00 00
Lengt h : 108

SEV=8 | KEDECODE/ 0 RPT=4 161.44.17.135 17:12:32.560 10/ 10/ 2000 18
:Transform # 1 Decode for Proposal # 1

Transform # : 1
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=5 161.44.17.135 17:12:32.560 10/10/2000 20
:Phase 1 SA Attribute Decode for Transform# 1

(Encryption Al g: DES-CBC (1

(Hash Al g : MD5 (1

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDECODE/ 0 RPT=6 161.44.17.135 17:12:32.560 10/ 10/ 2000 24
:Transform # 2 Decode for Proposal # 1

Transform # : 2
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=7 161.44.17.135 17:12:32.560 10/10/ 2000 26
:Phase 1 SA Attribute Decode for Transform# 2

(Encryption Al g: Triple-DES (5
(Hash Al g : MD5 (1

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDECODE/ 0 RPT=8 161.44.17.135 17:12:32.560 10/ 10/2000 30
:Transform # 3 Decode for Proposal # 1

Transform # : 3
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=9 161.44.17.135 17:12:32.560 10/10/2000 32
:Phase 1 SA Attribute Decode for Transform# 3



(Encryption Al g: Triple-DES (5

(Hash Al g : SHA (2
(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDECODE/ 0 RPT=10 161.44.17.135 17:12:32.560 10/ 10/ 2000 36
:Transform # 4 Decode for Proposal # 1

Transform # : 4
(TransformID : | KE (1
Lengt h : 24

SEV=8 | KEDECODE/ 0 RPT=11 161.44.17.135 17:12:32.560 10/ 10/ 2000 38
:Phase 1 SA Attribute Decode for Transform# 4

(Encryption Al g: DES-CBC (1

(Hash Al g : SHA (2

(DH G oup : Cakley Group 1 (1
(Aut h Met hod : Preshared Key (1

SEV=8 | KEDBG 0 RPT=3 161.44.17.135 17:12:32.560 10/ 10/ 2000 42
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=4 161.44.17.135 17:12:32.560 10/ 10/ 2000 47
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class Encryption Alg
Rcv' d: DES- CBC
Cfg'd: Triple-DES

SEV=8 | KEDBG 0 RPT=5 161.44.17.135 17:12:32.560 10/ 10/ 2000 50
Proposal # 1, Transform# 2, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=6 161.44.17.135 17:12:32.560 10/ 10/ 2000 55
Proposal # 1, Transform# 3, Type | SAKMP, Id | KE
:Parsing received transform
:Phase 1 failure against global IKE proposal # 1
:Msmatched attr types for class DH G oup
Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=7 161.44.17.135 17:12:32.560 10/ 10/ 2000 60
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class Hash Al g
Rcv' d: SHA
Cfg'd: M5

SEV=8 | KEDBG 0 RPT=8 161.44.17.135 17:12:32.560 10/ 10/ 2000 62
:Phase 1 failure against global |IKE proposal # 3
:Msmatched attr types for class Encryption Alg
Rcv' d: Tripl e- DES
Cfg'd: DES-CBC

SEV=8 | KEDBG 0 RPT=9 161.44.17.135 17:12:32.560 10/ 10/ 2000 65
Proposal # 1, Transform# 4, Type | SAKMP, Id | KE
:Parsing received transform

:Phase 1 failure against global IKE proposal # 1



:Msmatched attr types for class DH G oup

Rcv' d: Gakley Goup 1
Cfg'd: Cakley Goup 2

SEV=8 | KEDBG 0 RPT=10 161.44.17.135 17:12:32.560 10/ 10/2000 70
:Phase 1 failure against global |IKE proposal # 2
:Msmatched attr types for class Encryption Alg

Rcv' d: DES- CBC
Cfg'd: Triple-DES

SEV=8 | KEDBG 0 RPT=11 161.44.17.135 17:12:32.560 10/ 10/ 2000 73
:Phase 1 failure against global |IKE proposal # 3
:Msmatched attr types for class Hash Al g

SEV=7 | KEDBG 0 RPT=12

SEV=9 | KEDBG 0 RPT=13

SEV=9 | KEDBG 0 RPT=14

SEV=9 | KEDBG 1 RPT=1

SEV=9 | KEDBG 1 RPT=2

SEV=9 | KEDBG 1 RPT=3

161.

161.

161.

161.

161.

161.

44.

44.

44.

44.

44.

44.

17.

17.

17.

17.

17.

17.

Rcv' d: SHA
Cfg' d: M5

135 17:12:32.560 10/ 10/ 2000 75
Cakl ey proposal is acceptable

135 17:12:32.560 10/ 10/ 2000 76
processi ng ke payl oad

135 17:12:32.560 10/ 10/ 2000 77
processing | SA KE

135 17:12:32.560 10/ 10/ 2000 78
processi ng nonce payl oad

135 17:12:32.560 10/ 10/ 2000 79
Processing I D

135 17:12:32.560 10/ 10/ 2000 80
processing vid payl oad

SEV=9 | KEDBG 23 RPT=1 161.44.17.135 17:12:32.580 10/ 10/ 2000 81
Starting group | ookup for peer 161.44.17.135

SEV=7 | KEDBG 0 RPT=15 161.44.17.135 17:12:32. 680 10/10/ 2000 82

SEV=7 | KEDBG 14 RPT=1

SEV=9 | KEDBG 0 RPT=16

SEV=9 | KEDBG 0 RPT=17

SEV=9 | KEDBG 1 RPT=4

SEV=9 | KE/ 0 RPT=1

SEV=9 | KEDBG 1 RPT=5

(Found Phase 1 Group (vpn3000

161.44.17.135 17:12:32.680 10/ 10/ 2000 83
Aut henti cation configured for Internal

161.44.17.135 17:12:32.680 10/ 10/2000 84

161. 44.

161. 44.

161. 44.

161. 44.

SEV=9 | KEDBG 0

SEV=9 | KEDBG 0 RPT=19 161. 44.

17.

17.

17.

.. Cenerating keys for Responder

17.

constructing | SA _SA for isaknmp

135 17:12:32.680 10/ 10/ 2000 85
constructing ke payl oad

135 17:12:32.680 10/ 10/ 2000 86
constructing nonce payl oad

135 17:12:32.680 10/ 10/ 2000 87

135 17:12:32.680 10/ 10/ 2000 88
constructing ID

RPT=18 17:12:32.680 10/10/2000 89

17.

construct hash payl oad

135 17:12:32.680 10/ 10/ 2000 90
conputing hash



SEV=9 | KEDBG 1 RPT=6 161.44.17.135 17:12:32.680 10/ 10/ 2000 91
constructing vid payl oad

SEV=8 | KEDBG 0 RPT=20 161.44.17.135 17:12:32.680 10/ 10/ 2000 92
SENDI NG Message (nsgi d=0) with payl oads
HDR + SA (1) ... total length : 248

SEV=8 | KEDECODE/ 0 RPT=12 161.44.17.135 17:12:32.730 10/ 10/ 2000 93
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad : HASH (8

Exchange Type : Cakl ey Aggressive Mde
( Flags : 1 ( ENCRYPT
Message | D : 0

Lengt h : 52

SEV=8 | KEDBG 0 RPT=21 161.44.17.135 17:12:32. 730 10/ 10/ 2000 99
RECEI VED Message (nsgi d=0) with payl oads
HDR + HASH (8) + NONE (0) ... total length : 48

SEV=9 | KEDBG 0 RPT=22 161.44.17.135 17:12:32.730 10/ 10/2000 101
processi ng hash

SEV=9 | KEDBG 0 RPT=23 161.44.17.135 17:12:32.730 10/ 10/ 2000 102
conputing hash

SEV=8 | KEDECODE/ 0 RPT=13 161.44.17.135 17:12:33.410 10/ 10/ 2000 103
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad : HASH (8

Exchange Type : Cakl ey Quick Mode
( Flags : 1 ( ENCRYPT
Message I D : 48687cal

Lengt h : 308

SEV=9 | KEDBG 21 RPT=1 161.44.17.135 17:12:33.410 10/ 10/ 2000 110
Del ay Qui ck Mbde processing, Cert/Trans Exch/RM DSID in progress

SEV=9 | KEDBG 0 RPT=24 161.44.17.135 17:12:33.410 10/ 10/2000 111
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=25 161.44.17.135 17:12:33.410 10/ 10/ 2000 112
constructing gm hash

SEV=8 | KEDBG 0 RPT=26 161.44.17.135 17:12:33.410 10/ 10/ 2000 113
SENDI NG Message (nsgi d=f c2ceb5eb) with payl oads
HDR + HASH (8) ... total length : 68

SEV=8 | KEDECODE/ 0 RPT=14 161.44.17.135 17:12:44.680 10/ 10/ 2000 115
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad : HASH (8

Exchange Type : Cakl ey Transacti onal
( Flags : 1 ( ENCRYPT
Message | D : fc2cebeb

Lengt h : 92

SEV=8 | KEDBG 0 RPT=27 161.44.17.135 17:12:44.680 10/ 10/ 2000 122
RECEI VED Message (nsgi d=fc2ceb5eb) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85



SEV=9 | KEDBG 1 RPT=7 17:12:44.680 10/ 10/2000 124
Iprocess_attr(): Enter

SEV=9 | KEDBG 1 RPT=8 17:12:44.680 10/10/2000 125
.Processing cfg reply attributes

SEV=7 | KEDBG 14 RPT=2 161.44.17.135 17:12:44.980 10/ 10/ 2000 126
[ User [ 37297304
Aut henti cation configured for Internal

SEV=4 | KE/ 52 RPT=7 161.44.17.135 17:12:44.980 10/ 10/ 2000 127
[ User [ 37297304
. User (37297304) authenticated

SEV=9 | KEDBG 31 RPT=1 161.44.17.135 17:12:44.980 10/ 10/ 2000 128
[ User [ 37297304
(Cpbtained I P addr (192.168.1.1) prior to initiating Mbde Cfg (XAuth enabl ed

SEV=9 | KEDBG 0 RPT=28 161.44.17.135 17:12:44.980 10/ 10/ 2000 130
[ User [ 37297304
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=29 161.44.17.135 17:12:44.980 10/10/2000 131
............ COA80101 F0010000 00010004 : 0000

SEV=9 | KEDBG 0 RPT=30 161.44.17.135 17:12:44.980 10/ 10/ 2000 132
[ User [ 37297304
constructing QM hash

SEV=8 | KEDBG 0 RPT=31 161.44.17.135 17:12:44.980 10/ 10/ 2000 133
SENDI NG Message (nsgi d=f c2ceb5eb) with payl oads
HDR + HASH (8) ... total length : 80

SEV=8 | KEDECODE/ 0 RPT=15 161.44.17.135 17:12:44.990 10/ 10/ 2000 135
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA

(Next Payl oad : HASH (8

Exchange Type : Cakl ey Transacti onal
( Flags : 1 ( ENCRYPT
Message | D : fc2cebeb

Lengt h : 68

SEV=8 | KEDBG 0 RPT=32 161.44.17.135 17:12:44.990 10/ 10/ 2000 142
RECEI VED Message (nsgi d=fc2ceb5eb) with payl oads
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 64

SEV=9 | KEDBG 1 RPT=9 17:12:44.990 10/ 10/ 2000 144
I process_attr(): Enter

SEV=9 | KEDBG 1 RPT=10 17:12:44.990 10/ 10/ 2000 145
Processing cfg ACK attributes

SEV=9 | KEDBG 1 RPT=11 17:12:44.990 10/10/2000 146
I Recei ved | PV4 address ack

SEV=9 | KEDBG 1 RPT=12 17:12:44.990 10/10/2000 147
I Recei ved Save PW ack

SEV=4 AUTH 21 RPT=18 17:12:44.990 10/ 10/ 2000 148
User 37297304 connected

SEV=7 | KEDBG 22 RPT=1 161.44.17.135 17:12: 44. 990 10/ 10/ 2000 149
[ User [ 37297304



Resune Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl et ed

SEV=8 | KEDBG 0 RPT=33 161.44.17.135 17:12:44.990 10/10/2000 151

RECEI VED Message (nsgi d=48687cal) with payl oads

(HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (O

total length : 304 ...

SEV=9 | KEDBG 0 RPT=34 161.44.17.135 17:12:44.990 10/10/2000 154

SEV=9 | KEDBG 0

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

[ User [ 37297304
processi ng hash

RPT=35 161.44.17.135 17:12:44.990 10/ 10/ 2000 155
[ User [ 37297304
processi ng SA payl oad

RPT=16 161.44.17.135 17:12:44.990 10/ 10/ 2000 156
SA Payl oad Decode

(DA : | PSEC (1

(Situation : Identity Only (1

Lengt h : 180
RPT=17 161.44.17.135 17:12:44.990 10/ 10/ 2000 159
: Proposal Decode

Proposal # : 1

(Protocol ID : ESP (3

of Transforns: 1#

Spi : 99 15 18 B4

Lengt h : 28
RPT=18 161.44.17.135 17:12:44.990 10/ 10/ 2000 163
:Transform # 1 Decode for Proposal # 1

Transform # : 1

(TransformID : DES- CBC (2

Lengt h : 16
RPT=19 161.44.17.135 17:12:44.990 10/ 10/ 2000 165
:Phase 2 SA Attribute Decode for Transform# 1

(HVAC Al gorithm MD5 (1

(Encapsul ation : Tunnel (1
RPT=20 161.44.17.135 17:12:44.990 10/ 10/ 2000 167
: Proposal Decode

Proposal # : 2

(Protocol ID : ESP (3

of Transforns: 1#

Spi : 99 15 18 B4

Lengt h : 28
RPT=21 161.44.17.135 17:12:44.990 10/ 10/2000 171
:Transform # 1 Decode for Proposal # 2

Transform # : 1

(TransformID : Triple-DES (3

Lengt h : 16
RPT=22 161.44.17.135 17:12:44.990 10/ 10/ 2000 173
:Phase 2 SA Attribute Decode for Transform# 1

(HVAC Al gorithm MD5 (1

(Encapsul ation : Tunnel (1

RPT=23 161.44.17.135 17:12:44.990 10/ 10/ 2000 175
: Proposal Decode

Proposal # : 3

(Protocol ID : ESP (3

of Transforns: 1#



SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

SEV=8

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

| KEDECCDE/ 0

Spi : 99 15 18 B4

Lengt h : 28
RPT=24 161.44.17.135 17:12:44.990 10/ 10/ 2000 179
:Transform # 1 Decode for Proposal # 3
Transform # : 1
(TransformID : DES- CBC (2
Lengt h : 16
RPT=25 161.44.17.135 17:12:44.990 10/ 10/ 2000 181
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm SHA (2
(Encapsul ation : Tunnel (1
RPT=26 161.44.17.135 17:12:44.990 10/ 10/ 2000 183
: Proposal Decode
Proposal # : 4
(Protocol ID : ESP (3
of Transforns: 1#
Spi : 99 15 18 B4
Lengt h : 28
RPT=27 161.44.17.135 17:12:44.990 10/ 10/ 2000 187
:Transform # 1 Decode for Proposal # 4
Transform # : 1
(TransformID : Triple-DES (3
Lengt h : 16
RPT=28 161.44.17.135 17:12:44.990 10/ 10/ 2000 189
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm SHA (2
(Encapsul ation : Tunnel (1
RPT=29 161.44.17.135 17:12:44.990 10/ 10/2000 191
: Proposal Decode
Proposal # : 5
(Protocol ID : ESP (3
of Transforns: 1#
Spi : 99 15 18 B4
Lengt h : 28
RPT=30 161.44.17.135 17:12:44.990 10/ 10/ 2000 195
:Transform # 1 Decode for Proposal # 5
Transform # : 1
(TransformID : NULL (11
Lengt h : 16
RPT=31 161.44.17.135 17:12:44.990 10/ 10/ 2000 197
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm MD5 (1
(Encapsul ation : Tunnel (1
RPT=32 161.44.17.135 17:12:44.990 10/ 10/ 2000 199
: Proposal Decode
Proposal # : 6
(Protocol ID : ESP (3
of Transforns: 1#
Spi : 99 15 18 B4
Lengt h : 28
RPT=33 161.44.17.135 17:12:44.990 10/ 10/ 2000 203

:Transform # 1 Decode for Proposal # 6

Transform # : 1
(TransformID : NULL (11



Lengt h 16

SEV=8 | KEDECODE/ 0 RPT=34 161.44.17.135 17:12:44.990 10/ 10/ 2000 205
:Phase 2 SA Attribute Decode for Transform# 1
(HVAC Al gorithm SHA (2
(Encapsul ation : Tunnel (1
SEV=9 | KEDBG 1 RPT=13 161.44.17.135 17:12:44.990 10/ 10/ 2000 207
[ User [ 37297304
processi ng nonce payl oad
SEV=9 | KEDBG 1 RPT=14 161.44.17.135 17:12:44.990 10/ 10/ 2000 208
[ User [ 37297304
Processing I D
SEV=5 | KE/ 25 RPT=13 161.44.17.135 17:12:44.990 10/ 10/ 2000 209
[ User [ 37297304
data in I D Payl oad
Protocol 0, Port O

: Received renote Proxy Host

Address 161.44.17. 135,

SEV=7 | KEDBG 1 RPT=15 161.44.17.135 17:12:44.990 10/ 10/ 2000 212
[ User [ 37297304
I Modi fying client proxy src address

SEV=9 | KEDBG 1 RPT=16 161.44.17.135 17:12:44.990 10/ 10/ 2000 213
[ User [ 37297304

Processing I D

SEV=5 | KE/ 24 RPT=7 161.44.17.135 17:12: 44.

990 10/10/2000 214

[ User [ 37297304
:Received | ocal Proxy Host data in ID Payl oad
Address 172.18.124. 134, Protocol 0, Port O

SEV=9 | KEDBG 0 RPT=36 161.44.17.135 17:12: 44.

990 10/ 10/ 2000 217
[ User [ 37297304

Processing Notify payl oad

SEV=8 | KEDECODE/ 0 RPT=35 161.44.17.135 17: 12: 44.

990 10/10/2000 218

Noti fy Payl oad Decode

(DA | PSEC (1

(Protocol | SAKMP (1

(Message : Initial contact (24578

Spi 9D F3 34 FE 89 BF AA B2 B7 AD 34 D2 74 4D 05 DA
Lengt h : 28

SEV=8 | KEDBG 0 RPT=37 17:12:44.990 10/ 10/ 2000 224
M | sRekeyed ol d sa not found by addr

SEV=5 | KE/ 66 RPT=13 161.44.17.135 17:12:44.990 10/ 10/ 2000 225
[ User [ 37297304
| KE Rermot e Peer configured for SA: ESP- 3DES- MD5

SEV=9 | KEDBG 0 RPT=38 161.44.17.135 17:12:44.990 10/ 10/ 2000 226
[ User [ 37297304
processi ng | PSEC SA

SEV=8 | KEDBG 0 RPT=39 17:12:44.990 10/ 10/ 2000 227
Proposal # 1, Transform# 1, Type ESP, |d DES-CBC
:Parsing received transform
:Phase 2 failure
:M smatched transform | Ds for protocol ESP
Rcv' d: DES- CBC
Cfg'd: Triple-DES



SEV=7 | KEDBG 27 RPT=1 161.44.17.135 17:12:45.000 10/ 10/ 2000 232
[ User [ 37297304
| PSec SA Proposal # 2, Transform# 1 acceptable

SEV=7 | KEDBG 0 RPT=40 161.44.17.135 17:12:45.000 10/ 10/ 2000 233
[ User [ 37297304
I'l KE: requesting SPI

SEV=6 | KE/ 0 RPT=2 17:12:45.000 10/ 10/ 2000 234
AM recei ved unexpected event EV_ACTI VATE_NEW SA in state AM ACTI VE

SEV=9 | PSECDBG 6 RPT=1 17:12:45.000 10/ 10/2000 235

, | PSEC key nessage parse - nsgtype 6, len 164, vers 1, pid 00000000, seq 13
,err 0, type 2, nmode 0, state 32, |abel 0, pad O, spi 00000000, encrKeyLen O
, hashKeyLen 0, ivlen O, alg O, hmacAlg O, lifetype 0, lifetimel 300
lifetime2 2000000000, dsld 2

SEV=9 | PSECDBG 1 RPT=1 17:12:45.000 10/ 10/ 2000 239
I Processi ng KEY_GETSPI mnsg

SEV=7 | PSECDBG 13 RPT=1 17:12:45.000 10/10/ 2000 240
Reserved SPI 1773955517

SEV=8 | KEDBG 6 RPT=1 17:12:45.000 10/ 10/2000 241
| KE got SPI from key engi ne: SPlI = 0x69bc69bd

SEV=9 | KEDBG 0 RPT=41 161.44.17.135 17:12:45.000 10/ 10/ 2000 242
[ User [ 37297304
oakl ey constructing qui ck node

SEV=9 | KEDBG 0 RPT=42 161.44.17.135 17:12:45.000 10/ 10/ 2000 243
[ User [ 37297304
constructing bl ank hash

SEV=9 | KEDBG 0 RPT=43 161.44.17.135 17:12:45.000 10/ 10/ 2000 244
[ User [ 37297304
constructing | SA_SA for ipsec

SEV=9 | KEDBG 1 RPT=17 161.44.17.135 17:12:45.000 10/ 10/ 2000 245
[ User [ 37297304
constructing ipsec nonce payl oad

SEV=9 | KEDBG 1 RPT=18 161.44.17.135 17:12:45.000 10/10/2000 246
[ User [ 37297304
constructing proxy ID

SEV=7 | KEDBG 0 RPT=44 161.44.17.135 17:12:45. 000 10/10/2000 247
[ User [ 37297304
:Transmitting Proxy |d

Renote host: 192.168.1.1 Protocol 0 Port O

Local host: 172.18.124.134 Protocol 0 Port O

SEV=9 | KEDBG 0 RPT=45 161.44.17.135 17:12:45.000 10/ 10/ 2000 251
[ User [ 37297304
constructing QM hash

SEV=8 | KEDBG 0 RPT=46 161.44.17.135 17:12:45.000 10/ 10/ 2000 252
SENDI NG Message (nsgi d=48687cal) with payl oads
HDR + HASH (8) ... total length : 136

SEV=8 | KEDECODE/ 0 RPT=36 161.44.17.135 17:12:45.010 10/ 10/ 2000 254
( | SAKMP HEADER : ( Version 1.0

Initiator Cookie(8): 9D F3 34 FE 89 BF AA B2

Responder Cookie(8): B7 AD 34 D2 74 4D 05 DA



SEV=8 | KEDBJ 0

SEV=9 | KEDBG 0

SEV=9 | KEDBG 0

SEV=9 | KEDBG 1

SEV=9 | KEDBG 1

SEV=7 | KEDBJ 0

SEV=4 | KE/ 49

Responder, |

, | PSEC key nessage parse -

(Next Payl oad : HASH (8

Exchange Type : Cakl ey Quick Mode
( Flags : 1 ( ENCRYPT
Message I D : 48687cal

Lengt h : 52

RPT=47 161.44.17.135 17:12:45.010 10/ 10/ 2000 261

RECEI VED Message (nsgi d=48687cal) with payl oads
HDR + HASH (8) + NONE (0) ... total length : 48

(Security negoti

RPT=48 161.44.17.135 17:12:45.010 10/ 10/ 2000 263

[ User [ 37297304
processi ng hash

RPT=49 161.44.17.135 17:12:45.010 10/ 10/ 2000 264

[ User [ 37297304
| oading all |PSEC SAs

RPT=19 161.44.17.135 17:12:45.010 10/ 10/ 2000 265

[ User [ 37297304
I Generating Quick Mbde Key

RPT=20 161.44.17.135 17:12:45.010 10/ 10/ 2000 266

[ User [ 37297304
I Generating Quick Mbde Key

RPT=50 161.44.17.135 17:12:45.020 10/ 10/ 2000 267

[ User [ 37297304

: Loadi ng host
Dst: 172.18.124.134
Src: 192.168.1.1

RPT=13 161.44.17.135 17:12:45.020 10/ 10/ 2000 268

[ User [ 37297304
ation conplete for User (37297304

nbound SPI = 0x69bc69bd, Qutbound SPI = 0x991518b4

SEV=9 | PSECDBG 6

RPT=2 17:12:45.020 10/ 10/2000 271

msgtype 1, Len 536, vers 1, pid 00000000, seq O

,err 0, type 2, node 1, state 64, |label 0, pad 0, spi 991518b4, encrKeylLen 24
ivien 8, alg 2, hmacAlg 3, lifetype 0, lifetinel O

, hashKeyLen 16,

KeyProcessAdd: src 172.18.

SEV=9 | PSECDBG 1

SEV=9 | PSECDBG 1

SEV=7 | PSECDBG 1

SEV=9 | PSECDBG 1

SEV=8 | PSECDBG 1

SEV=8 | PSECDBG 1

124. 134 mask 0. 0.

SEV=8 | PSECDBG 1

lifetine2 0, dsld 2

RPT=2 17:12:45. 020 10/ 10/2000 274
! Processi ng KEY_ADD MSG

RPT=3 17:12: 45. 020 10/ 10/2000 275
key_msghdr 2secassoc(): Enter

RPT=4 17:12:45. 020 10/ 10/2000 276
No USER filter configured

RPT=5 17:12: 45. 020 10/ 10/2000 277
KeyProcessAdd: Enter

RPT=6 17:12:45.020 10/ 10/2000 278
KeyProcessAdd: Addi ng out bound SA

RPT=7 17:12:45.020 10/ 10/2000 279
0.0, dst 192.168.1.1 mask 0.0.0.0

RPT=8 17:12:45.020 10/ 10/2000 280

KeyProcessAdd: FilterlpsecAddl keSa success



SEV=9 | PSECDBG 6 RPT=3 17:12:45.020 10/ 10/ 2000 281

, | PSEC key nessage parse - msgtype 3, Len 292, vers 1, pid 00000000, seq O
,err 0, type 2, node 1, state 32, label 0, pad 0, spi 69bc69bd, encrKeylLen 24
, hashKeyLen 16, ivlen 8, alg 2, hnmacAlg 3, lifetype 0, lifetinel O

lifetine2 0, dsld 2

SEV=9 | PSECDBG 1 RPT=9 17:12:45.020 10/ 10/ 2000 284
I Processi ng KEY_UPDATE MSG

SEV=9 | PSECDBG 1 RPT=10 17:12:45.020 10/ 10/ 2000 285
Updat e i nbound SA addresses

SEV=9 | PSECDBG 1 RPT=11 17:12:45.020 10/ 10/ 2000 286
key_msghdr 2secassoc(): Enter

SEV=7 | PSECDBG 1 RPT=12 17:12:45.020 10/ 10/ 2000 287
No USER filter configured

SEV=9 | PSECDBG 1 RPT=13 17:12:45. 020 10/ 10/ 2000 288
KeyProcessUpdat e: Enter

SEV=8 | PSECDBG 1 RPT=14 17:12:45. 020 10/ 10/ 2000 289
KeyProcessUpdat e: success

SEV=8 | KEDBG 7 RPT=1 17:12:45.020 10/10/2000 290
| KE got a KEY_ADD MSG for SA: SPI = 0x991518b4

SEV=8 | KEDBG 0 RPT=51 17:12:45.020 10/ 10/2000 291
pi tcher: rcv KEY_UPDATE, spi 0x69bc69bd

SDI g0 2> cllas| acuas

SDI el ausuas

(SDI _lc _JsVl dbslaall) ez I3

U 37297304/ vpn3000 000037297304/ 37297304/ 11: 57: 04 10/ 06/ 2000
372

L Node Secret Sent to dient zeki e. ci sco. conf 11: 57: 04 10/ 06/ 2000

U 37297304/ vpn3000 000037297304/ 37297304/ 15: 57: 05 10/ 06/ 2000
372

U PASSCODE Accept ed zeki e. ci sco. conl 11: 57: 05 10/ 06/ 2000

(SDI e _JoVl dbslanll a2;) a3 1]

16: 06: 09U 37297304/ vpn3000 000037297304/ 37297304 10/ 06/ 2000
372
12: 06: 09L PASSCODE Accept ed zeki e.ci sco.com 10/ 06/ 2000

(LYl 45) VPN 3000 55,0 cllasi aues
q_9_)| ” uqchl Ml" gl.la.>i a-‘-k‘a-'

AUTH -
Authdbg -

)_954.\1_9| .

SEV=8 AUTHDBG 1 RPT=1 14:09:25.000 10/ 06/ 2000 4
AUTH Open() returns 14



SEV=7 AUTH 12 RPT=1 14:09:25.000 10/ 06/ 2000 5
Aut henti cati on session opened: handle = 14

SEV=8 AUTHDBG 3 RPT=1 14:09:25.000 10/ 06/ 2000 6
(AUTH_Put At t r Tabl e(14, 5a2aa0

SEV=8 AUTHDBG 5 RPT=1 14:09:25.000 10/ 06/ 2000 7
(AUTH_Aut henti cat e(14, e5187e0, 306bdc

SEV=8 AUTHDBG 59 RPT=1 14:09:25.000 10/ 06/ 2000 8
(AUTH_Bi ndSer ver (71e097c, 0, O

SEV=9 AUTHDBGE 69 RPT=1 14:09: 25.000 10/ 06/ 2000 9
Aut h Server 649ab4 has been bound to ACB 71e097c, sessions = 1

SEV=8 AUTHDBG 65 RPT=1 14:09:25.000 10/ 06/ 2000 10
(AUTH_Cr eat eTi mer ( 71e097c, 0, O

SEV=9 AUTHDBG 72 RPT=1 14:09:25.000 10/06/2000 11
Reply timer created: handle = 490011

SEV=8 AUTHDBG 61 RPT=1 14:09: 25.000 10/ 06/ 2000 12
(AUTH_Bui | dMsg(71e097¢c, 0, 0

SEV=8 AUTHDBG 51 RPT=1 14:09:25.000 10/ 06/ 2000 13
(Sdi _Buil d(71e097c

SEV=8 AUTHDBG 64 RPT=1 14:09:25.010 10/ 06/ 2000 14
(AUTH_St art Ti ner (71e097c, 0, O

SEV=9 AUTHDBG 73 RPT=1 14:09:25.010 10/ 06/ 2000 15
Reply timer started: handle = 490011, tinestanp = 8553930, tineout = 4000

SEV=8 AUTHDBG 62 RPT=1 14:09:25.010 10/ 06/ 2000 16
(AUTH_SndRequest ( 71e097c, 0, O

SEV=8 AUTHDBG 52 RPT=1 14:09:25.010 10/ 06/ 2000 17
(Sdi _Xnt (71e097¢

SEV=9 AUTHDBG 71 RPT=1 14:09:25.010 10/ 06/ 2000 18
xmt_cnt =1

SEV=8 AUTHDBG 63 RPT=1 14:09:26.080 10/06/2000 19
(AUTH_RcvRepl y(71e097c, 0, O

SEV=8 AUTHDBG 53 RPT=1 14:09:26.080 10/ 06/ 2000 20
(Sdi _Recv(71e097c

SEV=8 AUTHDBG 66 RPT=1 14:09:26.080 10/06/2000 21
(AUTH_Del et eTi mer ( 71e097c, 0, O

SEV=9 AUTHDBG 74 RPT=1 14:09:26.080 10/ 06/ 2000 22
Reply timer stopped: handle = 490011, tinmestanp = 8554037

SEV=8 AUTHDBG 58 RPT=1 14:09:26.080 10/ 06/ 2000 23
(AUTH_Cal | back(71e097¢c, 0, 0

SEV=6 AUTH 4 RPT=1 14:09: 26. 080 10/ 06/ 2000 24
Aut henti cati on successful: handle = 14, server = 172.18.124.99, user = 37297304

SEV=8 AUTHDBG 2 RPT=1 14:09:26.080 10/ 06/ 2000 25
(AUTH_Cl ose( 14



SEV=8 AUTHDBG 60 RPT=1 14:09:26.080 10/ 06/ 2000 26
(AUTH_Unbi ndServer (71e097c, 0, O

SEV=9 AUTHDBGE 70 RPT=1 14:09:26.080 10/ 06/ 2000 27
Aut h Server 649ab4 has been unbound from ACB 71e097c, sessions = 0

SEV=8 AUTHDBG 10 RPT=1 14:09:26.080 10/ 06/ 2000 28
(AUTH_I nt _Fr eeAut hCB( 71e097c

SEV=9 AUTHDBGE 19 RPT=1 14:09:26.080 10/ 06/ 2000 29
instance = 15, clone_instance = 0

SEV=7 AUTH 13 RPT=1 14:09:26.080 10/ 06/ 2000 30
Aut henti cati on session closed: handle = 14

2o b clasi acuas

Lol e acall ué pasiumall ol pasimall pwl lasiis pi o)

SDI clia3] pexcs

16: 30: 21U j unk/ vpn3000 10/ 06/ 2000
12: 30: 21L User Not on Cient zekie.cisco.com 10/06/2000

VPN 3000 clias] gz

SEV=3 AUTH 5 RPT=5 14:20:06.310 10/ 06/ 2000 21
Aut henti cation rejected: Reason = Unspecified
handl e = 15, server = 172.18.124.99, user = junk

R0 uf 1930 jo) N> pARiwo awl

SDI clia3] pexcs

16: 33: 07U 37297304/ vpn3000 000037297304/ 37297304 372 10/ 06/ 2000
12: 33: 07L ACCESS DEN ED, PASSCODE | ncorrect zekie.cisco.com 10/ 06/2000

VPN 3000 clias] gaxuci

SEV=3 AUTH 5 RPT=6 14:22:52.160 10/06/2000 249
Aut henti cation rejected: Reason = Unspecified
handl e = 16, server = 172.18.124.99, user = 37297304

ceals Jiis a0l of adl Josgll jiei si)l SDI oo

SDI clins] ez

(Lo aliwy @) e it sl gl ¥
VPN 3000 clins] ez



SEV=4 AUTH 9 RPT=7 14:28:55.600 10/ 06/2000 77
Aut hentication failed: Reason = Network error
handle = 17, server = 172.18.124.99, user = 37297304

SDI 2130 e JsasS VPN 3000 655 pis o)

SDI clns3] pexcs

/<-- 17:37:42U --/172.18.124.134 10/ 06/ 2000
13:36:42L dient Not Found zeki e. ci sco. com 10/ 06/ 2000

VPN 3000 clias] gz

SEV=3 AUTH 5 RPT=8 15:26:27.440 10/ 06/ 2000 113
Aut henti cation rejected: Reason = Unspecified
handl e = 21, server = 172.18.124.99, user = 37297304

adlio] olel o3 SDI 313 0 JuaeS VPN 3000 ;S 40 dlj] cuns

J=all calall [3® a,0) oI5 VPN 3000 ,SJ9 «puaall caladl JlaiwY SecuritylD wale Jlw,| SDI o35 J9b>

SDI e L,

13:42: 18L Node Verification Failed zekie.cisco.com 10/ 06/2000
VPN 3000 cliaz] paxucs

SEV=3 AUTH 5 RPT=9 15:32:03. 030 10/ 06/ 2000 21
Aut hentication rejected: Reason = Unspecified
handl e = 22, server = 172.18.124.99, user = 37297304

olalall < clalall 8,15] < 6,bYI JI JasVYL VPN 3000 ;S0 e SecuritylD walo Wi>| cdlSiivall 04 J=J
oo uaxll calell VPN) 3000) a,oUall do ] asill 58 0 Jusy iV ésle] aie . 93> < SecuritylD <
oo SDI o315 Sais 019 SDI e Edit Client > Send Node Secret ,LisVl &5 ayaxs a6 3] .SDI psl>
Send Node ,LisVl &5 3axs iy SecuritylD calo e VPN 3000 S 50 sy ol 5,20 . Jokill Jlas]
)Xo v pac/Secret

do old Olegleo

ohlaoYlg 5.0 Hlao)l IPSec SDI édskae plaziwl VPN 3000 ;S0 ,_J] Cisco VPN o€ S -
<Vl

Cisco VPN 3000 Series S 0 pS> daxéu0 -

Cisco VPN 3000 Series  iwoc a5 éxéuo -

IPSec pe> 420 -

Cisco Systems - _iall acall -
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