od9sw VPN 3000 Concentrator PPTP
wluwogsle Cisco Secure ACS Jpool> 96
Windows RADIUS

Slhgizall

doisoll

el LS

oMol

duw Y o lllaioll

do2Ziwal| o bgSall

iSuial) _onlazill puw I

VPN 3000 ;5,0 /oS5
Windows J ai,gS59 Cisco o 0Vl , LoVl sgixall jua0 48l
(i) MPPE aslo|

dixoll o  gaxill

Le>MNolg clazVl BLlisSiwl
ez xuai | uSos

6> adskas - clasV xuxuai
daixall claz)|

o ol wlogles

dos.0ll

cMaz) (PPTP) dhais | dasi oo 345 JsSei9,d Laaill JlasVl Lslwl Cisco VPN 3000 55,0 pca,

13D i, .adde sloie¥l Sy ol Jsogs J21 oo cu-128 9 <40 Luiis 55,3l 55,0 ac, .cubo¥l Windows
RADIUS @5Laa) Windows J 09l Cisco ACS go VPN 3000 ;5,0 _lc PPTP (655 S Aiiaoll

PIX I PPTP &Ylail o051 PPTP plasiwY Cisco Secure PIX dla> x> aSs | g

a0l yiguaS 5le> Jlasl slacy Windows azga) PPTP adslan) Cisco o 09l ACS ueSs I g2l
2ol Ji5 Windows w313 CiSCO (0 ACS) 3.2) (ol Jswosll L Sl plai) pakiawall @83Las L35, 1309
Sl JI Joz b pakiawol)

el

oMoVl

4usil| Cisco wluali wbMawvl g2l (wliiwall olbMawvl Jg> wlogleall o 30 Je Joaxl
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auwlwdl olllaiall

Windows @slas) 091 Cisco ACS aslio] Jid Joass dlxall PPTP dslas ol sl 13 Lo ia,
ao)l @83Lanll plaziwl, VPN 3000 Concentrator PPTP e85 &S e eMbYl >, .RADIUS
0slly olllaiall o dlolS dild le Jgaxl ddxall PPTP @skas Js> ologleall (o 30 e Jgaxl
€Cisco VPN 3000 S0 _le PPTP ubis acs ais _io | go>,)l >

aoxsiuoll &lgSall

o>l dplall elisSally poldl elluol Il ximuall 138 3 63,lg)l &logleall situs

&V ohlaoYlg 2.5 HlaoYl Windows sl plad Cisco o oVl SVl seixall jauan -
(:x.4.0 HloYl plaiuwl oSl 13D (o gaxill p5) a2y w99 €.2.5.2 d2wo VPN 3000 Concentrator -

o_,€.>)l| 20> Ol .aols dlaso &y 9 639>90)l 6302V o iiwall 13D 8 doaioll ologleall elis| oo
Sl Slagd oo aSTd (6 puilo aSuis (9 Jows S 13] (Lol ,i81) pouman (oS Aitwoll IAD,_,SMMI
MIMIJ.S_,oI SY Jaizoll

aSyil) oozl puw )l

obisl Lladasall puw )l 8 pissall aSuidl slac] xikwall 13D 1,

10. 44.1? 1 172, 1ﬁ 1241 172, 1ﬂ 124133 luulslde] 10221

' w.iltl:'.ll 'U'PH 3000 Network 10.2.2.X
Concentrator finside)

PC with WPN Client
1044171479

ACS Server

VPN 3000 ;S 0 (295

Windows J ai,e559 CisCO 40 0l , Sl sgixall juae dSlo|

Windows J Cisco o 0¥l ACS plaziwy VPN 5,0 o653 wlelaxll 0id gsl

Soixall Hua0 oly @ilaall pslgs < palel < plaill < ueSall JI Jaul VPN 3000 55,0 e .1
13® % "Windows ("Cisco123 zliasg psl3J Cisco o oVl SloYl
(JLadl
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Configuration | System | Servers | Authentication | Add
Configure and add a user authenhcation server.
Server [RADIUS =] Selu[:t:in[:gfnmmﬂf Server wall let you add users to the mternal
Type user database.
A.uthenm:aunnl 10.2.2.5 Enter IP address or hostname.
Server
Server Port |EI Enter 0 for default port (1645).
. Enter the timeout for this server
Timeout |4 (seconds)
Retries IE_ Enter the number of retries for ths
SEIVED
Server Secret I"‘""‘""""‘“" Enter the BEADIUS server secret.
Verify [ Re-enter the secret.

€95 33>9 ACS o5 aSuis 955 _JI VPN S0 wainl Windows J Cisco Secure ACS 8 .2



Access Server Setup For

VPN3000
Metwork Access :
Server IP Address o0 %
Key cizcolis L%
Metwork Device .
Croug (Mot Assigned) j

Single Connect TACACS+ NAS (Record stop in

= accounting on fatlure).
= Log Update/Watchdog Packets from this Access
B EIVEL
= Log Radms Tunnelng Packets from this Access
B EIVEL
submit submit + Restart | Delete | Cancel |

wusolall
(RADIUS (Microsoft < ag=lg)l 955 _JI Jaul Windows el pliai Cisco (o 0Vl ACS 9 .3
ag>l9 9 wlowdl jeli > (MPPE) das; J| dass 0 Microsoft auin olow >3>9




Gt =
RADIUS (Microsoft)

User Group ['\“3

o B [026/311/007]
MS-MPPE-Encrj.rptinn-Pn]icy]:

v [026/311/008]
ME-MPPE-Encryption-Types

¥ [026/311/012]
MS-CHAP-MPPE-Keys

v I [026/311/016] ME-MPPE-Send-Key

v [026/311/017)
M5-MPPE-Eecv-Key

@ Back to Help |
2

! £l

submit | Cancel | dcgazoll

Olow a3l @8 (roasimall dcgazo 9 .loaiue Lainl Windows J Cisco Secure ACS 9 .4
99 9 paill dxlis| dl> 9 (MPPE (Microsoft RADIUS




dccess Restrictions Taken Card= Passward Aging
IF &ddres=s ds=signrment IETF Radius Cisco WPHZD0 R adius

hiS MFFE Radiuzs

Microsoft RADIUS Attributes 2|

v [3110007] ME-MPPE-Enctyption-Policy
Encryption Allowed ﬂ
v [3110008] ME-MPPE-Enctryption-Types %

| 40-hit |

WV [3110012] M3-CHAP-MPPE-Eeys

[ [3114016] MS-MPPE-Send-Key

[ [3114017] MS-MPPE-Recv-Key

submit | submit + Hestart | Cancel |

>V
oo 895kas p315 31> .d85kaall palgs < polol < pliaill < oueSHl JI Jasl VPN 3000 55,0 e .
LoVl seixall juan I (VPN) ddlall dwlsdl daSuidl 55,0 oo @8sbasll us| Hlis] sa> g cdaslall
Qi (Y] (0> a9>5Lao qé._)_9_)o iio.lf_9 p.\ihuo p.;.u| .J|.>)| Jb o Windows ro)|.>'.| Cisco U0 O"&”
Cisco 9 Jia)l eV Ui aiy "d950asll plx" dlu, (VPN) dLdlall dvll éSuidl 55,0 Lo,

C:\Program Files\CiscoSecure ACS v2.5\LOG\Failed _5 _o,all _lc sl 0i®
Attempts



Configuration | System | Servers | Authentication | Test

Enter a usemname and password with whuch to test Please wait for the operation to complete
or timeout.

User/MName |

Password |

ACS _JI 5,0l ;09 VPN 35,0 Il Cuasidll yiguaSUl (o @8sbanll oo gaxill oY cand 18 cbil Loy .6
Cisco _JI PPTP _oaius Jlu,Y VPN S50 (655 6okl cliSasd Windows psl5) Cisco oo ooVl
o3 Cisco oo oYl L9LoYl sgizall jaae Ji b e Windows RADIUS J (01 ACS
Il Jasl (VPN) a,ala)l aoldl aswill 35,0 e iy obal . pslgsl asld el JI Windows
palo> < poloill < pllaill < (983l
.a8>Lanll



Configuration | System | Servers | Authentication
Save Needed H

This section lets you configure parameters for servers that authenticate users.

Tou should have a properly co d FADIUS, NT Domain, or SDI server to access, or you
can configure the mternal server and® add users to the mternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or
Test

Authentication
SBEIVErs

10.2.2.5 (Radius) N
Internal {Intermal)

dcgaxo 9 .PPTP/L2TP (ugull dole 5159 bl dsgacrall < pastimall &,b] < oSl JI Janl .7
9 PAP oyl ouSas o a5 (VPN) ddlall doll dsuid] 58,0 sacld
MSCHAPvV1



Configuration | User Management | Base Grou

General IPSec PPTP/L2TP
PPTP/L2TP Parameters
Attmbute Value Description hy

Check to accept and use an IP address received

Use Chent Address| ™ from the chent

PPTP| " CHAP Select the authentication protocols allowed by the
Authentication| [~ EAP |-MD5 i dewice. Unchecking @f! options means that ne
Protocols| @ MSOCHAPY] authentication is required.

[ MSCHAPv2

[ Bequired .
PPTP Encryption| [ Require Stat ﬂE:jSEIECt the allowed encryption methods for PPTP

% 40-bit ¥ 125-bi. connectons for this group.
[T PAP
L2TP| ¥ CHAP select the authentication protocols allowed by the

Authentication| ¥ EAP |-MD5 i dewvice, Unchecking @l options means that ne
Protocols| @ MSOHAPY] authentication is required.

M MSCHAPv2

[T Required

L2TP Encryption| ™ Requre Stateless
T 40-bit ™ 128-hit

Select the allowed encryption methods for LZTP |
connectons for this group. -

IVl &Y55559 1 pusd 9 PPTP o 2lowl (o 359 ple cusidl dode 31> .8
s



(rnatwites) Enter the 1dle timeout for this
group.

(rmmutes) Enter the masmum connect time
for this group.

Filter |—N|:|ne— -'I Select the filter assigned tl:.ilhls group.

| Enter the IF address of the primary DNS

Idle Timeout|[30

Maximum Connect time||0

Frimary DA server for this group.
Secondary DNS | EI;CIEST T:;;];F;address of the secondary
Primary WINS | Enter the [P _a-::ldress of the primary WIS
server for this group.
Secondary WINS | Enter the [P address of the secondary

WIS zerver

W SEP 1™ SEF 2

SEP Card Assignment ¥ SEP 3 ¥ SEP 4

Select the SEP cards this group can be on

W FFTF

Tunnsling Protocols M L2TF l% select the tunnphng protocols this group
W IPSec can connect with
M L2TFE over [PSec

Apply | Cancel

o> a=iy pJ 131 . Windows RADIUS p>13J ACS 04, Cisco JI 9 paziuuall g0 PPTP d95bas juis| .9

sVl i puwd de>ly0 el )1
(i) MPPE &Lio]

liSoud usivi 495 Jasy Windows RADIUS PPTP adslaa) Cisco o oIl (SLoYl sgixall jua0 oS 13
VPN 3000 S0 _JI MPPE aslo|

AawlwVl dcgasall < paziuall 8)15] < ueSIl I Jaisl (VPN) audlall awll asSuid] jS,0 e .1

SigmaSJl 63021 JS L Ol Loy .c=1289 40 ugllan J oLLl (o 3835 PPTP ubiad) puud e .2
29l 2lawd) GRS o (825 e 128 9y 40 uais o WS e

S0 (oS J=all cuod aa)) MSCHAPV J Ll (o axi (PPTP ddskao o YgSei9 ) pundll e .3
bolas 8 juaiall Windows 2.5 pasiue olowd Cisco o (oYl (SloYl sgixoll
(-l



General PPTPR/LZTP

PPTP/L2TP Parameters
Attribute Value Description

Check to accept and use an IP address recewed

Use Client Address| [~ from the client

]

[ PAF

PPTP [T CHAF Select the authentication protocols allowed by the
Authentication| [~ EAT |—MDE TI dewice. Unchecking af! options means that mo
Protocols| F MSOCHADP] authentication is required.

[ MSCHAPvZ

PPTP Encryption| [~ Require Statéfess Select the allowed encryption methods for PPTP
commectons for this group

¥ 40-bat M 128-bit
[T PAP

L2TP| ¥ CHAF select the authentcation protocols allowed by the
Authentication| ¢ EAT |—h.-1D5 vI dewvice. Unchecking «ff options means that no

Protocols| F WSO AP authentication is required.

[ MSCHAPvZ
[ RBequired
L2TP Encryption| [~ Requre Stateless
[ 40-bat [ | 128-bit =|

Select the allowed encryption methods for L2TE
connechons for this group.

Jid oIS 13]) MSCHAPVT 9 ollaall 91 Jio¥l o bll s PPTP e e (8,2l oy talasVo
L

duwlw asSlo|

el < oSl JI Jaisl .(VPN) @ lall doll aSuidl 5550 I duwlxoe aSlo] eliSay (a9s3Lanll eliv] s
Windows e Cisco o 0Vl _SloYl sgixall juas aoly duulxall pilgs < plgzdl <

sl WS ol oMz el Windows J Cisco o oVl (SLoYl sgixall jua0 9

, Dat e, Ti ne, User - Nane, G oup- Nang, Cal | i ng- St ati on-1d, Acct - St at us- Type, Acct - Sessi on-1d
, Acct - Sessi on- Ti ne, Ser vi ce- Type, Framed- Prot ocol , Acct -1 nput-Cctets, Acct-Qut put-Cctets
Acct - | nput - Packet s, Acct - Qut put - Packet s, Framed- | P- Addr ess, NAS- Port, NAS- | P- Addr ess

, CSNTUSER, Def ault Group,, Start, 8BD0O0003, , Franed, 03/ 18/ 2000, 08: 16: 20
PPP,,,,,1.2.3.4,1163,10.2. 2.1

, CSNTUSER, Def aul t Group, , St op, 8BD00003, 30, Fr ared, 03/ 18/ 2000, 08: 16: 50
PPP, 3204, 24, 23,1,1. 2. 3. 4,1163,10.2. 2. 1

- " . - __I
oSl 13D a0 oo B8l 2| W 229, Y

Le>Nolg cllas VI SLiSiwl

Le>Noly oSl elas] Gliiw lgolasiuwl AiSay ologles puwmall 13D 9,



cllasVI QDS pS0i

< plal < 98l I JlsYL VPN 35,0 JI AUTH 9 PPTP olasl ol @lo] S woYlasVl Jass ol 13]
9 AUTHDBG 9 .PPTPDECODE g .PPTPDBG & lasi o bis aslio] Liayl eliSay . Jpasill < olall < &lasY
13> 6,48 wlogleo L9518 oLl 03® )9 AUTHDECODE

Configuration | System | Events | Classes | Modify
This screen lets vou modify an event class configured for special handling,

Class Name [FFTP [
Enable [« Check to enable special handling of this class.
Coverity to Log Iﬁ f;;lmt the range of seventy values to enter n the

Su{r:eut:lt:uil;: ITi f;l:; :he range of severity values to display on the
Severity to Iﬁ Select the r of severity values to send to a

S_'.rt:;ng Nane Syslog sewfrligf "
Severity to Iﬁ Select the range of sevenity values to send wia email

Email hone to the recipient list.
Severity to select the range of seventy valies to send to an
IN i
Trap ' SNMP system

eV Joww < @dhall 1 sVl sVl Jxuw sl il S,



Monitoring | Event Lot

Select Filter Options
Event Class

AUTHDECODE i ]
Client IP Address [0.0.0.0 Ls Events/Page [100 ¥|
Direction [ Oldestto Newest ¥

H-Il H| “l l'Hl zet Log | Eangl Cleaangl

1 120472000 14:51:32.600 SEV=4 AUTH/22 RPT=21
UTser pptpuser disconnected

2 120472000 14:51:32.600 SEV=4 PPTP/35 RPT=14 10.44.17.179
Sezzion closed on tunnel 10.44.17.179 (peer O, local 45636, =serial 0), re
Administrative shutdown (No addictional infao)

4 12/04/2000 14:51:32.640 SEV=4 PPTP/34 RPT=14 10.44.17.179
Tunnel to peer 10.44,17,179 cloged, reason: Stop-=Local=Shutdown (No addit
info)

6 12/04/2000 14:51:49.150 SEV=4 PPTP/47 RPT=15 10.44.17.179
T111“|1“||=-1 +n mteer 10,44 .17.179 a=trahli=zhed |l|
& .

60> d9>kas - cllas ) RaSuas

ok W @ilan (VPN) ap,dlall danoll éSaildl 55,0 e 613l elbsYl auas ollac 9w

SEV=4 PPTP/ 47 RPT=20 10.44.17.179 09: 26: 16. 390 12/ 06/ 2000 1
Tunnel to peer 161.44.17.179 established

SEV=4 PPTP/ 42 RPT=20 10.44.17.179 09: 26: 16. 390 12/ 06/ 2000 2
Session started on tunnel 161.44.17.179

SEV=7 AUTH 12 RPT=22 09: 26: 19. 400 12/06/2000 3

Aut henti cati on sessi on opened: handle = 22

SEV=6 AUTH 4 RPT=17 10.44.17.179 09:26:19.510 12/06/2000 4
, Aut henti cati on successful: handle = 22, server = 10.2.2.5
user = CSNTUSER

SEV=5 PPP/ 8 RPT=17 10.44.17.179 09:26:19.510 12/ 06/ 2000 5

[ User [ CSNTUSER

Aut henti cated successfully with MSCHAP- V1

SEV=7 AUTH 13 RPT=22 09: 26: 19. 510 12/06/2000 6

Aut henti cation session closed: handle = 22

SEV=4 AUTH 21 RPT=30 09: 26: 22.560 12/06/2000 7

User CSNTUSER connect ed

dlaixall cllasVI

0Ll zxiogo 98 LaS dlaizo clias] axlgs 28



Windows RADIUS sl Cisco Secure ACS e &xcuo ué 190 dalS 9l pactiwe pouwl

VPN 3000 S o clias] zyuas gl,3] -
SEV=4 PPTP/ 47 RPT=21 10.44.17.179 09:33:03.910 12/ 06/ 2000 6
Tunnel to peer 10.44.17.179 established

SEV=4 PPTP/ 42 RPT=21 10.44.17.179 09:33:03.920 12/06/2000 7
Session started on tunnel 10.44.17.179

SEV=7 AUTH 12 RPT=23 09: 33: 06. 930 12/ 06/ 2000 8
Aut henti cati on session opened: handle = 23

SEV=3 AUTH 5 RPT=4 10.44.17.179 09: 33: 07. 050 12/06/2000 9
Aut henti cation rejected: Reason = Unspecified
handl e = 23, server = 10.2.2.5, user = baduser

SEV=5 PPP/9 RPT=4 10.44.17.179 09: 33: 07. 050 12/06/ 2000 11
[ User [ baduser
( disconnected.. failed authentication ( MSCHAP-V1

SEV=7 AUTH 13 RPT=23 09: 33: 07. 050 12/ 06/ 2000 12
Aut henti cati on session closed: handle = 23

Windows Jxw zl,3Y Cisco o 0Vl (SloYl sgixall a0 -
Aut hen fail ed, baduser,,,CS user, 03/18/ 2000, 08: 02: 47
unknown, ,, 1155, 10.2.2.1

(Windows 98 ,0) pasiuuall B, (il aluw,Jl -
Error 691: The conputer you have dialed in to has denied access because
.the usernane and/or password is invalid on the donain

CisCO oo oYl L SLoYl seixall jaa0 655 air o) oSI9 Gl S0 e "ollas MPPE uais" 3335 a5
MS-CHAP-MPPE 9 MS-CHAP-MPPE-Keys glg:¥ Windows e3>l

ellos| a9 (13-1 6 8la3 (Sgius) AUTHDECODE oIS I3IVPN 3000 5,0 cllasi aumuas 21,3 -
2315 CiSCO (o oIl L9LoYl sgixall yan ol Szl glay «Jaindl 38 (9-1 6,9la5 (Sgiuo) PPTP

(s> Jaw) el o Jowog)l Jasd L5 5,80)ly dolsl (0x1a) 26 dawdl Jus Y Windows
SEV=13 AUTHDECODE/ 0 RPT=545 10: 01:52. 360 12/08/2000 2221

. 024E002C 80AE75F6 6C365664 373D33FE .N.,..u.16vd7=3 : 0000
....6DF74333 501277B2 129CBC66 85FFB40C m C3P.w....f :0010
......... /.. 16D42FC4 BD020806 FFFFFFFF : 0020

SEV=5 PPP/ 13 RPT=12 10.44.17.179 10: 00: 29.570 12/08/2000 2028
User [ CSNTUSER ] di sconnected. Data encrypt required. Auth server
.or auth protocol will not support encrypt

Juiad oY sl Windows Jouw ol 530l Cisco o o¥l (SloYl seizall jauno gy Y -
pasiuuall B, (il dlwJl -

Error 691: The conputer you have dialed in to has deni ed access because

.the username and/or password is invalid on the domain

dlo ol oo

Cisco VPN 3000 Series ;S 0 o8> éxiuwo -

Cisco VPN 3000 Series  Jioe pe> dxiu0 -

IPSec pc> dxbwo -

Windows o> axdual Cisco 4o 0Vl , SloYl seixall jaa0 -
RADIUS ac5 dxiuwo

PPTP ac> éxao

.

.
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