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WebVPN Wizard (X]

Welcome to the Create WebWPN Wizard

The Mew ¥WabVP M wizard lats you to do the following:
* Specify an IP address, name and digital cedificate for the WebvPR.
* Creale users localky, and specify how these users should be authenticated.

* Enable the router to download full-tunnel WebWPH client sofbware to client PCs,
far ful-tunnel connacivity.

* Specify the corporate intfranet sites users are allowed tovisit, and provide a link
1o their e-mail.

* Customize the YWeb¥PH porial page.

[Nestp | cancel| Heip |

Next §od Lasl .4
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WebVPN Wizard X

IP Address and Name

This is the I[P address users will enter to access the WebVPN portal page. If muliple Web'vPM
semvices are configured inthis rowter, the unigue name is used to distinguish the semvice.

IP Address: |192.168.0.37 [®] name: [sates]

| Enable secure SDM access through 192.168.0.37

Digital Certificate
¥¥hen users connect, this digital certificate will be sent to theirweb browser to authenticate the
routar,

Cerificate; | ;l

A Information

URL to login to this WebVPN service: hitpsf192.168.0. 37/sales

qﬂaur,| Nepd = | | Cancell Help |
L

elin] liSon. 13D WebVPN §luad) 13,5 Lowl J5519 63,2501 WebVPN gy Lol IP Glgie J551 .5

Josiuy 13,0 awl JS 0sSe of o oSJ9 (WebVPN 6,lke) IP olgic uai dakie WebVPN &8l
https://192.168.0.37/sales :olgic 13® Jlo 132
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WebVPN Wizard El

User Authentication

fou can configure user accounts locally on this router. You can configure user accounis on &
AAR =erver S0 that the router can confact this server to authenticate users when they try o log
on, Specif how WabWPH should authenticate the users whan they login.

" External ARA semver

" First on an extermal AA4 server and then locally on this rauter
 Use the AAA authentication method list: | = pr_sautn n |

Create user accounts locally on this router.

Usaername $d E
wishaw i E
ausnml
cales
newtiscn

<Back | Newt= | Finier | cancel| Help |

adzoll SLLl 82l I uoasiius a8l 138 Hloxl gy <l zouwy
ologles J3>lg (adlio| (595 Lail .2



x]

Add an Account

Enter the username and password

Usernamea: laushm|
Fassword
Fassword =Mone=
Mew Password: [

Canfirm Mew Passwaord:

W Encrypt password using MDA hash algarithim

-

Privilege Level: 19 =
QI | Cancel | Help
.3 iual |
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WebVPH Wizard

Auctior

Configure Intranet Websites

fou can configure groups of intranel websites here, Each group can be given a heading and
can contain one or maore websites, Each of these groups will appear in the poral page as
links that users can click to navigate to these sites.

LURL List

< Back | Next= |

Add or select the group ofwebsites you want to display in the portal page.

0

| cancel| Help |

]

Add URL List

251 a3 (URL olgic dnsld

URL List Mame: |vWebServers

bt ¥ 2.22.1.10

Heading: Intranet WWekb
List of URLs:
Label LIFL Link Jutlook Weh Acce

(This will appear on Portal page)

Add..[ v

Edit...

)

Cancel

Help

Delete

punl 351 .2

Llgic

Jrasll 13® ) lgaisS a5 (il cuoll @90 @5LoY a9 RI90 siSly (@SLo] §99 Lail .3
@990 599 il @i ol URL ulsic wlogles J551 4

sl jisly @lio] §e8 il OWA o awlxl Exchange polss I Jowoy ddloY 5



Add URL List

LRL List Mame: |WehSerers

Heading: Intranet Weh (This will appear an Fortal page)y
List of URLs:

Lahel LIRL Link Cutlook Web Acce Add.. ‘rl

hittpei1 7222110

Wehsite. ..

el

1 I | 3

] | Cancel | Help |
. oA
999 L&l o5 ol VI wlogleny URL ylgic 3519 .Outlook Web Access LVl &l >a> .6
Add URL Label: X

LIEL Label: |OWYWWAServer

URL Link:  |http:i172.22.1.20

(Example: httpimyintranet. mycompany.comfpayrall)
W Qutlook Weh Access

b [\J izancel Help
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WebVPN Wizard x|
lv Enable Full Tunnel

Enabling full tunnel downloads the YWebVPR full tunnel client software to the client.

1P Address Poal

Craate a new or select an exsting address pool from which clients will b2 given an IP address
when they connect,

IF Address Pool: Tl

Full Tunnel Client Software is already installed in your router,

¥ Keep the Full Tunnel Client software installed on client's PC.

Advanced Options

Click Advanced Tunnel Oplions... to configure split tunneling, split DMNS, browser progy
seflings, DME and WINS servers.

Advanced Tunnel Options... I

<Back | Newt= | Finier | cancel| Help |
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WebVPM Wizard [x]
v Enabile Full Tunnel

Enabling full tunnel dosnloads the WabYPH full tunnel client sofware to the client.

IF Address Pool

Create a new or selectan exisling address pool from which clients will be given an IP addrass
when they tonnact,

IF Address Pool; T;

Select an exizsting P Pool

@ Full Tunnel Client Software | already installe

# Keep the Full Tunnel Client software installed on client's PC.

Advanced Options
Click Advanced Tunnel Options... to configure split tunneling, split DNS, browser proey
settings, DNS and WINS servers.

Advanced Tunnel Options.. |

<Back | Next > | | cancel| Heip |
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Web¥PH Wizard

i Enable Full Tunnel

|Inlranal

Add P address range

Pool Mame: [Irﬂmnet
Start IP address: |1 T2r2175
End IP address: |1 T3 85

OK I}}l cancel |  Hep |

Enabling full tunnel downloads the YWabYP N full tunnel client sofware to the client

ok | cancel | Hew |

given an IF addrass

Dwezar progy

Tunnel Options... I

= Back | Med =

cancel | Help |
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WebVYPN Wizard X
 Enable Full Tunnel

Enabling full tunnel dosnloads the WabYP N full tunnel client sofwarne to the client

IF Address Pool

Create a new or selectan exisling address pool from which clients will be given an IP addrass
when they tonnact,

IP Address Poal: Intranet Sy

@ Full Tunnel Client Sofwara (= already installed in your router.

R Keep the Full Tunnel Client software installed on client's PC.

Advanced Options

Click Advanced Tunnel Options... o configure split tunneling, split DNS, browser proy
settings, DNS and WINS servers.

Advanced Tunnel Options.. |

15

<Back | Next> | | cancel| Help |
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Advanced Tunnel Options E|

Split Tunneling | Browser Proxy Seftings | DNS and WINS Servers

DNE Servers WINE Servers
Primary DMNE Server: |1?1i-‘11 oo Primary WINS Server: |’li"i-‘.22.1 A01
Secondary DNS Server: | Secondary YWINS Server: |

Default Domain; [

GKR'J Cancel | Help I

655 WINS 9 DNS 3153 dpwluwVI IP (9lic J55l9 WINS § DNS polgs wusiidl dode G5 il
ol Ll JLasVl pyansis uyosid] dodle §99 il (o ymimall JiS99 Laaill JuasVl apuis olslacl
Jss9 oblac|

Advanced Tunnel Options

Split Tunnelm\] Browser Proxy Settings | DNS and WINE Servers ]
—— Split Tunneling L@—Epln DMS

Select Include or Exclude to configure the Metworks Uze the corporate DNE semver o resolve the
shown in the list dormain names for the following domains. Other
domains the client ISP DNE serverwill be used,

" Include Traffic Learn More
" Exclude Traffic
Destination Metsorks:

IF Address Mask

Add... |
| Delete |

r I 1L e Use semicolons () to separate entries,

Ok | Cancel | Help I

AW 599 sl gl SHLLA GuoSi pgs ol a2, .16
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WebVPN Wizard X

Customize WebWPN Portal Page

fou can custamize the YWebVPR portal page that is displayed to users. You can select a
predefined theme for the portal page. Atheme defines colors for texds and backaround and &
lago. Yiou can create new themes, and customize colars, texd and lago in Edit VeebWPM mode.

Theme: |Open Highway =]

P revienay:

Cisco SvsTems B [
m Web VPN Server FE @

Infernet

Enter Web address (URLY: | | Gol

<Back | Nept> | e | cancel| Heip |
b
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WebVPH Wizard

5 ([T 2
&MN Paolicy Mame  : paolicy_1
bVPR Gateway Mame : gateway_1

Lizer Authentication Method List | Local

{Intranet websites: Enabled

LIRL List Mame WebServers
COVASerer - hitpi 72,22 1 30fexchange
:SalesSite - hipX172.22.1.10

IFull Tunmel Configuration

EVC Stalus fes

IP Address Pool : Infranet

Split Tunnaling  : Disabled

Split DME : Disabled

Primary DME Server S1T72221.100

Primary WINS Server: AT

Install Full Tunnel Client : Disabled w

DMS is not enabled on your router. As some WebVPRN services require DNE to wark, it is|
& recommendead that you enabla DME.

<Back | 11 - | Finish[ cancel| Help |

gowgiy 08.VPN calbib U 12,9 JSiy calaslb:aJll ololasdl JasT (Las i dlSuiv auuail
Edit _ysul daoMc 399 ,ailg WebVPN
WebVPN




e e e @ 4 ?
@ % Eﬂ Wil | fedh  Sws  Seamh  Hep
VPN
5] EWN ~.
& Sne-to-Site WPH L
G Eagy VPN Remate WaBvPM Contests & Ard ﬁs_tm Deiele S Disabie
G Easy VPN Server : a =
Cemarnic Wumgoint VN Hame Cralerway Comain Status | Adménisirative Stabss
B 5
W WA G Al
A Packagis
E-ElWPN Componenss
B IPSe:
B8 e
EH_E Easy VPN Server
EHCE Public Ky Irfiastnich
—3M‘PN Kiys Encryplion
Diatails aboul Web VPN Comest: sales
Ham Mame | noen vae
Growp Policies
polity_1
Sarvces URL Marglingchves, Full Turingd
URILs Exposed fo Uisers OeASerer - hipaii 72,32 1. 30kschange
SalesEne - RpNIT222.1.10
Siarnrs Expasiéd 10 LSS <hamis
WINS Servies =hlane=
I ]
Dieivering configuration 1o the rouler. JEAE:IEUTC Th Aug 03 2006
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Edit Web¥PH Context -salos

Bl [MebvPHN Contes]

........ Group Policies

wes HTML Digplay Settings
e MetBIDS Mame Server Li
frmrmeeaan FPort Foresard Lists

== LURL Lists

-------- Clsto Secure Deskiop

Marme: [
Associated Gateway: |gale~.l.-'a'|'_1 '='|
Domain: | sales

Authentication List:

Authentication Dormain:
[v Enable Context

| sdm_vpn_xauth_mi_4 _V|

Maximurm Number of users: | 2
VRF Name: | <None= ~|
Default Group Policy: |policy_1 |
J
(0] 14 | Cancel | Help |

E3

cilasb.cly Lol Las il ¢woadiwell guxall sa=ll 31 (weasiuual] 3a=) w28Vl axll Ja> 9
a5 999 8l pi Jaa> §99 L&l oSl alo I ely aoll LolgVl dlS pis.0K caalnsl U3 asy9 (0K

Ohusidl Joua)
abil

1030 oloVl Jaw o liysSs clivl, ASDM g,

mI-3825-01 9]

ausnnl - 3825- 01#show run
...Building configuration

4393 bytes
!

Last configuration change at 22:24:06 UTC Thu Aug 3 !
2006 by ausnni

NVRAM config | ast updated at 22:28:54 UTC Thu Aug 3 !

2006 by ausnni
|

Current configuration :

version 12.4

service timestanps debug dateti ne nsec
service tinmestanps |og datetinme nsec
servi ce password-encryption

|

host nane ausnni - 3825-01
!




boot - st art - mar ker

boot system flash ¢3825-adventerprisek9-nme.124-9.T. bin
boot - end- mar ker

!

no | oggi ng buffered

!

aaa new- nodel

!

Added by SDM for local aaa authentication. aaa ---!
aut hentication login sdmvpn_xauth_m _1 | ocal aaa
aut hentication login sdmvpn_xauth_m _2 |ocal aaa
aut hentication login sdmvpn_xauth_m _3 | ocal aaa

aut hentication login sdmvpn_xauth_m _4 local ! aaa
session-id conmon ! resource policy ! ip cef ! ip domain
name ci sco.com! voice-card 0 no dspfarm !--- Digital

certificate information. crypto pki trustpoint TP-self-
si gned-577183110 enrol | ment sel fsigned subject-nane

cn=| OS- Sel f - Si gned- Certificate-577183110 revocati on-
check none rsakeypair TP-sel f-signed-577183110 ! crypto
pki certificate chain TP-sel f-signed-577183110
certificate self-signed 01 3082024E 308201B7 A0030201
02020101 300D0609 2A864886 F70D0101 04050030 30312E30
20060355 04031325 494F532D 53656C66 2D536967 6E65642D
43657274 69666963 6174652D 35373731 38333131 30301E17
0D303630 37323731 37343434 365A170D 32303031 30313030
30303030 5A303031 2E302C06 03550403 1325494F 532D5365
6C662D53 69676E65 642D4365 72746966 69636174 652D3537
37313833 31313030 819F300D 06092A86 4886F70D 01010105
0003818D 00308189 02818100 F43F6DD9 32A264FE 4C5B0829
698265DC 6EC65B17 21661972 D363BCAC 977C3810 !--- Output
suppressed. quit usernanme w shaw privilege 15 secret 5
$1$r 4CWBSeP6 ZWQEAAUGBVKDbR16U. user name ausnm privil ege
15 password 7 044E1F505622434B usernanme sal es privil ege
15 secret 5 $1$/Lc1$K. Zt 41zF1j SdKZr PgNK1A. user nane
newci sco privilege 15 secret 5

$1$AXI nB7k5PWspXKxUpoSReHo71 QL | i nterface

G gabitEthernet0/0 ip address 192.168.0. 37 255. 255. 255. 0
ip virtual -reassenbly duplex auto speed auto nedi a-type
rj45 no keepalive ! interface G gabitEthernet0/1 ip
address 172.22.1.151 255. 255. 255. 0 dupl ex auto speed
auto nedia-type rj45 !--- Clients receive an address
from this pool. ip local pool Intranet 172.22.1.75
172.22.1.95 ip route 0.0.0.0 0.0.0.0 172.22.1.1 ! ip
http server ip http authentication local ip http secure-
server ip http timeout-policy idle 600 |ife 86400

requests 100 ! control-plane ! line con O stopbits 1
line aux O stopbits 1 line vty O 4 ! scheduler allocate
20000 1000 !--- Identify the gateway and port. webvpn

gateway gateway_1 ip address 192.168.0.37 port 443 http-
redirect port 80 ssl trustpoint TP-self-signed-577183110
i nservice !--- SVC package file. webvpn install svc
flash:/webvpn/svc. pkg ! !--- WebVPN context. webvpn
context sales title-color #CCCC66 secondary-color white
text-col or black ssl authenticate verify all ! 7---
Resources available to this context. url-list
"WebServers" heading "Intranet Web" url-text "SalesSite"
url-value "http://172.22.1.10" url-text "OMServer" url-
val ue "http://172.22.1. 20/ exchange" ! nbns-1ist NBNS-
Servers nbns-server 172.22.1.15 master !--- Group policy
for the context. policy group policy_1 url-list
"WebServers" functions svc-enabl ed svc address-poo
"Intranet" svc default-domain "cisco.com svc keep-
client-installed svc dns-server primary 172.22.1.100 svc
Wi ns-server primary 172.22.1.101 defaul t-group-policy




policy_1 aaa authentication |ist sdmvpn_xauth_m _4
gateway gateway_1 donmin sal es nax-users 2 inservice ! !
end
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