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Cisco Secure Web Appliance

Web Security Manager

Security Services Network

Log Subscriptions

Configured Log Subscriptions

| Add Log Subscription... |

~

IJu29,6 - wussd pdBle 1duwed

Log Name | Type Log Files | ::
accesslogs Access Logs ftp://wsal4s.calo.amojarra/accesslogs Ni
amp_logs g:;::: E:::Oim ftp://wsal45.calo.amojarrafamp_logs N1
archiveinspect_logs . Archivelnspect Logs ftp://wsald5.calo.amojarrafarchiveinspect_logs I N1
audit_logs I Audit Logs ftp://wsal45.calo.amojarra/audit_logs I N1
authlogs ':::::J:ﬂf:laigs ftp://wsal45.calo.amojarrafauthlogs M1
avc_logs I AVC Engine Logs ftp://wsala5.calo.amojarrafave_logs _/ I M
bbbbbb Access Logs Syslog Push - Host 10.48.48.194 N1
bypasslogs . Proxy Bypass Logs ftp://wsal45.calo.amojarra/bypasslogs I N1
cececeee Access Logs Syslog Push - Host 1.2.3.4 Ni
.cli_lugs [ CLI Audit Lags [ ftp://wsal45.calo.amojarra/cli_logs [ M
ranfindafrand lane Canfinnratian | Ans frre M hwealdB Fala amniarraleanfindafrand lane L'

System Administration

Policy Trace

Alerts

S5L Configuration

Users
Network Access

System Time
Time Zone
Time Settings

Configuration
Configuration Summary
Configuration File

Feature Key Settings

Feature Keys

Smart Software Licensing
Upgrade and Updates
Upgrade and Update Settings
System Upgrade

System Setup
System Setup Wizard

Secure Web Appliance is getting a new look. Try it !

Log Subscriptions q—@
Return Addresses

zanonymization

Deanonymization

Deanonymization

leanonymization

Delete
|
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SWA_CLI> grep

Currently configured Togs:

. "accesslogs" Type: "Access Logs" Retrieval: FTP Poll

. "amp_Tlogs" Type: "Secure Endpoint Engine Logs" Retrieval: FTP Poll

. "archiveinspect_logs" Type: "ArchiveInspect Logs" Retrieval: FTP Poll
. "audit_Togs" Type: "Audit Logs" Retrieval: FTP Poll

. "authlogs" Type: "Authentication Framework Logs" Retrieval: FTP Poll
. "avc_logs" Type: "AVC Engine Logs" Retrieval: FTP Poll

. "bypasslogs" Type: "Proxy Bypass Logs" Retrieval: FTP Poll

. "cli_Togs" Type: "CLI Audit Logs" Retrieval: FTP Poll

coNOYUVI A~ WN =

45. "upgrade_logs" Type: "Upgrade Logs" Retrieval: FTP Poll

46. "wbnp_Tlogs" Type: "WBNP Logs" Retrieval: FTP Poll

47. "webcat_Tlogs" Type: "Web Categorization Logs" Retrieval: FTP Poll

48. "webrootlogs" Type: "Webroot Logs" Retrieval: FTP Poll

49. "webtapd_logs" Type: "Webtapd Logs" Retrieval: FTP Poll

50. "welcomeack_logs" Type: "Welcome Page Acknowledgement Logs" Retrieval: FTP Poll
Enter the number of the log you wish to grep.

[1> 40

Enter the regular expression to grep.
[I> Warning

Do you want this search to be case insensitive? [Y]>
Do you want to search for non-matching Tines? [N]>
Do you want to tail the Togs? [N]>

Do you want to paginate the output? [N]>
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getting a new look. Try it !

Secure Web Applig
—

o5

~—
System Administration

Cisco Secure Web Appliance
S100V

[, ] Reporting Web Security Manager Security Services

Interfaces
mtertaces [y
Interfaces: Etl;::et Internal SMTP Relay Hostname
Upstream Proxy
M1 IPv4: 10.48.48  External DLP Servers wsalds.calo.amojarra
Separate Routing for Management Services: | No separate routing (M1 pc  Web Traffic Tap ement)

Appliance Management Services:  FTP on port 21, SSH on por  Certificate Management
L4 Traffic Monitor Wiring: | Duplex TAP: T1 (In/Out) Cloud Services Settings

[ Edit Settings... |

Identification Services
Authentication

Identity Provider for Saas
Identity Services Engine

Copyright @ 2003-2023 Cisco Systems, Inc. All rights reserved. | Privacy Statement

lJuo9,6 - wpdsy FTP gJs SWA
U 95 5. 225 2106 1Jlzesl, J FTP
IJg b9 6. $3p0 IJ TCP psole ,6p J FTP (1Jeduos, FTP ssols 21)

lJglogs 7. huwld IJogss)lo soudssol



Edit Interfaces

Interfaces
Interfaces: |
Ethernet IP Address / Netmask Hesthaaa

Port
IPv4: [10.48.48.184/24 (required)

M1 |wsal45.ca|o.amojana
IPv6: |
Pvd: |

P1 [
1pv6: |
IPva: |

P2 [
IPv6: |

Part M1 is required to be configured as the interface for Management Services, and must have an IPv4
address and netmask specified. Other interfaces are optional unless separate routing for management
services is selected below, and may have an address and netmask specified for IPv4d, IPv6, or both.

Separate Routing for Management Services: | [_] restrict M1 port to appliance management services only

If this option is selected, another port must be configured for Data, and separate routes must be
configured for Management and Data traffic. Confirm routing table entries using Network > Routes.

Appliance Management Services: [ s |21— l
SSH [22
[ HTTP [s080

HTTPS  [8443

[ Redirect HTTP requests to HTTPS (HTTP and HTTPS Services will be turned on)

Warning: Please exercise care when disabling or changing these items, as this could disrupt active
connections to this appliance when changes to these items are committed

L4 Traffic Monitor Wiring: @ Duplex TAP: T1 (InfOut)

O Simplex TAP: T1 (In) and T2 (Out) 2
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_appendix_010111.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
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